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1 In tro duction

Electronic voting schemeshave been proposedin the last two decades[1,2,3,4]
as an alternativ e to paper-basedvoting systems. The schemes intend to, not
only assurethe voting security, but also o®er e±ciency and °exibilit y. In this
way, they give convenienceto the voters, while guaranteeing the accuracyof the
result.

In generalan electronic voting protocol is basedon a set of security require-
ments that should, at least, o®erthe samesecurity asobtained by the traditional
(paper-based)models. Although a standard is still not proposed,there is a con-
sensusamong the researchesthat the following requirements are acceptable(see
[5,6,7,4] for more information).

Exactness :
{ A valid ballot cannot be altered;
{ All valid ballots are counted correctly;
{ Invalid ballots cannot be counted;

Demo cracy :
{ Only authorized voters are able to vote;
{ Each voter votes at most once;

Priv acy :
{ It is not possible to associate the ballot to the voter who issued

it (anonymit y);
{ No voter can prove that a certain ballot was her (receipt-freeness);
{ A coercer cannot force a voter to cast a ballot in a speci¯c way (inco-

ercibilit y);
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{ All ballots remain in secretuntil the end of the voting;

Univ ersal Veri¯abilit y Anyone is able to verify the correctnessof the voting
processand its result;

These requirements (or parts of them) have been used by the researches to
achieve voting schemes.The proposedmodels are basedon blind signatures[8],
mix nets [1], and homomorphic encryption primitiv es.Naturally , someschemes
also combine theseprimitiv es.

In schemesbasedon blind signatures, such as [9,5,7,10], usually the ballots
are ¯rst validated (using the blinding mechanism) and then posted through an
anonymous channel, beforethey are decrypted. Normally, theseschemesare fast
and simple, but not receipt-free. Tatsuaki Okamoto [3] proposeda receipt-free
blind signature protocol, but it relies on the useof the strong assumption of an
anonymous untappable channel.

Mix net basedschemescanbe found in [1,11,12,13,14]. Usually, the encrypted
ballot (signed by a voter) is published. Before the ballots are decrypted and
counted, the signaturesare checked and the valid ballots are sent to the mix net.
As the mix net is fundamental for the security, someprotocolsusecascadedmix
nets and require them to prove their work. This hampers the e±ciency of the
protocol. Typically, mix net based schemesare not receipt-free, but a generic
model to achieve this requirement wasproposedby ByoungcheonLee et al. [15].

The schemesbased on homomorphic encryption, such as [6,2,16,17,4], are
simple regarding the ballot issuing, but not e±cient in computing the voting
result. The main idea is to publish: the encrypted ballot (signedby a voter) and
its proof of validit y. To obtain the voting result, the signatures and the proofs
are veri¯ed. Then, the homomorphic property of the employed cryptosystem is
used to obtain an encryption containing the sum of all ballots. Homomorphic
basedschemesare usually receipt-free. However, problems in someschemesas
[6] and [18] were discovered, in a way that receipts can be made (see [16] for
more details about the problems).

1.1 Con tribution

In this paper we present eFarnel, a new electronic voting protocol basedon the
Farnel paper-basedscheme (seeSection 2). The protocol was conceived taking
into account all security requirements described in Section 1. Moreover, it solves
the problemsfound in the previousprotocolsfrom Devegili and Ara¶ujo et al. [19].

The Farnel paper-basedschemehas interesting properties not present in the
traditional paper-basedmodel. One of them is that it allows the voters to sign
ballots without establishing an association to her own ballot. Due to the prop-
erties of this scheme,we establish a new kind of mix net called a F-Mix-Net to
be used in our protocol. This feature allows it to useour mix net in the voting
phase,in contrast to regular mix nets, which have to be usedin the tally phase.
This is realized preserving the voters' freedomto vote-and-go.
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1.2 Related W ork

The ¯rst electronic scheme based on the Farnel paper-basedmodel is due to
Devegili [20]. Basically, the schemesimulates the model by using two authorities.
One is pre-initialized with ballots and works asa ballot box. The other validates
ballots for voters through a blind signature mechanism. During the voting, the
voter getsher ballot validated, sendsit to the "ballot box authorit y" and receives
a receipt (see[20] for more details). This protocol has somedrawbacks, such as
the voters can make proofs revealing their ballots, it doesnot simulate the paper
model correctly, and collusion among authorities can attest invalid ballots.

Aiming to make a protocol ascloseaspossibleto the new paper-basedmodel,
Ara¶ujo et al. [19] intro duced a modi¯ed version of Devegili's protocol. The new
protocol works like the original one, but during the voting phase each voter
receives a ballot from the "ballot box authorit y", instead of the receipt. The
voter must sign this ballot and send it to a new authorit y, whose work is to
receive signedballots.

As the original electronic protocol, the Ara¶ujo et al.' protocol hasdrawbacks.
The voters can still make receipts.Furthermore, they can compromisethe voting
result by not following the protocol. A voter could, for example, receive a ballot
from the "ballot box authorit y" and abstain to sendit to the other authorit y or,
receive a ballot and replaceit with a copy of her own ballot.

In eFarnel these drawbacks are surpassed.It is partly related to Adit ya et
al. [21] and Leeet al. [15]. Theseschemesapply the idea of a trusted randomizer
to provide receipt-freenessin mix net basedschemes.

In Adit ya et al. [21], the voter makesher ballot, encrypts it, and sendsit to a
trusted authorit y. After the voting period, the authorit y randomizesall received
ballots and posts them to the public channel. After that, the authorit y proves
(in a designatedveri¯er way) the re-encryption to each voter. Then, the voter
signsa pre-de¯ned messageto approve the re-encryption. In the tally period, all
approved ballots are sent to the mix net before they are decrypted.

Leeet al. [15] employ a tamper-resistant hardware asthe randomizer, instead
of a remote authorit y. This deviceis given to the voters beforethe voting period.
In order to vote, the voter encrypts her ballot and sends it to her (priv ate)
randomizer. Then, the randomizer re-encrypts it, signsthe re-encryption, issues
a (designated) proof of re-encryption, and sendsthis information to the voter.
Upon accepting the signature and the proof, the voter signs the re-encryption
and posts it to the public channel. To make the ballots anonymous, they are
sent through a mix net, before they are decrypted.

Our schemeapplies a trusted authorit y that re-encrypts the ballots, like [21]
and [15]. However, the authorit y also acts as a mix net with an additional prop-
erty. Moreover, the voter does not approve the re-encryption by signing it or a
pre-de¯ned message.Instead of she signs a randomly chosenencrypted ballot.
Another di®erenceis the fact that eFarnel makesthe ballots anonymous during
the voting phaseand not (as usual) in the tally phase.

Section2 describesthe Farnel paper-basedvoting schemecontrasting it with
the traditional paper-basedmodel. Section 3 presents the cryptographic primi-
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tiv esused in the electronic protocol as well as the de¯nition of the new feature
required by the mix net. Section4 presents the electronicprotocol that represents
(as closeaspossible)that paper-basedscheme.Finally, Section6 summarizesour
contributions and presents the future challenges.

2 The Farnel pap er-based voting proto col

In the traditional paper-basedvoting system, the voter, after beeing authenti-
cated by a trusted authorit y, receivesa blank ballot, makesher choice,and casts
it into a ballot box. The anonymit y is achieved by using a polling-booth and the
ballot box. After the voting period, the ballot box is openedand the ballots are
counted.

This schemehasseveral well-known drawbacks which could beusedto modify
the result of a voting (see[22] for description of attacks in paper-basedvotings).
One of them is the possibility to modify, insert, or even delete ballots after the
voting period. Another, is the impossibility to verify who voted using only the
information stored in the ballot box.

Aiming to overcome these problems, a research group at the Universidade
Federal de Santa Catarina in Brazil developed a general paper-basedidea [23],
and the ¯rst realization of this idea was actually described in the Master Thesis
of Devegili [20] as an electronic voting scheme called Farnel 4; the scheme was
improved afterwards by Ara¶ujo et al. [19]. Although both works were basedon
the same general paper-basedidea that was never published, the later gave a
better and complete abstraction of the idea. Thus, from the electronic scheme
proposedby Ara¶ujo et al., we can extract the paper-basedidea, which will be
described below.

The solution requires the voters to sign ballots. This way, it is possible to
know who the voters were, and any attempt to insert, modify, or delete votes,
after the voting period, can be detected. To avoid an association between the
voter and her ballot, the voter doesnot signher own ballot, but onefrom another
voter. This is done in the courseof the voting process.Thus, Farnel gives new
and di®erent warranties to the voter that her ballot will be counted, and the
exclusion or inclusion of new votes will not be possible,after the voting phase
has ¯nished. The voter can, for example,verify that all ballots are signedeither
by the voters or by the authorit y. Moreover, everybody can check who voted
without needingthe list of voters.

The scheme works as follows: di®erently from the traditional model, it has
two ballot boxes. In a previous stage, before the voting period, the ¯rst ballot
box is publicly initialized with ballots signedby a trusted authorit y. This set of
ballots must represent, with an equalprobabilit y, all possibleballots. The second
onestarts the voting period empty. As in the traditional model, to vote the voter
gets a blank valid ballot from the trusted authorit y, makesher choice and casts
the ballot into the ballot box. In Farnel, this ballot box is the one initialized

4 Farnel means basket in portuguese.
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with signed ballots, i.e., the ¯rst ballot box. Upon receiving the voter's ballot,
the ¯rst ballot box is shu²ed and a random ballot is output. After receiving this
ballot, the voter signs it and casts it into the secondbox. This ends the voting
processfor that voter.

After the voting period has ¯nished, the remaining ballots of the ¯rst box
are signedby the trusted authorit y and are inserted into the secondbox. Then,
the secondbox is openedand all ballots are counted. From this result the bal-
lots, which were pre-inserted into the ¯rst box before the voting period, are
discounted.

3 Comm unication Channel and Cryptographic Elemen ts

In this Section we intro duce the elements which are used to assemble the elec-
tronic voting schemeproposedin Section 4.

3.1 Comm unication Channel

The eFarnel protocol assumesthe existence of an authenticated public chan-
nel, also called Bulletin Board (B B ). This model of communication is widely
acceptedand used several times in the design of voting schemes.The B B can
be read by anyone, but only authorized parties can write on it. Furthermore,
nobody can eraseor overwrite messagesoncethey have beenwritten.

Normally, the voter usesthe B B to post information directly, e.g., in the
scheme presented by Cramer et al. in [2]. Since anyone can verify the posted
data, the board contributes to achieve the veri¯abilit y requirement. Regarding
the proposedscheme,the voter doesnot post her ballot directly. Instead of that,
shesendsit to a trusted authorit y that then publishes it.

In addition to the B B , the proposedprotocol also requires a two-way un-
tappable communication channel between the voter and the trusted authorit y.
As de¯ned by Okamoto in [3], an untappable channel is a physical devicewhere
the voter sendsa messageto an authorit y and any other parties learn nothing
(information theoretically) about the message.In a two-way untappable channel,
the authorit y is also able to sendmessagesto the voter in the sameway.

An untappable channel is a fundamental requirement for receipt-free proto-
cols.As stated by Hirt et al. [16], an one-way untappable channel is the weakest
physical assumption for a receipt-freeprotocol.

3.2 Public-Key Cryptosystem

The ElGamal cryptosystem [24] over Z ¤
p is usedas basis for our voting scheme.

This cryptosystem is applied to make encryptions and signatures.
Take into account a multiplicativ e subgroup of Z ¤

p with order q, the public
and private keys are generatedin the following way:

{ choosetwo (larger) primes p;q (with q j p ¡ 1);
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{ the private key is a random number x, where x < p;
{ the public key is the triple h = gx mod p, g and p, where g is the generator

of the subgroup;

To encrypt a plain text m, a secretrandom number r is chosenand the pair
a;b is computed by a = gr and b = mhr . The pair a;b is the cipher text. m is
obtained back by computing: b=ax .

The ElGamal signature on m is realizedin the following way. Choosea secret
random number k (relativ e prime to p ¡ 1) and compute a = gk mod p. Then
¯nd an s, such that m ´ xa + ks mod p ¡ 1. (a; s) is the signature. The signa-
ture is veri¯ed checking if: haas mod p = gm mod p. Naturally , another suitable
signature schemecan also be used.

As presented in Section4, n talliers (or at least a subsetof them) are required
to decrypt the ballots. Thus, a threshold version of ElGamal is also employed.

A threshold basedElGamal cryptosystem was proposedby Pedersenin [25].
This protocol doesnot require a trusted party to distribute the secretkey. Instead
of this the secretkey is jointly generatedand veri¯ed by all involved parties.

To generatethe public key for a (k; n)-threshold sharedprivate key, where n
is the total number of parties and k the minimal subsetrequired to decrypt the
message,each party Ti calculateshi = gx i . The result is then committed (see[26]
for more information about commitment schemes)and sent to the B B . After all
parties published their commitments, each of them opensthe committed value.
The public key h is then computed by the product of all hi .

Aiming to permit the private key reconstruction by any minimal subset^ of
k parties, the Lagrangecoe±cients are usedsuch that:

x =
X

i 2^

x i ¸ i; ^ ; ¸ i; ^ =
Y

l 2^nf i g

l
l ¡ i

However, as described by Cramer et al. [2], the cipher text (gr ; mhr ) can be
decrypted, without reconstructing the key, in the following way:

1. Each party sends(gr )x i to the B B and provesin a zero-knowledgeway that
logghi = logx gr x i ;

2. Let ^ be a subset of n parties that produced the correct proofs, the plain
text is obtained by computing:

m = y=
Y

i 2^

x ¸ i; ^
i

Aw areness of the encryptions If the voters are allowed to make their en-
cryption freely, a coercer can take advantage of this. One problem is, as stated
by Delaune et al. [27], that a coercer could generatean encrypted messageand
force the voter to use it.

Another problem is, as stated by Jakobssonet al. [14], the fact that a voter
could fetch an encrypted messagefrom the B B , re-encrypt it and then re-post
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it. This could be used, for example,by a coercer to point out a vote on the B B
and to force the voter to use it. Jakobssonproposesto solve this by requiring
the encryptions to be non-malleable(see[28] for more details).

Using non-malleableencryptions also solvesthe Delauneproblem previously
stated, since the voter has no way to use an encryption not made by her. Ac-
cording to [12], an ElGamal encryption can be turned non-malleableby proving
the knowledgeof the random number usedto encrypt the message,such that:

Let (a = gr ; b = mhr ) be the ElGamal encryption of a messagem, wherer is
the secretkey and a is the public key. Then (a;b) plus an additional information 5

are signedusing r and the Schnorr signature protocol [29]. Note that this is an
interactive protocol. Checking the signature and its relation to the (a;b) assures
the knowledgeof r .

Thus, in order to avoid the two problems described above, eFarnel utilizes
non-malleableencryption.

3.3 Mix net

The mix net is an important primitiv e to a®ordanonymit y. It is usedby many
voting schemes,such as[10] and [15]. The main idea is to provide a cryptographic
mechanism that receives a set of messagesand outputs the sameset, but in a
random order. This is realized in way that nobody, except the mix net, can tell
which incoming messagecorresponds to which outgoing one.

One or more servers can form a mix net. Usually, multiple servers are used
in order to improve the security. Even if someof the servers reveal their secrets,
for example the utilized permutation, the anonymit y is still kept.

There are two models of mix nets: the Chaum model and the re-encryption
model.

In the Chaum model [1], also known as decryption mix net, the messageis
encrypted with the public key of each individual mix. Thus, the most external
encryption is made using the ¯rst server's public key and the most internal, the
last server's key. Upon receiving the encrypted messageeach mix permutes the
messageand removesthe respectively outer encryption.

In the re-encryption mix net (seePark [11]) the messagesare encrypted with
just onepublic key. As the encrypted messagestransversethe servers,each server
re-encrypts the messages,using the samepublic key, but a di®erent randomiza-
tion and permutes the encryptions. Note that the mix doesnot know the plain
text of the message.This model has received more attention by the researches
since it is more e±cient.

In both models, some trust in the mix net servers is required. Otherwise,
malicious servers can contribute, for instance, to relate incoming to outgoing
messages,as presented in [30]. Protocols like [14,13] require the servers to prove
their work.

5 [12] proposed the number of batches decrypted previously. We use the number of
votes posted on the B B previously.
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Both modelscan be usedin our scheme.However, as the schemerequiresthe
mix net to hold someadditional messagesand use them in the mixing process,
the mix net has to be an F-Mix-Net, which is de¯ned below.

De¯nition 1 An F-Mix-Net is a mix net with the following additional attribute.
Let ® be the set of incoming messages.Let ¼be an additional set of pre-de¯ned
messages.While mixing ® the F-Mix-Net secretly replaces some elementsof ®
with elementsfrom ¼.

3.4 Designated-v eri¯er re-encryption pro ofs

As described in the next Section, the mix net employed in our protocol receives
votes and re-encrypts them. To allow the voters to make sure their votes were
correctly re-encrypted, we require the mix net to prove the re-encryption via
designated-veri¯er proofs (seeJakobson[31]).

The general idea is to have an authorit y providing a re-encryption proof to
the voter. As the voter canalsomake the proof by herself,it becomeuselessif she
transfers it. The following designatedveri¯er re-encryption proof was proposed
in by Lee and Kim [4] and is usedin the eFarnel protocol.

Let (a;b) = (gr 1 ; mhr 1 ) be an ElGamal encrypted messagem generatedby
the voter with the talliers' public key h = gx . The randomizer re-encrypts (a;b)
using h and a random number r 2 to obtain: (c;d) = (gr 2 ; mhr 2 ). The voter's
public key is hv = gx v and the corresponding private key is xv .

The authorit y (in our casethe mix net) will prove to the voter that logg(a=c)
and logh (b=d) have the samevalue. In order to accomplish this, the authorit y
does:

1. choosethe random numbers i; k; l 2 Zq;
2. computes(e;f ) = (gi ; hi ) and d = gk hl

v ;
3. computeso = H (e;f ; c;d) and u = i ¡ r 2(o + k);
4. sendthe proof (o; i; k; u) to the voter;

The voter veri¯es if: o ?= H (gu (a=c)o+ k ; hu (b=d); gr hl
v ; c;d).

4 The Electronic Voting Scheme

This Sectionpresents the eFarnel electronic voting protocol basedon the paper-
basedFarnel schemedescribed in Section 2.

The electronic protocol usesa mix net as the ¯rst ballot box. However, in
order to work as proposed the mix net must be an F-Mix-Net as de¯ned in
De¯nition 1. In addition, the mix net also operates as a randomizer, i.e., re-
encrypting messagesand presenting proofs of the re-encryption.

Unlike the paper-basedprotocol, the electronic onedoesnot require a trusted
authorit y to validate the votesaswill bedescribedbelow. Thus,each voter makes
her vote and sendsit directly to the mix net.
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In the following description, the mix net is called Trusted Authorit y (TA).
The TA is supposedto work asrequired and will not act maliciously, for example,
deleting votes or colluding with another party. Additionally , the TA is running
on exactly one server.

The eFarnel protocol is composedof four phases:con¯guration, registration,
voting and tally . Each phasehasspeci¯c tasks that must be accomplishedwithin
a certain period of time. The phasesare realized in sequence,i.e., to begin a
subsequent phasethe respective precedent phasemust be ¯nished.

Besidesthe voter and the TA, the following players also participate in the
protocol:

{ the registration authorit y (RA), that is responsible to register the voters;
{ the B B s as described in Section 3.1;
{ the talliers (T), responsible to decrypt the votes and count them;

Each public key has a corresponding digital certi¯cate issued by a trusted
certi¯cation authorit y. Moreover, there is a pre-de¯ned list (L1) of eligible voters.
Both the certi¯cates and L1 are published on the B B to allow anyone to check
them.

Founded on theseassumptionsand on the primitiv esdescribed in Section 3,
the protocol is now presented.

4.1 Con¯guration Phase

In this phase,the generalparametersof the voting are established.The options
are de¯ned as well as the encoding for the ballots. The keys of all authorities
(RA, TA, and T) are generatedand validated by digital certi¯cates. Especially,
all talliers (T) cooperate to generatea public key (hT ; gT ) and to sharethe cor-
responding private key accordingto Section3.2. All digital certi¯cates, available
options, and the ballot encoding are published. Also, an error messagez, that
will be usedto warn that a certain proof wasnot accepted,is createdand signed.

Additionally , the set of encrypted ballots (as described in Section 2) is pub-
licly generatedand published on B B 1. This set is alsousedto publicly initialize
TA. Any modi¯cations madeby TA in this set afterward are kept in secret.Let
L (b) be the set of encryptions kept and subsequently modi¯ed by TA.

4.2 Registration Phase

The voter provesher eligibilit y, for instance by signing a pre-agreedmessage,to
the RA. At end of this phase,the RA posts the digital certi¯cates of valid voters
on the B B .

4.3 Voting Phase

This phaseconsistsof several stages.Figure 1 illustrates their interrelation. The
stagesare explained in detail below.
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Fig. 1. This ¯gure presents the electronic scheme'svoting phase.b = the vote.
r 1; r 2; k; 4 = random numbers, PK T = the tallier public key. SK V = the voter
private key. L (b) = the private list of encrypted ballots kept by the TA. DVP =
designatedveri¯er proof.

Stage1. The voter makesher vote b basedon the given ballot encoding and the
available options. After that, shegeneratesa secretrandom number r 1 and uses
it to encrypt b with the T's public key (hT ; gT ). In addition, the voter turns the
encryption non-malleable(seeSection 3.2) by providing a proof that sheknows
b. Let (gr 1

T ; bhr 1
T ) be the resulting ElGamal encryption and p the proof. The voter

sendsthem to TA via a two-way authenticated untappable channel.

Stage 2. After receiving p and (gr 1
T ; bhr 1

T ) the TA veri¯es p. If the proof is
correct, the TA generatesa secret random number r 2, uses it to re-encrypt
(gr 1

T ; bhr 1
T ) and obtains (gr 1 + r 2

T ; bhr 1 + r 2
T ). After that, sheshu²es her private list

L (b) and randomly getsan encrypted vote. The randomly chosenencrypted vote
contains a valid vote, but the TA cannot see its contents. Let (g4

T ; bh4
T ) be

the randomly chosenencrypted vote. The TA, createsa random number k and
usesit to re-encrypt (g4

T ; bh4
T ) obtaining (g4 + k

T ; bh4 + k
T ). Then, she publishes

(gr 1 + r 2
T ; bhr 1 + r 2

T ) and (g4 + k
T ; bh4 + k

T ) on B B 2. These two cipher texts form a
pair on B B 2.

Stage3. Via the designatedveri¯er proof (seeSection 3.4) the TA provesto the
voter, that (gr 1 + r 2

T ; bhr 1 + r 2
T ) and (gr 1

T ; bgr 1
T ) have the sameplain text.
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Stage4. In order to accept the proof, the voter signs (g4 + k
T ; bh4 + k

T ) and sends
the signature to TA. If the proof is not accepted,shesendsthe signature of the
pre-de¯ned messagez.

Stage 5. The TA veri¯es the voter signature over (g4 + k
T ; bh4 + k

T ). If this sig-
nature is valid, the TA adds (gr 1 + r 2

T ; bhr 1 + r 2
T ) to its private list and publishes

the signature on B B 3. Otherwise, (g4 + k
T ; br h4 + k

T ) is added to the list and the
signature over z to B B 3.

4.4 Tally Phase

The following activities are realized by the talliers (T) in cooperation.

Stage1. The T checks if all ballots random ballots6 on B B 2 havea corresponding
signature on B B 3. The ballots with valid signaturesare decrypted and published
on B B 4.

Stage2. The T asksTA to publish all ballots of her private list L (b) , modi¯ed
during the voting phase,on B B 5. The TA re-encrypts the ballots and publishes
them.

Stage3. All ballots on B B 5 are decrypted by the T and published on B B 6.

Stage4. In order to obtain the result, all ballots published on B B 4 and B B 6
are counted. From the result the ballots published on B B 1 are discounted.

5 Analysis

As mentioned above, an electronic voting schemeis founded on a set of security
requirements. In this Section, the new scheme is examined according to the
requirements from Section 1.

We assumethat the authorities RA, TA, the B B , and a subset of T are
trust worthy.

5.1 Exactness

A voter issuesher ballot and sendsit to the TA, which re-encryptsand publishes
it on B B 2. This ballot is not valid until the voter signs the random ballot
(received from the TA) and sendsthe signature to TA. As the TA, the B B and
a subsetof T are trust worthy, the valid voteswill not be altered. Moreover, these
authorities assurethat all valid ballots will be counted.

6 The ballots which the mix net gave to the voter for signing it.
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5.2 Demo cracy

As the RA and the TA are trust worthy, they will only authorize valid voters to
vote. Moreover, anyone can verify who voted by checking the signatures from
B B 3. This also assuresthat each voter will issueat most one vote.

5.3 Priv acy

The TA randomizesthe ballots, and replaceseach of them by a randomly chosen
one. By this, the ballot sent by a voter can either be in the TA private list or
on B B 2. Since the ballots were randomized, no one can link a vote on B B 2 to
the respective voter. Hence,the anonymit y is assured.

The voter sendsher ballot to the TA which re-encrypts it before it is pub-
lished. As the TA provesthe ballot re-encryption in a designatedway, the voter
has no way to usethe proof as a receipt. Hence,the schemeis receipt-free.

A coercer could seea voter issuing her ballot and force her to cast a speci¯c
vote. However, we state that the coercer has no way to seeevery voter voting,
hencethe receipt-free requirement is enoughto avoid selling of ballots.

The scheme keepsall ballots in secret until the end of the voting. This is
true, as at least one tallier is trusted. Thus, the ballots will not be decrypted
until the voting phasehas ended.

5.4 Univ ersal Veri¯abilit y

This requirement is assuredsincethe ballots arepublishedon the B B s. However,
as the TA substitute votes without presenting any proof of this substitution, it
must be trust worthy. This requirement is achieved sincethe TA is trusted.

6 Conclusion

We presented eFarnel, a new electronic version of the Farnel paper-basedvoting
scheme.Our protocol aims to simulate the paper-basedschemeas closeas pos-
sible, and to solve the problems existing in the previous electronic versionsof
Farnel. Especially, the possibility to make receiptsand to compromisethe result.

For the construction of the protocol well known cryptographic primitiv eswere
employed. But as there is no primitiv e that could simulate Farnel's ¯rst ballot-
box, a special kind of mix net, called F-Mix-Net, was de¯ned. Di®erently from
the regular mix net concept, an F-Mix-Net is initialized with a set of prede¯ned
messageswhich are swapped in during the shu²e process.

The new protocol still has somedrawbacks. One of them is the strong trust
in the F-Mix-Net. Another one is the high load of the F-Mix-Net server. It has
to re-encrypt votes, to authenticate voters and to checks their signatures.Hence,
eFarnel is ine±cient at the moment.

As future work, we intend to study a scalable scheme for this electronic
protocol, in a way to reduce the mix net load. Moreover, we also intend to
cut down the trust in the mix net, requiring it to present proofs of its correct
operation.
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