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Chapter 1

Probabilistic Turing Machines

1.1 Definition and basic properties

In many areas of computer science the known probabilistic algorithms are more powerful
than the known deterministic algorithms. The partners in a communication are able
to use the most powerful tools available. If we want to model such a communication
we must, therefore, start by introducing a model for probabilistic computation, the
probabilistic Turing machines. We will assume that the reader is familiar with the
notation and results of the theory of deterministic and nondeterministic Turing machines.
A good reference for those results is the book of [2]. Throughout this book we let ¥ be an
alphabet containing 0, 1, # and not containing the symbols L and R and ¥y = 3 — {#}.

Definition 1.1.1 A k-tape nondeterministic Turing machine is a quadruple (K,%, A, s),
where

K is a finite set of states, not containing the halt state h;

s € K 1s the initial state;

A is a subset of (K x ¥¥) x (K U{h}) x (SU{L, R})¥).

A k-tape deterministic Turing machine is a nondeterministic Turing machine where A
is a function from (K x X¥) to (K U{h}) x (SU{L, R})¥).

Definition 1.1.2 A probabilistic Turing machine (PTM) is a pair Z = (M, p) where
M = (K,%,A,s) is a k-tape nondeterministic Turing machine and p: A — [0,1] is a
function which for every ¢ € K and a € XF and for A(g,a) = AN ({q} x {a} x (K U
{h}) x (S U{L, R})*) satisfies

p(d) = 1.

deA(g,a)

The function p is called the transition probability of M.
A (single tape) deterministic Turing machine M’ = (K’, ¥/ 4¢’,s") can be considered
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as a special probabilistic Turing machine if we set £k = 1, K = K', ¥ =Y/, A =
{(¢,a,8(q,a)):q € K,a € ¥} and p(q,a,d'(q,a)) = 1 for every ¢ € K and a € X.

A first example for a probabilistic Turing machine is the machine CT which simulates
unbiased coin tossing. The machine has two states

K ={s,q}
and the transitions
A ={(s,a,q,1),(q,i,h, R),(q,#,h,R) :i € {0,1},a € X}.

The transition probability is defined as follows:

1
p(s,a,q,0) = - forae,ie{01},
p(g,i,h,R) = 1foriec {0,1},
p(Q7#7h7 R) = 1

More generally, Z is called a coin tossing machine (CTM) if p(A) C {0,1,5}. Almost
all probabilistic Turing machines considered in the literature are, in fact, coin tossing
machines.

A configuration of Z is a configuration of M, i.e. a member of

Iy = (KU {h}) x B}

where

By = By(Z) = ((S0)2" U {e}) x  x (Z*(So) U {e}).

A configuration a = (q,uy,ay,v1,. .., Uk, ag, vx) describes the current state ¢ of the ma-
chine and the contents (u;, a;,v;) (1 < i < k) of its tapes. Here u; is the string to the
left of the scanned square; the single symbol a; lies in the scanned square; and v; is the
string to the right of the scanned square. If the state ¢ is the halt state h, then we call
« a halted configuration. The set of all halted configurations of Z is denoted by H;. We
also use the abbreviation

wiav; = (U, G, ;).

For the sake of simplicity we assume for the remainder of this section that £ = 1. For
k > 1 the analogous definitions and statements are obtained as easy generalizations.



If oy = (g1, u1a3v1) and ay = (ga, ugasvs) are configurations of Z, then the probability
oz(a1, ) for ag to yield ay in one step is

p(Q17a1,Q27a2) if (CI1,G1,Q2,G2) €A

and u; = ug, V1 = vo;
plqr,a1,q2, R) i (¢1,a1,92, R) € A

and u1a; = ug, V1 = AUy Or
@Z(Oél,oéz) = Uray = Ug, Ay = #, V] = Uy = €]
p(qi,a1,q0, L) if (1, 01,00, L) € A

and w1 = ugag, a1V = vy O

a1V] = Vg, Gy = F#,U; = Uy = €]
0 otherwise.

Proposition 1.1.1 Let a be a configuration of Z which is not a halted configuration.

Then
Z pz(a,a’) = 1.

o'el'y

Proof: Let a = (¢, uav). Then it follows from the properties of the probability function
p and the definition of @ that

Z pz(a,a’) = Z p(d) = 1. ]

o’ely deA(g,a)

For o, § € T'; we define

0 otherwise;

p?@ﬁw={1ﬂ““?@

and forn >1

o3 (0, 8) = 3 0% (e, 7)pz(7, ).

vel'z

Then p(zn)(a, () is the probability for « to yield 3 after precisely n steps.

Proposition 1.1.2 For everyn > 0 and o € I'; we have

3 o5 B) < 1.

Belz

Proof: For n = 0 the statement follows immediately from the definition of p(ZO). Suppose
that the assertion has been proved for n. Then we have by Proposition 1.1.1

S o7 @B = S ei(a,)es(r, 6)

BEr z BEl z 7€l z
= > ¥ Y 02(1,8) (1.1)
v€lz BET z
< 1.
The equation 1.1 follows from the theory of convergent series. [ |
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If we want to determine the probability for a starting configuration o = (s, x, #,€) to
yield a halted configuration § after any number of steps, we need the following result:

Lemma 1.1.1 Let o € I'z. Then the series
PR IAICHE)
BeEH; n=0
15 convergent and bounded by 1.
Proof: For § = (h,uav) € Hz we set = (h,uav) where h ¢ K U {h}.
Let FZ = {ﬁ pe Hz},fz =1y Uﬁz. For o € Tz,ﬁ S HZ we define

1 ifae Hy and =@,
0 otherwise.

pz(a, B) = {

Using that definition we extend p(Zn) to 'z x I'z. It can easily be verified by induction
that for every N > 0 and a € I'y

Z @(N) 7 =1.

BeT 2

Moreover, we can prove as follows for a € 'y, 3 € Hy

N
CARCNOED CACHD

o.8) = 1 = ¢(a, ). Butif 3 # o then o} (a,f) =
0 and p ( ,B) = p(ZO)( ,3) = 0. ThlS proves the formula for N = 0. Now suppose
that the formula is true for N. By the definition of @, we have

(N+1< B) = Z p(ZN)(oc,v)pz(%B)

€Ty

= 92 (@.8) + 97 (0. B)
AN

= > v (a
n=0

If 6 = a then we have p(© (a

Consequently, we have for a € 'y

Z Zp(zn)(oz, = lim Z pZ B) <1.

BeH, n=0 N BeHy

The last equation follows from the induction hypothesis. [ |



We assume in the sequel that all the halted configurations of a probabilistic Turing
machine are of the form (h,y#) with y € X§. Let x,y € 5§. Let a = (s, 2#),
B = (h,y#). Then we define the probability for Z to yield y upon input of x to be

HZ(x7y) - Z pgl)(a7ﬁ)
n=0

which makes sense by Lemma 1.1.1. Since there might also be non terminating compu-
tations we set

z(z,00) =1— > Tz(z,y).
(hryﬁ)EHZ

Again, by Lemma 1.1.1 we have

IIz(x,00) € [0, 1].

Proposition 1.1.3 For every x € X the function z(z,-) : 35U {oo} — [0,1] is a
probability function, i.e.
Y. Tz(zy) =1

yeXFU{oco}

For example, Z = CT. When starting with configuration (s,z#) the only halted con-
figurations which CT can reach are (h,xi#), i € {0,1}, and we have

1
y(x,xi) = 5 for i € {0, 1}.

1.2 Running time of a probabilistic Turing machine

Let Z = ((K,%,A,s),p) be a probabilistic Turing machine. A computation of Z is a
sequence 7o, Y1, - - - , Yk of configurations of Z such that gz (7, vi41) > 0for 0 <i < k — 1.
The running time of this computation is k.

We say that the running time of Z is bounded by a function T: IN — IN if every compu-
tation starting with an input of length n has a running time which is bounded by T'(n).
In particular, if 7" is a polynomial function with integer coefficients, then Z is said to
have polynomial running time.

Now we want to introduce the expected running time of Z: the probability for Z to halt
on input of z after exactly n steps is

Pu(z) = 3 05 (s, 2#), ).

BeHz

It
[Iz(z,00) =0
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and the series -
Ez(x) = Z nP, ()
n=1

converges, its limit is called the expected running time of Z on input x.

If the expected running time of Z is defined for every input =z € Xf and if for 7:IN — IN
the inequality Ez(z) < T'(|z|) is satisfied for every x € ¥§, then we say that the ezpected
running time of Z is bounded by T.

Moreover, if for 7:IN — IN and for every x € X the probability for Z to perform more
than T'(|z|) operations is zero then we say that the running time of Z is bounded by T
In particular, if T" is a polynomial function with integer coefficients, then Z is said to
have expected polynomial running time, respectively it has polynomial running time.

1.3 Combining probabilistic Turing machines

From a finite set M of k-tape probabilistic Turing machines with a common alphabet
> and disjoint state sets we can build more complicated probabilistic Turing machines
by using a machine schema (M,n, My) where My € M is the initial machine and 7 is a
function from a subset of M x ¥* to M. The schema represents a single probabilistic
Turing machine M made up of all the individual machines M € M. For our purposes
it is sufficient to consider only deterministic transitions between the individual members
of M. Hence, the definition of M is completely analogous to the definition of a Turing
machine corresponding to schema of deterministic Turing machines (see [2]).

Example 1.3.1 We present a two-tape probabilistic Turing machine ED which on input
of the binary representation of n € IN>; outputs each number in {0,...,n — 1} with
probability %

The machine works over the alphabet ¥ = {0, 1, #} and can be constructed as follows:

On input of the k-bit number n (the representation contains no leading zeros), the
machine ED performs k coin tosses and writes the resulting random string on its second
tape. It then compares the random string with the input string. If the random string
represents an integer that is less than n, the machine copies the random string to its
first tape and erases its second tape. Otherwise, the machine starts again.

The probability for ED to construct in the first round a random number which is not

less than n is
n 1

- <
2k — 2
Hence, the probability for ED to halt in the /-th round is

B n\"1tn
€n7l = (1 — 2k> ?
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Therefore the probability I1zp(n, 00) for ED to have infinite running time is zero.

The number of steps the machine ED has to perform per round is bounded by ¢ - k for
some constant ¢ > 0. Hence the expected running time of ED can be estimated as follows

-1
-1
< c-kZl-()
= \2

= 4-c-_k:.

The last equation is derived from the following consideration: For all z in the convergence
region of 37°, £ - x*~! we are allowed to differentiate the series. Thus we get

= (5) - () -t

Hence, the expected running time of ED is linear.

Finally, the probability for ED to output y € {0,...,n — 1} in the I-th round is €, ;/n.
Therefore, the probability for ED to output vy is

1

= 2@(1‘)1_1 =

Example 1.3.2 Frequently we will have to use the following machine, PED, which
has polynomial running time and which outputs any y € {0,...,n — 1} on input of
(n,w) € IN2; with a probability which is approximately 2

PED operates exactly as ED except that PED never performs more than w rounds. This
means that even if PED in the w-th round generates a random number y which is too
large, it will output y = 0 and then terminate. Consequently the running time of PED
is linear in logn and w.

Moreover, we have for 1 <y <n—1

1 n Y n\1
II = . 1— —
PED((n7w)7y) n 2k ;( 2k>
1 n\%
- 1= (1=-=
and so ] ] ]
—(1—— ) <II < =
n ( 2w) PED((naw)ay) - n
Finally
1 n\% n\v
epp((n,w).0) = [1= (1= 50) |+ (1= )
and so



Chapter 2

Interactive systems

2.1 Interactive Turing machines

An interactive Turing machine is a (k + 2)-tape probabilistic Turing machine
I=((K,X A, s),p)

which can participate in communications with other interactive Turing machines. The
(k 4+ 1)st tape of I is its send tape and the (k 4 2)nd tape is its receive tape. Send and
receive tapes also are called communication tapes.

The interactive machine I terminates its messages by sending the character O, hence
whenever we are talking about interactive Turing machines we require that O € X.

The fact that I is an interactive machine is reflected by the conditions imposed on the
elements (¢,a,7,b) (a = (ay,...,a52) € 2. b = (by,...,bp2) € (SU{L, R})**2) of
the transition relation A.

The interactive machine is not supposed to move the head on its communication tapes
to the left, i.e.
bk+i eXu {R} fori=1,2.

Also, I is neither allowed to change old messages, nor send #, i.e.
b1 €X = Qpp1 = # O Apq1 = by,

by =R = a1 # #.

After completing a message, the machine I must look for the next message on its receive
tape, i.e.
bpr1 =0 = b0 = R.

The machine I must not write on its receive tape and can only move the head on its
receive tape after having received something, i.e.

bpyo # R = apyo = bpyo,
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bpyo =R = appo # #.

Unless the computation time is used up the machine I completely reads the message on
its receive tape, i.e.

a2 # O, # = bpa = R.

The machine [ is not allowed to send a message until it has finished reading, i.e.

Apy2 7 O = b1 = apy1.

Those definitions are easily generalized to interactive Turing machines with multiple
commaunication tapes.

2.2 Interactive systems

Let I and I, be interactive Turing machines that satisfy some conditions we specify
in the following. Those Turing machines can be combined to an interactive system
S = S(I,1). The system S is a probabilistic Turing machine S = ((K, %, A, s),p). To
be precise, let

I = (K5, %, 44, 85),p5), 7 € {12}

The set of states of S is

K = (K1 U {l}) x (K2 U{ho}) = {(h1, h2)}.

and the start state is
s = (81, 52).
The state (hq, hs) is identified with the halt state h, i.e. we replace each occurence of

(h1, ha) by h.

Assume that I; has k; + 2 tapes, 7 = 1,2. Then S has k = k; + k3 + 2 tapes. The first
k1 tapes correspond to the work tapes of I;. The next ks tapes correspond to the work
tapes of I. The (ki 4+ ko + 1)st tape is both the send tape of I; and the receive tape of
I and the (k; + ko + 2)nd tape is the send tape of Iy and the receive tape of ;. Thus
on both the (ky + k2 + 1)st and the (ky + k2 + 2)nd tape there are two heads.

S simulates the communication between I; and I,. The transitions of S are of the form
(¢,a,r,b) where ¢ = (q1,q2) € K, r = (r1,19) € K,

a = ((al,la ce ;ak1,1), (01,2, . . ;Gk2,2), (ak1+1,1, ak2+2,2); (ak2+1,27 Gk1+2,1));

b = ((bl,la cee 7bk1,1)7 (b1,27 RIS bkg,Q)a (bk1+1,17 bk2+2,2)7 (bk2+1,27 bk1+2,1))7

with Q5 5 S E, b@j eXuU {L,R} (] € {1,2}, 1< < k‘j + 2)
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The symbols ag, 111 and ag,;22 represent the characters under the heads of the (k; +
ks + 1)st tape and, the symbols ay,112 and ag, 121 represent the characters under the
heads of the (ki + k2 + 2)nd tape of S.

The vectors a; = (a1, ..., ak42;5),bj = (b1, ., br;12;5),7 € {1,2}, describe the action
of the communication partners on their own tapes. Unless one of the machines reads #
on its receive tape, the machine carries out the action specified in its definition.

Qg 421 ZH# = (q,a1,71,b1) € Ay;
Apyt22 7 # = (q2,22,72,b2) € Ao

The machines I; and Is have to satisfy the following conditions:
If one of the communication partners reads # on its receiving tape, then this partner
must wait until it receives the next character:

Q421 = F# = T1=q, b = ay;
Akyy22 = F = T2 = @2, by = ay.

As usual, the contents of a tape with two heads is written

uavbw

with u,v,w € ¥*, a,b € X.

Using the notation from above, we define the transition probability p as follows

p(Q? a? r7 b)
pi(qi, a1, bl) 'pQ(QQ7 az, T2, bz) if ap, 121 # #, Qror22 # 7
= ¢ D2(qe, a3, 72, by) if ag, 12,1 = #, Apyy22 7# #;
pi(qi, @y, r1,bh) if ag, 421 # #, aryr22 = #;

and A = {(¢,a,,b) : p(¢,a,r,b) > 0}.
Proposition 2.2.1 The interactive system S is a probabilistic Turing machine.

Proof: We must only verify that for every ¢ € K and for every a € YF+k+2 the
normalization condition

> plg,a,r,b)=1

(q?a?r7b)€A(q7a)

is satisfied. This is easily seen from the definition of p. [ |

If x = (21, 29) € 3§ x X§ is the input of the interactive system , then the content of its
tapes is

=
N
—
[\

]

(x1#7#7"‘)x2#7#7"‘7ﬁ

o).
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Let 79,71, - - ., 7 be a computation of S. Assume that the contents of the send tape of
I; are of the form ay;0ay, 0. .. ap, where a; € (X —{0,#})*1<i<m,1 <5 <2
Each a;, is called a message from I; to I, and each a;, is called a message from I to .

If n is the number of messages from I, to I; then the number of messages from I; to I
is either n or n + 1.

Let 7, be the configuration in which I; starts to send the message a;, to I and ~, be the
configuration in which /; sees the terminating character O of the message a;, received
from I, as an “answer”, then we say the sequence vy, Vu+1, - - -, Vo is the i-th interaction.
More exactly we define the following: The i-th interaction is the sequence vy, Yut1, - - -5 Vo
such that ~, is the configuration in which the first character of the message a;, is written
and 7, is either

e the first configuration that occurs while I5 receives a; and that contains a halted
configuration of I, or

e the first configuration that occurs while /; receives a;, and that contains a halted
configuration of Iy, or

e the first configuration that contains the terminating character O for the message
Ajy .

The number of interactions for this computation is mj.

Those definitions are easily generalized to interactive systems where the communicating
machines have multiple communication tapes. Those are used to model multiparty
computation.

2.3 Interactive proof systems

In this section we model a situation in which a prover P wants to prove to a verifier V
a certain claim. For example, proving a mathematical theorem means to show that a
formula of the predicate calculus encoded as a string over some alphabet belongs to the
language of valid formulas. In our model the verifier has the computing power of a human
being, i.e. he is a polynomial time interactive Turing machine. When determining the
computing power of the prover we must distinguish between the two possible objectives
of interactive proof systems. If the prover wants to show that a string x belongs to a
language L then he may have infinite computing power. He can only use polynomially
many interactions to convince the verifier. But if the prover wants to convince a verifier
that he knows the value of some function then this claim is only non trivial if the verifiers
computing power does not allow him to determine that value.

Definition 2.3.1 An interactive proof system is an interactive system S = (P, V') where
P is an interactive Turing machine and V' is a polynomial time coin tossing interactive
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Turing machine. We call P the prover and V the verifier of S. The input of the inter-
active system S has the form (z,z), v € 5. We say S accepts the input if the output is
(z,1), z € X§. S rejects the input if the output is (2,0), z € .

We write IIg(x, 1) (resp. llg(z,0)) instead of IIg((x,x),1) (resp. IIs((z,z),0)).

We now show that it does not make sense to allow the prover more computing power
than PSPACE.

Theorem 2.3.1 Let V' be a polynomial time interactive Turing machine. Then there
exists an interactive proof system S" = (P', V') with a deterministic PSPACE prover such
that for every interactive proof system S = (P, V') with verifier V and for every input x
the inequality

HSI(.CE, 1) Z HS(ZL‘7 1)

holds.

Proof: Since V has polynomial running time, there is a constant ¢ € IN such that
for every interactive system (P,V), for every input x € Xf, and for every possible
computation of (P, V') with input z, the number of interactions, the number of coin tosses
during the k-th interaction and the length of sent messages are bound by N = |z|°.

P’ operates as follows:

Suppose that the system S' = (P’, V) is about to start its (2k + 1)st interaction. Now
P’ has to come up with the (2k + 1)st message m. This message is certainly an element
of

N .
M, =3
1=0

The set M, is finite and there is a PSPACE Turing machine 7} which, on input of I,
sequentially enumerates all the elements of M;.

The machine P’ starts T; and for each choice of m € M;, determines the probability
for the system to accept x during the remaining computation. This is done as follows:
the remaining computation depends on the remaining messages sent by P’ and the coin
tosses carried out by V.

The sequence 1 = (my, ma, ..., my) of the remaining messages belongs to the set
N
M, = | M;.
1=0

Again, this set can be enumerated by means of a PSPACE Turing machine 75. Finally,
the random string v of all coin tosses that V' carries out during the remaining computation
belongs to the set

N2
M; = J{0,1}.
j=0

13



M3 also can be sequentially enumerated by means of a PSPACE Turing machine Tj.
Using T, and T3, the machine P’ generates sequentially all the possible combinations of
remaining messages and random strings and counts the number n of accepting compu-
tations. From that number, the acceptance probability is easily computed. Since

n =[xV

for some ¢, k € IN the number n can be written down in PSPACE. So the whole compu-
tation of P can be carried out in PSPACE. Once P has determined the optimal choice
for m, it sends precisely that message.

This concludes the description of P’.

We must now show that for every interactive proof system S = (P, V)

Hg(:lj‘,l) > Hs(x, 1) (21)

For k > 0, we let P, be the interactive Turing machine which works exactly as P during
the first & interactions, and as P’ during the remaining interactions. Let S; be the
interactive system (P, V).

We have
g (z,1) = g, (x,1) and g, (z,1) = g(x, 1).

It is therefore sufficient to show that for every k < N

Hsk (xv 1) = H5k+1 (SE, 1)

Let k € IN. Let Ry, be the set of all pairs (m,7') where m = (my,...,my) € M¥ is a
sequence of messages, v/ = (v},...,v}) € M¥ is a sequence of random strings such that
there is a computation of S with at least k interactions, the first k messages of P be-
ing my, ..., my, the random strings used by V' in the first k interactions being v/, - - -, v;..

For r = (m, V') € Ry, let m,(r) be the probability for Sy to accept x if the sequence of
messages from P to V after k interactions is exactly m and if the sequence of random
strings used by the verifier during the first & interactions is exactly v/. Then we have

mk(r) = max {;v > me((m,m), (V,v)): m e Ml} : (2.2)
ve{0,1}N
For r = (m,v') € Ry we let A\y(r) be the probability for S to produce the message
sequence m and the random sequence v/ in the first & rounds. Finally, for r € Ry, m €
My, we let ki(r,m) be the probability for P to send the message m after k rounds of
interaction if the message string generated so far is m and the random string is v/.

14



Using those notations we get

H5k+1($a1)
= > Nera(r) - mrga(r)

TERk+1
= Z Z Z )\k+1((m> m)a(ylvl/)) '7rk’+1((m> m)a(’/a’/))
r=(m,v’)e€R;, mEM1 ve{0,1}V

S Y YT A Al e m(lmm), (4.0)

r=(m,’)€Ry meM1 ve{0,1}V

1
< S X(r) Y ki(r,m) - max {QN > mes((m,m), (V,v)) :m € Ml}
r=(m,v')ERy meM; ve{0,1}N
= > A(r)-m(r)
rERy
= HSk(I,l)

An interactive system works as follows:

The system receives an input = € Y. In case x belongs to a specified language L C 33
the all powerful prover P tries to convince the verifier V', which is only polynomial time
but probabilistic, about the fact that x € L. Moreover the construction of the system

must guarantee that it is not probable for a cheating prover P’ to convince V' in case
x ¢ L.

Definition 2.3.2

Let L C X5 and S = (P, V) be an interactive system with V' being a CTM with polynomial
running time and P a CTM. We call S an interactive proof system for L, if the following
conditions are satisfied:

a) (Completeness)
The system S accepts every x € L with probability at least %

b) (Correctness)
For all interactive systems S* = (P*,V') and all x € L the probability for S* to
accept x 15 at most %

The class of all languages L C X for which there exists an interactive proof system is
denoted by IP.

Example 2.3.1 We describe an interactive proof system for graph nonisomorphism:
The input to the interactive system is an encoding of two graphs G; and Gs. Prover P
and verifier V' do the following steps:

15



1. V chooses randomly i € {1,2}.

2. Then V' permutes the nodes of G; with a randomly chosen permutation. Let G;
be the resulting graph. V sends an encoding of G; to P.

3. P checks if G; is isomorphic to G, j € {1,2} and returns the number j to V.

The protocol is repeated twice. V' accepts iff in both rounds ¢ is equal to j.

Completeness: Because there exists no isomorphism between two nonisomorphic graphs
the prover can always determine which Graph permutet, so that the acceptance proba-
bbility is 1. We call this perfect completeness.

Correctness: If G; and G5 are isomorphic the probability that P gives the right answer
is always < % The best P can do is choosing randomly the number j. The probability
that P guesses twice the right j is less than %

Proposition 2.3.1 NP CIP

Proof: Let L € NP. Thus there is a function 7 : 3§ x ¥§ — {true, false} which can
be evaluated in polynomial time by a deterministic Turing machine and a polynomial
p : IN — IN, so that for every z € ¥j there exists an y € 3§, |y| < p(|z|), satisfying
7(z,y) = true, iff x € L. Consider the following interactive system. The common input
is x € 3§. At first P calculates a “certificate” y for « in case x € L. (This can be done
by exhaustive search since L(J‘ ) ¥ is finite).

i<p(lz
Ifx & L, Psendsm=0toV.
Ifxe L, Psends m=ytoV.
Then V' calculates 7(z, m) and accepts and stops if 7(x, m) = true. Otherwise V' rejects
and stops.
The system (P, V) accepts x € 3§ with probability 1, if € L, and with probability 0,
ifedgL. [ |

An interactive proof system stops with the wrong decision with probability % at most.
But this seems to be quite large. Therefore it is natural to consider systems with an
asymptotically vanishing error probability.

Definition 2.3.3 Let L C 3§ and S = (P, V) be an interactive system with V' being a
polynomial time CTM and P a CTM. We call S an asymptotic proof system for L, if
the following conditions are satisfied:

a) (asymptotic completeness)
For every k € IN
lim  |z|"(Hg(z,1) — 1) =0
|z — oo
relL
15 satisfied.
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b) (asymptotic correctness)
For all interactive systems S* = (P*, V') and all k € IN

lim  |z|*lg(z,1) = 0.
[ — o0

x &L

Theorem 2.3.2 Let L C Xj. Then there exists an asymptotic proof system for L iff
there exists an interactive proof system for L.

Proof: Suppose that S = (P, V) is an interactive proof system for L. The asymptotic
interactive proof system for L, S" = (P, V') works as follows : The prover P’ uses the
original prover P as a subroutine. The verifier V'’ uses V' as a subroutine. On input of
x the machines P’ and V' carry out the interaction of P and V exactly n = |z| times.
The new verifier accepts its input, if the old verifier accepts the input at least m = |7 |
times. Otherwise, he rejects x. Let p be the probability for the original system S to

accept x. Then the probability for S’ to accept x exactly ¢ times is

(T;)pi(l —p)"

Consequently the probability for S’ to accept x is

Mg (z,1) = zn;n (2)191'(1 )

B
=S (-

Now put

f) _i+1(l-p) 1
fG+1) n—i p —2
This implies that
m—1 m—1—1
HS,(x,1)z1—f(m—1)Z(> >1—2f(m—1)
=0



Now we have to give a upper bound for f(m — 1). We have

( " ><2"1.
m—-—1/ —

— n—m m— IN™
pm 1(1_p) +1§2 l<3) ]

Also, for p > % we have

To see this consider the function g(z) = 2™ (1 — )" ™", The function is continuous
and is monotonously decreasing for x > %

L5\ "
g (z,1) 21— <3>

which implies the asymptotic completeness condition. The asymptotic correctness con-
dition can be proved analogously.

Hence we have

Conversely, if S is an asymptotic interactive proof system for L then it is easy to see
that both the correctness and the completeness condition are satisfied for all but finitely
many inputs x. Those finitely many exeptions can be encoded in P and V without
changing the complexity of those machines. [ |

Example 2.3.2 Look at steps one to three of the interactive proof system of graph
nonisomorphism. Let n be the length of the input. The interactive proof system of
graph nonisomorphism do the steps one to three n times. The verifier accepts if the
answers of the prover are correct, otherwise he rejects. It follows that the interactive
proof system has perfect completeness and so

Ms(z,1) =1 = lim |lz|F(TTg(z,1) — 1) = 0.

xzeL

The probability to convince a verifer with a wrong input is % Hence we have

|z|— o0 n—oo n
zZL ——
I’ Hospital

1
lim |z|"lg(z,1) = lim nkz— = 0.

Theorem 2.3.3 Let L € ¥ and assume that there is an interactive proof system for L.
Then there exists an interactive proof system for L with a PSPACE prover.

Proof: Let S = (P,V) be an interactive proof system for L. Let S’ = (P, V) be the
interactive system from Theorem 2.3.1. Then it follows that S’ satisfies the completeness
condition. The correctness condition for S’ is satisfied since it is satisfied for S. [ ]
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As a consequence of Theorem 2.3.1 we obtain

Theorem 2.3.4 If a language L € X has an interactive proof system then it has an
interactive proof system with a deterministic PSPACE prover.

Corollary 2.3.1 [P C PSPACE.

Proof: Let S = (P,V) be an interactive proof system for the language L € X with
deterministic PSPACE prover P. Then S is a probabilistic PSPACE device for deciding
L which can be simulated by a deterministic PSPACE machine deciding L. [ ]

We now prove
Theorem 2.3.5 IP = PSPACE

In order to do so we introduce the language of all quantified boolean formulas (QBF).
This language is PSPACE-complete. We then present an interactive proof system for
that language.

The language QBF is constructed over X = { L, T, v, I,$ A, V,—=,¥,3,(,)}. For n € IN
the n-th boolean variable is x, = vI™$. The set of all boolean variables is denoted by X.
QBF is inductively defined as follows:

(a) The constants L, T are in QBF.
(b) For n € IN each boolean variable x,, is in QBF and so is its negation —x,,.

)
)
(c¢) If F and G are in QBF then so are (F'V G), (F AG),—F.
(d) If Fis in QBF and z € X then VzF and JzF is in QBF.

A subformula of F' €QBF is a substring of F' which is in QBF. The free variables are
inductively defined as follows:

(a) For x € X the only free variable in z and —x is x.

(b) For F,G €QBF the free variables of (F'AG) or (F'V G) are the free variables of F
and the free variables of G.

(c) For FF €QBF the free variables of —F are the free variables of F.

(d) For F €QBF the free variables of VzF' and 3z F are the free variables of F' except
.
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An occurrence of a variable z in F' € QBF is a bound occurrence if it is an occurrence
within a subformula of F' of the form VaxG or 3xG. Any other occurrence of x in F
is a free occurrence . We say that the indicated occurrence of V and 3 binds each free
occurrence of z in F. A formula F' € QBF is called closed if there are no free occurrences
of variables in F'. If F' contains a subformula of the form QxG, where G is a QBF and
Q € {V, 3}, then G is called the scope of the quantifier Q.

Example 2.3.3 The formulas L, y, V2T, =((zAT)Vy), Ve IylxVy), (TAL)are
in QBF.

L, VaT, Yz Iy(zVy), (T AL) are closed formulas.
The subformulas of Vz 3y(xVy) arez, y, (zVy), Jy(xVy), Ve IylxzVy).

The free variables of (z V y) are x and y. In 3 y(z V y) has = a free and y a bound
occurrence.

The scope of V in Vo Fy(zVy)is Jy(xVy). The scope of I is (x Vy).

Let F,G € QBF, x € X. Then the formula F[z/G] is obtained from F' by replacing
each free occurrence of x with G.

We define A to be the set of all QBF.

A boolean assignment is a mapping
VX —{0,1}.

This assignment can be extended to A as follows:

We define
-0 = 1,
-1 = 0,
OAND = 0OA1=1A0=0,
1Al = 1,
OVl = 1v0o=1Vv1=1,
ovo = 0.

We set V(L) =0, V(T) = 1. For F € A we define V(=F) = =V (F). For F,G € A we
set VIEAG) = (V(F)ANV(G)),V(FVG)=(V(F)VV(Q)). Forz € X and F € A we
define:

V(VzF) = V(F[z/L]AF[z/T]),
V(IzF) = V(F[z/L]V Flz/T)).



Example 2.3.4 Let V be a boolean assignment, V(z) =1 and V(y) = 0.

Then we get for the formulas of the previous example:

V(L) = 0,
V(y) = 0,
V(VaT) = V(TAT)= JAV(T)=1A1=1,
)

V(T
= V({(zAT)Vy) ==(V(@AT) VV(y))
= ((V(@)AV(T)) V0)=~((1A1) V0) =0,
V(VzIylxVvy) = V(IFy(LVvy A Iy(TVy))
= (V(Jy(LVvy)AV(Iy(T Vy)))
= (V(LvL) v(LVT))VV({(TVL V(TVT)))
= ...=1

Two QBF F and F” are called equivalent if V(F') = V (F") for every boolean assignment
V. A QBF F is called to be prenez if F is of the form

F = Qlilfl c. annG

for Q; € {V,3}, 1 <i < n, and G has no quantifiers.

Proposition 2.3.2 Let F' € A. There is a QBF I’ in prenex form which is equivalent
to F. Moreover F' can be constructed in time O(|F|*) for some k € IN.

Proof: See [2]. u

Proposition 2.3.3 Let Vi, V, be boolean assignments and let F' be a closed QQBF then
we have Vi (F) = Vo(F).

Proof: We use induction on the number n of quantifiers in F. If F' is a closed formula
without any quantifier then there are no occurrences of variables in ' and we have for
all boolean assignments V;(F') = V5(F). Let n > 1: according to Proposition 2.3.2 there
isa QBF F/ = QzG, Q € {V, 3}, G € A in prenex form which is equivalent to F.
We have two cases:

e () =V then

Vi(F) = Vi(F') = Vi(QzG)
= Vi(Glz/ L] A Glz/T])
(Vi(Gla/L]) AVA(Glz/T]))
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G[z/L] and G[z/T]| are both closed formulas in QBF with less than n quantifiers.
Therefore we have

Vi(Glz/L]) = Va(Glz/L]), and Vi(Glz/T]) = Va(Glz/T])
and

Vi(F) = (Va(Gle/ L)) AVa(Glz/T))
= Va(Gla/ LA Glz/T])
(F)

|
=

e () = 3 analogous.

For a closed QBF F we call the value V(F') which is assigned to F' for every boolean
assignment V' the truth value of F. The language of all closed QBF which are true is
denoted by A+.

Proposition 2.3.4 The language At is PSPACE-complete.

Proof: See literature: [1], 171-172.

A QBF F is called simple if it satisfies the following conditions:

(a) Each variable in F' is bound by at most one quantifier.
(

b

)

) If =G is a subformula of F' then G is a boolean variable.

(¢) A variable that has a bound occurrence never has a free occurrence.
)

(d) If F contains a quantifier then F' is of the form F' = QzG for @ € {V,3} and
r e X.

(e) If x is a variable in F' and if F' is of the form F' = S;QxzS,xS; for @ € {V, 3} and
for S; € ¥3, 1 <i < 3, then S, contains at most one universal quantifier V.

(f) If x is a variable in F' and F is of the form F' = SQzGS, for Sy, Sy € X%,
Q € {¥,3} and for a subformula G, then Sy consists only of right parentheses or
SQ =E£.
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Proposition 2.3.5 Fach QBF of length n can be transformed in polynomial time into
an equivalent simple QBF whose length is polynomial in n.

Proof: Let I’ be a QBF. It is easy to fulfill condition (b) by application of de Morgan’s
law. This formula can be transformed into prenex form in polynomial time. So we may
assume without loss of generality that F' is prenex. This implies that all the conditions
with the possible exeption of (e) of the definition of a simple QBF are satisfied. For a
bound variable x of F' we denote by m(F, x) the maximum number of universal quantifiers
separating the binding quantifier () and any occurrence of x. Choose a bound variable x
of F' with m(F,z) > 1. Among all the subformulas of the form VuG in which z has a free
occurence choose one. Replace that subformula with Vu3z/'(((x A2") V (—mz A —2')) AG')
where ' is a variable not occuring in F and G’ = G[z/2']. The new formula F” is
obviously equivalent to F. Also, F” satisfies the conditions (a), (b), (¢) of the definition
of a simple QBF and we have
m(F' xz) =1

and

m(F',z') = m(F,x) — 1.
If we apply this procedure to all variables x in F' with maximum m(F,z) then we have
reduced m(F,x) by one. Applying this procedure repeatedly we obtain a simple QBF.
The number of applications necessary to transform F' into a simple formula is

S (m(F,z) — 1) < |F|

reX

The length of the variables we are using is O(|F|?). Hence, each time we apply the pro-
cedure we add O(|F|?) characters to the formula. Therefore, the length of the resulting
formula is O(|F[*). |

The language of all closed simple QBF which are true is denoted by A%.

Example 2.3.5
Given the formula FF' = 2z Vy(-3 2(yV(yAz)) AV z(-zAz)) we can do the following
steps to construct an equivalent simple formula F”:

e Changing the variables: F1 = a2 Vy(— 3 21(yV (YA 21)) AV 2a(022 A ). Fy
satisfies condition (a).

F, = daVy
JaxVy
= dazVy
= daVy

F, satisfies the conditions (a), (c) and (d).

=321y V(yAz)) AV 2za(020 A )
Vao(yV(yAz)) A Y za(-nAc)

Va(my A=y Az)) AV ze(mz A))
Vzi(my A(my VvV —z)) A Y ze(—z Ax)) = F

A~~~ I/~
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F, = JaVy(Va(-yA(-yV-oz)) AV 2oz Ax))
= JaVyVaVa((-yA(—yV-oz))A (- Az)) =F

F3 is a prenex formula and satisfies the conditions (a), (¢), (d) and (f).
e According to Proposition 2.3.5 we get:

Fy = JavVyVzVa((-yA(-yV-oz))A (-2 Ax))

= JaVyI2'((zA2)V(~zA-2"))A
Va 3y ((yAy) vy A—y) AV a((-y Ay V —z)) A (2 A )
JaeVyI'((xA2")V (mzA=2))A Yz 32" (2" A2") V(=2 A —z"))
ATy ((AY)V (y A=) AV (Y A (2 V —2)
A (mz2 A2"))))) = Fi

Fy is a simple formula but Fj is no longer prenex.
Corollary 2.3.2 The language A% is PSPACE-complete.

The goal is now to describe an interactive proof system for A%. For this purpose we
need an arithmetic condition for the validity of a QBF. To each simple QBF F with free
variables x1, ..., z,, we assign the characteristic polynomial pr € Z[X1,...,X,]. This is
done inductively as follows: for i € IN the i-th variable is X; = VI"$.

(a) pr =1,p. =0.
(

)
b) pe = X;, 1 <i <.
(c) For F,G € A we define ppaq = pr - pa, Prva = (pr +pa), p-r = (1 — pr).
)

(d) For F'e A, v € X we set pyar = (PP2/L] * PFle/T)) P3eF = (PFz/1) + PFe/T))-
In particular we have pr € Z for any closed formula F'.

Example 2.3.6 Let F = JaVy((-x Az)V-y) and p, = z.

P = (Dvy((=Lrz)v-y) T DVy (=Trz)v-y))

P((=LAz) v-L) * P((=LAz) v-T)) F (P((=TAz) v-L) - P(=TAz) v=T)))

P=inz) +D-1) - (Peine) +0-7)) + (P=Trz) +D-1) - (P=TAz) +D=T)))
(1-0)-2)+(1-0)-((1=0)-2)+(1—-1)))+
1-1)-2)+(1-0) - ((1—-1)-2)+(1-1)))).

(
((
(((
(((C
((((
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Proposition 2.3.6 Let F be a closed simple QBF. Then F is true if and only if pp #0.

Proof: We show by structural induction that for every simple QBF G with free variables
X1, ..., T, and for every boolean assignment V' we have

V(G) = 1= po(V(@r),...,V(w.)) 0.
This equivalence implies the assertion of the proposition.

The equivalence is obviously true if GG is just a boolean constant or a boolean variable.

If G =(GiNGy), G=(G1VGy), G =VYxG; or G = Jx(G; then the assertion can be
easily verified.

Finally, if G = =G, then by the simplicity of G it follows that G; = x which again yields
the assertion. ]

Unfortunately, the criterion for the truth of a simple QBF given in the previous propo-
sition cannot be checked in polynomial time since the size of the coefficients of the
characteristic polynomial of a QBF may be exponential in the size of the formula.

Proposition 2.3.7 Let F' be a closed simple QBF of size n. Then the integer value

Proof: We show by structural induction that for any QBF G with free variables xq, ..., x,
and for every choice (ry,...,r,) € {T, L}" we have
|G
PGlz1/r1,en /0] < 22 .
This is clear if G € {T, L} U{x; : i € N} U{—z; : 7 € IN}.
IfG = (Gl A\ GQ) then

PGlz1/r1,n/rn] = (pGl[rl/Tl,...,rn/rn] : pGg[xl/rl,...,xn/rn})
S 22\G1| . 22\G2|
_ 22\G1I+2\G2I
< 229

If G = (G V G2) we can argue analogously.

IfG = ‘v’yGlz
PGlz1/r1,n/rn] = (pG1[$1/r1,...,xn/rn,y/T] : pGl[:El/rl,...,:pn/rn,y/J_])
< 22|G\—2 .22|G\—2
_ 22|G\—1
< 22
If G = JdyG; we can use an analogous argument. [ |
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Proposition 2.3.8 Let F' be a closed simple QQBF of size n. Then there exists a prime
number p of length polynomial in n, p > 2n?, such that pr # 0 mod p if and only if F is
true.

Proof: If I is false then pr = 0 by Proposition 2.3.6 and hence we have pr = 0 mod p
for every prime number p.

Conversely, let ' be true and ¢ € IN and assume that for every prime number p with
logp < (log e)n® we have pr = 0 mod p. Since by a theorem of Rosser and Schonfeld

BT =" > gl > [[p>e?
pz

we have

exp(%e”c)
> e
11 b= I p

2
2n2 <p<exp(n®) m2>p

= o(2%").
Since pr = 0 mod p for all p with logp < (loge) - n® we have

H plpr-

2n2<p<exp(nc)

1 .
> exp(ie” — 2n?log(2n?))

For sufficiently large ¢ > 2 we therefore have the contradiction

Q (QQ”C) = I p<pr=00").

2n2 <p<exp(nc)

We now prove

Theorem 2.3.6 AT C IP.

Proof: Let F be a closed simple QBF and suppose that F'is true. Let xq, ..., z,, be the
variables in F' in the order of their quantification from left to right and for 0 < i < n let
F; be the formula obtained from F' by removing the first ¢ quantifiers. Also, put Gg = F
and for 1 <7 <n let G; be the scope of the i-th quantifier of F.

We describe now an interactive proof system S = (P, V') for A%:

At first the verifier checks whether F' is simple. If not he rejects. Otherwise the prover
determines gy = pr and the smallest prime number p > 2|F|? such that

go Z 0 mod p.
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In the initialization step of the protocol the prover sends gy mod p and a primality
proof for p to the verifier. The language IP = {p : pis prime } is an element of NP.
Therefore the prover can find in polynomial space a witness for the primality of p and
moreover the verifier can check it in polynomial time (see [3]). The verifier checks whether
go Z 0 mod p. During the remaining part of the protocol, the prover must demonstrate
that in fact

go = PF
holds.

Since there is one unbound variable in G, the variable x, the characteristic polynomial
Pa, has one argument. For simplicity we use the variable z here and in the analogue
case in the following as the argument variable.

In the first step of the protocol the prover sends ¢i(z) = pg, (z) mod p to the verifier.
The verifier uses g;(z) to construct go mod p. This is possible since F' is of the form

F =Qx:G1,Q € {V,3}

N go = { g1(0) +g:(1) if Q = 3;
"7 @(0)-gi(1) fQ=V.

Thus at this point, the proof is complete if the verifier is convinced that
91(2) = pe, (z) mod p.

This proof is given recursively.

In the (i + 1)st step the verifier sends a random number r; € {0, ...,p — 1} to the prover.
The prover determines g;11(2) = pa,,, (71, ..., 7, 2) mod p and sends that polynomial to
the verifier. The verifier constructs in polynomial time the value pg,(ry,...,7;) mod p
from that polynomial and if that value coincides with g;(r;) then he is convinced that g;
is correct under the condition that g;,; is.

In the (n + 1)st step finally, the verifier chooses a random number r, € {0,...,p — 1}
and computes the value of pg, (r1, ..., 7,) mod p which he can calculate directly from the
formula F' without any help of the prover. This can be done in polynomial time as
Lemma 2.3.3 states. The verifier accepts if the calculated value pg, (r1, ..., ) mod p and
gn(7y,) are equivalent.

In order to show that the interactive system that was just described is in fact an in-
teractive proof system we must show that the verifier is a polynomial time coin tossing
machine, that each true simple QBF is accepted with high probability, and that each
false simple QBF is rejected with high probability.
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As to the polynomiality of the verifier we prove

Lemma 2.3.1 Let F' be a simple QBF. For a free variable x in F let d(F,z) be the
mazximum number of universal quantifiers appearing on the left of an occurrence of x in
F. Then

deg, pr < 2479 F|.

Proof: By structural induction:
IfFe{T,L}u{x;:i€ N}U{~-z; :i € IN} then the assertion is trivial.
If F'=(F) AFy) then d(F;,z) < d(F,z),i =1,2. Hence we have

degx(pFl ' sz)

degx Pr + degaj PRy
2d(F1.0)| | 4 9d(Fe) | |
210D (1A | + | F)
Qd(F’z)|F|.

deg, pr

VAN VAN VAR VAN

If F=(F,VF,),F = 3yF; then the proof is analogous.
If F =VyF, then d(F;,z) = d(F,z) — 1. So we have

deg,pr < deg,pr 1)+ deg, PRy 1)
S 2.2d(F1,$)|F1|
S 2d(F,£E) |F| )

Lemma 2.3.2 Let F be a simple QBF without quantifiers, let x1, ..., z, be the free vari-
ables of F, let m € IN, rq,...,rp, € {0,...,m — 1}. Then the value pg(ry,...,r,) mod m
can be computed by using at most |F| arithmetic operations in Z/mZ.

Proof: By structural induction.
IfFe{T,L}U{z;,:i€ N}U{—z;:i e IN} then the assertion is trivial.

If F = (Fy A Fy), then the number of arithmetic operations necessary to evaluate
pr(ri,...,ryn) is at most |Fy| + |F3| + 1 < |F|. The same is true if F' = (F} V F3).

Lemma 2.3.3 Let F' be a QBF of the form F' = S1QxGSy where ) is a quantifier, where
G is a subformula of F' such that QxG is simple, where Sy1,Sy € ¥ such that Sy is free
of quantifiers and Sy consists only of right parentheses. Let m € IN. Let x1,...,x; be the
free variables in F' and let 1, ...,m; € {0,...,m}. Then the degree of the polynomial g(z) =
pe(riy ..., Tiy, 2) is at most 2|F|. Morever, if the values g(0) mod m and g(1) mod m are
known then the value pp(ry,...,m;) can be determined by using |S1| + |S2| + 1 arithmetic
operations in Z/mZ.
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Proof: Since the formula QzG is simple it follows that the number of universal quanti-
fiers in G appearing on the left of an occurrence of z is at most one. Hence, by Lemma
2.3.1 it follows that deg g(z) < 2|G| < 2|F].

The rest is proved by induction on |Ss|.
If |Ss| = 0 then F' = QzG and so

) HQ=3;

(®+M1
(1) fQ=V

TlyesTi) =
where rq,...,7; are the values of the free variables which implies the assertion.
Suppose that the assertion has been proved for |Ss| < n and let [Sy| =n + 1.

Then we can write
F=(FNF)

or
F=(FVF).

According to the special form of F' the formula QxG must be a subformula of F3, more
precisely we can write

F, = S81QzGS,
where S| and S}, have the same properties as S and Sy but |S5| = |S2| — 1. Hence we
can evaluate pg,(ry,...,r;) by using |S7| + |S5| + 1 operations in Z/mZ. But since F is
free of quantifiers we see from Lemma 2.3.2 that pg, (rq, ..., ;) can be evaluated using at
most |F}| arithmetic operations in Z/mZ. Since

PE(r1y ey 1) = PR (71, oy 72) + DRy (T2, 00y T5)
or

Pr(T15 5 18) = PRy (11, s 78) * PRy (T15 05 T4)
it follows that the total number of arithmetic operations necessary to evaluate the term
pr(r1, ..., 7;) is at most

|Fy| + ST+ [Sy] +2 < |S1] + [Sa] + 1.

It follows from those statements that the verifier in the interactive system is, in fact,
polynomial time.

Now suppose that F' € A%. In that case the prover will find a prime number p such that
go Z 0 mod p and he will be able to construct the sequence of polynomials g; such that
all the tests of the verifier are passed. So every element in the language A+ is accepted
with probability 1 which means that the interactive system has perfect completeness.
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On the other hand, if F' ¢ A% then F' is not simple or go = 0 mod p for every prime
number p. In the first case V will reject, in the other case in order to convince the verifier
of the truth of F' any prover must present a wrong value for gy and in order to support
his proof he must present a wrong polynomial g;. Suppose that g; is the last polynomial
given by the prover to the verifier which is incorrect. If i < n then the polynomial g;,; is
correct. In any case, in the (i 4 1)st step the verifier is able to compute the correct value
of pg,(r1,...,7;). Since H = Q;x;G;, where G; € {V, 3}, is simple the maximal number of
universal quantifiers on the left of an occurrence of x; in H is d(H,z) = m(H,z) < 1.
By Lemma 2.3.1 the degree of pg, (71, ..., 7i—1, 2) is at most 2|F|, hence the polynomials
pe,(r1, ..., mi—1,2) and g;(z) can agree at no more than 2|F| places. If p is chosen such
that p > 2|F|? then the probability of acceptance at that point is at most ﬁ which
shows that the interactive system satisfies the correctness condition.

Example 2.3.7
Example to Theorem 2.3.6:
Let F''=3z32Vy ((mx A 2) V —y).

br = (pEley ((mzAL)V-y) + DP3zvy ((ﬁz/\T)Vﬂy))
= (Poy (~LAL)v-y) T Poy ((TALV-9)) F Pyy (~LATIV-y) F Py (GTAT)V-y)
= D((~LALWVAL) " D(=LALW~T)) F PU=TALWL) - P(=TALNV-T)

+(p((ﬂ/\T)vﬂ) 'p((ﬂL/\T)\/—\T)) + D((=TAT)V-1) " P(=TAT)V-T)
= 2.

|F| =1142 |z| +2 |y| +2 |z| = 35.

—~ = =~
Since p has to be bigger than 2|F|? = 2450, let p = 2459. We remark that 2 # 0(2459).
P sends gy mod p = 2 and a certificate that p is prime. V checks that 2 # 0(p).

P computes

Pai = P3avy ((~xnz)v-y)

= (Dvy (= LAz)v—y) T Dy (=TAz)v-y))

= (P((~LAz)v-L) " P((~LAz)v=T)) F (P((=TAz)v-L) * P((~TAz)v=T))
= (z41)-2

= 22+z

and sends ¢1(z) = 22 + 2 = pg, (z) mod p to V.

Since ¢1(0) = 0 and ¢1(1) = 2, V checks that ¢1(0) + ¢1(1) = go mod p. V' chooses
rn €r {0,...,p— 1}, for example r; = 923 and sends 7, to the verifier.
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P gives pg,(r1, 1) where

Pa, Pvy ((mzAz) v—y)

= (p((ﬁx/\z) vol) " P((-znz2) vﬁT)>

= (z—zx+1) (2 — 2x)

= 22 -—lr4ax— e+ -

= 2222 — (222 + )z + 22+ 2

Therefore pg, (1, z) = 8519292% — 1704781z + 852852.
P sends go(x) = 11152% + 17652 + 2038 = pg,(r1,z) mod p to V.

V' checks if g2(0) + g2(1) = ¢1(r1) mod p. This is true, because we have g,(0) = 2038,
g2(1) = 0 and g;(r1) = 852852 = 2038 mod p. V chooses a number ry € {0,...,p — 1}
at random, for example ry = 14, and sends r5 to the V.

P gives pg,(r1,72,y) where

Pcs = DP((—zrz) v-y)
= (I-2)z+ (1 -y
= —y+(1—-2)z+1

and therefore pe, (r1,2,y) = —y — 11998.
P sends g3(y) = 2458y + 297 = pg,(r1,72,y) mod p to V.

V' checks if g3(0) - g3(1) = g2(r2) mod p. This congruence can be verified, because it is
93(0) = 297, gs(1) = 296, 297 - 296 = 87912 = 1847 and g(14) = 245288 = 1847. V
chooses 13 €g {0,...,p — 1}, for example r3 = 1001, and computes pg, (71,72, 73) and
93(r3). It is pay(r1, o, 73) = —12999 = 1755 and g3(ry, 72, 73) = 2460755 = 1755, which
means that V' accepts.

Corollary 2.3.3 PSPACE C IP.

Proof: Let L € PSPACE. The following system S = (P,V) is an interactive proof
system for L. Since A% is PSPACE - complete there is a polynomial time reduction
7 from L to A%. On input x both P and V calculate 7(x) € X3 and then start the
interactive proof system for A% with input 7(z). |

Corollary 2.3.4 FEvery language in I P is accepted by an interactive proof system having
perfect completeness.

Theorem 2.3.7 There is a language in [ P for which there exists no accepting interactive
proof system having perfect correctness.
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2.4 Arthur-Merlin-Games

For a function T:IN — IN, IP[T] is the class of all languages which are accepted by
interactive proof systems which, on input of z € ¥* perform at most 7'(|z|) interactions.

An Arthur-Merlin game is a particular interactive proof system. The additional condition
is that the verifier A (Arthur) has to transmit the result of all its coin tosses to the prover
M (Merlin).

For a function f:IN — IN, we denote by AM]f] the class of all languages that are
accepted by an Arthur-Merlin game which, on input of = € ¥*, performs at most f(|z|)

interactions. In particular, if f(n) = k for every n € IN and some constant k£ € IN we
write AM|[f] = AMIk].

The proofs of the following theorems will be given in the full version.

Theorem 2.4.1 If k > 2 then AMk] = AM|2].

Theorem 2.4.2 For every polynomial U € IN[z|, we have IPU] C AMU + 2].
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Chapter 3

Distinguishing probability
distributions

In order to be able to talk about zero knowledge proofs we have to define precisely what
we mean by “a verifier V' learns nothing from an interaction”. This is done as follows:
Everything that is learned from an interaction must be learned from the sequence of
messages of the prover. Since the prover is a probabilistic Turing machine, this sequence
is in fact a family of random variables which are parameterized by the input string. If a
probabilistic Turing machine that has the same computational power as the verifier can
produce an output distribution which is indistinguishable for V' from the distribution of
the message sequences then we consider the verifier to have learned nothing. This is why
we talk about distinguishing probability functions in this section.

3.1 Notions of distinguishability

Definition 3.1.1 A probability function on a countable set M is a function
p: 2M — [0,1] with p(M) = 1 and which for any two disjoint subsets Ay, Ay of M
satisfies p(A; U Ag) = p(Ay) 4+ p(As). For a € M, we write p(a) for p({a}).

Let L C ¥* be a language. The distinguishability of two families {U,}ser, {Vz}zer of
probability functions on ¥* depends on the power of the distinguisher. If he is able to
apply statistical tests then he will be able to differentiate between more such families
than if he were only able to use a polynomial time algorithm. Between those two ex-
tremes there is the possibility of using different circuits for each input x. This is still
more powerful than using the same algorithm for every input but less powerful than
using statistical tests. Here are the precise notions:
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3.2 Indistinguishability

Definition 3.2.1 Let U and V' be two probability distributions on X*.

The series

0s(U, V)= > [U(y) = V(y)]

yex*

1s called the statistical difference between U and V.

In general it is impossible to determine in polynomial time that two probability distri-
butions have a non zero statistical difference. Therefore one uses tools like probabilistic
circuits and probabilistic algorithms (i.e. probabilistic Turing machines) to distinguish
between probability distributions.

Definition 3.2.2 Let U and V be two probability distributions on ¥*. For a probabilistic
circuit with m input nodes and one output node we call

Se(U.V) =] Y He(y, )(U(y) - V(y))

yexm

the circuit difference between U and V' with respect to C.

Finally, for a probabilistic Turing machine Z we call the series

52(U,V) = | 3 Ta(y, (U () = V()|

yeX*

the algorithmical difference between U and V' with respect to Z.

Definition 3.2.3 Let L C ¥*, let U = {U,}ser and V. = {V,},er be two families of
probability distributions on .

(1) The families U and V' are called perfectly indistinguishable (p-indistinguishable)
ifU=V.

(2) The families U and V' are called statistically indistinguishable (s-indistinguishable)
if for every k € IN
lim 2[*05(U,, Vi) = 0.

zeL

(3) The families U and V' are called circuit indistinguishable (c-indistinguishable) if for
every polynomial family {C,}.cr of probabilistic circuits C, and for every k € IN
we have

lim |z|*6¢, (Uy, V,) = 0.

|x|— o0

x€L
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(4) The families U and V are called algorithmically indistinguishable (a-indistinguish-
able) if for every polynomial time probabilistic Turing machine Z and for every
k € IN we have
lim |z|*65(U,, V,) = 0.

|z]— o0

zeL

Lemma 3.2.1 Let L C X}. Let Z and Z' be homogeneous probabilistic Turing machines.
Assume that Z has polynomial running time. If {Ilz(x,")}ser and {Uz(x,-)}rer are
circuit indistinguishable then for almost all x € L the elements of Z(x) and Z'(x) are of
the same length.

Proof: Assume that there is an infinite subset L' C L such that for every x € L’ the
elements of Z(x) and Z’'(x) are of different length. For x € L let C, be the circuit with
m, input nodes, m, being the length of the elements in Z(x), which always outputs 1.
Then we have

60:0 (Hz(l‘, ')7 HZ’(*Ta )) =1

for all z € L', hence

lim |z|éc, (U, V) # 0.

|z|— oo
xeL

For z € ¥} we denote by Z(x) the set of all elements in ¥§ that can with a positive
probability occur as an output of Z on input of x and Z(L) = U,cr Z(2).

Let Z; and Z5 be probabilistic Turing machines. Then the concatenation Z1Z5 of Z; and
Z is defined as the probabilistic Turing machine that first operates as Z;. Whenever
Z, terminates, Z, is called where the input of Z, is the output of Z;. We also use the
notation 27 for Z17; ... Z.

—_———

n times

Theorem 3.2.1 Let L C Xf, |L| = oco. Let {M,}rer, {Outaer be families of probabilis-
tic Turing machines. Let N and N' be homogeneous probabilistic Turing machines. We
define I' = Uyer, My (). Assume that the following conditions hold:

|z| > |z| for all x € L and z € M,(x).

For x € L all elements of M,(x) are of the same length.

{IIn(x, ) }zer and {lIn/(z, ) }zer are c-indistinguishable.

Every O, in {O;}zer is a homogeneous polynomial time coin tossing machine.

Then {x, no, (%, ) }oer and {Uar, no, (2, +) }eer are c-indistinguishable.
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Proof: For x € L we set A, = M,NO, and B, = M,N'O,. Let C = {C,}.,cr be a
polynomial family of circuits. Let x € L and let {O,,}, N be a polynomial family of

circuits simulating the probabilistic Turing machine O, (see Lemma ?7). Let N(u) =
N(u) U N'(u).

Let I € IN such that for every u € T',|u| > I the elements of N(u) and N'(u) are of
the same length. According to Lemma 3.2.1 such an [ exists. Let x € L, |z| > I, the
elements of A,(z) and B,(x) are of the same length, say m,. To measure a non zero
circuit difference between Iy, (z,-) and I, (z,-) a circuit C' must have m, input nodes.
Let {C, }+er be a polynomial family of circuits. We assume that C, has exactly m, input
nodes.

For u € M,(x) all elements in N(u) have the same length ¢(u). Let O), , = Oy 4()Cy be

the composition of O, ) and C,. Now we have:

601 (HAz (xa ) 7HBz (ma ))

= | Y g, (v, 1) Mano, (2,y) — M, no, (x,y))‘
yeX M

Y @) Y T () (M () — Ty () T, <v,y>\
yeEX™ UEMy(x) vEN (u)

Y M Y o, () e (5,1) (T () — Ty (u, v))\
u€ My (z) vEN (u) yexme

= Z 1_[MI xz, u Z 1_IO/ (HN (u,v) — Il (uav))
u€ My (x) vEN (u)

< Z HMac (ZE, u) 60!,:7“ (HN(U’a ')7 HN’(“? )) :
uEMy (z)

Let u € ¥§ and let 2’ € L such that u € M, (2') then |2'| < |u|. Hence there are only
finitely many 2’ € L with u € My (2"). Among the finitely many circuits O, ,, u €
M,/ ("), we denote by O, the circuit which maximizes dor, (IIn(u,-), Hn+(u,-)). Then
we have ’

509: (HAw (I> ) 7HBac (‘T’ )) < max 50’ (HN< )’ HN’(U’ )) :

uGMz( )

This implies that
lim |z|*6c, (T4, (z,-), g, (z,-))

|z|—o0

zeL

< lim max |ul*0o (In(u,-), My (u,-))

|z \—'00 u€ M (x)

:0.

Let L C X be a language and let {n,}.cr be a sequence in IN. That sequence is called
polynomially bounded if there is d > 0 such that for every z € L we have n, < |z|%
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Theorem 3.2.2 Let L C X§, |L| = co. Let {n,}.cr be a polynomially bounded sequence
in IN. Let S and T be homogeneous probabilistic Turing machines. Assume that the
following conditions hold:

e |y| > |z| for allx € L and y € S(x).
e S(L)C L.

o T is a coin tossing machine such that T°, 1 < i < ng, has polynomial Tunning
time.

o {Ils(z,)}ser and {llr(x,-)}ser are c-indistinguishable.
Then {lgne (x, ) }wer and {Ilpn. (2, ) }rer are c-indistinguishable.
Proof: We have
oc, (Msne (), gne (2,+)) = GEE: Ic, (y,1) (s (z,y) — U (2, 9))]-
yesma

We can write

Nng—1

Hsnz (:L‘, y) - ]:[Tn,c (x, y) = Z Hsnz—iTi(l‘, y) - Hsnzﬂ‘ATz’H (x, y)
=0

and therefore
50.70 (HS”I (.l’, ) 7HT"I (IL‘, ))
ng—1
Z ch (y, 1) ( Z HSnx—iTi (l’,y) — ]:[Snx—i—lTi—Q—l (ZL‘, y))‘

yeXme 1=0
ng—1
< Z Z HCI (y, 1) (HSnmfiTi (:L‘,y) - Hsnzﬂ‘ATiH (x, y))|
1=0 yeXme
ng—1
S Z Z ch (y, 1) (HSnx—iTi (l‘, y) - HSnx—i—lTi+l (:L‘, y))|
1=0 lyeXm=
S Ny oglirgl%icq (Scx (HSnx—i—ISTi (C(}, ) 7HSnx—i—1TTi (ZL’, )) s

i.e. for z € L thereis 0 < i, <n, — 1 with

(Scz (Hsnx (a:, ) 7HT’nq) (.CE, )) < TLI(SCI (HsnzfizflsTiz (33, ) 7HSn17izflTTiz (.T, )) . (31)
Let M, = S"e~%~l N =S N' =T and O, = T%. We know:

e M, being a concatenation of homogeneous polynomial time Turing machines is
also homogeneous. Since we have |y| > |z| for y € S(x), we find |y| > |z| for all
y € M(x).
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e The families {IIn(z,)}rer and {IIn/(z,-)}rer are c-indistinguishable. The set
I' = Uzer Mi(x) is a subset of L and therefore the families {IIy(z,-)}.er and
{Tn(z, ) }zer are c-indistinguishable, too.

e O, is a polynomial time probabilistic Turing machine and being a concatenation
of homogeneous Turing machines, O, itself is a homogeneous Turing machine.

Therefore we can apply Theorem 3.2.1.
Using (3.1) for every k € IN we have

lim |o[*oc, (s (2,)  Tpns ()
xeL

<  lim nl,]x\k(SCI (HMINOI (337 ) Al vo, (377 ))

|z|—o0

({ns}zer is polynomially bounded. Therefore there is d € IN with n, < |z|9)

< lim |z|"™*6c, (M, no, (), Marnv0, (2, )

|z|—o00
zeL

= 0.

Thus {Igns (2, ) }zer, and {Ilpn. (x, <) }1er are c-indistinguishable. u

Theorem 3.2.3 Let L C X, |L| = oo. Let {ny}zer be a sequence in IN. Let S
and T be probabilistic Turing machines. Assume that S(L) C L. If {llg(z,")}rer and
{r(x,)}eer are p-indistinguishable, then also {Ugn. (z, ) }rer and {Urn. (2, ) }rer -

Proof:

Mgne (2,y) — Mg (2, y)

ng—1

= Z ]___[Snm—iTi (ZL‘, y) — HSnx—i—lTH—l (ZL’, y)
=0
Nng—1

= > > Y Tgne-i-i(x, u) g(u, v) — r(u, v) i (v, y)

i=0 ueSH veSY

=0

=0

Theorem 3.2.4 Let L C 35, |L| = oo. Let {n,}zer be a polynomially bounded se-
quence in IN. Let S and T be probabilistic Turing machines. Assume that the following
conditions hold:

o |y| > |z| for allx € L and all y € S(z).

e S(L)C L.
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If {llg(z, ) }oer and {Ilp(x,)}rer are s-indistinguishable, then also {Ugn. (x,)}rer and
{Tzne (2, ) }oer-

Proof: As in the proof of Theorem 3.2.2 we obtain

55(]-_[5'”1 (l’, ')7 rIT”»”c (l’, )) S nxés(HMzNOw (IE, ')7 1_IMwN’Ow (ZL’, ))7

where M, = S"==%=~1 N =8 N' =T and O, = T'%. The families {IIy(z,")}ser and
{Tn/(z, ) }zer are s-indistinguishable.

ds (I, No, (2, +), U nvo, (2, )
= > Mu,no,(@,y) — T, no, (2, )|

yEEG

< > > D M (w,u) (Hn(u,v) = e (u,0)) 1o, (v, y))|

YEY] uER] vEY

< D M (yu) 3 [y (u,v) = Ty (u, 0)] 3 To, (v,y)
u€ey veEX] yeX;
<1
< Z HMx(l',U> sup Z |HN(U,U) _HN’(U7U>|‘
ueS} ueMy () ey
<1

Then we have for all kK € IN
lim ].:1:|k(55(1'[5nx (33, ')a HT”x (33‘, ))

|| — o0

xeL

< lim nglzf sup 0s(ITn(u, ), Ha(u,-))
|ZJ!ZL°° u€EMz(x)

< lim |x|k+d sup ds(IIn(wy, ),y (u,-))
|112L°° u€M(x)

({nz}zer is polynomially bounded. Therefore there is d € IN with n, < |z|%)
= 0

Lemma 3.2.2 Let L C X* be a language and let L' C X* x 3* be decidable by a polyno-
mial deterministic Turing machine. Assume that My is a probabilistic Turing machine
that on input of x outputs an element of {x} x ¥* and let My be the probabilistic Turing
machine that is obtained from My as follows: Whenever My on input of x outputs a
z € L' then My starts My again with input x.

Then

{HMl (£7 ')}IEL and {HM2 ($> ')}:BGL

are statistically indistinguishable, if

for every k € Z~.
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Proof: Let x € L and let Z, = L' N ({z} x ¥*), 2 € ¥* — Z,. The probability for M, to
output z is

> p(0) Tl (1,2) = T ) 7
where
p(x) = > Iy (z, 2).
2 €2,
Hence we have
6S(HM1(x7'>7HM2(x7'>> = Zz; |HM1(Q;7'Z)_HM2($7Z>|
zET*

= PO S )

1 —p(z) 2ESF— 7,
= p(z)

which implies the assertion. [ ]

Lemma 3.2.3 Let L C X* be a language. Let M be a probabilistic Turing machine.
Let {n,}.er be a sequence in IN. Assume that the machine M on input of x € L
computes, among other things, a number n € {1,--- n,}. Modify M as follows. The
computation of M consists of drawing (uniformely and independently) a random number
n' € {l,---,n,} and then executing M. Only if n’ = n the computation terminates with
the output of M. Otherwise the computation starts again. The new machine is M’'.
Then
{HM(J:7 ')}xEL and {HM’ (177 ')}xeL

are identical.

Proof: Let L C ¥*. Then the probability for M’ to output z = n'z; after exactly A

1terations is
I\ 1
Ny Ny

hence the probability for M’ to output z is

1 e’} 1 A—1
M) (1= ) = Tu(e,2)
x A=1 Mg

Lemma 3.2.4 Suppose we are in the situation as above. If we define M" as M' with
the only exception that M" terminates after at most n? steps with n, > |z|. If M"
terminates without having guessed the correct n' then the output is ERROR. Then

{Har (@, ) Yeer and {Tly (2, <) beer

are statistically indistinguishable.
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Proof: We have

65<HM<$, ‘), HM// (QZ, ))

2 2
1 D= 1 A-1 1\ "
= > Hu(z,2) (11— — (1—) +<1—>
*#£ERROR Ny 21 Ny Ng
1 (1= —1 1"
2#ERROR ng (1- E) -1 Ny

n;
< 2 (1 - 1)
Ny
1 Ne—1
< () |
- \2
This clearly implies that for & > 0

xzeL

Lemma 3.2.5 In the situation of Lemma 3.2.3 the expected number of iterations carried
out by the machine M’ is n,.

Proof: The probability for M’ to terminate after exactly X iterations is -~ (1 — =)},
1
Ny

Hence, with y = (1 — =), the expected number of iterations is

1 & _ 1 d &
- Z)\y)\ 1 - -7 y)\
Nz x4 ng dy 5=
B 1 1
= Ng.
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Chapter 4

Zero knowledge proofs

4.1 The idea

In standard identification schemes the prover P who wants to prove his identity uses a
secret password which is also known to the verifier V. The problem is that anybody who
listens to the identification protocol can use the password to pretend that he is P. Zero
knowledge techniques enable the prover to prove his knowledge of an identifying secret
in a way such that nobody listening to the interactive proof can learn anything about the
secret that he could not find out for himself without knowing the proof. Let us look at an
example. The secret known to the prover is the isomorphism ® between two graphs G
and G;. The graphs Gy and G are also known to the verifier but the isomorphism is not.
The prover wants to demonstrate his knowledge of ® without revealing any information
about ®. He chooses a random isomorphism ®, of Gy and computes the isomorphic
graph H = ®(Gp). Since P knows the isomorphism & he can compute an isomorphism
®, between H and G7. So P knows the following:

GO Gl
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The prover sends the graphs G, G1, H to the verifier but he keeps the isomorphism ®,
®(, &, secret. The verifier tosses a coin and depending on whether he obtains 0 or 1 he
asks either for &, or for ®;. The prover then reveals the requested information and the
verifier checks whether the map he obtained is in fact the isomorphism he asked for. If he
discovers a mistake he will reject the proof of identity. Clearly, an honest prover will not
be rejected. On the other hand, a cheating prover P’ who does not know the isomorphism
® between GGy and G will either be unable to determine ®, or to find ®; because the
composition of those isomorphisms yields the isomorphism ®. So P’ must guess in
advance which of the isomorphisms ®, or ®; the verifier will be asking for. He will fail
to guess correctly with probability % Therefore, if this protocol is repeated n times,
then a cheating prover will be detected by the verifier with probability 1 — (%)" Finally,
anybody who is listening to the conversation only obtains a sequence of randomly chosen
graphs which are isomorphic either to Gy or GGy and such a sequence he could produce
easily himself. So he learns nothing. The protocol we have described here informally is
a zero knowledge proof system for the language of pairs of isomorphic graphs. We will
in this chapter define formally such proof systems and we will characterize the class of
languages which allow a zero knowledge proof.

4.2 Zero knowledge proof systems

To formalize the idea described in the previous section, we need the following notation:
For an interactive system S = (P, V) we let S be the probabilistic Turing machine
that exactly operates as S except that it outputs the final content of the receive tape of
the verifier and the random string used by V rather than an accepting 1 or a rejecting 0.

Definition 4.2.1 Let L € X be an interactive proof system for L. We say that S has the
statistical or circuit or algorithmical zero knowledge property if for any polynomaial time
interactive Turing machine V* there is a coin tossing machine My« (simulator) having
expected polynomial running time such that for S* = (P, V™) the families {Ilgs (x, ) }zer
and {Iar,. (z,-)}eer are statistically or circuit or algorithmically indistinguishable. If
those families are identical then S is said to have the perfect zero knowledge property. If
S has one of the zero knowledge properties the system is called a perfect or statistically
secure or circuit secure or algorithmically secure zero knowledge proof system for L.

Substituting V' by V* means that the verifier V' tries to be clever by changing his program.
But no matter how clever he is all the information he obtains can also be found by
applying the expected polynomial time simulator My without ever using any output of
the powerful prover P. So V learns nothing from the interaction with P.
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Example 4.2.1 We formalize the example given in the introductory section. Two
graphs Gy = (V, Ey) and G; = (V,E;) are called isomorphic if there is a bijection
® : V — V such that £y, = {(®(u),P(v)) : (u,v) € Ep}. We write Gy = G; and
G1 = ®[Gy]. Consider the language L of all pairs (Gy, G1) of isomorphic graphs G and
G1. We present a zero knowledge proof system S = (P, V) for that language. The input
is a pair x = (G, G1) of graphs Gy = (M, Ey) and Gy = (M, E;) with identical sets of
vertices M. The system carries out the following steps:

0. V sets its counter 7 to 1.
1. P computes the isomorphism ® between G, and Gj.

2. P randomly picks a permutation ®q : M — M and computes H = ®y[Gy] as well
as the isomorphism ®; between G; and H.

P sends H to the verifier V.

Ll

V' chooses at random r € {0,1} and sends r to P.

ot

P sends &, to V.

6. V checks whether H = ®,[G,]. If this is not true then V' rejects the input. Other-
wise V' increases the counter ¢ by 1. If i > || then V accepts the input. Otherwise
the system starts again with step 2.

We must show that the interactive system satisfies the completeness condition and the
correctness condition and has the ZK-property. The completeness condition is trivial.
As to the correctness condition, if G; and G are not isomorphic then the probability for
the system to make it to the |z|-th round is 1 - (3)/* which is less then . Now we discuss
the ZK-property. For this purpose we must extend the definition of the prover P a little
bit since we allow any polynomial time verifier V* to participate in the communication.
If in step 4 the prover receives something different from 0 or 1 he starts sending a string
of 0’s until the computing time of the verifier is used up. Let VV* be an interactive turing
machine whose running time is bounded by |z|¢ with some ¢ € IN. Then the final content
of the receive tape of V* after a computation of the system S* = (P, V*) on input of
r=(Gy,Gq) € L,G; = (V, E;),i = 1,2 is of the form

y = H,0®,0H,09,0...0H,00,0

or
y = HyO®OH,00,0...0H,0s

where k < |z|, where H;, ®; are encodings of graphs and isomorphisms and where s €
{0}*,|s] < |z|° In those strings, each graph H; and each permutation ®; occurs with
the same probability, independent of whether P receives 0 or 1. The occurence of a
string of zeros depends only on the behavior of V*. Therefore we can easily construct a
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polynomial time simulator My« which produces exactly the same output distribution as
S*. My~ works as follows:

At first My« simulates the behavior of the prover P by choosing at random « € {0, 1}
and a permutation ®y : M — M and calculates H = ®4[G,]|. Then My simulates the
verifier by choosing at random r € {0, 1}. If @ = r then My outputs HO®,. Otherwise
My« starts again.

So we have shown that the system is a perfect zero knowledge proof system for the
language of pairs of isomorphic graphs.

4.3 Secure encryption

The goal in this chapter is to prove that every language in NP has an algorithmically
secure zero knowledge proof system. This statement is only known to be valid under the
assumption that there exist secure encryption functions. This is why we need to discuss
secure encryption in this section. Whenever we use IN as the index set of a family we
identify IN with the language {I™ : n € IN}.

Definition 4.3.1 Let L C ¥* be a language. A polynomial time deterministic Turing
machine M s called an encryption machine or an encryption algorithm for L if it
satisfies the following properties

(1) On input of x € L (the string to be encrypted) and « € {0,1}* (the key) it termi-
nates and outputs a string M(x,a) € X*.

(2) If for xz,y € L and o, € {0,1}* the output strings are identical, i.e.
M(z, o) = M(y, )

then the encrypted strings x and y must be equal.

The security of an encryption algorithm M depends on the probability with which each
string z € ¥* occurs as an encryption of x € X*. If we only consider keys of a fixed
length n then this probability is

My (2, 2) = 21”|{04 € {0,1}": M(z,a) = 2}].

Definition 4.3.2 Let L C ¥*. An encryption algorithm M for L is called circuit or
algorithmically secure if for any two strings x,y € L the families

My (@, )} e v @nd arn (Y, )} e IV

are circuit or algorithmically indistinguishable.
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It can be shown that there cannot exist encryption algorithms which are “identical” or
“statistical” secure.

We now show that one can obtain secure encryption functions for strings from secure
encryption functions for characters. If M is an encryption function for X, then we can
encrypt a string x = z125...x by encrypting the single characters seperately. The
probability for a string z = 2125 ... 2 € ¥* to occur as encryption is

k
HM,n(J% Z) = H HM,n(ﬂci, Zz)

i=1

4.4 NP CZK

In this section we show that under the assumption of the existence of circuit secure
encryption functions every language in N P has an circuit secure zero knowledge proof.
This is done by presenting a zero knowledge proof system for the language 3C' of three-
colourable graphs. Then the fact is used that this language is N P-complete.

Definition 4.4.1 A directed graph G = (V, E) is called three colourable if there is a map
OV — {1,2,3} such that for every (v,w) € E we have ®(v) # ®(w).

We will now present an interactive system S and we will show that under the assumption
of the existence of circuit secure encryption functions the system S is an circuit secure
zero knowledge proof system.

Without loss of generality we can restrict our attention to connected graphs, since a
graph is three colourable if and only if its connected components are three colourable
and because the connected components of a graph can be computed in polynomial time.
Graphs are encoded over the alphabet ¥y = {0,1,¢}. If G = (V, E) is a graph, V =
{1,2,...,k} then its encoding is

with
R, = crjjerisc. .. cryc

where

Then we have
p(G)| = 2k(k +1)

and since G is connected and simple we have for k& > 2

k k(k — 1)
Tp < B
y SIEl= =
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This implies that
4|E| < [p(G)] < 10/E]. (4.1)

for £ > 2. The idea of the protocol is the following:

The prover commits himself to a three colouring by sending such a map in encrypted
form to the verifier. The verifier checks that three colouring by choosing at random an
edge and by asking the prover to present the colours of the corresponding vertices. He
checks whether those colours are distinct and since he knows the encryption function he
can check whether the colours he has obtained are the same that were used in the provers
original three colouring that he knows in encrypted form. In order for the verifer not to
be able to obtain partial information about a three colouring of the graph, the prover
changes his three colouring in each interaction by applying a random permutation to the
colours.

Here is the formal description of the interactive system:

Let M be a circuit secure encryption function for 3*.

Protocol 4.4.1
Input: © € X*.
Output: 0 or 1.

0. The verifier checks whether x is a correct encoding of a graph. If not he rejects, i.
e. the system outputs 0. The prover checks whether x is a three colourable graph.
If this is wrong, he sends 0 to the verifier and the verifier rejects, i.e. the system
outputs 0. If x = p(G) = p((V, E)) is a three colourable graph then the prover finds
a three colouring ®. Both prover and verifier set i = 1.
x In the sequel we put k = |V|,g = |p(G)|, E = (e1,...,es) and assume that the
edges are ordered lexicographically. That means both prover and verifier have the
same numbering on the edges. We also denote by i the number of the interaction
which P and V' are currently carrying out.*

1. If i > (? then the system outputs 1.

2. The prover uses the machine PED with input (6, g) to draw a random permutation
7w from S3. Then ® = 7o ® is a new three colouring of G.

3. The prover generates k random strings r; € {0,1}9 (1 < j < k). Then he computes
w; = M(D'(5),r;) (1 <j <k). He sends the sequence (g1, ...,px) to the verifier.

4. Using PED with input (£,¢) the verifier draws a random edge e = (u,v) and sends
it to P.

5. The prover sends the pairs p; = (®'(s),rs), s € {u,v} to the verifier.
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6. Now the verifier has two pairs ps = (xs,75),s € {u,v} and checks whether

ps = M(ps),

s € {u,v},

Ty F# T, and
Ty, Ty € {1,2,3}.

If one of the conditions is violated then the verifier rejects the input. Otherwise the
system sets i = 1+1, goes back to step 1 and starts the next interaction.

Theorem 4.4.1 Protocol 4.4.1 is an interactive proof system for the language 3C'.

Proof:

Completeness:

If the input x is the encoding of a three colourable graph then the prover is able to
calculate a three colouring and therefore he will pass all the tests of the verifier. The
system accepts.

Correctness:

If the input z is not the encoding of a graph then the verifier rejects that input in the
very first step.

Now suppose that the input z is a graph G = (V| E)) which is not three colourable, i.e.
for every map ® : V' — {1, 2,3} there is an edge e = (u,v) with ®(u) = ®(v).

If the verifier does not reject the input x in step 6 then, because of the partial injectivity
of the encryption function it follows that the colours chosen for the vertices v and v by
the prover must have been different. But there is at least one edge whose e = (u,v)
where v and v have the same colour. According to Example 1.3.2 that edge is chosen by
the verifier at least with probability

1 ( ) 1) - 1
l 20) = 20
The probability for a cheating prover to pass this test ¢? times is, therefore, at most
(1-— i)ﬁ. Now using the inequality
(1- 1) <L
n/ = 2

we find that for £ > 4 the probability for a cheating prover to pass the test in step 6 ¢2
times is at most % since

1\% 1\ 2¢ £/2 1\ /2
1-—) =((1-= <(=) <13
(5) =(0-2)) <() =v
for ¢ < 4. Because of (5.1) and ¢ = |E| it follows that the numbers of iterations are
polynomial in |z| = |p(G)|. Therefore the correctness condition is satisfied. [ |
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Theorem 4.4.2 [f there exists a circuit secure encryption algorithm then Protocol 4.4.1
describes a circuit secure zero knowledge proof system for 3C.

Proof: Suppose that the encryption algorithm used in Protocol 4.4.1 is circuit secure.
We let G = (V, E) be the input graph and we use the notation from Protocol 4.4.1.

Now let V* be a cheating verifier, i.e. V* is an arbitrary polynomial time interactive
Turing machine. We have to describe a probabilistic Turing machine M with expected
polynomial running time that simulates the interaction of S* = (P*,V*), i.e. the families

{Ug=(z, ) }eesc and {Ily(z, ) }resc

are circuit indistinguishable.

We describe how the 7th interaction is simulated. Let m; be the message of the prover to
the verifier in the jth interaction and let R; be the random string used by the verifier in
the jth interaction. We note that the computation of the verifier in the first ¢ — 1 interac-
tions is completely determined by m;_; = (mq,...,m;_1) and by R,_; = (Ry,..., Ri_1).
We denote by 77 the machine that on input of R, ; and m;_; carries out the ith inter-
action of S*.

The machine T, that simulates T} operates as follows:

Input: +,G,m; 1, R;_;.

Output: i, G, m;, R; or 0.

0. If i > ¢, T, outputs 0.

1. The computation of V* in the first s — 1 interactions is reconstructed. In particular,
the content of the tapes of V* after ¢+ — 1 interactions is generated. Then a counter
A is set to one.

2. First, k random strings r; € {0,1}¢ (1 < j < k) are generated. Then by using
PED with input (¢, ¢) a random edge ¢’ = (u’,v’) is chosen and by using PED again
with input (6, ¢) a random pair of “colours” (a,b) € {1,2,3}? is chosen. Then the
encryptions ¢, = M(a,7y), oo = M(b,ry) and p; = M(0,r;),1 < j < k,j #
u’',v" are computed.

3. Using the program of V* the simulator comes up with an edge e = (u,v). If
e = € then the new message m; is constructed from ¢; (1 < j < k), a,b, ry,r,; the
simulator outputs m; and the random string R; that was used in the simulation of
V>, and terminates its computation. Otherwise the counter A is incremented by 1.

4. If A > 2% then ¢, is set to M(0,09),1 < j < k and the new message m; is
constructed from ¢; (1 < j < k),a = 1,b = 2,09,09. The simulator outputs m;
and the random string R; that was used in the simulation of V* and terminates its
computation.

5. If A < 2¢2 then the computation starts again at step 2.
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We denote by 7 the set of all possible inputs for T} or T that correspond to at most
¢? — 1 interactions. Clearly, the machine S* can be obtained from applying T} ¢? times
and then erasing Ry. The simulator M calls the machine T, ¢? times and erases Ry.
We must show that the families

{Ug=(z, ) }eesc and {Ily(z, ) }resc

are circuit indistinguishable.

For technical reasons we modify 77 as follows:
x The input and output are the same as for T7.

1. In a precomputation, T} computes the three-colouring and the content of the tapes
of V* given the history was input to 77. It also sets a counter A to 1.

2. In addition to generating r;, ¢; and 7 the prover also chooses a random €’ = (v, v").
It is sufficient to show that
{HTlﬂ (2, ) }zesc and {Hsz (,) }eesc
are circuit indistinguishable. By Lemma 3.2.2 it suffices to show that

{HTl (l’, ')}OCGT and {HT2 (SE, ')}:JcET

are circuit indistinguishable. The machine T, can be obtained from the machine T} by
means of the following changes.

Rather than computing the output immediately, the machine T} checks wether e = ¢’
If that condition is violated the machine starts again with the same input. After a
maximum of ¢ attempts it terminates and outputs ERROR if it was not successfull.
The modified machine is called 7]. By Lemma 3.2.3 it follows that

{HT1 (%, ')}xGT and {HT{ (l‘a ')}weT

are circuit indistinguishable. So it is sufficient to regard only the differences between
17 and T5: The way in which the encryption ¢;(1 < j < k) of the three-colouring is
found. 77 encrypts the real three-colouring ®' whereas T, does not compute such a
three-colouring. The second change is the way in which the colours a, b of the edge €’ are
found. The machine 77 uses the colours prescribed by the map " and 75 just chooses
two different colours at random.

Those changes amount to replacing a subroutine S} in 7] by a subroutine S;. The
subroutine S} takes the input of 77. It computes the three-colouring, finds m, €', r;, ¢; =
M(®(j),r;) (1 < j < k), the colours a = ®'(v'),b = ®'(v') and outputs those values.
The subroutine S finds 7, ¢/, 7;(1 < j < k),@; = M(P'(j), 7)1 <j<k,j#u V) a=
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7(1),b = 7(2),pw = M(a,7y), o = M(b,7,) and outputs those values. The circuit
indistinguishability of the two output distributions follows from the circuit security of
the encryption machine M.

Since those subroutines are called at most 2¢? times the circuit indistinguishability of
{HTlgz (x,+) }zesc and {Hng (x,-) }zesc follows from Theorem 3.2.1. This completes the
proof. [ |
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