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Chapter 1

Introduction

The goal of algorithmic number theory is to produce efficiently the objects whose mere
existence is proved in the classical theorems of number theory. With growing importance
of public key cryptography, the following three problems became especially important:

e Primality testing: is a given number N prime or composite 7

e Factoring: find all prime factors of a given composite number N.

e Computing discrete logarithms.
In this report, we will mainly concentrate on the second problem, but some remarks
concerning primality testing will be made.

After a presentation of basic concepts, we will describe the RSA public key cryptosystem,
which is perhaps the most well known cryptosystem based on a number theoretic problem.

1.1 Notation and Basic Concepts

We denote the set of rational integers by Z. If a, b € Z, then there is precisely one pair
q, v € Z such that

a = q-b+r with 0<r<lb.

We say that the division of a by b leaves remainder r. We write ¢ = |a/b] and r =
a Mod b (note that Mod starts with a capital M). If r = 0, then b is called divisor of
a. We write b|a. A divisor b of a is called proper divisor of a, if b # +a and b # +1.
A number p € N5, which has no proper divisors, is called prime number. There are
infinitely many prime numbers.

The fundamental theorem of number theory states that each N € Z can be decomposed
into a power product of units and prime numbers p;:

N o= (e (L1)
=1

with Iy € {0, 1} and l; € Z>;. This decomposition is uniquely determined up to the
ordering of the prime numbers p;. We say that we factor a number N € Z~ if we find
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two numbers b, ¢ € INs 1, such that N = b-c. We factor a number N € Z completely,
if we find the decomposition given in (1.1), i.e. we find all prime numbers dividing N and
the corresponding exponents.

1. Remark The determination of the exact exponent [; for a prime number p; which
divides N can be done with the following trivial algorithm: as long as N Mod p; is 0, set
N = N/p; and increment [; by one. Obviously, this algorithm works correctly, such that
the main problem in the computation of (1.1) is the determination of the prime numbers
p; which divide N.

Let a € Z and N € Z>1. Then
a+N-Z = {a+N-k|kecZ}

is called the residue class of ¢ modulo N, which we denote by @ mod N. There are N
residue classes modulo IN. On the residue classes modulo N we can introduce an addition

(amod N) + (bmod N) = (a+b)mod N
and a multiplication
(amod N)-(bmod N) = (a-b)mod N.

With those operations, the residue classes modulo N form a commutative ring with unit
element 1 mod N, the residue class ring modulo N, denoted by Z/NZ. If a mod N =
b mod N, we also write

a = bmod N .

An element b € (a mod N) is called representative of the residue class a mod N. We
can uniquely choose a representative of a mod N in the set {0, ..., N — 1}, namely the
number a Mod N. It is called the least (non negative) residue of a mod N. In the
following, we do not explicitly specify the representative for a residue class, but usually
least non negative representatives are used.

1.2 The RSA cryptosystem

The first so called public key cryptosystem was the RSA cryptosystem described in
[RSAT78]. We describe this cryptosystem with the help of a small example.

1.1. Example Suppose that Bob wants to receive secret messages from Alice. He chooses
a modulus N, say N = 33, and an encryption exponent e, say e = 3. Both those pieces of
information are sent to Alice. Alice wishes to send him the secret message “I love you”.
Each letter can be encoded by a number m € {1, ..., 26}. The separating blank is m = 27.
Thus Alice encrypts her message

9271215225 272515 21

by computing for each encoding number m the least residue of m¢ modulo N. Then the
encrypted message is
3151292226 15169 21.
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In order to recover the original information, Bob only needs to calculate for each encrypted
number m the least residue of m® modulo N with decryption exponent d = 7. Of course,
Bob keeps the decryption exponent d secret and hopes that nobody can find it out.

In practice, the choice of these parameters would give no security since we could easily
check all possibilities. Therefore the following questions arise: How does one choose the
modulus N and the exponents e and d such that the system is secure? To answer this
question, we must study the residue class ring Z/NZZ a little bit more. For a, b € Z, the
largest d € Z>1, which divides both a and b, is called the greatest common divisor of
a and b. We write

d = gecd(a,d).

The ged of two numbers can be computed with an algorithm going back to Euclid (see
the exercises of this chapter). Each common divisor d’ of a and b divides ged(a, b). If
ged(a, b) =1, we call a and b coprime. The ged of a and b has a representation

ged(a,b) = x-a + y-b (1.2)

with integers x, y € Z. This representation of the gcd can also be computed with a
extended version of Euclid’s algorithm (see again the exercises). If ged(a, N) = 1, then
amod N is called primitive residue class modulo N. Since by (1.2) there exists a
representation

1 = za+y- N,

we see that (1 mod N) = (x mod N) - (a mod N) (or, in other words, z -a = 1 mod
N). Therefore the primitive residue classes are invertible in Z/N7Z. This means that
the primitive residue classes modulo N form a finite abelian multiplicative group, the
primitive residue class group (Z/NZ7Z)*.

1.2. Example Let N = 10. Then there are 10 residue classes modulo 10. Among those
there are 4 primitive ones, namely (1 mod 10), (3 mod 10), (7 mod 10), (9 mod 10). We
have claimed that they are all invertible in ZZ/10Z. In fact, we have 3-7 =21 =1 mod 10
and 9-9 =81 =1 mod 10.

The number of primitive residues modulo N, i.e. the order of the multiplicative group
(ZZ/N7ZL)*, is denoted by ¢(N). The function

@: Zzl — Zzl
N — |(z/Nz)

is called the Euler (-function. As an application of Lagrange’s theorem, we know that
for every primitive class a modulo N

(a mod N)*™) = (1 mod N) or, equivalently, ™) =1 mod N . (1.3)

The congruence (1.3) shows us how to choose the encryption and decryption exponents
e and d. The encryption exponent e is chosen “at random” such that ged(e, ¢(N)) = 1.
Then, by (1.2), we can compute a number d, such that

1 = e-d+ y-pN) (1.4)
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for some y € Z. If m is the encoded letter, then m® mod N is the residue class of the
encrypted letter. We have

(me)d — me~d — ml—y-go(N)
— m - m_CP(N)'y — m - (mw(N)) Y
= m mod N .

This argument only covers the case where ged(m, N) = 1. In general,
m®? = mmod N (1.5)

is not even true. But if NV = p- ¢ is the product of two distinct prime numbers p and g,
then (1.5) remains valid.

In order to apply this encryption scheme in practice, Bob must be able to determine ¢(N)
and then solve the equation (1.4), which can be done by computing the extended ged of e
and p(N). If

k
N = Hpﬁi (1.6)
=1

is the decomposition of N into powers of distinct primes, then

o(N) = N.i:ﬁl(l—i) |

Hence, ¢(n) can be computed if the factorization (1.6) of N is known. No other efficient
way of computing ¢(N) is known so far.

In order to use the RSA-scheme, Bob will use a modulus N = p - ¢ with two large prime
numbers (each 100 digits). Then he gets p(IN) = (p—1)-(¢—1). Choosing a large random
encryption exponent e, he can easily determine the decryption exponent d. He publishes
the public keys N and e and keeps his secret key d private.

Alice only needs to encode her message using numbers m € {0, ..., N —1}. Then she has
to determine the least positive residue in m® mod N. We will describe later how she can
solve this problem efficiently. As shown above, Bob can decrypt the encrypted message
by computing the d-th power modulo N.

In order to break the scheme, one has to recover m mod N from m® mod N, N and e. If
an intruder can compute the factorization of N, then he can compute ¢(N) and therefore
the private key d. Therefore the factorization problem for integers is of importance for
the security of RSA. The RSA modulus N must be chosen in a way that it is infeasible to
factor N. Unfortunately, it is not known whether breaking RSA is equivalent to factoring
the modulus IV, but there exist other public key cryptosystems similar to RSA which have
this property.

In this report, we will present an overview on currently used algorithms for factoring
integers and give some practical information. We will try to be precise enough that a
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reader can implement these algorithms and test their practical behavior.

1.1. Exercises

1. Euclid’s algorithm for computing the gcd of two integers a1 and ao is based on suc-
cesswely carrying out divisions with remainder

a; = @ aip1 + a2 with 0 < aiqpo < |ap] -

Show that the sequence of divisions with remainder terminates and yields the ged of
the two numbers a1 and as. Formulate Euclid’s idea in form of an algorithm.

2. There exist several variants for computing geds. One practical observation is the
fact that division by 2 can be done with a shift and is therefore much cheaper than a
general division. This fact leads to two binary ged algorithms. Assume that we want
to compute the gcd of two odd integers a1 and as. The so called right-to-left binary
gcd algorithm is based on the equation

ged(ar, az) = ged <a1 ; =y a2) ;
the left-to-right binary algorithm uses
ged(ay, ag) = ged(ap + 28 - ag, ag)

for all k > 0. Prove these two equations and show how they can be used to get a ged
algorithm for arbitrary integers.

3. The Extended Fuclid Ged Algorithm uses exactly the same iteration as the “normal”
algorithm, but additionally it guarantees the following invariant: we always know
integers sy, so and t1, to such that

a; = s1-a1+11-as and Ai+1 = S9-a1 +1tgo-ag.

Show how the algorithm can find such a representation for a;io if it knows represen-
tations for a; and a;11. How do we get a representation of the gcd of a1 and as in
this way ¢

4. In Part 2 of this exercise, we described the basic ideas of two binary ged algorithms.
There also exist variants of these binary algorithms which compute the representation
of the gcd. These variants hold exactly the same invariant as the Extended Fuclid Ged
Algorithm. Show how such representations can be computed during the algorithm.
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Chapter 2

Basic Algorithms

In this report, we always assume that we want to factor a positive integer N bigger than
one. Obviously, the first test before starting a “serious” factoring algorithm should be a
check whether N is even (then we have the factor 2), is a prime number or a perfect power
of some number. In the next sections we will explain algorithms for solving the latter two
problems. Then we describe basic factoring algorithms as Trial Division and the Pollard
p-algorithm.

2.1 Perfect Power Testing

Assume that we want to test for a positive odd number N > 1 whether N is a perfect
power, i.e. whether N = m* for some k > 2 and m € IN. Obviously, we have the trivial
bound k < [logy(N)|. Therefore, we can do this perfect power test by checking for all
2 < k < |logy(N)| whether the polynomial X* — N has an integer root. Additionally, the
following observation limits the number of possible exponents even more:

2.1. Fact Ifk =k ko and N =mF, then there exists an integer | such that N = [*1.

Therefore we can restrict ourself to check exponents, which are prime numbers. These
candidates can be precomputed and stored. An algorithm for finding all prime numbers
below some bound K will be described in Section 2.3.

Suppose that we want to check for a prime exponent k whether X* — N has an integer
solution. There exists an algorithm of Newton to solve this problem. It makes use of the
result that the sequence defined by xg = N and

Tivl = A + k- ;Uf_l

for i > 0 converges against N1/%. Note that all 2; are rational numbers if N is an integer.
We compute the sequence until the integer part of two subsequent sequence elements is
the same. In this case, we have found the integer part of N'/% or NV/* + 1. These three

11
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cases can be checked by an exponentiation.

2.1. Exercises

1. Develop an algorithm based on the Newton sequence which only uses integers (Idea:
Substitute the rational numbers in the sequence by their integer part and find a suit-
able stopping condition).

2. Describe a “divide-and-conquer” algorithm for testing whether polynomial X* — N
has an integer root.

2.2 Testing Pseudoprimality

Let N be an odd integer which we want to check for primality. Since proving the primality
of a number is a complicated problem (for an overview on this problem, see [BuMii92]), we
use a so called Pseudo Primality Test. If such a test outputs “number is composite”,
then we have a proof that the input really is composite (but without knowing a factor of
the input). On the other hand, we get no proof for the primality of the input number, but
we know with “high probability” that a number described as “prime” indeed is a prime
number, i.e. the probability that a number N is composite but the test outputs “input is
prime” is very small. Nevertheless such tests are commonly used since they are very fast.
We present two such tests, the Fermat Test and the Miller-Rabin Test.

2.2.1 The Fermat Pseudoprimality Test

The Fermat Test is based on the following observation: If NV is a prime number, then we
know that p(N) = N — 1, and from (1.3) we can conclude that for every a € 7Z with
ged(a, N) =1 we have

a1 = 1modN . (2.1)

Thus we have proven the following proposition.

2.1. Proposition Let a € Z. If ged(a, N) = 1, but a™¥~!' # 1 mod N, then N is com-
posite.

Proposition 2.1 provides a sufficient criterion for testing a number N for compositeness.
There are however composite numbers N, which satisfy (2.1) for a certain base a (so called
Pseudo primes for the base a) or even for all bases a with ged(a, V) = 1 (Carmichael
Numbers). We note that Carmichael numbers are rather scarce (2163 below 25-10°) and
that below 25 - 10” there are only 21853 pseudo primes for the base 2. The chance that a
test constructed on the basis of Proposition 2.1 fails is therefore very small.

If we have checked (2.1) for “a few” bases and have found no contradiction, then we suspect
that N is prime and we apply a primality test to prove its primality. Otherwise we know
that IV is composite and we attempt to factor it.
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2. Algorithm (Fermat Pseudoprimality Test)

InpuT: N € Ny ;.
OutpuT: “N is composite” or “N is a pseudo prime”.

(1) for (number of desired tests) do
(2) Choose 1 < a < N at random.
(3) if (gcd(a, N) > 1) then
(4) return (“N is composite”)
(5) fi
(6) Compute a™¥~! Mod N.
(7) if (a™~! #1 Mod N) then
(8) return (“N is composite”)
9) fi

(10) od

(11) return (“N is a pseudo prime”)

In Step (6) of this algorithm, we have to compute a1 Mod N for a “possibly large”
number N. Computing this value by successive multiplications is therefore not possible.
In the next section we describe two methods to perform this exponentiation.

2.2.2 Fast Exponentiation

Suppose that we want to determine a® mod N for some number d # 0. For negative
exponents d, we use the transformation a? = (a‘l)‘d‘, such that we can assume that d is
positive. We compute the binary decomposition of the exponent

d = iﬂmi, G € {0, 1}, B, =1.
=0

Then we have

ol = e = J[d%P = T <. (2.2)
=0

If we want to compute a® Mod N, then all intermediate computations can be done mod-
ulo N. Note further that the number of factors in this representation of a? is at most
s+ 1 = [logyd| + 1. In the so called right-to-left binary exponentiation algorithm, the
decomposition of the exponent d is done in ascending order (from the low order bit 3¢ to
the high order bit s) while computing the successive powers a® Mod N. We illustrate
the idea in an example.
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2.1. Example We want to check whether N = 21 is a prime number. We use the Fermat
Test with base a = 2, and we have to test whether 220 = 1 Mod 21. We decompose the
exponent as 20 = 24 + 22. Therefore

220 — 916,94 prod 21 .

We successively compute 2' = 2 Mod 21, 22 = (2')? = 4 Mod 21, 2* = (22)? = 16 Mod 21,
28 =4 Mod 21 and 2'6 =16 Mod 21, and we obtain the final result

220 — 16.16 = 4 Mod 21.

Thus we have proven that 21 is a composite number.
This idea leads to the following algorithm.

3. Algorithm (Right-to-Left Binary Exponentiation)

InpUT: a, d, N € IN.
OutpuT: b= a® Mod N.

(1) Initialize b =1, ¢ =a Mod N.

(2) while (d > 1) do

(3) if (d is odd) then

(4) Set b=b-cMod N and d =d — 1.
(5) fi

(6) Set d = d/2 and ¢ = ¢ Mod N.

(7) od

(8) return (b)

A second look at (2.2) shows the idea for another fast exponentiation algorithm which
scans the bits of the exponent d from “the left to the right” (i.e. from the high order bit
(s to the low order bit (). We have the equation

2.2. Example We solve the same problem as in Exercise 2.1. Again, we observe 20 =

16 + 4 and 2 = ((((2))2)°) Mod 2

We start the evaluation of this expression in the middle and get (21)2 = 4 Mod 21,
((21)2)? = 16 Mod 21 and ((2')?)%? -2 = 11 Mod 21. Squaring these values twice, we
get the result 220 = 4 Mod 21.
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This idea leads to a second fast exponentiation algorithm, the so called left-to-right binary
exponentiation algorithm.

4. Algorithm (Left-to-Right Binary Exponentiation)

InpUT: a, d, N € IN.
OutpuT: b= a® Mod N.

—_

Initialize b = 1.
Compute the binary decomposition d = 3°7_, 3; 2¢, 35 = 1.
for (i = s downto 0) do

Set b = b? Mod N.

if (3; = 1) then

w N

/_\A/_\A/_\A,_\A,_\
(S TN
S N e e e e e e

6 Set b=0-a Mod N.
7 fi

8) od

9) return (b)

Concerning the running time of both these algorithms, we have the following proposition:

2.2. Proposition Using Algorithm 3 or Algorithm 4, we can compute a® Mod N in
O(logd) elementary operations on numbers of size O(log N).

It should be mentioned that there exist several other variants of fast exponentiation al-
gorithms which support special situations. In cryptography, it is sometimes possible to
precompute some information, which can lead to a significant practical running time im-
provement.

2.2. Exercises

1. The algorithms for fast exponentiation are not restricted to primitive residue classes
modulo N, they can be generalized to arbitrary abelian groups. Are there situations
where scanning the bits of an exponent from the high order bit to the low order bit
s superior to scanning the bits in the opposite direction ¢

2. Develop a block version of Algorithm 3, i.e. a version which uses a m-adic represen-
tation of the exponent d.

3. In practice, the number of ones in the binary decomposition of the exponent d greatly
affects the running time of both these algorithms. If inversion is as fast as multipli-
cation, we can reduce the number of 1’s by allowing -1’s in the decomposition of d.
Describe a left-to-right or a right-to-left binary algorithm which uses this idea (Hint:
Try to substitute a “block of 1’s” by a corresponding block with 1’s, -1’s and 0’s (note
for example that 15 =16 —1)).
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2.2.3 The Miller Rabin Pseudoprimality Test

The Miller Rabin Pseudoprimality Test is an extension of the Fermat Test. In addition
to the test whether a’¥~! = 1 mod N, it uses the fact that for a prime number N there
exist exactly two square roots of 1 modulo N. If we find an integer = with 22 = 1 mod N
and x Z £1 mod N, then N can not be prime. Additionally, such an integer x directly
leads to a factor of N: since 22 = 12 mod N and z # +1 mod N, we know that N divides
22 —12 = (x+1)-(x—1), but N is no divisor of  — 1 and 2 + 1. Therefore ged(z — 1, N)
is a proper divisor of N.

2.3. Example Assume that we use the Fermat Test on N = 15 with base a = 4. We
compute 4 =1 Mod 15, and the Fermat Test does not declare N to be composite. But
the exponent 14 is even, and therefore we have the equation (47)? = 4'* =1 Mod 15. We
compute 4 = 4 Mod 15. Obviously, 4" # +1 Mod 15 and therefore gcd(4” — 1,15) = 3 is
a proper divisor of 15.

This example clarifies the idea of the Miller Rabin Pseudoprimality Test. There are two
possibilities, where we can prove the compositeness of an integer. First the Fermat test
might fail, i.e. ™1 # 1 Mod N. If it does not fail, then a™~! = 1 Mod N, and — since
N —1is even — there is a chance that oV —1)/2 # +1 Mod N, which would prove N to be
composite (and directly give us a factor of N). If aN=1/2 =1 Mod N, then we recursively
do the same test again. In the implementation of this algorithm, one should test these
cases “bottom-up” as following:

Let N —1 = 2% . m with an odd integer m, and assume that a € Z is a random integer
coprime to N. If we find 0 < i < s with a®> ™ # +1 Mod N, but a?'m =1 Mod N, then
N must be composite and — as shown above — we find a proper divisor of N. These tests
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can be done on the fly in the fast exponentiation.

5. Algorithm (Miller Rabin Pseudoprimality Test)

InpuT: N € N4 .
Output: “Factor of N found”, “NN is composite” or “IN is a pseudo
prime”.

Compute s such that N — 1 = 2% - m with m odd.
for (number of desired tests) do
Choose 1 < a < N at random.
if (gcd(a, N) > 1) then
return (“Factor ged(a, N) found”)
fi
Compute b = a" Mod N.
for (i =1to s) do
if (> =1 Mod N and b # +1 Mod N) then

— = = = = = P B B2 ~ "~~~ "~ "~ "~ "~  —~
© 00 ~J O U i W N
T D DD T N DD

(10 return (“Factor ged(b — 1, N) found”)
(11 fi

(12 Set b = b®> Mod N.

(13 od

(14)  if (b# 1 Mod N) then

(15 return (“N is composite”)

(16 fi

(17) od

(

return (“N is a pseudo prime”)

2.1. Exercise Is the number 2'7 4+ 1 a prime number (Hint: first think about it!!) ?

2.3 Trial Division

Assume that we know that the odd integer N is composite and no perfect power, and we
want to find a proper factor of N. In practice, the first factoring method which we should
use for N is the so called Trial Division. The basis of this method for factoring N is the
following trivial observation.

2.2. Fact N is prime if it has no prime divisor p < v/ N.

Since we know that N is not prime, there must exist a prime number smaller than v N
which divides N. If we check all primes numbers smaller than this bound, we will find a
factor of N. We therefore precompute a table of all prime numbers p < C' and use this
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table to completely factor integers N < C2. Since the number of primes p < C' is roughly
C/log C, this is quite a time and memory expensive method. In practice, it is almost
never possible to completely factor a large number of about 100 decimal digits only with
trial division. Nevertheless trial division is very fast for finding small factors (up to about
10%) in N. Instead of reading the used small prime numbers from a table, we can compute
these primes with the sieve of Erathostenes.

2.3.1 The Sieve of Erathostenes

We want to find all prime numbers smaller than some given bound C. With Fact 2.2 we
can conclude that all composite numbers smaller than C have a prime divisor smaller than
V/C. The sieve of Erathostenes finds all these composite numbers with a sieving strategy
(sieving is a very important trick in factoring algorithms as we will see).

6. Algorithm (Sieve of Erathostenes)

InpUT: C € IN>q.
OutpuT: List of prime numbers smaller C.

(1) Initialize an array afi] =0 for 1 <i < C.
(2) SetL=0,p=2.
(3) while (1) do
(4) Set L = LU {p}.
(5) Set afi-p] =1forall 1 <i< |[C/p].
(6) if (there exists index p < j < |V/C| with a[j] = 0) then
(7) Set p to the smallest such index j > p.
(8) else
9) Set L = LU {q} for all /C < q < C with a[q] = 0.
(10) return (L)
(11) fi
(12) od

In practice, one can gain an improvement in memory and running time by packing the
array a into a bit field. It is obvious that we do not have to store all even numbers
greater 2, these can not be prime. Then we can use precomputed masks to efficiently
mark all multiples of a found prime number. This improvement is substantial for finding
all multiples of “very small” prime numbers (up to about the word size, commonly 32). A
detailed description of this idea can be found in [Mii96]. With this implementation, the
computation of all prime numbers smaller than 105 takes about one second on a sparc
ELC computer.

2.2. Exercise Find a set of masks for marking all multiples of the prime number 5 on a
32-bit word architecture (assume that i-th bit in the bit field denotes the number 2i +1).
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2.4 The Pollard p-Method

In this section, we explain a factoring algorithm due to Pollard ([Po75]) which uses a
principle which can be found in may other factoring algorithms, too. Assume that p is a
prime factor of the odd composite number N, which we want to factor. The idea of the
Pollard p-method is based on the so called birthday paradoxon:

There are a large number of people in a room. You sample their birthdays, hoping to find
two with the same birthday. You stop as soon as you find a duplicate. How many people
do you have to choose such that you find a duplicate with probability greater % ? We can
answer this question by solving the inequality

(1_L>.(1_i>.<1_i)...<1_”—1) <L
365 365 365 365 2

for n, which leads to the result n > 23 (most people are surprised by this small number).

Let us translate this birthday question into a factoring question. Suppose that we choose
a sequence x; of random integers modulo N. In [Ri85], it is shown that after

V2In2-p ~ 1.18-/p (2.3)

random choices we can expect with probability greater % to find two elements x;, x;, which
are congruent modulo p. In this case, ged(z; — z;, N) is divided by p and hopefully this
ged will lead to a proper factor of V.

In Pollard’s p-method, we generate the “random integers” x; with the help of a pseudo
random generator. FExperience shows that this substitution does not affect the success of
the method in practice. Often the pseudo random sequence is generated by the following
deterministic description: choose an arbitrary z¢g € {1,...,N — 1} and iterate z;41 =
22 + a Mod N for i > 0, where a is some randomly chosen integer unequal to 0 or —2
([GoSa83] suggest that this choice is “optimal” in practice, concerning computation time
and randomness).

Since pseudo random number generators are deterministic methods, finding two integers
x;, x; which are congruent modulo p means to find a cycle in the sequence of all x; mod p.
The trivial algorithm for finding such a cycle would be to store all integers z; Mod N and
compute ged(z, — zg, N) for all indices r # s. Obviously, this strategy is very slow (we
have lot’s of gcd computations) and has a huge memory need. Fortunately, we can restrict
ourself to the comparison of elements z, Mod N and x9,. Mod N, as was first shown by
Floyd.

2.1. Lemma Let (z, Mod N)>o be a pseudo random sequence in ZL/NZL. If there exist
indices © < j such that x; = x; mod p, then there also exists an index i < r < j such that
T, = To mod p.

Proof: Since the sequence (x; Mod N);>0 of pseudo random elements is determined in a
deterministic way, we know that x5 = ;4 sy 4.(j—jy modpforall 0 <s < j—iand k > 1.
Therefore we can assume that i < r < j. If we set r = 7 + s, we have to find an integer
s such that the equation 2 - r = r mod (j — ¢) holds. Obviously, an integer 0 < s < j —1
with s = —i mod (j — 7) satisfies all the desired conditions.
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Note that the disadvantage of this very memory efficient extension of Floyd is the fact that
the number of sequence elements which we have to test before we find a factor increases
(Lemma 2.1 shows that this increase can at most be equal to the length of the cycle).
Nevertheless this trick is used in practice. In the following Algorithm 7, the variable z is
used to hold the i-th element, y holds the 2i-th element of the pseudo random sequence
generated by the polynomial g(X). Therefore in each iteration, y has to be changed to

9(9(y)) Mod N.

7. Algorithm (Pollard’s p-Method, Floyd’s variant)

We use the pseudo random sequence generated by the polyno-
mial g(X) = X2+ a Mod N.

INPUT: composite N € N+, starting value xq, a € Z.
OutpuT: Factor of V.

(1) Set z =x9 Mod N and y = g Mod N.
(2) repeat

(3) Set x = 22 4+ a Mod N.

(4) Set y = y* +2y?a +a® +a Mod N.
(5) until (ged(x —y, N) > 1)

(6) return (ged(z —y, N))

2.1. Remark

1. It is possible to find the trivial divisor N. In this case, we have even found a cycle
modulo N. We can restart the computation with another generating polynomial

9(X).

2. If all prime divisors of N are large, then Algorithm 7 has an enormous expected
running time. Therefore it is a good solution to insert a break condition into the
loop in Algorithm 7 and to stop after a predefined number of loop iterations.

3. Algorithm 7 performs a lot of ged computations. Since these operations are expensive,
we should use a blocking technique. If x;, y; are the values of the variables x, y, in
iteration 1, respectively, we “block” r ged computations starting with iteration s by
setting

r—1
h = ][I @str — ystr) Mod N
k=0

and computing ged(h, N). In this way, we have reduced the number of ged computa-
tions by r — 1. If ged(h, N) = N, we should go back and check each of the elements
Tsrk — Ys+k Separately. Note that the optimal size of the blocking factor is a difficult
question. A small blocking factor induces lot’s of ged computations and therefore
slows down the algorithm; with a huge blocking factor, we can do a lot of unneces-
sary iterations before we realize that we have found a factor. In practice, the blocking
factor should be between 20 and 50, depending on the actual implementation.
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2.4. Example Let N = 31613 = 101 - 313. We use the function g(X) = X2 + 1 with
starting value o = 5 as generating pseudo random function. Then we get

i T Yi ged(x; — yi, N)
0 5 5 -

1 26 677 1

2 677 27138 1
3115748 | 26820 1

4| 27133 | 19308 313

Algorithm 7 stops if we find an index r such that x, = x5 mod p, i.e. if the length of
the cycle in the sequence of pseudo random elements (z; Mod p)i>o divides the index
r. In a variant of the algorithm proposed by Brent ([Br80]), a different method is used
for finding two elements x;, x;, ¢ < j, such that the cycle length divides j —i. Brent
suggests to compare for all £ > 1 the sequence element x,x_; only with the elements x;
for 28 4 2k=1 < j < 2kt _ 1. After we have done these tests, we have checked all possible
cycle lengths between 2871 4+ 1 and 2.

2.5. Example We try to factor the same integer N = 31613 as in Example 2.4. Again
we use the starting value xo =5 and the generating function g(X) = X2 + 1. This choice
leads to the following table:

k| zon_y Lok yok—1,- .., Tok+1_1 ged(zor_q — xj, N)
1 26 15748 1

2| 15748 26820, 21812 1, 1

3| 21812 | 29011, 5223, 29324, 23377 313, ...

The advantage of Brent’s variant versus Algorithm 7 is the fact that the number of it-
erations until a cycle is found can be up to 25 % smaller. Obviously, this can lead to a
big running time effect. Again, all the remarks made to Floyd’s variant of the Pollard p-
Algorithm remain valid; especially it is advisable to use a blocking techniques (see Remark
2.1) to reduce the number of ged computations.
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8. Algorithm (Pollard’s p-Method, Brent’s variant)

We use the pseudo random sequence generated by the polyno-
mial g(X) = X2+ a Mod N.

INPUT: composite N € INs 1, starting value xq, a € Z.
OutpuT: Factor of V.

—_

Set  =x9 Mod N, y = 2%+ a Mod N and k = 1.

2) if (ged(z —y, N) > 1) then
return (ged(z —y, N))
fi
while (1) do
Set x = y.

for (j=1to k) do
Set y = y> 4+ a Mod N.
od
for (j=1to k) do
Set y = y* +a Mod N.
if (ged(z —y, N) > 1) then
return (ged(z —y, N))
fi
od
Set k= 2k.
od
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Chapter 3

Factoring Algorithms Using
Smooth Group Orders

In the previous chapters, we have introduced some basic algorithms which should be used
as a first step in a factoring procedure. Both the trial division and the Pollard p-method
can be used to find very small factors in a composite, odd integer N. In this chapter we
describe three other algorithms for finding small factors. All these algorithms are based
on the same idea, they employ the smoothness of the order of some abelian group. An
integer kK € N5 is called B-smooth if all prime factors of k are smaller than B; it is
called B-power smooth, if all prime powers which divide k£ are smaller than B. Let in
the remainder of this chapter, N be the odd, composite integer which we want to factor,
and let p be a prime divisor of N.

3.1 The Pollard (p — 1) Factoring Method

In the first section of this chapter, we describe the (p — 1) method due to Pollard ([Po74]).
This method was used to factor the eighth Fermat number Fy = 22° + 1 (see [BrPo81]).
Pollard’s algorithm works in the abelian group (Z/NZ7Z)*. Using the Theorem of Lagrange,
we know that for every a € Z with ged(a, p) =1

a?1—1 = Omodp.
And even for exponents e = k- (p — 1) for some k € IN, we have
a®—1 = Omodp.

On the other hand, if ged(a, N) = 1, and if the order of a modulo N is not a divisor of e,
then
a®—1 # Omod N,

which means that d = ged(a® — 1, N) is a proper divisor of N. Of course, we do not know
neither p nor p — 1. But if p — 1 factors into a power product of prime numbers smaller or
equal to some bound B; (i.e. p— 1 is Bi-smooth), a multiple of p — 1 can be computed as
the product of all prime numbers bounded by By “with small exponents”. We illustrate
this fact with an example:

23
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3.1. Example Let N = 437. We randomly choose the base a = 2 and use the exponent
e=2%.3% Then

a® = a'® = 305 Mod N and  ged(305—1, N) = 19.

In fact, we have N =19 -23. Note that e is a multiple of 19 — 1 (18 is 3-smooth), but it
18 no multiple of 23 — 1 since 22 is not 3-smooth.

It remains to find a “good” way to choose the exponents e. If we want to catch all numbers
below Bs which are composed of prime numbers below B1, we have to determine for any
prime p < By the maximal exponent e, such that p®» < Bo; then we set

e = Hpep.

p<B1

Of course, e is not computed explicitly, but we rather store the list of prime numbers p; <
B1 with their multiplicities e,,, or we compute these primes with the Sieve of Erathostenes
(Algorithm 6). If we first compute a® Mod N and test afterwards, whether ged(a® —
1, N) > 1, it might be that we do a lot of extra work. On the other hand, computing a
ged is an expensive operation, such that a ged test after each exponentiation with a prime
power p;* slows down the algorithm. Therefore we again use a blocking technique similar
to Algorithm 7.

9. Algorithm (Pollard’s (p — 1) Algorithm)

InpuT: N € N5 1, smoothness bounds By, Bs.
OvutpruTt: Factor of N or “no factor found”.

(1) Compute all prime numbers pq,...,pg smaller or equal than
B;.
(2) C%)mpute the multiplicities e; = |log, Bz] for 1 <i < k.
(3) Choose b €{2,...,N — 2} at random.
(4) if (ged(b, N) > 1) then
(5) return (ged(b, N))
(6) fi
(7) for (j=1tok)do
(8) Compute b = b 7’ Mod N with fast exponentiation.
(9) if (j =0 Mod 100) then
(10) if (ged(b—1, N) > 1) then
(11) return (ged(b — 1, N))
(12) fi
(13) £
(14) od
(15) return (“no factor found”)
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Algorithm 9 already uses a blocking strategy whose blocking rate is determined by the
divisibility test for j in step (8). Note that a small blocking factor slows down the algorithm
since you have to compute a lot of geds, but with a large blocking factor you can “loose”
a factor (i.e. the ged in step (9) is equal to IN). Fortunately, it is possible to use a
backtracking strategy to almost always find a factor of N in the “last” block. Experience
shows that blocking factors of size approximately 100 are a good choice.

If it happens that Algorithm 9 does not output a factor of N, then we have chosen an
integer a whose order modulo every prime divisor p of N was not Bi-smooth or not Bs-
power smooth. We can restart the algorithm with bigger bounds B and By or choose
another random element a € Z/NZ7Z. Nevertheless it is better in practice to use another
algorithm, since the probability of choosing an element with B1-smooth order if the group
order p — 1 is not Bi-smooth is very small.

3.2 Continuations

It is well known that the biggest prime factor of a random number k is expected to
have about 60 % of the decimal length of k. This observation explains one of the main
problems of the (p — 1)-method. It often happens that exactly one prime factor of p — 1
(the biggest one) is missing in the exponent e. We could increase the bound By, but this
would drastically increase the running time. The solution to this problem was found in
so called continuations, a second step in the (p — 1)-algorithm. Assume that we know
a’ = a® Mod N, where e is chosen as described above and that the order of a’ mod p
is equal to a prime gq. We explain five different continuations, which will factor IV, if
B1 < g < Bs for a third bound B3 > B;. A practical comparison of these continuations
will be given in Section 3.5, where we present running times for these continuations for
the elliptic curve factoring algorithm.

3.2.1 The Standard Continuation

The trivial solution for “catching” ¢ would be to test for all prime numbers By < ¢; <
Bs, 1 <i <r, whether ged((a’)% — 1, N) > 1. It has however an important drawback: we
need a lot of extra multiplications for testing all these prime numbers B; < ¢1 < g2 < ... <
gr < Bs. The main observation for preventing this drawback is the fact that the difference
between two such primes ¢; and ¢; 11 is very often small. Therefore we gain an advantage
if we precompute the elements (a’)" Mod N for all the differences r; = ¢;11 — ¢;. Then
we can test successive primes ¢;, ¢;+1 with one multiplication

(a)%+1 = (a’)Qi+(Qi+1_q7L) = ()% - (a')" Mod N .

Obviously, we should again not compute a gcd for testing each prime ¢; separately, but
we should use a blocking technique.
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3.2.2 The Improved Standard Continuation

Assume that the order of a’ mod p is equal to a prime ¢ with By < ¢ < Bs. Setting
w = [ /Bs ], there exist integers u, v € IN satisfying

B B
g =v-w-—u and 0 <u < w, {—IJSUS{—:{‘.
w w
Then it is easy to see that

(@)’ = (a)*modp,
such that ged((a")"™ — (a')%, N) > p.

Obviously, such a decomposition q; = v; - w — u; can be done for all primes By < ¢; < Bs.
The Improved Standard Continuation uses these decompositions in its two parts: First we
compute and store for all values u; the elements (a’)* Mod N in a table. Then compute
the element b = (a’) Mod N, compute for all possible values v; the elements b Mod N
and check — again with a blocking technique — whether ged(b¥ — (a’)*i, N) is a proper
factor of N. Note that it is an advantage to check the primes ¢; in ascending order, since
the difference between v;41 and v; is usually very small (zero or one). Knowing b", the
computation of b¥+1 can therefore be done with “a few” multiplications.

One disadvantage of the Improved Standard Continuation is the large memory amount
which is necessary for storing the elements computed in the first part of the algorithm.
We can drastically reduce the amount of needed memory by choosing w “near” to /B3
and congruent to 0 mod 30. Since we are looking for a prime number ¢, we immediately
know that u can not be divisible by 2, 3 and 5 and we do not have to compute and store
corresponding elements. This trick reduces the memory need by about 75 %.

3.2.3 The Prime Pairing Continuation

The Prime Pairing Continuation is a further improvement to the Improved Standard
Continuation. Its idea is quite simple: Assume that there exist for some w € Z integers
v, u € Z such that

Q =v-w-—u and Q@ = v-w+tu

for two primes B1 < q1, g2 < Bs. Then we can check these two primes simultaneously by

computing ged ((a’)(“")2 — (), N). Since

2 2 2

() — (@) = (@) 1) (@) = (@) — 1) @)

this ged will be greater than 1 if either g1 or ¢o is the order of a’ mod p.

Usually the bounds B, B3 used in the continuations are fixed. Then we can precompute
the optimal value for w, such that we find the maximal number of prime pairs, and store
these values together with the bounds By, Bs. The Prime Pairing Continuation starts
similar as the Improved Standard Continuation: for all primes By < ¢; < Bs, we compute
integers v;, u; such that either ¢; = v; - w — u; or ¢; = v; - w + u; (of course, we should try
to hold the set of u;’s as small as possible). The first part of the continuation consists of
computing (and storing) the elements (a’)* Mod N for all possibilities u;. Note that

(al)(u+1)2 _ (al)u .
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such that we can compute the element with exponent (u + 1) with 2 multiplications,

if we know (a’)®*. After this computation of the so called Babysteps, we compute b =
2 . . .

(@) Mod N and use the same strategy with b for testing all possible values for v;.

Obviously, it can happen that there exist no pairing prime for several primes in the inter-
val [By, Bs]. In this case, we test a pseudo pair, i.e. a prime together with a composite
number. Again we can use a trick in choosing w similar the Improved Standard Contin-
uation to reduce the memory amount for the table computed in the Babystep part of the
continuation.

3.1. Exercise Describe an algorithm which finds for given bounds By, B3 the optimal
value for w (Hint: Look at all primes between By and Bs modulo 2w ).

3.2.4 The Birthday Paradoxon Continuation

The Birthday Paradoxon Continuation is based on the same principle as Pollard’s p-
factoring method (see Algorithm 7 in Section 2.4). We already know that the order of
a’ mod p is equal to some prime By < q¢ < Bs. If we generate approximately /B3 random
elements in the subgroup generated by a’ mod p (a cyclic subgroup of order ¢), at least

two of these elements will be equal with probability greater %

We generate a pseudo random sequence (s;);>1 of integers and compute the corresponding
elements z; = (a’)* Mod N. After generation of approximately /B3 random exponents
s;, we expect to find two exponents such that s; = s; mod ¢ and therefore x; = z; mod
p. But then ged(z; — z;, N) gives a factor of N. As shown in Section 2.4, we can
use Floyd’s trick to restrict ourself to compare x; and z9;. Note that the size of the
random exponents s; should be bounded. Moreover, it is advisable to use different pseudo
random number generators as proposed in Section 2.4, such that the computation of
(a’)*+1 Mod N with knowledge of (a’)* Mod N becomes easier (for a suitable pseudo
random number generator, see [M092]). In practice it is again preferable to use a blocking
technique.

3.2.5 Montgomery’s FFT - Continuation

We briefly mention another continuation first published by Peter L. Montgomery (see
[Mo87]), which is an extension of the Birthday Paradoxon Continuation. In the Birth-
day Paradoxon Continuation we always compare two elements of a randomly generated
sequence of elements in the subgroup generated by a’ mod p. Obviously, it would be much
better if we could compare several elements of this sequence in parallel. An algorithm for
doing this test is based on the following theorem.

10. Theorem Assume that for a sequence (x, Mod N)i>o of elements in ZL/NZ we de-
fine the two polynomials

rf Tg

FX) = TI(X —2:) Mod N and  g(X) = ] (X = @itr 1) Mod N .
i=0 1=0

If there exist two indices 0 <t < ry andry < j<ry+rs+1 such that x; = x; mod p, but
x; # xj mod N, and all pairs of elements are not congruent modulo any prime divisor of
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N/p, then Euclid’s algorithm for computing the ged of f(X) and g(X) fails and gives us
a factor of N.

Montgomery’s FFT - Continuation consists of three steps: first we compute a pseudo
random sequence (z; Mod N)i>o as explained in the last subsection. Then we compute
the polynomials f(X) and ¢g(X) described in Theorem 10. In the third step, we try
to compute the ged of f(X) and ¢g(X) — if the ged computations fails, we are happy
since we found a factor of N. The name of this continuation is based on the fact that
the polynomial operations should use the FFT method for multiplication, since then the
degree of the polynomials can be quite large. In practice, one chooses the degree of the
polynomials up to 16384.

3.1. Exercises

1. Prove Theorem 10. Hint: Examine the result if Fuclid’s algorithm would be success-

ful.

2. Extend the FFT algorithm such that we find a factor of N if we have x; = x; mod p,
but x; # xjmod N for 0 < i, j < ry, i.e. both elements x;, x; are roots of f(X).
(Hint: Look at the formal derivative of f(X).)

3. What can we do if there exist no indices 0 < ¢ <71y andry < j <ry+ry+1 such
that ; = x; mod N, but the degree of ged(f(X), g(X)) is non zero ?

4. Assume that deg(g) > deg(f). Show that we do not have to compute g(X) explicitly,
but that we can reduce g(X) with f(X). Therefore we can increase the number of
sequence elements “stored in g(X)” without increasing the degree of the polynomials
involved in the computation.

3.3 The Principle Behind the (p — 1) Method

Let us analyze Pollard’s (p — 1)-method more abstract. We are working in the abelian
group Gy = ((Z/NZL)*,-). For each prime divisor p of N we can define a homomorphism

¢: gN’—>gp7

which is reduction modulo p. In the (p — 1)-algorithm, the abelian group G, is given as
((Z/pZZ)*,-). If we find an element of the kernel of ¢ which is not the one-element in Gy,
we find a factor of N. Such an element is found if we find an element g € Gy such that
the order of ¢(g) is composed of small prime numbers only, whereas this is false for the
order of g in Gy

3.2. Example Let N = 491389. We would like to find a non trivial divisor of N. Now
N = 383 -1283 and 383 — 1 = 2191, 1283 — 1 = 2 - 641. Both multiplicative groups
(Z2/3837L)* and (Z/12837L)* have an order, which does not decompose into small prime
factors. We are therefore stuck with the (p — 1)-method because we have no other choice

for Gp.

In the following sections we will describe two algorithms which use the same principle as
the (p — 1) algorithm, but work in different abelian groups Gy .
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3.4 The (p+ 1) Factoring Method

Hugh C. Williams used the idea of the (p — 1) factoring algorithm to develop a (p + 1)
algorithm which we describe in this section (see [Wi82]).

For a prime number p, we wish to find a multiplicative group with order p + 1. Williams
proposed to use the group G, = ]F;Q / I, where IF;Q, I, is the multiplicative group of
the finite field with p?, p elements, respectively. Obviously, this is a multiplicative group
with the desired group order. How can we represent this group ? Let a € F;g. Then
a is the root of a polynomial f,(X) € IF,[X] of degree 2 and o ¢ IF, if and only if
fa(X) = X% —a X + b is irreducible in IF,,. Note that such a polynomial is irreducible in
IF, if and only if the discriminant A(f,) = a® — 4b is no square in IF),.

Williams (p 4+ 1) algorithm now principally works as follows: choose random integers
a, b€ Z/NZ and set G = Z/NZIX] [ (f(X)-Z/NZ[X]), where f(X) = X2~a-X +b €
Z/NZLX]. Then we choose smoothness bounds B1, B2 and set

e = I ».

p<B1

where e, is chosen as e, = |log, Ba]. For random integers ki, ko € Z/NZL, we compute
(k1- X + k)¢ =s-X +tmod f(X). Let a« € F, be aroot of f(X) mod p in the algebraic
closure of IF,,. There are two possible situations:

L Ifa € F, I} (i.e. f(X) is irreducible modulo p) and p+1 is By-power smooth, but
the order of k1 -a+Fky in Gy is not Ba-power smooth, then (ki-a+k2) =s-a+t =1,
in Gp, but s-a+t# 1y in Gy. Therefore ged(s, N) will be a proper factor of N.

2. For a € T}, (i.e. f(X) factors modulo p) and (p — 1) being Ba-power smooth, we
have (k1 -a+ k2)® =s-a+t = 1modp. If s is not invertible modulo N, then we
have found a factor of IV, otherwise we set & = (1 — ) - s~! mod N. Since a is a
root of fo(X) modulo p, ged(fo (), V) will be a proper factor of N, if the order of
(k1 - a+ kg) in Gy is not Ba-power smooth.

Note that we do not know whether indeed a ¢ I';,. For deciding this question, we would
have to check whether the discriminant of f,(X) is a square modulo the unknown factor p
or not. In fact, the algorithm of Williams is either a (p+1) or a (p—1) factoring algorithm,
depending on the “quadratic behavior” of the discriminant A(f,).

3.3. Example Let N = 473. Assume that we choose the generating polynomial fo(X) =
X2 —2 € Z/NZ[X]. Moreover, we decide to take the bounds By = By = 5, such that
e = 60. We exponentiate the random polynomial X 4+ 1 and obtain

(X +1)° = 319X +428 mod fo(X) .

Since we do not know whether fo(X) is irreducible modulo a prime divisor p of N, we
compute ged (319, N) = 11 and find the complete factorization N = 11 - 43. In fact, we
can check that fo(X) is irreducible modulo any prime divisor of N and that e is a multiple
of p+1=12.
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Assume that we choose the polynomial go(X) = X? —3 € Z/NZ[X]. If we now exponen-
tiate X + 1, we obtain

(X+1)° = 198 X +276 mod go(X) .

We try to invert 198 mod N, which fails and again we have found the prime factorization
of N. Note that go(X) is reducible modulo 11, but irreducible modulo 43. Moreover, e is
a multiple of 11 — 1, such that the (p — 1) criterion succeeds.

The original description of Williams was slightly different than the idea given above, since
the polynomial f,(X) is chosen in a special form. Assume that the modulus has the form
fa(X) = X? —aX +1, where a is chosen at random. In order to be irreducible modulo p,
the discriminant a? — 4 of f,(X) must be a non square modulo p. Over finite fields, the
roots of polynomials of this form satisfy the following conditions:

3.1. Lemma Let o € IF‘;ZQ be a root of the polynomial X% —aX + 1 € IF,[X]. Then
a+a ! =aand Pt = 1.

Proof: Assume that a and (§ are the two roots in IF;‘Q of the given polynomial. By
comparing coefficients, we get a- 3 =1 and a + 3 = a. Therefore 8 = o~ !, and the first
part of the lemma is proven.

The second part of the lemma follows from the observation, that the roots of the polynomial
X? —aX +1 are given by a and 3 = of. This statement follows from the fact that for
a polynomial g(X) € IF,[X] we have g(XP?) = g(X)?. Therefore 3 = a~! = a?, and so
aPtl =1,

Williams had the idea how the facts of Lemma 3.1 can be used to do all computations
with elements of Z/N7Z. 1t is therefore not necessary to consider polynomials defined
over Z /N7 as we did in the explanation of the idea. Before we start with the description
of the factoring algorithm, we explain several basics for finite fields.

Assume that o € T2 is a root of the polynomial fo(X) = X? —aX +1 € F,[X]. By
Lemma 3.1, the element a +a~ ! € IF,,. The following lemma will prove the fact that even
for all n > 0 the elements V;,(a) = o’ +a~" are elements of the prime field IF,,. Moreover,
Lemma 3.2 explains the idea of Algorithm 11, which can be used to compute V,,(«) for
given n and Vi (a).

3.2. Lemma Let V(o) =a™ +a™" fora € IF;Q. The Lucas function Vy,(«) satisfies the
following rules:

1. Vo(a) =2,

2. Viprm(a) = Vip(a) - V(o) — Vimp(@) for n > m.

Proof: Both claims of Lemma 3.2 follow by a direct calculation.

With the help of this Lemma, it is possible to develop a binary algorithm for computing
V() for given n € IN and Vi(a) € IF),. Assume that we know Vi («) and Vj_i(a). Then
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we use rule 2 of Lemma 3.2 with suitable integers m to get the formulas

Var(a) = Wi(a)® -2,
Vog—1(a) = Vi(a) - Vi—1(a) = Vi(a) ,
Varpi(a) = Viqj(a) - Vi(a) = Vi(a)

= (Vk(a) -Vi(a) — Vk_1(04)) Vi(a) = Vi(a)

Similar to Algorithm 3, we scan the bits of n from the high order bit to the left order
bit. Note that it is necessary to know Vi (a) and Vj_1(«) to be able to compute V() for
s =2k — 1, 2k, 2k + 1. Therefore we always compute the two values Vj_1(«) and Vi («)
in parallel for suitable indices k.

11. Algorithm (Left-to-Right Binary Lucas Computation)

INnpuT: Vi(or) € Fp, n € IN.
OuTpUT: Vy(a) € TF,,.

(1) Initialize b = Vi(a) and ¢ = 2 Mod p.
(2) Compute the binary decomposition n = Y5, 3;2¢, B = 1.
(3) for (i =s—1downto 0) do
(4) if (8; = 1) then
(5) Set h = c and ¢ = b> — 2 Mod p.
(6) Set b =Vj(a)-(b* —1) —b-h Mod p.
(7) else
(8) Set h = b and b = b> — 2 Mod p.
9) Set ¢ =h-c—Vi(a) Mod p.
(10) fi
(11) od
(12) return (b)

The correctness of Algorithm 11 follows from the invariant that after iteration ¢ of the
for-loop the value of the variables b, c are b = Vi(a) and ¢ = Vi1 () for k = 375, §; 2078

Assume that we choose the index n, such that p + 1 is a divisor of n. By Lemma 3.1, we
know that o?t! =1 and therefore we immediately see that

V(@) = (o)D) 4 (@)D =141 = 2 Mod p.

This equation brings us back to the original problem, the factorization of some integer
N. In this situation, we obviously do not know a prime factor p of N, but we can
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do the computations modulo N. We start by choosing a random polynomial f,(X) =
X2 —aX +1 € Z/NZ[X]. Then we choose some “exponent” e which is a product of all
primes below some bound B; with some suitable exponents (determined as usual by the
second exponent bound Bs). For a root a of fo(X) = X? —aX + 1, we compute the e-th
Lucas function V,(«) by using Algorithm 11. Again we have the same uncertainty as in the
first description of this idea. We can not check whether the polynomial f,(X) is irreducible
modulo any prime divisor p of IV, since we cannot determine whether the discriminant of
fa(X) is a square modulo p or not. But there are again two good situations:

1. If fo(X) is irreducible for some prime divisor p of N, and if p+1 is Ba-power smooth,
then Ve(a) = 2 mod p, and therefore ged(Ve(av — 2, N) > p.

2. If fo(X) factors modulo some prime divisor p of N, and if p — 1 is Ba-power smooth,
then by the Theorem of Lagrange V. () = a®4+a~¢ = 2 mod p, and again ged (Ve (a)—
2, N) > p.

As already mentioned earlier, it might happen that the gcd-computation does not reveal
a proper factor of N, but N itself. In this case, we should start a backtracking procedure
with lower bounds B; and By. This backtracking step will return a proper factor with
high probability. Before we formally describe the Williams (p 4 1)-algorithm, we show an
example.

3.4. Example We try to factor the same integer N = 473 as in Example 3.3. We choose
the random polynomial fo(X) = X? —3X + 1, and exponent e = 60. With Algorithm
11, we compute Vgo(ar) for a root o of fo(X) and obtain the result Vio(a) =409 Mod N.
This elements leads to a factorization of N, since ged(409 — 2, N) = 11. We test that the
chosen polynomial fo(X) factors modulo 11, such that the second “good” case happened —
we used the smoothness of 11 — 1.

On the other hand, if we choose fo(X) = X2 —5X +1, then Vgo(a) = 277 Mod N. With a
ged-computation, we again find the factor 11 of N, but now using the smoothness of 1141
(this choice of fo(X) is irreducible modulo 11).

Collecting the ideas, we have the following algorithm:
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12. Algorithm (William’s (p + 1) Algorithm)

InpuT: N € IN, smoothness bounds By, Bs.
OvutpruTt: Factor of N or “no factor found”.

Compute all prime numbers p1,...,pr smaller or equal than
B;.
Cémpute the multiplicities e; = [log,, Ba| for 1 <i < k.
Choose a € {2,...,N — 1} at random and set b = a.
if (ged(b, N) > 1) then
return (ged(b, N))
fi
for (j =1to k) do
Set r = pjj and compute b = V,.(b) Mod N with Algorithm
it (j = 0 Mod 100) then
if (ged(b—2, N) > 1) then
return (ged(b — 2, N))
fi
fi
od
return (“no factor found”)
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Note that in the Lucas computation in step (7) the element Vi(a) = a is part of the
input of Algorithm 11. Again we have used a gcd-blocking factor of 100 in step (8) of this
description.

3.2. Exercises

1. Prove that in fields K of characteristic p we have (a +b)P = aP 4+ bP for all a,b € K.
Use this fact to show that for a polynomial g(X) € IF,[X] we have g(X?) = g(X)P.

2. Design a binary algorithm for computing Vy,(«) which scans the bits of n from the
low order bit to the high order bit (compare Algorithm 3).

3. Describe a p*> 4+ p + 1 factoring algorithm. Does such an algorithm make sense in
practice ?

3.5 The Elliptic Curve Method (ECM)

Hendrik W. Lenstra used the principle described in Section 3.3 to develop a new factoring
algorithm, the Elliptic Curve Method (ECM) (see [Le87]). This factoring algorithm
is the most important algorithm for finding small factors of an odd, composite number
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N. Several people have implemented ECM and have found lot of practical improvements
(for descriptions of practical aspects of the algorithm and implementations, see [Be93],
[Mii96], [Mo092]).

3.5.1 Elliptic Curves over Z/NZ

It was Lenstra’s idea to replace Gy by the group of points on an elliptic curve over Z/NZ.
Before we explain the elliptic curve factoring algorithm, we explain elliptic curves over
Z/N7L and 7Z/pZL.

Assume that 6 /N (a trivial assumption, in our context). For a divisor d > 1 of N,
consider a polynomial congruence of the form

v’z = 2% + arz? + b2® mod d (3.1)

with a, b € Z. Assume that for A = 443 + 27b% we have gcd(A, N) = 1. Consider the
set
& = {(az,y,z) €)X ; (x, vy, z) satisfy (3.1)} .

We define an equivalence relation on &, which identifies the solutions in &;, which are
trivially equal:

(r,y,2) ~ (29,7 <= (v,9,2) =u- (29,2 )modd with wue (Z/dZ)* .

Denote by &£y the set of equivalence classes and the elements of £; by (z : y : 2).

3.1. Theorem &, is an abelian group (usually additively written) with zero element (0 :
1 :0). The canonical mapping Ex — Eq is a homomorphism.

If we manage to find a point (z : y : z) on an elliptic curve £y defined over Z/NZZ, which
is non-zero but whose image in &, is zero for some proper divisor d of N, then ged(z, N)
is a proper divisor of V.

In order to factor N by this method, we must first choose an elliptic curve £y defined over
/N7 and a point on this curve. Although it is easy to write down such an elliptic curve,
it is much harder to find a point on a given curve. One therefore starts by choosing the
point: Choose z, y, a € {0, ..., N—1} and define the point Py = (z : y : 1). In order for
Py to be a point on the elliptic curve Ex = (a, b), we must have y?> = 23 +az +bmod N,
i.e. we have to compute b as

b = y*—2®—axMod N . (3.2)

Then we must check whether ged(A, N) = 1, where A = 4a® + 27b%. If we have 1 <
ged(A, N) < N, then a proper divisor of N is found; for gcd(A, N) = N we choose a new
triple (z, y, a) (but note that this event is very unlikely).

Then we choose bounds By, B3 and set
e = ]I »~,
p<B1

where e, is maximal such that p® < Bz. We try to compute the point e- Py on the elliptic
curve &y. If the order of the reduction of Py modulo d is Bs-power smooth, then one of
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the additions will fail and this failure will lead to a factor of N (we will explain formulas
for addition on an elliptic curve in just a moment). Note that we can use a variant of the
fast exponentiation Algorithm 3 to compute e - Py. Furthermore we should not compute
the integer e in practice, but we will successively multiply a point with p®».

A necessary condition for the success of this algorithm is the fact that the order of the
reduced curve &; is “not too big”. In fact, the famous Theorem of Hasse states that for
prime numbers d the order of £; is approximately d:

3.2. Theorem Let d be a prime, and let E; be an elliptic curve over ZL/dZ. Then we
have the following bounds for the group order #E(Z/dZL):

d+1-2Vd < #E(Z)dZ) < d+1+2Vd.

Before we can formulate the ECM factoring algorithm, it remains to explain the addition
of points on £y. The general method is quite complicated and not suited for an efficient
computer implementation. We rather use a restricted method, which enables us to treat
points of the form P; = (x; : y; : 1), i = 1,2. If P| + P» is of the form P3 = (z3: y3: 1),
then the algorithm will yield Ps. If Ps is not of this form, then P3 = (23 : y3 : z3), where
d = ged(z3, N) > 1. In this case the algorithm will yield a divisor of N, which in case
d < N will be a non trivial one. Here is the method:

1. If 1 = 29 Mod N and y; = —y2 Mod N, then P, = —P», and therefore P3 = (0 :
1:0).

2. If 1 # x5 Mod N, then try to calculate the inverse k of x9 — 21 Mod N. If this
calculation fails, then ged(ze — 21, N) = d > 1, and we have found a factor of N,
otherwise set A = (y2 —y1) - k Mod N.

If 21 = 29 Mod N and y; = y2 Mod N, (so P = P5), then try to calculate the
inverse k of 2y; Mod N. If this calculation fails, then ged(2y;, N) =d > 1, and we
have factored N, otherwise set A\ = (322 4+ a) - k Mod N.

If no error occurred during the inversions, then Ps is of the form Ps = (z3 : y3: 1)
with

T3 = )\2—a:1—a:2ModN,
ys = A-(z1—x3) —y1 Mod N .

3.5. Example Assume that N = 14227. We randomly choose the point Py = (1 : 1 : 1)
and the elliptic curve Ex = (1,—1) such that Py € En(Z/NZL). The bounds are given as
By = By = 11, thus we get the multiplier e = 27720. We try to compute e - Py with the
binary multiplication algorithm, but the computations fails and we find the zero divisor 41
of N. In fact, we have N =41 - 347.

Why does the algorithm fail ¢ If we compute the group order of E4 for d = 41, then we
get #E(ZL/AZ) = 35. Therefore e is a divisor of the order of Eg, but it is not a divisor of
H#E347(Z /34T = 364.

The big advantage of ECM in comparison to the p — 1 or p + 1 method is the fact that
we have a large set of possible groups at hand. After a test with one elliptic curve failed,
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we can choose another elliptic curve and have another chance to find a curve whose group
order modulo p is smooth. This observation leads to the following algorithm:

13. Algorithm (Elliptic Curve Method)

InpuT: N € IN, smoothness bounds By, Bs.
OvutpruTt: Factor of N or “no factor found”.

(1) Compute all prime numbers pq,...,pg smaller or equal than
B;.
(2) C](L)mpute the multiplicities e; = |log, Bz] for 1 <i < k.
(3) repeat
(4) Choose a, xz, y € {1,...,N — 1} at random and set Py = (z :
1
(5) get (2— y? — 23 —ax Mod N and A = 4a® + 270> Mod N.
(6) wuntil (ged(A, N) < N)
(7) if (ged(A, N) > 1) then
(8) return (gcd(A, N))
9) fi
(10) for (j =1to k) do
(11) Compute Py = p] - Py with “fast multiplication” on Ey.
(12) if (one of these additions fails) then
(13) return (found factor)
(14) fi
(15) od
(16) return (“no factor found”)

As mentioned before, we can restart this algorithm when we have found no factor. The
number of curves which should be tried and the “optimal” bounds B; and By can be
precomputed for the search for a factor with prescribed decimal size. As for the Pollard
p — 1 algorithm, a continuation as second step of the algorithm is of great importance in
practice. Moreover there exist several other improvements, we describe a few of these:

1. In general we have to try several curves until we find “a good one” which factors
N. Instead of doing the computations sequentially, we can do them in parallel. The
main advantage of this parallel computation is the fact that we can use a ged-trick to
reduce the costs for gcds. The computation of the inverse of an element modulo N is
by far the most expensive operation in a point addition. This trick works as follows:
assume that we want to invert z1,...,z; mod N. For 2 < ¢ < k we compute and
store the elements z; = H§:1 x; Mod N. Then we invert z; modulo NV with the help
of a extended ged algorithm. Then we compute for j = k,...,1 the two elements
7l =27 z] 1 Mod N and z;. 1 = z] -x; Mod N. If we use this trick with parallel

j j
computations for 20 elliptic curves we get a speed up of 2.9 (see [Be93]).
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2. It is possible to choose another parameterization for the given elliptic curve. In
this case, addition of points can be done faster as in the Weierstrass from which we
presented here (see [M092] or [Mii96]).

3. Instead of choosing a random elliptic curve over Z/NZZ, it is possible to choose
elliptic curves (and points) over Z/NZZ, such that the group order of £y for every
divisor d of N is divisible by at least 16. This fact might enlarge the chance that
the group order of &; is smooth for at least one divisor d of N (see [AtMo092]).

4. Similar to the p — 1-method, it is advisable to use a continuation as a second part of
the algorithm. Variants of all continuations described in Section 3.2 can be used for
elliptic curves, too. We comment on their practical behavior in the next Section.

3.5.2 Practical Experiences with ECM

ECM can be used to find factors of up to 30 digits “with high probability”. Practical tests
showed that the Improved Standard continuation is superior to all other continuations for
the search for factors with up to 30 digits. If we try to find even larger factors, then the
FFT - continuation of Montgomery is the method which should be used. Here are a few
timings gained with the implementation described in [Mii96], first ECM with improved
standard continuation is used:

#digits | time per curve total time
15 32s 11m 125
20 169 s 3h 11m 32s
25 707s 42h 13m 25s
30 2802s | 476h 20m 24s
35 10247s | 4613h 59m 47s

Similarly, we have the following running times for ECM with FFT - continuation:

‘ #digits | time per curve total time ‘
20 230s 3h 15m Os
25 1145s 38h 10m Os
30 5782s | 449h 42m 40s
35 20138s | 3412h 16m 20s

Here is a table of the biggest factors, which were found with ECM up to October 1996 and
some information on the factors. Most of these factors were found during the factorization
of Partition Numbers or numbers of the Cunningham Project (a description of par-
tition numbers and factoring successes for these numbers can be obtained per email from
challenge-administrator@rsa.com, information on the extended Cunningham project
can be found in [BrRi92] or on the WWW-page of Richard Brent). The actual list of
biggest ECM factors can be found per anonymous ftp on nimbus.anu.edu.au:/pub/Brent
/champs. ecn.
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# digits Factor Factor of Found by Date
of factor
47 282079783177872995198818\ | 30'% — 1 | P.L. Montgomery | 02/25/96
83345010831781124600233
47 120257020000651838057515\ | 5%°° +1 | P.L. Montgomery | 11/27/95
13732616276516181800961
46 734143962229749943072823\ P.L. Montgomery | 05/06/96
1447393744853967297899
44 278858730440424497775406\ | P(19069) F.D. Berger, 06/21/95
26664487051863162949 A. Miiller
43 749775407128676917417312\ | 49137 — 1 R.P. Brent 09/14/96
3707569003284024777
43 568886430504865370279175\ | P(19997) F.D. Berger, 03/20/93
2405107044435136231 A. Miiller
43 457837649784554574240798\ H. Kuwakado 09/25/95
7348754758713076681
43 434396339987830233431769\ | 6075 — 1 R.P. Brent 04/07/96
0940709972284426861
43 210876349664797860369291\ | P(14957) F.D. Berger, 03/05/96
3892519856162800073 A. Miiller




Chapter 4

Factoring Algorithms Using
Smooth Elements

In the previous chapter, we described factoring algorithm well suited for finding small
factors of an integer. In addition, there exists another class of factoring algorithms which
depends on smooth elements in different groups. The running time of these algorithms
does not depend on the size of the factor we are looking for. In this chapter we will
describe some of these algorithms. Again we assume that N is a composite, odd integer
which we want to factor. Moreover, N is assume to be no perfect power.

4.1 The Main Idea

The main idea of all these algorithms is based on the following observation: Suppose that
for x, y € ZL we know that
2 = 9’mod N, (4.1)

but
xr # ZLymodN. (4.2)

Then N divides (22 —y?) = (x +y) - (x —y), but N does not divide neither x4y nor = —y.
Hence, d = ged(xz — y, N) is a proper divisor of N. Finding x, y € Z which satisfy (4.1)
and (4.2) therefore means factoring N. The different algorithms described in this chapter
use different ways to find two such integers z,y. Before we describe these methods, we
prove the existence of such integers x,y.

4.1. Proposition If N € Ny is odd, no perfect power and composite, then there always
exist x, y € Z satisfying (4.1) and (4.2).

Proof: Let N = Nj-Ny, where Ny, Ny € N> are coprime. Pick y € Z with ged(y, V)
1 and choose € Z with 2 = y mod N; and £ = —y mod Ny. Then obviously z? =
y? mod lem(N1, No) = N, but we will show that z # +y mod N: Suppose that z =
y mod N, then —y =y mod Ny and so 2-y = 0 mod Ns. Since ged(y, Na) = 1, this means
that No = 2, but N was odd, a contradiction. Similarly we get a contradiction for the
situation £ = —y mod N.

39
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4.1. Remark The proof of Proposition 4.1 shows that the number of pairs (z,y) €
{1,...,N —1}? satisfying (4.1) and (4.2) is at least o(N).

Thus there remains the question how we can find two such integers z, y. We illustrate the
main idea for finding such integers in the following example.

4.1. Example Let N = 4633. Assume that we know the following congruences:

67> = —144 = -2*.32mod N,
68> = -9 = —-32mod N.

Multiplying these congruences we find that

(67-68)2 = (22-3%)2mod N,
i.e. T7? = 362 Mod N. Since 77 # +36 Mod N, we find the factor 41 = ged (77— 36, 4633)
of N.

This idea can be formalized as follows: Choose a factor base

~¢-:{p07pl7"'7pl}7

where the p; are pairwise distinct prime numbers, except that pg = —1 is allowed. In
Example 4.1 we have chosen F = {—1, 2, 3}. Determine congruences

a:z—zimodN, 1<i<k, (4.3)

e

such that the integers z; factor completely over F as
l ..
zi = H pjﬂ with €ji € ZZO . (4.4)
§=0

One such congruence is called relation. Then we try to find a subset of all found relations
such that the subproduct of all these z; is a perfect square, i.e. find f; € {0,1} such that

k
z = Hzf = 9?2 for some y € 7 . (4.5)
i=1

The exponents f; work as switch: If f; = 1, then the i-th relation is used in the product,
otherwise it is not used. If we set

k
ro= I
1=1

then 22 = y? mod N and — if we are lucky — also  # +y mod N. In this case we have
found a factorization of IV, otherwise we try to find different values for f;.

In order to practically use this method, we have to discuss how to produce relations
(solutions of (4.3), (4.4)) and how to find exponents f; such that (4.5) holds.

Let us start with the latter question. First observe that z is a perfect square if and only
if all the exponents in the prime decomposition of z are even. Since we know the prime
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decomposition of all factors z; of z, we can easily determine the prime decomposition of z
as

fi
2 =
1 7

k
1=

k I fi
=1

l k P
o) = I
=0

J=0

z is a perfect square if
k
Zeji-fi = 0Omod?2
i=1

for all 0 < j <. This equation describes an algorithm for finding the f;. For each relation,
we compute an exponent vector e; = (e, . ..,e;) mod 2. As soon as we have found more
than [ + 1 such vectors (i.e. more than [ + 1 relations), there must be a linear dependency

k
Zfz"ﬁi = (0mod?2
i=1

and thus, the f; can be determined by solving a linear system over IF5, the field of two
elements. The linear systems which have to be solved are huge, but they have a special
structure: most of the entries in an exponent vector are 0. We will describe special
algorithms for solving such linear systems in Chapter 7.

There remains the question how to find enough relations. The first simplest idea for
producing relations works as follows: Choose x € {[v/N],..., N — 1} at random and set
z = 22 Mod N. Then we try whether z decomposes over the given factor basis F. If we
are successful, we have found a relation, otherwise we choose another x. This algorithm is
called Dixon’s random square method. Unfortunately, this strategy is not practical
because the numbers z that have to be factored over F are quite large (order of magnitude
N). The first algorithm which could produce smaller integers z in a systematic way was
the continued fraction algorithm which we describe in the next section.

4.2 Factoring Algorithms Using Continued Fractions

There exist two factoring algorithms which use special properties of continued fractions.
We briefly introduce some basic facts about continued fractions. Instead of representing
a real number z by its decimal expansion it can also be written as an (infinite) regular
continued fraction. A continued fraction expansion for x € IR is a sequence of rational
integers by € Z, b; € Z>1 for ¢ > 1 such that

1
r = by+ 1 (4.6)
bs + -
As abbreviation we also write = = [bg, b1, by, ...]. by and the partial denominators b;

can be calculated via the following recursion (set x¢ = x)

bi = |z;], and, ifz; # b, @i = (4.7)

I‘Z‘—bi '
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4.2. Example Let x = /2. Then x9 = 2 and by = 1. Using (4.7), we get x; =
1/(V2—1)=+/2+1 and so by = 2. Fori > 1 we then get

T, = V241 and b, =2.

Therefore we have the continued fraction expansion /2 = 1,2, 2, ...].

Note that the continued fraction expansion of v/2 is periodic with period length 1. In
general, the continued fraction expansion of x is periodic if and only if x is a quadratic
irrationality, i.e. x is a root of a quadratic polynomial with integer coefficients, a fact,
which we do not prove here.

The n-th convergent or the n-th partial quotient of a continued fraction expansion
[bo, b1, .. .] is the finite part

An
V" - [b07 b17’”7bn]'

n

=

4.2. Proposition If we define A_1 =1, B_1 =0 and Ag = by, By = 1, then forn € Z~g
An = bn . -An—l + An—2 )
Bn = bn : Bn—l + Bn—2 .

We also mention without further discussion that the sequence of convergents of x is in fact
convergent with limit x.

4.3. Proposition Forn >0 we have A,—1- B, — A, - Bp—1 = (—1)™.

4.4. Proposition Forn > 1, we have

An—2 + -An—l +Tp
Bn—2 + Bn—l an

€T =

Proof: We examine the function R(t) = [bo,b1,...,bp—1,t] for t > 0. It is easy to
see by the definition of partial convergents that there exist integers a, b, ¢, d such that
R(t) = ZISE (proof per induction on n). If we consider the definition of partial quotients,
we directly see that

An—l
lim R(t) = .
b ®) Bn_1
In order to evaluate 1ir% R(t), we note that
= 0,

im ——
t—=0 bn—l + 1
so we can use the same argument to achieve lin(l) R(t) = Ap—_2/B,—2. Hence

An—2 +k ‘An_]_ 't
Bo_o+k-B,_1-t

R(t)
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for some k # 0. But since

Ry = 50 = it
Bn Bn—2 +k- Bn—l . bn
it follows from Proposition 4.2 that £ = 1. Finally, taking ¢ = x,,, proves the assertion
(note that by construction that x = [bg, b1, ..., xy)).

For the purpose of factoring IV, the regular continued fraction expansion of /N is em-
ployed. This expansion is examined in the next proposition.

4.5. Proposition If © = /N, then we can write z, = % with P,, Q, € Z and
Py=0,Qy=1 and

NP
Qn
Moreover, we have the estimates |P,| < VN and 0 < Qn < 2 V/N.

Pn+1 = bn ' Qn - Pn> Qn—i—l =

Proof: The proof employs mathematical induction. For n = 0, we have 9 = VN =
(VN + Py)/Qo and
N 1 _ VN+b
TS Nk NSRS
so P; and Q1 satisfy the condition. Assume therefore that the claim of the proposition is
proven for all n < k. We get

1 1
X = = -
k+1 P %_bk
. Qk . Qk
a VN+P,—b.-Qr  VN—Py
Qi (VN+Pey)
N_Pk2+1 ‘

We must now prove that Q| (N — P2, ;). Since Q) = (N — P2)/Qp—1 € Z, we have

N-P,  _ N—(bk-Qk—PkVEm
Qk Qk

Finally, we prove the estimates for the size of P, and Q),,: For n = 0 the assertion is true.
Suppose that the assertion is true for n < k. We note that zy — by = (VN — Pry1)/Qk.
Hence

N-P
o<%<1 or 0 < VN-Pu1 < Qs < 2VN.

k
This implys that |Py 1] < vVVN. Now 0 < 21— = @ri1 -1 which shows that

Thrt - VN+Pors

0 < Qup1 < VN+Ppyq < 2VN.

Note that it follows from Proposition 4.5 that the continued fraction expansion of v/ NV is
periodic. The essential result which links the continued fraction expansion of v N with
the factoring problem for N is shown in the next proposition.
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4.6. Proposition If x = VN, P,, Q. as in Proposition 4.5, A,, By as in Proposition
4.2, then for alln >0

Ai—l -N- 3721—1 = (-1D)"-Qn.

.An72 +-An71 ‘Tn

Proof: By Proposition 4.4, we have x = R a—

4.5 x, = %, we find

for all n > 1. Since by Proposition

\/N _ Qn’An—2+Pn'An—l+-An—l’\/N
Qn'Bn—2+Pn'Bn—1+Bn—1'\/N '
Hence
\/N'(Qn'Bn—2+Pn'Bn—1)+N'Bn—l = Qn'An—2+Pn'An—1+An—1'\/N-

Comparing coefficients yields the two equations

Qn 'Bn—2+Pn 'Bn—l - An—l s
Qn'An—2+Pn'An—l = N‘Bn—l-

Eliminating P, in these equation yields
Qn : (An—l : Bn—2 - An—2 : Bn—l) = A%—l -N- Bq%—l .

The assertion follows then from Proposition 4.3.

If we consider the equation of Proposition 4.6 modulo N, then we have

A2 . = (-1)"-Q,mod N .
4.1. Exercises

1. Prove Proposition 4.2 and 4.3.

2. Find an infinite family of non square numbers N € 2>y such that the continued
fraction expansion of vV N has period length 1.

4.2.1 Shanks’ SQUFOF Algorithm

Shanks’ SQUFOF algorithm is directly based on this equation. Assume that you find
for an even index n that @, is a square in Z. Then we have found the equivalence
A2 | = R? mod N and hopefully ged(A,,_1 — R, N) is a proper factor of N. Therefore the
SQUFOF algorithm uses the equations given in Proposition 4.4 and 4.5 to successively
compute the integers A,,_1 and @,. For even n, we test whether @), is a square. Since
computing square roots is a relatively expensive operation, it is advisable to check whether
Q. is a square modulo several small primes. Only if ),, survives all these tests, we should

try to extract a square root in Z.

It might happen that the period length of the expansion of v N is very small. In this
case, one instead considers the continued fraction expansion of v/f - N for a suitable small
integer f € Z>; (a so called multiplier).
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The original description of Shanks is different to the description given above. Shanks used
the theory of binary quadratic forms and reduction theory for such forms to show that
knowledge of a special reduced form might lead to a factor of N. His approach explains the
name of the method, since SQUFOF stands for Square Form Factorization Method.There
is a strong connection between reduction of binary quadratic form and continued fractions,
but we don’t want to go into it here.

In practice, the SQUFOF method is of some importance for factoring integers with up to
20 decimal digits. Moreover, it is the method of choice as a subroutine in the quadratic
sieve algorithm and the Number field sieve, as we will see later.

4.2.2 The CFRAC Algorithm

The Continued Fraction Method was first published in [LePo31], but it only became of
greater importance after the practical use of computers. In 1970, Morrison and Brillhart
were able to factor the seventh Fermat number with the CFRAC method (for a description
of their implementation and several tricks, see [MoBr75]). Again the equation

A2 . =(-1)"-Q, mod N

is used. By Proposition 4.5, we have 0 < @),, < 2v/N. The continued fraction expansion
of VN therefore yields solutions of (4.3) with small |z,|. Here we try to decompose @,
over the chosen factor basis. If we succeed, then we have found a relation.

The amount of computing time for computing these elements z,, is comparatively small
compared to the time for (hopefully) decomposing z,, over the factor base F.

It might however happen that the period length of the expansion of v/N is very small. In
this case, one instead considers the continued fraction expansion of v/f - N for a suitable
small integer f € Z>;. In this way, Brillhart and Morrison were able in 1970 to factor
the 7-th Fermat number F7; = 22 +1. T hey calculated 1330000 @,, ’s in the continued
fraction expansion of /257 - F;, decomposing 2059 @Q,,’s over the factor basis.

Though the quadratic residues produced by the continued fraction method are quite small,
trial dividing them takes a long time. It might be that lot’s of (),, do not decompose over
the chosen factor basis and lot’s of work is done without getting a relation. Therefore the
continued fraction method is limited to factoring numbers with up to 50 digits.

This problem of the continued fraction algorithm was overcome with another algorithm,
the so called quadratic sieve algorithm. The main advantage of the quadratic sieve
algorithm over CFRAC is the improvement that it uses a sieve to find candidates z,, which
indeed decompose over the factor basis. Since sieving is much cheaper than trial dividing
lot of numbers, this trick let to a big practical improvement, as we will see in Section 5.6.
Additionally, the size of the elements z, is approximately the same as the size of the z,
generated in the CFRAC algorithm.
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Chapter 5

The Quadratic Sieve Algorithm

The Quadratic Sieve Algorithm (QS) for factoring integers was first described by Carl
Pomerance [Po85]. This algorithm has been intensively used for factoring and lot’s of
practical improvements were found (see for example [De93]). Using this method, numbers
with more than 100 digits could be factored (see Section 5.6).

Again, the integer to be factored is called IV, it is assumed to be odd, composite and no
perfect power. We calculate m = |V N |, and we define the polynomial

2(X) = (X+m)> -N €Z[X]. (5.1)
Note that for any = € 7Z
z(@)] < (2| +VN)? =N
=  |zf* + 2]z VYN + N = N
= 2| (jzl +2VN),
i.e. for absolutely small integers = we have |z(z)| ~ 2v/N. Moreover, we have
z(z) = (z+m)*>mod N .

Hence z(x) is a quadratic residue modulo N which is not too large. We therefore try to
factor z(z) over the chosen factor base

F = {p07p17"'7pl}'

Suppose that we know for some integer x that the factor basis element p € F divides z(z).
Hence, z is a zero of the quadratic polynomial z(X) in the finite field 7 /pZZ.

The quadratic polynomial z(X) mod p has at most two zeros modulo p. Assume that we
know the zeros z;, and xz’g of z(z) modulo p. Both z,, 331’0 can be found in the interval
{0, 1, ..., p—1}. All the other zeros of z(X) modulo p are of the form

v =x,+k-p, 2 =a,+k-p, keZ. (5.2)

So we do not have to trial divide all the polynomial values z(z) by p but we can predict
by (5.2) for which arguments z the value z(x) is divisible by p.

5.1. Example Let N = 323 and F = {2, 3, 5, 7}. Then we have m = [v/323] = 17 and
the polynomial is given as z(X) = (X +17)? — 323 = X2 + 34 X — 34. We try to find the
roots of z(X) modulo some of the primes in the factor basis F:

47
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p=2: Weknow 2(X) = X?mod 2. There is precisely one zero modulo 2, namely xo = 0.
All the other places x, where z(x) is divisible by 2, are therefore given as x =k - 2.

p=3: We have 2(X) = (X —1)?2 4+ 1 mod 3. To solve 2(X) = 0 mod 3, we must solve
(X-1?2 = —1mod3,

i.e. we must determine whether —1 is a square modulo 3. Since the only squares
modulo 3 are 0 and 1, it follows that z(X) is never divisible by 3 and we may as well
remove 3 from the factor base F.

p="T7: Here we have 2(X) = (X + 3)2 — 1 mod 7. Again we transform z(X) = 0 mod 7
to
(X432 =1mod7 & (X+3) ==+lmod7.

We get the solutions x7 = 3 and x%, = 5. Therefore all the places x, where the value
z(x) is divisible by 7, are given as either x =3+ k-7 ora’ =5+ k-7 for k € Z.

The previous example has shown how we can find all places x where a prime of the factor
basis divides the value z(z). We can use all these information in a sieving procedure. In this
way, we find all the places x in some sieving interval, where z(x) completely decomposes
over the chosen factor basis F. We illustrate the sieving procedure with an example.

5.2. Example In order to use the information, which we found in Example 5.1, we write
down a one-dimensional array of values of z(x) for x =1,...,13:

| = |1 2 3 4 5 6 7 8 9 10 11 12 13
[ 2(x) [1 38 77 118 161 206 253 302 353 406 461 518 577

We already know that z(0) is divisible by 2 and that we have to increment xo = 0 by
multiples of 2 to find the other values of z(x), which are divisible by 2. We divide the values
z(z) by 2 for all x = k-2 and get (note that values z(x) in circles remain unchanged):

2(z)/2 19 59 103 151 203 259

The same procedure is applied to p = 7. Here we have two starting values for our sicve,
x =3 and 2’ =5. Again, we divide the values z(x) forx =3+k-T andx =5+k-7 by 7:

7

| |
007 (D (9 1 GO 2 (09) (39 (D) () 2 (60 37 G
7

If we add 11 to our factor base, then we see that z(3) can be completely factored over F:
2(3) =77 = 7-11, and we have found a relation, namely z(3) = 7 - 11 = 202 mod 323.
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The following sieving procedure can be used to find all places = in a sieving interval
{—M, ..., M} where the polynomial value z(z) completely decomposes over the chosen
factor basis F.

14. Algorithm (Sieving in QS, basic version)

INpUT: M € N, polynomial z(X) € Z[X], factor basis F.
Output: set {|x| < M; z(x) decomposes completely over F}.

—~
[a—
SN—

compute and store z(x) for every x € {—-M, ..., M}.
for (every prime number p € F) do
compute x,, x,, € {0,..., p—1} with z(x,) = 0 Mod p, z(x},) =
0 Mod p.
if (there is no such number x) then
remove p from F
continue
fi
for (every x =z, + k- p with |z| < M) do
replace z(x) by z(z)/p.
od
if (z, # x,) then
for (every x = xj, + k - p with |z| < M) do

—~
W N
S—

SRS

R = =) -~

= e o — —
[\) oo

3 replace z(x) by z(x)/p.
od
15 fi
16) od

._.
~
S e e e e e e e e e e e N N

D R N N N N
—_

return (all z € {—-M, ..., M} with z(z) = 1)

We note that this procedure only yields those numbers x in the sieving interval for which
z(x) is a product of pairwise distinct prime numbers in F. It can however be generalized
to prime powers. If we have obtained z(z) = 1 for some x, then we can easily reconstruct
the decomposition of z(x) over F by trial division.

5.1. Exercise Generalize the sieving procedure 14 to prime powers. (Hint: Assume we
know xj with a:i = N modp*. In order to solve xiﬂ = N mod p**1, we set xpq =
xy +c-pF. Try to find an equation to compute c.)

Practical Considerations in Sieving

In the sieving procedure 14, we find the places z in the sieving interval where the value z(z)
completely decomposes over the factor basis F. This sieving procedure is much cheaper
than searching these places with trial division (note that in the QS we do trial division
only at places © where we know that z(x) really decomposes). Nevertheless there are quite
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a few divisions in Algorithm 14. In the logarithm variant of Algorithm 14, we replace
z(z) by an approximation to log z(x). Then the divisions in the lines (8) and (11) can be
replaced by subtraction of approximations for log p.

Since we work with approximations, we will make small errors, such that we do not find
places x with log(z(z)) = 0. Nevertheless, we can test for all places  where log(z(x)) is
“approximately zero” whether z(z) really decomposes over F. This trick leads to two more
improvements: Since we expect that only small primes in the factor basis will divide z(z) as
a perfect power, we find these prime powers “with high probability” by choosing the final
test approximation of 0 “slightly larger than usual”. Moreover practical experience shows
that it is not worthwhile to use very small primes in the sieving procedure. Logarithms
of such primes are small, but there are lot’s of places = in the sieving interval where
these primes “match” (therefore lot’s of subtractions and memory operations). Again an
appropriate change of the final test approximation can lead to a running time improvement
([De93] gives an example where starting the sieving step with the 50-th prime leads to a
running time reduction of approximately 28 %). For a description of all these tricks and
the choice of approximations, we refer to [De93].

5.1 Finding the Starting Points for Sieving

The main problem that has to be dealt with now is: How can we decide whether z(X) =
0 modp is solvable and, in the case of solvability, how can we determine the absolute
smallest solutions. Since 2(X) = (X +m)2— N, checking the solvability of z(X) = 0 mod p
for a prime number p means checking whether IV is a square modulo p.

5.1.1 Testing whether IV is a Square modulo a Prime

5.1. Definition For a € 7ZZ and a prime p, we define the Legendre symbol

1 if ged(a, p) =1 and a is a square mod p ,

(E) = —1 if ged(a, p) =1 and a is not a square mod p ,
p 0 ifpla.
If (%) = 1, then a is called quadratic residue modulo p and if (%) = —1, a is called

quadratic non residue modulo p.

Therefore we have to compute the Legendre symbol (%) to decide whether N is a square

modulo p. The following Lemma induces an algorithm to compute a Legendre Symbol.
In practice, this algorithm is not the best possible algorithm, but in Exercises 5.1 we will
explain the idea for better algorithms.

5.1. Lemma Let p be an odd prime and a € ZZ. Then we have

<9> = a2 modyp.
p

Proof: Note that (Z/pZL)* is a cyclic group of order p— 1. Let ¢ be a primitive element,
i.e. a generator of (Z/pZ)*, and let a = ¢¥ with 0 < k < p — 1. The claim of the lemma
follows from the observation that the exponent & is even if and only if a is a square.
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5.1. Exercises The Jacobi Symbol (%) is a generalization of the Legendre symbol to
non prime integers n. If n =[[;_, p;* is the prime factorization of n, then

() = 1)

where (p%) are Legendre symbols. The Jacobi Symbol satisfies the following rules (let n, m
be odd integers):

<—71> _ ()2 (%) _ (C1)m-ns (%) — () D meD/4 (%) _

1. Show how these equations can be used to find an algorithm which uses divisions with

a mod n
n

remainder to evaluate a Legendre symbol (Hint: Note that (%) = ( and use

the third equality).

2. Describe a binary algorithm for computing Legendre symbols (again there exist two
variants of binary algorithms: a left-to-right or a right-to-left algorithm,).

5.1.2 Extracting a Square Root modulo a Prime

Now we know how we can check whether the polynomial z(X) = (X + m)2 — N mod p
has a root in Z/pZL or not. Assume in the following that there exists a square root of N,
i.e. an element \ € Z/pZ with \> = N mod p. Then the two roots of z(X) mod p are
given as

zp, = —m + A Mod p and :17; = —m — A Mod p.

Therefore we can find the starting points for the sieve algorithm 14 if we can extract square
roots modulo p. Assume that we want to extract a square root for a quadratic residue
a € (Z/pZL)*. Note that if we know one square root A of a, the second one is directly
given as —a. First we mention the easy case for extracting square roots:

5.1. Proposition If p =3 mod 4, then a®t)/4 mod p is a square root of a mod p.

Proof: Easy computation and Lemma 5.1:

(a(p+1)/4)2 = oPtD/2 = D2 . 3modp = amodp.

This case is a special part of an algorithm due to Shanks (see [Sh72]) for extracting square
roots modulo primes. We will explain this algorithm in detail. Let p be a square and
a € (Z/pZL)* be a quadratic residue. We want to calculate a square root A of a.

The idea of Shanks is to calculate a sequence (\;, ;) such that

M = a-kymodp, (5.3)

7

and the order of k; mod p is strictly decreasing. Then we will eventually have x; = 1 mod p
and A\? = a mod p as desired.
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For this purpose we compute a quadratic non residue z € (Z/pZL)* by trial. Since half of
the primitive residues mod p are non squares, the probability of success is quite high. In
fact, it can be shown under the assumption of the generalized Riemann hypothesis that
the first quadratic non residue is of magnitude O((logp)?).

Now we determine sg, k € Z>( such that
p—1 = 2%.(2k+1).

Then the order of (Z/pZZ)* is 2°0 - (2k + 1). The subgroup G; of elements of two power
order is of order 2°° and the subgroup G, of elements of odd order is of order 2k + 1. Both
these groups are cyclic, because (Z/pZZ)* is cyclic.

We try to hold the following invariants in the main iteration of the algorithm: We know
an element ¢; € (Z/pZL)* of order 2° and an integer ¢; > 0 such that
2ti (2mi—1)

Ki = mod p

for some unknown integer m;. Moreover, equation (5.3) is valid. The sequence of the
orders of ¢; is decreasing, such that for some index s we have ¢; = ks = 1 Mod p and the
algorithm terminates with output A;. Note that by (5.3) As indeed is a square root of a
modulo p.

We initialize the iteration by setting

Ao = " Mod P, Ko = a1 Mod p.

Then (5.3) is easily verified. Additionally, we set ¢y = z2**1 Mod p. Then the order of
co is even and, because z is a quadratic non residue, ¢y generates the subgroup Gy of two
power order, i.e. the order of ¢g is exactly 2. It is easily verified that the order of kg is
a power of two and that therefore kg € G1. Note that ¢y > 0 since a is a square modulo
p. We can determine ¢ if we compute the order of kg by repeated squaring. Then we set
to = so — | (where [ is the number of squarings we need until we have found the order of
ko). With these initialization, all parts of the chosen invariant are satisfied.

Assume that we know \;, k;, ¢;, s; and t;. It was Shanks’ idea to set
)‘i+1 = >\z . C?ti71 Mod p.

With this choice, we have

"
N, o= M = a- k- modp,

2t

<* Mod p is necessary to satisfy (5.3). We evaluate k4] as

such that k41 = K; - ¢
2ti.(2m;—1 t 2ti 2m;
Kiy1 = C (2m )-cfl = ¢ "“™ Mod p.
Therefore we can set

.
Cir1 = c?l Modp and s;11 = 8 —t;.

Since t; > 0, s;41 is smaller than s;, and the order of the ¢;-sequence is decreasing. Finally,
we compute t;11 with exactly the same algorithm as explained above. If x;11 # 1 Mod p,
then t;11 > 0 is also satisfied.
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This description leads to the following algorithm for extracting square roots modulo prime
numbers.

15. Algorithm (Computing Square Roots modulo a Prime)

INPUT: square a € (Z/pZL)*.
OUTPUT: a square root A € (Z/pZL)* of a.
(1) if (p =3 Mod 4) then
(2) return (aPt1)/% Mod p)
(3) fi
(4) Compute s, k € IN such that p — 1 = 2% (2k + 1).
(5) repeat
(6) Choose z € (Z/pZL)* at random.
(7) until (z is a quadratic non residue modulo p.)
(8) Set A = a**! Mod p, k = a®**! Mod p and ¢ = 22**1 Mod p.
(9) Compute order 2! of kK Mod p and set t = s — [.
(10) while (¢ > 0) do
(11) Set A=X-c%1 Mod p and k = & - ¢ Mod p.
(12) Set s =5 —t.
(13) Compute order 2! of k and set t = s — [.
(14) od
(15) return (\)

One should mention that this algorithm only works if we take a square root modulo a
prime. In fact, it is known that extracting square roots modulo composite numbers which
are no prime powers is equivalent to factoring the modulus. Note that the algorithm we
have described here can be generalized to extracting m-th roots for m > 2. There exist
several other algorithms for computing square roots, for an overview on these algorithms,
see [BaSh96].

5.2 Computing the Factor Basis

We have already mentioned that the factor basis F should consist of -1 and the primes
smaller than some given bound, which depends on the size of the number N we want to
factor. We can compute these small primes with the sieve of Erathostenes (Algorithm
6). Moreover, we have already found another condition for factor basis elements: the
polynomial z(X) will only have a root modulo a prime p, if N is a square modulo p.
Therefore we should only include primes p into the factor basis F which satisfy this
condition. The optimal size of the factor basis depends on the size of N and on the
implementation. For a practical list of factor basis sizes, we refer to [De93].

However there can be a disadvantage of this fact: it might happen that N is a square for
very few small prime numbers. Since it is desirable to have lot’s of small primes in the
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factor basis, we can “change” the number N which we want to factor a little bit. Instead
of factoring N, we try to factor k N for a small non square integer k (for example, we may
choose 1 < k < 100). If we find a factor of kN, this factor perhaps leads to a factor of N
(or if we are unlucky, we find a factor which divides k, but then we can restart the linear
algebra step and we have another chance). We choose the multiplier & in such a way
that £ N is a square modulo lot’s of very small prime numbers.

5.3 The Multi Polynomial Quadratic Sieve (MPQS)

The basic version of the quadratic sieve algorithm can be used to factor integers of up to
50 decimal digits in reasonable time. The problem of the single polynomial version is the
size of the sieving interval, which grows enormously. For finding enough relations, we have
to use large sieving bounds M, which lead to large values z(x) if © = M. The probability
for these values to decompose over the factor basis decreases and finding enough relations
becomes difficult and time expensive. Silverman found a solution to this problem [Si87]:
He suggested to use several different polynomials with a fixed small sized sieving interval
instead of one polynomial with a large sieving interval. We will explain his idea how to
compute these polynomials.

Assume that

QX)) = AX? 4+ BX +C
B\? B?2-4AC

In order to make Q(X) generate quadratic residues modulo N, we ask that B2 —4 AC =
k N for the chosen odd, non square multiplier & € 7Z, and that A is a quadratic residue
modulo N. It is advantageous to keep the absolute values of Q(z) small for all z €
{-M, ..., M}. Without loss of generality we assume that A, B > 0. The optimal values
for the coefficients of Q(X) are

Agpt = WiMVEN,  Boy =0,  Cop = WaMVEN
with Wy € [0.7,0.75], Wy € [—0.35,0.30] and Wy Wy = —0.25 (see [De93)).

The idea is to choose a value for A which is close to those optimal choices: Let A = D?
where D is a (pseudo) prime with (%) = 1 such that A = A,,. To find the other
coefficients of Q(X), we compute an integer B with

B2 = kNmod4A.

We can compute such an integer B in three steps:

1. Use Algorithm 15 to compute a square root By of kN modulo D (note that D
is assumed to be a pseudo prime). If we choose D = 3 mod 4, then this step is
extremely easy.

2. Set h = (kN — B2)/D € Z and compute By = (2By)~'h Mod D. Then we set
B = By + B; D Mod A.

3. If B is even, then set B=A — B.
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Finally we can compute C as C = (B? —k N)/(4 A). With those choices, one has by (5.4)

2AX + B

2
5D ) mod kN

ax) = (
which is easy to evaluate and a square modulo k£ N. The roots of Q(X) mod p for a prime

p are
-B+VEN
2A
The cost of finding the coefficients is dominated by the probable prime test for finding a
suitable D and by the square root extraction in step 1.

mod p . (5.5)

5.2. Exercise Show that the three steps we mentioned above really compute a square root
of kN modulo 4A.

5.4 The Self Initializing Variant of the MPQS

The Self Initializing Variant of the MPQS is based on ideas of Peter L. Montgomery; it
was first described by W.R. Alford and C. Pomerance in [AlP093]. This variant describes
another method for finding many suitable polynomials, but the computation of these
polynomials is cheaper than in Silverman’s algorithm.

Again we try to find a polynomial Q(X) as given in (5.4). Instead of choosing the coefficient
A as a square of a (pseudo) prime number, we choose A as a product of several prime
numbers which are elements of the factor basis, i.e. for some bound b we choose

b
A = Jla, wcF.
=1

In general, A is no more a square modulo kNN. But note that kN is a square modulo all
primes g;, since ¢; is an element of the factor basis. Then with (5.4) and the condition
that B2 — 4 AC = 0 mod kN, we see that 4- A- Q(X) evaluates to a square modulo k N.
Assume that all primes ¢; are elements of the given factor basis F. Since we then know
the decomposition of 4 A over F, a decomposition of the polynomial value Q(x) for some
x € {—M,..., M} leads to a relation. The main difference to Silverman’s method is the
fact that now the congruence

B2 = kNmodA (5.6)

has exactly 2° solutions instead of 2 (this fact follows directly from the Chinese Remainder
Theorem).

Let By, be a solution to Bgi =kNmodg; for 1 <i<b Wesetforl<i<b

~ A AN L
B, = DBg-—- <<—) mod qi> .
qi qi

These integers B; satisfy the following condition:

~ B,, mod g; fori=7,
0  mod g fori# 7.
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Therefore ,
B = Y 4B
i=1
is a solution to (5.6). The coefficient C of Q(X) c
B? —4AC = 0 mod kN.

an be easily computed from the equation

Now we will describe an efficient way of computing all possibilities for B. Assume that A
is fixed and that B;, 1 < j < 2 are the 2° different possible values for B which lead to
polynomials @;(X). By construction, we can write

b
B o= YUB
=1

for e; ; € {0,1}, 1 < ¢ < b. Therefore we identify the integers B; with the exponent vector
é; = (epj,...,e1;). If we interpret these exponent vectors as integers, then enumerating
all possible B;’s reduces to the problem to enumerate all integers 0, ... , 2 — 1. Our goal
is to find an algorithm which minimizes the cost for computing B4 if we already know
Bj. Moreover, this algorithm should produce all 2 possible B-values in 2° iterations.

The trivial idea leads to the solution to increment é; in each iteration by one. Unfortu-
nately, this is no good idea since “carrys” correspond to multiple changes in the B;. A
much better solution is based on a so called Gray code. Gray Codes describe an order how
we can enumerate all bit strings of a given length with exactly one change per iteration.

Let a bit string of length r be given as b = (b;,...,b1), where b; € {0,1},1 < i < r.
For enumerating all such bit strings, we start with by = (0,...,0). The next bit string is
determined in the following way: assume that we know b, ;. Let [ be the maximal power
of 2 that divides i. Then we obtain the next bit string b, by flipping the (I 4+ 1)-th bit in
bi 1.

5.3. Example Assume that r = 3. Then we start with by = (0,0,0). The next bit string
can be determined by flipping the bit with index 1, i.e. by = (0,0,1). If we iterate this
procedure, we get by = (0,1,1), bg = (0,1,0), by = (1,1,0), bs = (1,1,1), bg = (1,0,1) and
Q’? = (17 070)

5.3. Exercise Show that a Gray Code really enumerates all bit strings of length r.

We can use the same principle to find all B-values with minimal changes. We start with

b ~
By = B;
i=1
and compute the following recursion
Bjy1 = By —2- (=D B g, (5.7)

where v(k) is the maximal exponent r such that 27 divides k, and d(k) = |(k/2"®) +
1)/2] — |k/(2"¥)*1)|. The advantage of this method is the fact that only have to do one
addition/subtraction of one of the integers B;. Therefore this procedure is an extremely
cheap method for enumerating all possibilities for B.
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Another advantage of this method for enumerating all possible B’s is the fact that this
recursion induces a relationship between the zeros modulo p (for a prime p € F) of

subsequent polynomials Q;(X). Let z}(f %, G) 5 be the roots of the polynomial @ ;(X) modulo

a prime p € F. Then the roots of the (j + 1)-th polynomial @;41(X) can be computed
using the roots of the j-th polynomial @;(X). In detail, we have by (5.5) and (5.7)

zgfl) = i-(—Bﬁl—i—\/W) mod p
_ 21A ( ( 1) By +1) +\/_) mod p
= i (-B; + ) * 5'2'(—1)%'“) -+ By(j 1)1 mod p
= z(J% + jl (—1 )d(ﬁl) By(j+1)+1 mod p .

Similarly, we can compute the second root z(] ) of Q;+1(X) modulo p. This connection
between the roots of different polynomials Q]( ) is of great advantage in practice. The
running time for the computation of the different polynomials and the starting points for
the sieving procedure decreases to less than 1 % of the total running time. Therefore
the self initializing variant of the QS is about 1.5 times faster than Silverman’s MPQS
version. Another advantage of the self initializing variant is the fact that it can be easily
implemented on a parallel computer as a Intel Hypercube. For an implementation report
for the QS on a Hypercube, see [S095].

5.5 The Large Prime and Double Large Prime Variation

In the basic version of the quadratic sieve, we find (full) relations, if the value of the chosen
quadratic polynomial Q(X) at the place x in the sieving interval completely decomposes
over the chosen factor basis F. A practical observation is the fact that the search for a full
relation is time expensive. This limits the practical use of the MPQS to factorizations of
integers with up to 50 decimal digits. Therefore the so called Large Prime Variation of
the MPQS (PMPQS) was developed. In this variation, we allow partial decomposition
of polynomial values Q(z), i.e. we consider factorizations

Q) = L-]J p~

peF

In such a partial relation L (the so called large prime) is a prime which is bigger than
the maximal prime in the factor basis F, but smaller than some large prime bound By,.
Note that in the logarithm sieving variant, we have to change the final test approximation
which is used for a decision whether we should test a value Q(z) with trial division or not.
In practice, we can choose the large prime bound as p%nax, where ppq. is the maximal
prime in the factor basis. This choice has the advantage that we do not have to check
primality. If we have trial divided all primes in the factor basis and the remaining part is
smaller than p2,,,, then this remaining part must be a prime number.

Of course, we have to show the advantage of the large prime variation. Assume that we
have found two partial relations with the same large prime. Then the multiplication of
these two partial relations yields a full relation. Moreover, it is much easier to find partial
relations than full relations (see Section 5.6). In [De93], the author gives an example of
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a factorization of a 102-digit integer where the combination of 180879 partial relations
leads to 11433 additional full relations. The large prime multi polynomial version of the
quadratic sieve needs about half the time of the MPQS.

After the publication of the PMPQS the natural question was, whether it is possible to
allow two large primes. In [LeMa9l], the authors present the Double Large Prime
Variation (PPMPQS) of the quadratic sieve, which answers this question. A partial-
partial relation is the decomposition of Q(x) at some place z € {—M, ..., M} of the
form
Q) = Li-Ly- [ v,
peEF

where L; are primes satisfying pmaz < L1, La < Br < pmaz?. Assume that we find an

integer R < B% after trial division. If R < By, then R must be prime and we have found
a partial relation. Note that we can treat partial relations as partial-partial relations if we
allow Lo = 1. If R > By, we use a pseudo primality test to check whether R is composite.
If R is prime, we discard it, since it is bigger than By. Otherwise we try to factor R.
We immediately know that it is composed of exactly two primes smaller than By. In
practice, it is advisable to either use the SQUFOF algorithm or the Pollard p-algorithm
(see Algorithm 7). It is possible (and a good idea in practice) to restrict the number
of iterations in both these algorithms and to combine the two algorithms. If they do
not succeed to factor R after a prescribed number of iterations, we discard R because of
time considerations. In practice, almost 99 % of all R can be factored with the SQUFOF
algorithm.

After describing the method for finding partial-partial relations, we have to show how
to combine these partial-partial relations to full relations. A detailed description of an
algorithm for this problem can be found in [LeMa91] or [De93], we just mention the main
idea. We reduce the given problem to a graph problem: Construct a graph where nodes are
given as large primes and an edge links to nodes if and only if there exists a partial-partial
relation with these two large primes. Finding a combination of partial-partial relations,
such that all large primes of these relations combine to squares is equivalent to find a cycle
in the prescribed graph. There exist several algorithms to compute such cycles.

5.6 Practical Successes with the PPMPQS

Detailed description of several factorizations of integers with more than 100 decimal digits
can be found in [De93]. The sieving part of all these computations was done on a local
area network of computers. Usually, sieving is the most time consuming step.

The two biggest integers which were factored with the quadratic sieve are so called RSA
challenge numbers (for a description and a list of these numbers, see [RSA]). The factor-
ization of the RSA-120 number with 120 decimal digits was finished in 1993 by a group of
4 people (see [DeDoLeMa93]), the 129 digit number RSA-129 was factored by a group of
people. In the latter factorization, the sieving step was even distributed over the Internet
(see [AtGrLeLe95]).



Chapter 6

The Number Field Sieve (NF'S)

The Number Field Sieve (NFS) is the most modern and most advanced general fac-
toring algorithm. The NFS is supposed to be superior to the PPMPQS for integers with
more than 115 decimal digits. The original description of the NFS (the so called Special
Number Field Sieve (SNFS)) was restricted to factorizations numbers of a special
form (see [LLMP90]). But soon after the publication of the SNFS, the ideas of this algo-
rithm were generalized to arbitrary integers, and practical implementations have proven
the practicability of the algorithm. Assume in the following that we want to factor an
integer N, which is odd, composite and no perfect power.

6.1 The Basic Idea of the NFS

In the QS, we generate relations with the help of a quadratic polynomial and a sieve. With
the sieve, we can test for a large number of integers of size approximately v/N, whether
these integers decompose over a factor basis. The NFS extends these ideas by exchanging
the quadratic polynomial by a polynomial of larger degree. Unfortunately, this change
aggregates the algorithm significantly.

Let f(X) € Z]X] be a polynomial of degree d (in practice, d should be chosen between 3
and 6) which is irreducible over the rational numbers, and let m € IN be an integer with

fm) = Omod N .

The coefficients of the polynomial f(X) should be as small as possible, since the size of
the coefficients influences the running time of the most important part of the algorithm.
One of the main practical difficulties of the number field sieve is the problem of finding a
“good” polynomial f(X) and a suitable integer m for given N. If N has a special form,
for example N = 0" — ¢ with “small” integers b and ¢ (N is a so called Cunningham
number), we find f(X) and m easily:

6.1. Example The seventh Fermat number F; = 22" 41 =2128 4 1, a number with 39
digits, was first factored in 1970 by Brillhart and Morrison with the CFRAC algorithm.
If we look for a suitable polynomial f(X) for this number, we get some problems. Thus
we use a trick and try to factor the number N = 2 - F; = 229 4 2. Now we can use the
polynomial

f(X) = X342  and m = 2%8.

59
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Note that the SNFS was restricted to numbers of this form. In general however, this prob-
lem generates a lot of difficulties (for example, nobody has yet found a “good” algorithm
for computing m and f(X) for RSA-moduli, i.e. integers, which are the product of two
approximately equal sized primes). Nevertheless the following construction always works:

Let d be the degree of f(X). We look for a polynomial
FX) = fo XUt far X4+ fo

and a number m with f(m) = fq-m?+ fo_1-m?~ 1 +... + fo = kN for some small integer
k € N. We set m = [(kN)"/?¢|. Then we can quickly find fo,..., f; with 0 < fj < m by
computing the m-adic representation of k/N. Next we check whether the corresponding
polynomial is irreducible. In [BuLePo093], it is shown that this question can be answered
in a probabilistic fashion by checking the irreducibility of f(X) mod ¢ for “a few” small
primes q. Moreover, the authors give a method for testing irreducibility modulo ¢ (see
also [Co93]).

If the polynomial f(X) is not irreducible in Z, then we use the fact that for r € ZZ and
1 < ¢ < d the polynomial
FX) = JX) +r (X —mXT

satisfies f(m) = f(m). Trying a few small integers r, we find a suitable irreducible
polynomial with high probability.
Since f(X) is in general not monic, we define

X _

o) = ()5
fa

Then g(X) is defined over 7, it is irreducible and monic. In the following, we assume that
p € C is a (formal) complex root of f(X).

6.1. Lemma The element w = fq- p is a root of g(X). The two number fields Q(p) and
Q(w) are equal. Moreover, the map 1 : Z|w] — ZL/NZL, which maps w to fq-m, is a
ring homomorphism.

The idea of the NF'S is as following: If we succeed to find a set S of pairs (a,b) € 7?2, such
that the cardinality of S is even and

H (a+b-m) = P2 e,
(a,b)eS

[I (a+b-p) = &€,
(a,b)eS

then we have a chance to construct integers 2 and y with 22 = y? mod N. If we are lucky
and © # £ty mod N, then ged(z — y, N) is a proper divisor of N. The construction of
these integers can be done in the following way: Note first that

ST (b)) =TT (e fatbew)

(a,b)es (a,b)eS

is equal to a square §2. Additionally, it is an element of the ring Z[w]. The square root &
is an element in the algebraic number field Q(w). Unfortunately, it is not obvious whether
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this square root ¢ is also an element of the ring Z[w]. If however this is true, then we can
use the map v given in Lemma 6.1Lemma to construct the integers x and y:

TR L G
= 1/1( H (a-fd—l-b'w))
(a,b)esS
= H z/;(a-fd+b-w)
(a,b)eS
= I1 (a-fd+b‘fd~m)
(a,b)es
= f'- H (a+b-m)
(a,b)eS
= JIS|-;%2 = 22mod N .

Therefore it remains to answer the following questions:

1. How do we find a suitable set S ?

2. How can we check whether 0 € Z[w], and how can we extract a square root in Z[w]?

The answer to the first of these questions is similar to the methods which we used in the
quadratic sieve. We generate a set of relations, and we try to combine these relations
“In a clever way”. Each relation is linked to a pair (a,b) € Z? and an exponent vector.
The search for those relations which should be combined can again be done by solving a
linear system over IFo. Before we describe the generation of relations, we review several
facts from algebraic number theory.

6.2 Algebraic Background

We review several facts from algebraic number theory without proof. Detailed information
about these statements can be found in most algebraic number theory books, see for
example [We76].

Let g(X) € Z[X] be a monic and irreducible polynomial of degree d, and let w be a
(complex) root of g(X). It is easy to see that the set Z[w] forms a ring, and that Q(w) is
a field.

Obviously, the polynomial g(X) splits completely over the complex numbers. All other
zeros of g(X) are denoted conjugates of w. For an element £ € Q(w), we get a conjugate
of & by replacing w by one of its conjugates. The product of all conjugates of an element
¢ is called the norm N () of &; it is a rational number. If we compute a formula for the
norm of elements of the form £ = a + bw, then we obtain N(§) = N(a,b), where N(a,b)
is given as in (6.3).

Let p C Z]w] be a proper prime ideal of Z[w]. Then the factor group Z[w] / p is a finite

field. The order of this field is called the norm of the prime ideal p, we write N(gp). The
degree of p is the degree of this field as extension field over the prime field. We say that
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p is a first degree prime ideal if the degree of g is one. Obviously, the norm if first degree
prime ideals is p, where p is a prime number. It should be mentioned that there exists
exactly one rational prime number in any prime ideal; this prime number is equal to the
characteristic of the prime field lying below ZZ[w] / .

Let p be a first degree prime ideal of Z[w]. Then the factor group Z[w] / ¢ is isomorphic
to Z/pZL for some prime number p. Thus there exists a homomorphism

Zlw) — L)L,

w — Cp

with kernel p. Here, ¢, is a root of the reduced polynomial f(X) mod p. On the other
hand, if ¢, is a zero of f(X) mod p, we can define a homomorphism which maps w to c,,.
The kernel of this homomorphism is a prime ideal of Z[w]. Therefore there is a one-to-one
correspondence between prime ideals of Z[w| and pairs (p, ¢p), where 0 < ¢, < p is a root
of f(X)mod p. This correspondence can be made precise, a pair (p,c,) corresponds to
the ideal generated by (p,w — ¢p).

6.3 Finding Relations

The idea for finding relations is similar to the Quadratic Sieve, where we decomposed
integers over a chosen factor basis. In contrary to the quadratic sieve, we are now working
in two different rings, namely Z and ZZ(w). Therefore we have to choose two factor bases,
and we do the decompositions in both these rings. The rational factor basis F; consists
of all prime numbers of Z up to some constant C7:

Fi = {p e ]chl} U {—1} = {pl,. .. ,pk} . (61)

In addition to Fi, there exists a second factor basis for Zw], the so called algebraic
factor basis:

Fo = {(1% cp); p € P<cy, f(cp) =0mod p, p )(fp}

U {o);pePec, | fo}- (6.2)

The algebraic meaning of the special form of F5 will be explained in Section 6.2. We define
for two integers a, b € Z the norm function

N(a,b) = f (_Ta) - (=b)d. (6.3)

We say that a pair (a,b) € Z? is a good pair if it satisfies three conditions:

ged(a, b) = 1,
a + bm = HpeP, ep >0,
peF
| N(av b) | = H pf(p’cp) ) f(p,cp) >0.

(picp)EF2
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Every good pair will give rise to a relation. For finding good pairs, the NFS uses three
different sieving phases. Therefore all three tests can be accomplished very fast. We
describe here the linear sieve idea; another sieving variant is described in Section 6.5.2.

Assume that we want to find all good pairs (a,b) in a given set [Anin, Amaz] X [1, Bmaz)-
We fix a b-value b’ in the admissible range for b. Then we initialize a sieve array for
all Apin < a < Apgy. First we find all values for a such that (a,bd’) satisfies the first
condition. This can be accomplished with sieving with all prime factors of b’. For all such
primes gy, we mark all multiples of gy in [Amin, Amaz) as “bad” (more precisely, we mark
the corresponding array entries as bad). If we have performed this procedure for all prime
factors of ', then all non marked sieving places correspond to values of a such that (a,b’)
passes the first condition. This gcd-sieve is about 50 times faster than the naive algorithm,
which would test each pair with a ged-run.

The second sieve starts with a reinitialization of all “good” a-values of the sieve array T
as T[a] = a + b m. Exactly as in the Quadratic Sieve, we sieve with all elements of the
rational factor basis 7. For every prime ¢ € IFq, we determine a starting point a, as
the least integer greater A, such that T'[a;] = 0 mod ¢. Then we find all other array
entries where T[a] is divisible by ¢ as T'[aq + k ¢] for £ > 1. Note that the situation in the
NEFS is even simpler as in the Quadratic Sieve, since we do not have to extract a square
root modulo ¢q. After the second sieve we know the subset of all pairs (A,b’) which fulfill
condition one and two.

The third sieve is the algebraic sieve, which uses the algebraic factor basis Fa. Again we
reinitialize the sieve array T for all “surviving” values of a as T[a] = |N(a,b’)|. Sieving
with elements of F5 splits into two cases. We sieve with a factor basis element (p, ¢,) with
¢p 7# o0 exactly as in the rational sieve: we determine the smallest integer a, > A,,;, such
that ap +b' ¢, = 0 mod p. Then we sieve with the prime p as usual, we divide at all places
Ta,+ kp] for k > 0 by p. For a factor basis element (p, c0), the situation is different. If p
is no divisor of b/, we are done; otherwise we have to determine for all “surviving” values
Apin < a < A the maximal power of p which divides T'[a]. Note that the exponents
f(p,c,) are given as the maximal power of p which divides [N (a,b’)|.

It should be mentioned that we can use the same tricks as in the quadratic sieve for
speeding up the sieving phase. The most important tricks are the use of logarithms and
sieving only with factor basis of medium size. Of course, we have to check the correctness
of the computation by a trial division (or a fourth correct sieve). A description of an
implementation for this sieving phase and a lot of practical aspects can be found in [Za95].

Another difference to the quadratic sieve is the construction of the exponent vectors.
Assume that we have found a good pair (a,b) which leads to a decomposition over F; and
Fo. Then we know exponents ej and f(, ) such that

a+ bm = H PP and | N(a,b) | = H plwen)
pej:l (pch)EFQ

Exponent vector entries corresponding to rational primes are given in exact the same way
as in the quadratic sieve. For algebraic primes (p, cp), we have to change these entries: if
cp # 00, define l(, c) = f(p,c,), otherwise set l(, o) = f(p,cc) + 0rdp(fa). Then we find the
following lemma in [BuLePo093].
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16. Lemma If S C Z? is a subset of coprime pairs (a,b) with

H (a +bp) = &

(a,b)eS

for some 6 € Q(p), then

Z lpeylat+bp) = Omod?2.
(a,b)eS

Unfortunately, this condition is not sufficient, i.e. if we find a non trivial combination of
the algebraic exponent vectors, we are not sure that we really have found a square in Q(p).
To assure this property, we have to use another trick, the so called quadratic symbols.
Basis for this trick is the following theorem (see [BuLeP093]).

17. Theorem Let S C Z? is a subset of coprime pairs (a,b) such that [L(ap)es (@ + bp)
is a square in Q(p). Let (q,cq) correspond to a first degree prime ideal, such that a+bcy #
0 mod q for all pairs (a,b) € S and let f'(cq) # 0 mod q. Then the following product of

Legendre Symbols satisfies
H (a + bp) I

(a,b)es q

This Theorem is the basis for the following extension of exponent vectors, which assure
with “very high probability” that a solution of the linear system really produces a square
in Q(p). We test the statement of Theorem 17Theorem for “a few” additional prime ideals
(g, ¢cq) which are not elements of the chosen algebraic factor basis. For each of these prime
ideals, we extend the exponent vector for (a,b) by an entry gq(a,b,) =0, if (a +bcy) is a
square modulo ¢ and 1 otherwise. It is easy to see that for given (g, c,) the product is one
if and only if

Z gq(a,b) = Omod2.
(a,b)eS

In practice, it is sufficient to choose about 100 additional prime ideals for determining the
quadratic characters. The size of the linear systems mainly depend on the size of the two
factor bases.

The next sections handles the remaining problem, then extraction of a square root in the
ring Z[w].

6.4 Extracting a Square Root in Z[w]

Assume that we have found a subset S of good pairs, such that

H (a~|—b-p) = 452,

(a,b)es

and 0 € Zw] is satisfied. The next step is the computation of this square root §. If we
evaluate the given product on the left hand side of this equation, the size of the coefficients
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are huge (note that the computation has to be done over the rational integers). This size
makes computations inpossible in practical sense.

In [BuLePo093], the authors propose the following practical algorithm for extracting the
square root. In the first step of the square root algorithm, we choose a prime ¢ such that
the given polynomial f(X) is irreducible modulo ¢q. Such primes are called inert primes.
For such primes, the “reduced” ring 7Z/qZL[w] is a finite field with g% elements. But we
have already seen how we can extract square roots in finite fields. The RESSOL algorithm
(compare Section 5.1.2) can easily be generalized to arbitrary finite fields. Therefore we
can compute the reduction d, of §, which satisfies 6, =  mod ¢. Obviously, the size of all
coefficients in this computation is bounded by ¢2.

Then we can use Hensel Lifting to lift these solutions to a solution modulo ¢* for arbitrary
large integers i. We repeat this operation until we have found the correct solution over
ZZ. Obviously, this method has the disadvantage that again lot’s of operations with huge
numbers are necessary.

Couveignes gives an extension of this idea, which behaves much better in practice [Cv93].
Instead using Hensel lifting, he uses the Chinese Remainder Theorem. First he develops
an upper bound for the absolute size of the coefficients. Then we extract the reduced
square roots o4 of 82 modulo a lot of inert primes ¢. If we use the homomorphism

by Z)qAW] — Z/qZ,

w — fgmmodgq,

then we can compute the image of a square root by Chinese remaindering the elements
1q(Aq). The advantage of this method is the following trick, which reduces the size of
elements in the Chinese remainder step significantly.

Assume that we want to use the Chinese Remainder Algorithm with input a; mod m;, 1 <
1 < r with coprime moduli m; and reduce the result modulo N. The trivial implementation
would compute the unique integer a mod [[;_; m; which satisfies all the given congruence
condition (application of CRT) and reduce a modulo N. In this way, we would use a lot
of computations with integers of size roughly M = ngl m;. The following trick computes
an approximation for the division with remainder in the final reduction step.

Set M; = M/m; and b; = MZ-_1 Mod m;. The usual Chinese remainder equation is given

as
T

a = Z a; bi Mz‘ .
=1

The value of a is only uniquely determined modulo M; therefore we have to reduce this
integer modulo M. A division with remainder shows that

a
_ “ .M
¢ {MW
is the absolute smallest residue of @ modulo M. The important fact is that we can
determine | 47| on the fly as

i1 M

Finally, we are interested in the result modulo IV, such we have to perform another reduc-
tion modulo N. But this reduction is almost straightforward. The only critical part is the
sum over (a; - b;)/m;, which is a sum of integers of size approximately m;.
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One problem of Couveignes method is the non uniqueness of square roots. For each prime
q, there are two square roots, and we have to determine a way to combine the correct
one. We can overcome this problem, if we restrict the degree d of the NFS polynomial
to be odd. In this case, we can use the norm to classify the correct square root, since
now N(—a) = —N(«) for a € Z]w]. Obviously, the norm of the square root we want to
compute is the square root of the norm of the square element. The norm of the square
is easy to compute by the norm of the combined elements. Finally, we determine that
reduced square root whose norm is equivalent to the square root norm modulo g.

6.5 Practical Improvements

As in the quadratic sieve, there exist several variants and practical improvements to the
basic idea of the NFS. In this section, we briefly mention three of these ideas. A better
overview on these improvements can be found in [Za95]. Moreover, the development of
the NFS is a popular working area, such that further improvements can be expected.

6.5.1 The LLL Variant for Finding Polynomials

We already described one method for finding a polynomial f(X) € Z[X] of degree d which
can be used in the NFS. We used the m-adic expansion of a small multiple of N, where
m ~ N'/4_ Since in the third part of the sieving phase, the norm of elements is decomposed
over a factor basis, we should try to find polynomials for which “small pairs” (a,b) have
small norm. It is easy to see that this condition can be satisfied, if the coefficients of the
polynomial f(X) are as small as possible.

There exists another idea how we can find such a polynomial. This idea links the deter-
mination of f(X) to the search for short vectors in a lattice. Fix an integer m ~ N1/4
and define

d
L = {(fo,...,fd)GZd+1;Zfi-miEOmodN}.
=0

The set L forms a (d 4 1) dimensional lattice in Z%*1. A basis for this lattice can be
written down very easily: the vectors (N,0,...,0), (1,—m,0,...,0),...,(0,...,0,1,—m)
form such a basis. There exists a polynomial time algorithm which determines with input
of a lattice basis another basis, which is usually shorter than the input basis. We apply
this LLL algorithm [LeLeLo82] on the given lattice. The output of this algorithm gives
other polynomials which can be used in the NFS.

The disadvantage of this method is the fact that we have to fix m in advance. The quality
of the polynomials produced by LLL is generally slightly better than the polynomials of
the m-adic algorithm, but the difference is tiny. In fact, the biggest problem of the NFS
is currently the search for a good polynomial f(X). At the moment, there is no really
satisfying algorithm known for this problem.

6.5.2 The Lattice Sieve

We have described the sieving phase of the basic NFS. This procedure is usually called
line sieving procedure. There exists a variant of this idea, the so called lattice sieve, which
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goes back to Pollard (see [Po91]).

The idea of the lattice sieve is to fix a rational factor basis element ¢ and to determine all
pairs (a,b) such that ¢ divides a + bm, i.e. to determine a set

L, = {(a,b)€Z*;a+bm=0modq}.

This set L, forms a lattice in 72, a basis for this lattice is given by the two elements (g,0)
and (—m mod ¢, 1). Using the Gauss reduction algorithm (see [LeLeLo82]) on these two
elements, we can compute a shortest basis u = (u1,u2), v = (v1,v2) for this lattice. Then
all pairs in L, can be written as

(avb) = )\‘2‘1‘77'27

where A\, n € Z. We directly deduce that a = Auy +nov; and b = Aug + nvy. Since we
are looking for pairs (a,b) in the set Ly, we obtain for u; + ua m # 0 mod ¢ the equation
v1 +vam
A= —n-Lmodq. (6.4)
Ul + uam
If u; + ugm = 0 mod ¢, then we deduce that v; + vam # 0 mod ¢ (otherwise the basis
would only generate a sub lattice of L), and therefore ¢ has to be a divisor of . Obviously,
we can use this connection between A and 7 for a sieve: we fix a n-value 1’ in some given
range, compute a starting value for A\ with (6.4), and then we sieve with distance ¢. In
this way, we find all integers X in a given interval such that A, n’ induces elements in Lj.

Note that we can use exactly the same idea for elements of the algebraic factor basis. For
a factor basis element (p,cp) with ¢, # oo, we only have to substitute m by the integer c,.
Details of this procedure can be found in [Za95].

In practice, one should not use all factor basis elements with the lattice sieve. As in the
linear sieve, we do not use small factor basis elements, but use only medium size and large
elements. The advantage of the lattice sieve is then the fact that we have to examine less
pairs to find enough relations. Unfortunately, the lattice sieve needs a lot of main memory,
since the sieving areas are usually larger than in the line sieve. Therefore the lattice sieve
is restricted to machines with at least 16 MByte main memory. This fact restricts the use
of the lattice sieve.

6.5.3 The Quadruple Large Prime Variation

The practical behavior of the quadratic sieve was greatly improved by the use of so called
partial relations. Exactly the same idea was used in early implementations of the NFS.
Here, we allow the use of two large primes on the rational side. Then we try to combine
partial relations to eliminate the large primes on the rational side.

Later this double large prime variation was extended to even a quadruple large prime
variation. In this variation, we additionally allow the use of at most large primes on the
algebraic side. Thus we use partial relations with up to two rational and two algebraic
large primes. In [Za95], a graph algorithm is described which determines a set of partial
relations with up to four large primes which can be combined. In the combination, all
large primes are eliminated, and a full relation is found.

A practical experience is the fact, that partial relations are found very often. Therefore the
memory amount needed for storing these relations is enormous. However there happens
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to be an “explosion effect” after we have found enough partial relations. If we have found
“enough” partial relations, we find a huge number of combinations and thus a huge number
of full relations. Therefore the quadruple large prime is nowadays used in all big factoring
attempts done with the NFS.

6.6 Successes with the NFS



Chapter 7

Solving Large Sparse Linear
Systems

One important subproblem of the factoring algorithms which we introduced in Chapter 4
is the solution of a large, sparse linear system over the finite field IFy with two elements.
Before we explain three algorithms for solving these linear systems, we explain several
facts about the special structure of the matrices which arise in these systems.

7.1 Structure of the Matrices

We explain some facts about the linear systems which have to be solved in factoring inte-
gers. It should be mentioned that a lot of these facts are true for several other algorithmic
problems for which sieving algorithms exist (the discrete logarithm problem or computing
class groups). Therefore we explain the algorithms in a more general way, and we assume
that we want to solve a linear system over a finite prime field IF. There are however some
practical improvements for the solution of linear systems over IF9 (which is necessary in
factoring, as we have seen). The main trick is the use of a block techniques, where al-
ways blocks of 32 bits are used instead of single bits. Obviously, this trick is especially
well suited for 32 bit computers. Technical details of this blocking trick can be found in
[Mo95].

The matrices which we want to solve are build up in a special way, as we have seen in the
previous chapters. The columns of these matrices are the exponent vectors of relations.
Therefore the size of these matrices is approximately equal to the size of the factor bases
used in the quadratic sieve of the number field sieve. For integers N with about 100
decimal digits, the dimension of the matrix is approximately 10° x 10°, for record NFS
computations this size even increases to up to 3 million. Since exponent vectors of relations
mostly consist of zero entries, the given matrices are sparse (i.e. the number of non zero
entries per column is very small). If we would store such huge matrices in “the usual
compact way”, the memory amount would be enormous. Fortunately, we can store the
matrix in a sparse representations, if we only store the non zero entries with corresponding
indices (note that for matrices defined over Iy only the indices of non zero entries have
to be stored).

The matrices even have some more structure. Since small factor basis elements correspond

69
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to the “first rows” of the matrix, these rows have a higher probability of being non-sparse
as the last rows. The structure of the matrices can be described as in the following picture:

small dense part

large sparse part

Another important observation is the fact that usually we have more relations than factor
basis elements, i.e. the number of columns is greater than the number of rows. Assume
that A € F™*™ and b € F™, where n > m, and we want to solve the linear system

Az = b. (7.1)
We can reduce the solution of (7.1) to the solution of the linear system
(4-4")-2 = b,

If we know a solution z’ of this system, then obviously A -z’ is a solution of (7.1). The
advantage of this reduction is the fact that A- A? is a symmetric, square matrix of smaller
dimension.

In factoring algorithms, we are interested in the solution of homogeneous linear systems,
i.e. we have b = 0. With the following trick, we can reduce the solution of homoge-
neous systems to the solution of inhomogeneous linear systems. Assume that for a ma-

trix B = [b,...,b,] (b; are the columns of the matrix B) we want to solve B -z = Q.
Then we solve the inhomogeneous system B’ -z’ = b,, where B" = [by,...,b,_1]. A
solution 2’ = (z1,...,2,_1)" for this inhomogeneous system gives rise to the solution
z = (x1,...,7,_1,—1)" of the original homogeneous system.

After these preliminary observations, we start the description of the following methods,
which are well suited for solving linear systems with matrices of this special form:

1. Structured Gaussian Elimination,
2. The Coordinate Recurrence Method of Wiedemann,

3. The Lanczos Algorithm.

7.2 Structured Gaussian Elimination

We want to solve a large linear system over Iy which is sparse. Moreover we assume that
we have more relations as unknowns (i.e. more columns as rows). This condition can easily
be obtained in the QS or the NFS by extending the sieving step a bit.

The most common method for solving linear systems is ordinary Gaussian elimination
(see for example [Co93]). If we would use this method from the beginning, the matrix
would rapidly fill with new entries, and after a few iterations the matrix would no more
be sparse. The size of the matrix would lead to huge memory problems such that this
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strategy is impossible in practice. Therefore we first try to do Gaussian elimination steps
which preserve the sparseness of the matrix.

The idea of the modified Gaussian elimination algorithm is the following: First we can
remove all rows of the matrix which have only one non zero entry. Note that rows corre-
spond to factor basis elements, and that the factor basis element corresponding to such
a row can’t be combined to a square. In addition, we can eliminate the column which
corresponds to the one entry (i.e. the corresponding relation, since the “exponent” of this
relation must be zero). After this first step which reduces the size of the matrix slightly,
we split the matrix into two parts: the (small) heavy part consists of all rows with “many”
nonzero entries, the rest of the matrix is defined to be the “light part”. Odlyzko ([LaOd91])
suggests to choose the heavy part of the matrix as the first ~ n/30 rows, where n is the
total number of rows of the matrix.

Now we perform column operations which reduce the number of non zero entries in the
light part (i.e. they generate no new non zero entries in the light part), but perhaps several
new entries in the heavy part can be produced. Let a; be a column which has only one non
zero entry in the light part (let (j,4) be the index of this non zero entry). We add column i
to all other columns aj, with a one entry in row j (i.e. a;j; # 0). Obviously, this operation
do not generate new one entries in the light part. New entries can only be created in the
heavy part of the matrix. We iterate this process until no more such columns exist in
the matrix. Note that we have to store all column operations which we perform in this
precomputation. If we find no more suitable columns, we enlarge the heavy part and start
over.

In this way, we can generate a linear system which is more dense, but smaller as the
original system. This new system can be solved with ordinary Gauss elimination. After
solving the small system, the remaining variables (of the light part) can be computed by
backward-solving and using the stored operations of the precomputation.

Experimentally, Odlyzko has determined that the heavy part should be enlarged as mini-
mal as possible to gain the best solution. If the heavy part becomes too large, you should
replace some of the worst columns by some not yet used relations.

Odlyzko has used this method to transform a linear system with 288017 relations and
95697 unknowns with only ~ 18.2 non zero entries per column (on average) into a system
with 7262 relations of 6006 unknowns, but ~ 80 non zero entries per column.

It should be said that Structured Gaussian Elimination is not suitable for matrices of
the enormous size which nowadays occur in NFS computations. Nevertheless it was the
method of choice for a long time, especially for QS computations.

7.3 The Coordinate Recurrence Method of Wiedemann

The Coordinate Recurrence Method of Wiedemann ([Wi86]) is an algorithm for solving
sparse linear systems over arbitrary finite fields IF. There exists however a block variant
for the field with two elements due to Coppersmith ([?]).

Assume without loss of generality that A is a square matrix in F™*", b € IF", and we want
to solve the linear system (7.1). We consider the subspace S = span{A®-b ; i € Z>o} of
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IF™. On this subspace, we define the endomorphism

p: S — (7.2)

S,
v — A-v.

Let f(X)=chn+cn1X +...+c1 X" 1 + X" be the minimal polynomial of the endomor-
phism ¢. By the Theorem of Cayley-Hamilton, we know that f(¢)(v) = 0 for every v € S.
In particular, we know that

0 = flpl) = cn-b+A-§n:cn_i-Ai—1.g (co=1) .

i=1

We can assume that A is a regular matrix. If A is not regular, then we do |?? | Then the
constant coefficient ¢, # 0, because otherwise 3" ; ¢,_; - A”"1 - b would be a non trivial
solution of the homogeneous system A -z = 0. Therefore

zr = —c,t- Z Coi- AT (7.3)
i=1

is a solution of the given linear system A -z = b.

Thus it is sufficient to find the minimal polynomial of the endomorphism ¢ in order to
solve (7.1). Once we have found this minimal polynomial, we can find a solution of the
linear system with n matrix-vector multiplications. Assume that the number of non-zero
entries of the matrix A is w. Then one matrix-vector multiplication can be done in O(w)
elementary operations in the finite field IF, such that the computation of z in (7.3) takes
O(nw) many elementary operations in IF.

Therefore we can concentrate on the computation of the minimal polynomial f(X) of ¢.
Pick any vector u € IF™ at random, and consider for j > 0 the sequence

sj = (u, AV-b) €F

(here (-, -) denotes the ordinary inner product on IF"). Again by the Theorem of Cayley-
Hamilton, we know

0 = {(u f()A D)
= <Q7 APt b+ ici . AN .Q>

i=1

= ntj . 3 . n—itj
(u, A" . p) + 2o (u, A7)

n
e 87’L+] + ZCZ' . STL—‘rj—i 5
=1

which is a linear recurrence relation of length n. We will show that the linear recurrence
of minimal length L., which generates the sequence (s;);>o is uniquely determined. It
coincides with the recurrence of minimal length Ly, which generates (s;)o<j<n for any
N > 2n. Such a linear recurrence of minimal length L can be inductively computed by
the Algorithm of Berlekamp-Massey.
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Let (sj)o<j<k be a sequence of length k, and let Lj be the minimal length of a linear
recurrence which generates (s;)o<j<k, i-e. for all j = Ly,...,k — 1 we know coefficients

cgk) € IF such that
Ly,

The generating polynomial of this sequence is defined as

pe(X) = 1+X+ x24I X

We describe an inductive procedure due to Berlekamp and Massey for computing the
generating polynomial of a sequence (s;)o<j<k for arbitrary length k. The initialization
of the algorithm is done as L_1 = —1, Ly = 0 and p_1(X) = po(X) = 1. Moreover we
define an integer d_1 = 1. One invariant of the procedure is the fact that the degree of
the generating polynomial py1(X) satisfies L1 < max{Lg,k+ 1 — Li}. The iteration
step is done as following: Assume that we have found p;(X) and L; for all j < k, and that
we want to compute pgy1(X) and L1, such that L + k + 1 satisfies the given invariant.
Define a value dj, which expresses the “error” if we try to generate the (k+1)-th sequence
element with the given generating polynomial p(X) as

Ly,
k
dp, = s + ZCE )Sk—i .
i=1

If di, = 0, then the known generating polynomial pg(X) already generates the (k + 1)-
th sequence element s; of the given linear recurrence. Therefore we set Lyi1 = L and
Pr+1(X) = pr(X) (note that the invariant is fulfilled). Otherwise, let m > —1 be the
biggest index smaller than k, where the degree of a generating polynomial increased,
i.e. we have Ly, < Lyy41 = Lyyyo = ... = Lg. Then

Lm,
0 # d, = sm+Zc§m)sm_i
i=1

and, by the invariant L;y; < max{L;, i +1— L;} for i < k, we have
Ly = Lpt1 < m+1-—0L,,. (7.4)
We define the new generating polynomial as pj1(X) = pp(X) — dp-d;t- X p,(X).
The degree L1 of this polynomial is at most
max{Lg, k—m+ Ly} = max{Lg, k+1— Ly},

because by (7.4) we have L,, < m+ 1 — L. To see that this polynomial is a valid choice
(i.e. generates all sequence elements up to the (k + 1)-th element sj), we distinguish two
cases: for all Ly < j < k, we directly get (note that pip(X) and p,,(X) are already
generating polynomials)

& k) & (m)

m
E ¢ 8j_i = —8j and E ¢ Sj—ktm—i = —Sj—ktm -
i=1 i=1

For j = k, we have

Lm

Ly,
k
Sk + Z CZ( ) “Sk—i = di and Sk—k+m + Z Cgm) Shkpmi = dm -
=1 i=1
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These two equations show that the new generating polynomial pgi1(X) generates the
sequence (sj)o<j<k+1. Therefore we have finished the description how we can compute
a generating polynomial for the linear recurrence (s;)o<j<k for any given index k. We
illustrate the algorithm in the following example.

7.1. Example Assume that we have the following linear recurrence sequence of numbers,
and we want to find a generating polynomial for this sequence:

80:1, 81:2, 82:3, 83:6, 84:11, 85:20, 86:37.

We start the Algorithm of Berlekamp-Massey with k =0 and L_1 = Ly = 0 and p_1(X) =
po(X) = 1. We compute dy as

Lo
dy = so + ZCEO) -So—s = sy = 1.
i=1
With m = —1, we compute the generating polynomial
pi(X) = po(X) —do(d_y)”t XV p (X)) = 1 - X,

Therefore we have L1 = 1. In the same way, we compute di as
Ly .
di = s+ ZCZ()'&—@ = 1,
i=1

and with m = 0 we obtain
pA(X) = pi(X) —dy-dgt- X0 pe(X) = 1 - 2X.

Using the inductive formulas for pxy1, we can compute the following generating polynomi-
als:

e k=2 m=0: dy = —1, p3(X) = 1-2X + X2,

e k=3 m=2 d3 = 2, py(X) = 1-3X2,

e k=4 m=2 dy = 2, ps(X) = 1—X?-4Xx3

e k=5 m=4 ds = 2, pe(X) = 1—-X—X?-X3,
e k=6,m=4: ds = 0, pr(X) = ps(X).

Thus we have computed the following minimal linear recurrence of the sequence (s;)o<j<e
forr=20,...,3
Sp43 = Sp + Spq1 + Spy2.

It remains to prove that the Algorithm of Berlekamp-Massey terminates. Moreover, we
have to show that we only have to consider more than 2n sequence elements to find a
generating polynomial for a linear recurrence sequence with recurrence length n. We show
that the construction must reproduce the same generating polynomial for any k£ > 2n.
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If k> 2n, then k+1— Ly > n+ 1, because Ly < (k+ 1)/2 (observe that Ly < Liy1 <
k+1— Li). Hence the construction must yield a recursion of the same length for all
k> 2n.

Assume that ¢q,..., ¢z, and d},..., c’Lk are the coefficients of two different recursions
which generate the sequence (s;)o<j<k. Then we consider ¢ = ¢; — ¢} for 1 < i < L. Let
c%k _j be the first of those coefficients which is non zero and define for 0 <1 < j

di = (C/L,,k—j)
Then we have for an appropriate index [ which will be defined later and for Ly —j+1 < k—1
(ie.l<k—1—-Lg+j=k*—-1)

i i
Sodiosiy o= ()T (CLk—j+z‘ - C’Lk—j+z’) " Sl
i=0 j

=0

-1 "
"CLy—j+i -

_ " -1 /
= (CLk—j) : (Ci - Ci) *SLy—j+l—i

= (C,I/,k—j)_l : E (Cz' - Cé) “SLp—jt+i—i
i=0
= 0.

We will explain these steps: the first equation follows just from the definition of the d;
and the ¢/. Then we have changed the running index by L; — j. The next equality follows
by the fact that ¢/ =0 for¢=1,...,L;—j—1. Hence we have Li« < j. But on the other
hand

Lk* = Hla,X{Lk*_l, - Lk*—l} > k' — Lk*—l = k— Lk —|-j - Lk*—l .

For proving this equality, note that L« 1 < Lix < j < L < n and we have found the
contradiction Lg+ > j for k > 2n. Therefore we haven proven that the recursion which
generates the sequence (s;);<k—1 is uniquely determined.

Let us come back to the solution of the linear system given in (7.1). We have shown how
we can compute the generating polynomial p,(X) for the sequence (s;) = (u, A7 - b);j>0
for a random vector u € IF". The connection between the generating polynomial of this
sequence and the minimal polynomial f(X) of the endomorphism ¢ defined in (7.2) is
given in the next lemma.

7.1. Lemma Let poo(X) be the generating polynomial for the sequence (s;);j>0 = (u, A7 -
b)j>0, where u € ™ is chosen at random. Then poo(X) is a divisor of the minimal
polynomial of the endomorphism ¢ defined in (7.2).

Proof:

One way of determining the minimal polynomial f(X) of ¢ is therefore to compute poo(X)
for a randomly chosen vector u € IF" and to hope that po(X) = f(X). We try to estimate
the probability for a random u that p(X) = f(X) holds indeed.

7.2. Lemma The probability that for a random wvector u € F" the generating polyno-
mial of the linear recurrence sequence (s;)j>0 = (u, A7 - b);>0 coincides with the minimal

polynomial f(X) of the endomorphism ¢ given in (7.2) is approximately logl(n)'
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Proof: It is easy to see that for p = X + f(X)IF[X] the map

S = span{A’-b|i€ Zx} —  FX]/FX)FX] = R

is an isomorphism. If we moreover define

d
n(1) (Zki'Pi_l> = A
i=1

and for o, 3 € R

then the map
R — Homp (R, IF)
a —  nla)()

is an isomorphism. Hence, in order to count the number of linear recurrences (u, A7-b) >0
with minimal polynomial f(X) we may, as well, count the number of linear recurrences

(n(a)(p’?))j>0 with minimal polynomial f(X). Let h(X) be the minimal polynomial of
this recurrence, then we have for 5 > 0

0 = h)p)) = nl)(h(’)

= n()(a-h()),

which means that a - h(p?) = 0. If o is a unit in R, then h(p’) = 0. But then f(X) is a
divisor of h(X) and hence f = h.

One can show that the fraction of units in R is at least 1/(65), where j is determined as
the least exponent such that (¢ := #IF)

deg(f) < 14q+¢+...+¢.

Thus we have j ~ log(n) and the probability for finding a vector u which determines the

minimal polynomial f(X) is approximately @.

We return to our method for solving the equation and analyze its complexity. We pick
u € IF™ at random, we determine the first 2n+1 elements of the linear recurrence (u, At b)
which requires O(n (w + n)) operations. Note that the vector u can be chosen sparse
(i.e. of the form (0,...,0,1,0,...,0)), which improves the running time in practice. The
construction of the minimal polynomial using the Berlekamp-Massey algorithm requires
O(n?) operations. In order to determine the characteristic polynomial of A, one must
choose several u and compute the least common multiple of the resulting polynomials.
Hence we have proven the following Proposition.

7.1. Proposition Let A € IF"*" be non singular with w non zero entries, and let b € IF",
There is a probabilistic algorithm which calculates a solution of A-x = b in expected time
O(n(w+mn) -logn).
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7.4 The Lanczos Algorithm

The third algorithm which can be used for solving sparse linear systems over IF, is the
Lanczos algorithm. This algorithm was originally described for the real numbers [?], but
later it was generalized to finite fields. A description of the Block Lanczos algorithm for
the field IF'y can be found in [M095], a version for finite prime fields of characteristic greater
two is described in [De97]. We assume without loss of generality that we want to solve
the linear system (7.1) with a symmetric matrix A € F"*" and a n-dimensional vector b.

linvertible W 77

The idea of the Lanczos algorithm is as follows: Assume that we find an invertible matrix
W = [wy,...,w,] such that W!- A-W = D, where D is a diagonal matrix of full rank.
Then a solution y of the linear system D -y = W' - b leads to a solution of (7.1): By the
defining equation for the matrix D, the vector x = W -y is a solution of (7.1). Since D
is a diagonal matrix, a solution of D -y = W?.b can be computed very easy. Therefore
we have reduced the solution of (7.1) to the determination of a suitable matrix . The
Lanczos algorithm uses the linear independency of the column vectors of the so called
Krylow-Matrix to find such a matrix W. We describe an iterative method for computing
the columns w; of this matrix W.

The algorithm starts by setting w; = b. Then we iterate

J

t b
w; - A - w;

wh - A2 w,

i—1
7=0

until we find an index m with w,, = 0. In [Mo95], it is shown that for i # j we have

wz» - A-w,; = 0. Using this fact, one can show that for j < i —2

t
w;.A2,wZ._l g (Aw]) 'A'wi—l
. t
J
= (%H + ch+1,kwk) Aw o =0,
k=0

and therefore ¢;; = 0 for j < i — 2. Thus equation (7.5) simplifies for ¢ > 3 to

w, = A-w; 1 — Ci—1W; 1 — Cii—2W; o .

If the iteration stops with w,, = 0, then

is a solution of the linear system (7.1). It should be noted that solution can be computed
during the iteration.

These ideas can be combined to the following compact description of the Lanczos algo-
rithm. We start with

wl = b7
Ob) - A'wl )

Vo,V
Wy — vy — <—27_2> X

(wy,v9)
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and iterate for 7 > 2
Vit = A - w; )

(Vit1,Vig1) cwe — (Viy1,2:) w

w, — Q — w, wW; 1 .
o o (w;, ’Uz+1> ’ (w;—1,2;) -t

Der Algorithmus stoppt, wenn ein w,,, gefunden wird, das A-konjugiert zu sich selber ist
((w,, Aw,,,) = 0). Dies passiert fr ein m < n. Falls w,,, = 0 ist, dann ist

m—1

7.6
i=0 ZUZ,UZ+1> - ( )

eine Lsung von Gleichung (7.1). Wird solch ein w,, nicht gefunden, dann liegt b nicht in
dem von den Spalten von A erzeugten Unterraum.

Verwendet man den Lanczos-Algorithmus zum Lsen linearer Gleichungssysteme ber endlichen
Primkrpern, so bertrgt man die Formeln (?7) - (7.6) auf die Situation in endlichen Krpern.
Dabei mu man einige Probleme lsen :

e In endlichen Krpern folgt (im Gegensatz zur Situation in IR, wo A positiv definit
ist) aus w§ij = 0 nicht notwendig, da w; = 0 ist. Lst man Gleichungssysteme
ber Primkrpern IF), mit groer Charakteristik (p >> n ), so stellt die sogenannte
Selbstkonjugiertheit kein Problem dar. Mgliche Lsungen fr dieses Problem in Krpern
mit kleiner Charakteristik finden sich in ([?] , [LaOd91]).

e Mit dem Lanczos Verfahren kann man nicht nur eine Lsung Bx = u, sondern auch
mehrere Lsungen Bx; = uj, 1< j <7, berechnen. In [LaOd91] wird ein Verfahren
beschrieben, das dies ermglicht. Man berechnet z; = B'u; und startet den Algo-

rithmus mit wy = z1. Zur Berechnung der r verschiedenen Lsungen gengt es Schritt
(7.6) durch

" ’wlz
Z —— L wy, 1<j<r
=0 (wr, vig1)

zu ersetzen. Einen Beweis dafr findet sich in [LaOd91].

18. Example We try to solve the linear system

1 3 -1 1 1 1 1

2 4 2 1 -1 -1 2 0

3 01 -1 -1 2 1/[|-|™ - 1

4 -1 4 3 —2 —1 T4 0

5 -2 -1 2 3 1 5 1
Ze

in the finite prime field F = 7Z/297. First we transform this system to a square system

26 0 11 22 12 3 T 9
0 2 2 -1 -3 -1 Ty 2
11 2 23 12 13 20 T3 _ -3
22 -1 12 16 -2 -2 | | a4 - 2
12 -3 13 -2 19 9 5 6
3 -1 20 -2 9 5 T6 3
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Dabei wird W = [wy, - - -, wy| berechnet als
9 20 2
2 23 17
26 8 15
W= 2 19 6
6 25 8
3 15 18
Dann gilt
9 0 0 0 O
04 0 0 O
W!B'BWy=| 00 15 0 0
00 0 28 O
00 0 0 24

Somit findet man als Lsungen

y= | 10 und damit

=N O Ot OO

Y1
Y2
Y3
Ya
Ys

16
18
14

13

o O

28

22

w

28

= W!B'u .
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