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main paramSpec :

ECParameterSpec
kg :

KeyPairGenerator
kp : KeyPair sig : Signature

ECParameterSpec(q, E, G, r, k)

getInstance("ECNR", "CDCEC”)

initialize(paramSpec, random)

getPrivate( )

kg

kp

generateKeyPair( )

ecPriv

getPublic( )

ecPub

getInstance("ECDSA", "CDCEC")

sig

initSign(ecPriv)

update(message)

sign( )

out
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GF2nField

mDegree : int
fieldPolynomial : Bit
*

string
fields :
*

ArrayList
matrices : ArrayList

getDegree() : int+
getFieldPolynomial() : Bit+ string
equals(gf2m : GF2nField) : boolean,
convert(elem : GF2nElement, B1 : GF2nField) : GF2nElement-
getRandomRoot(B0FieldPolynomial : Bit+ string) : GF2nElem...
computeCOBMatrix(B1 : GF2nField) : void-
computeFieldPolynomial() : void-
invertMatrix(matrix : Bitstring[]) : Bitstring[]
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GF2nONBField
�

mLength : int
mBit : int
mType : int
mMult[][] : int

GF2nONBField(deg : int)
�
getONBLength() : int+
getONBBit() : int+
getT+ ype() : int
modPolynom(a : long[], p : long[]) : long[]
modSquare(pol : long[], mod : long[]) : long[]
invMatrix(a : int[][]) : int[][]
getRandomRoot(B0FieldPolynomial : Bit+ string) : GF2nElem...
computeCOBMatrix(B1 : GF2nField) : void-
computeFieldPolynomial() : void-
elementOfOrder(k : int, p : int) : int,
computeT- ype() : int
computeMultMatrix() : void-
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GF2nPolynomialField
�

squaringMatrix : Bitñ string[]
isTrinomial : boolean = false
isPentanomial : boolean = false
tc : int
ò
pc[] : int = new int [3]ó

GF2nPolynomialField(deg : int)
�
GF2nPolynomialField(deg : int, file : boolean)
�
GF2nPolynomialField(deg : int, polynomial : Bit
�

string)
isTrinomial() : boolean
isPentanomial() : boolean
getT+ c() : int
getPc() : int[]+
getSquaringMatrix() : Bit+ string[]
getSquaringV+ ector(i : int) : Bitstring
getRandomRoot(B0FieldPolynomial : Bit+ string) : GF2nElem...
computeCOBMatrix(B1 : GF2nField) : void-
computeFieldPolynomial() : void-
computeSquaringMatrix() : void-
readFieldPolynomial() : boolean
testT
ò

rinomials() : boolean
testPent
ò

anomials() : boolean
testRandom() : boolean
ò
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GF2nElement

mDegree : int
mField : GF2nField

getDegree() : int+
getField() : GF2nField+
isZero() : boolean
isOne() : boolean
equals(other : GF2nElement) : boolean,
assignZero() : void)
assignOne() : void)
ZERO(f : GF2nField) : GF2nElement
ONE(f : GF2nField) : GF2nElement
*
RANDOM(f : GF2nField) : GF2nElement
copy() : GF2nElement-
add(other : GF2nElement) : GF2nElement)
subtract(other : GF2nElement) : GF2nElem...ñ
multiply(other : GF2nElement) : GF2nElement
square() : GF2nElementñ
squareRoot() : GF2nElementñ
invert() : GF2nElement
increase() : GF2nElement
convert(B1 : GF2nField) : GF2nElement-
trace() : int
ò
solveQuadraticEquation() : GF2nElementñ
toS
ò

tring(radix : int) : String
toS
ò

tring(radix : int, s : String) : String
toBigInteger() : BigInteger
ò
toByteArray() : byte[]
ò
testRightmostBitForP1363() : boolean
ò
testBit(index : int) : boolean
ò
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~ H�H43 � Ì �ùÂ2�AçhÂ M �IÂ ß �f�4Âø�P� 5 � S à ¸6�Z¥2� Â Ë0Ý � ¼f¬2¡�²%Ã§¨GÒG±é¤N�Z�«¦ª¢2¤N¦ªJ��`�ª���`��¢4�f� À��A¢4�dY
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GF2nONBElement
�

mLength : int
mBit : int
mPol[] : long

GF2nONBElement(gf2n : GF2nONBField, value : S
�

tring)
GF2nONBElement(gf2n : GF2nONBField, e : byte[])
�
GF2nONBElement(gf2n : GF2nElement)
�
GF2nONBElement(gf2n : GF2nONBField, val : BigInteg...
�
GF2nONBElement(gf2n : GF2nONBField, val : long[])
�
ONE(f : GF2nField) : GF2nElement
*
ZERO(f : GF2nField) : GF2nElement
RANDOM(f : GF2nField) : GF2nElement
copy() : GF2nElement-
assignZero() : void)
assignOne() : void)
assign(val : BigInteger) : void)
assign(val : long[]) : void)
assign(val : byte[]) : void)
toBigInteger() : BigInteger
ò
toByteArray() : byte[]
ò
isZero() : boolean
isOne() : boolean
equals(other : GF2nElement) : boolean,
add(other : GF2nElement) : GF2nElement)
multiply(other : GF2nElement) : GF2nElement
square() : GF2nElementñ
squareRoot() : GF2nElementñ
invert() : GF2nElement
increase() : GF2nElement
trace() : int
ò
solveQuadraticEquation() : GF2nElementñ
toS
ò

tring(radix : int) : String
testRightmostBitForP1363() : boolean
ò
testBit(index : int) : boolean
ò
getElementReverseOrder() : long[]+
getElement() : long[]+
reverseOrder() : void
setBit(index : int) : voidñ
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�2�f¬2�f¦�µ��Z�f���d�0�_���Z�£©_¯N¡ °%�f¡ Í1�41N� ¬A�A¢³¢4�d�ÿ�Õ�d¡���áNÈ6�ÅO4Ì43<�d�0� ¦�°2¡ �fÃ§»2�f�A¢Å¼d¬
À@K�I|µ�X ¤N¬A¦	X7� â�"Nâ ¨NÈ6�0á6�d¡����E�d¡��f¾

Q4Ë � O2Ì Â2�Î.0/21N� LN�0M4ÁA3 � B �N�4Â ß .6/21h� LN�NM /G��� 365 Í!�41N� ��36H �4Í ���ÎO4Ì43 à ©�È6�A¦�� ¡�¬A¨6� ÈN¡T±j²2¡
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.0/21N� L��0M4ÁA3 � B �N�4Â ß .0/41N� ÁA3 � B ���4ÂãÍ!��1N�!à ©�È6�A¦�� ¡�¬A¨6� ÈN¡�±j²2¡:�d�E���2�f¬2�f¦£µ��E�d���f�6��¤N¬A¦
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Ì ç�ç4�IÍ6� ß�M �IÍ�GP�4Â2�6Í4� ËãO2Ì43 à ¨NÈN��á6�d¡����E�d¡��T¢4�f�ª�^�f¡��lá6ÈN�£O2Ì�3��d�0� ¦�°2¡ �fÃ§»2�f�A¢_¼d¬:À@K�I|µ�X
¤�¬%¦	X7� â�"Nâ ¬2�A¢ÚÆW�f�E¦����Z»A�Å¢2�Z�P¦��f�Çµ��E�d���d�0��¼f¬{¾

Ì ç�ç4�IÍ6� ßä30H ��Í ���oO4Ì43 à ÆW�f�E¦���¢4�E�f¦��d� µ��E�d���f�6��¢2�d�Å�^�f¡���á6ÈN�ÚO2Ì�3�¼f¬{¾

Ì ç�ç4�IÍ6� ß ~ Ù Â4� ���oO4Ì43 à ¨NÈN��á6�d¡����E�d¡���¢2�d�³�Õ�d¡���áNÈ6�ÄO2Ì43��f�6�§¦�°A¡��PÃ§»2�d�A¢Ú¼f¬�]N�2K�I|µ�X
¤�¬%¦	X7� â�"Nâ ¬2�A¢ÚÆW�f�E¦����Z»A�Å¢2�Z�P¦��f�Çµ��E�d���d�0��¼f¬{¾

QAÌAÛhÜ2Ì Í2� 30H �4Í ��� Í2�6Â Á23 � B �N��Â ß à ¸6�Z¥4��¢4�f���Õ�d¡���¢4�E�f¦��f¦|µ��E�d���d�0� �f¦��E���f�Z�A�d� �EÈN�A¸�´
¿�¡ ¡§¤ID<¼d¬2¡ ²AÃ§¨T¾

Q4Ë � O2Ì Â2� 30H �4Í ��� Í2�6Â Á23 � B �N��Â�æ2� O � Ë ç�� LhË45 � Ë�ß à ¸N�E¥4�W¢4�f�<�^�f¡���¢4�E�f¦��f¦�µ��E�d���d�0���P¦
���`��á6�d¡�� ¤N¬A¦�Ã§»0� �d¡	JW�Z��È6¡ ¢2�0¬A�2¸��Z�Å�d�E�2�f�Ç�EÈN�2¸N´�¿�¡�¡§¤ID�¼f¬2¡ ²AÃ§¨T¾

QAÌAÛhÜ2Ì Í2� Ë � O � Ë çN� LNË�5 � Ë�ß à áN�d¡�� ¤N¬A¦ Ã§»6��¢4�E�:JW�Z��È6¡ ¢2�0¬A�2¸<¢4�Z�P¦��P¦	µ��E�d���d�0���P¦d¾
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GF2nPolynomialElement

bitstring : Bitstring

GF2nPolynomialElement(f : GF2nPolynomialField)
GF2nPolynomialElement(f : GF2nPolynomialField, value : String)
GF2nPolynomialElement(f : GF2nPolynomialField, rand : SecureRand...
GF2nPolynomialElement(f : GF2nPolynomialField, bs : Bitstring)
GF2nPolynomialElement(f : GF2nPolynomialField, bi : BigInteger)
GF2nPolynomialElement(f : GF2nPolynomialField, os : byte[])
GF2nPolynomialElement(f : GF2nPolynomialField, is : int[])
GF2nPolynomialElement(b : GF2nElement)
ONE(f : GF2nField) : GF2nElement
ZERO(f : GF2nField) : GF2nElement
RANDOM(f : GF2nField) : GF2nElement
copy() : GF2nElement
toString(radix : int) : String
toByteArray() : byte[]
toIntegerArray() : int[]
toBigInteger() : BigInteger
getBitstring() : Bitstring
toBitstring() : Bitstring
assignZero() : void
assignOne() : void
randomize() : void
randomize(rand : SecureRandom) : void
equals(b : GF2nElement) : boolean
isZero() : boolean
isOne() : boolean
testBit(index : int) : boolean
testRightmostBitForP1363() : boolean
addToThis(b : GF2nElement) : void
add(b : GF2nElement) : GF2nElement
increase() : GF2nElement
increaseThis() : void
multiplyThisBy(b : GF2nElement) : void
multiply(b : GF2nElement) : GF2nElement
multiplyThisClassicBy(b : GF2nPolynomialElement) : void
multiplyClassic(b : GF2nPolynomialElement) : GF2nPolynomialElement
invert() : GF2nElement
invertEEA() : GF2nPolynomialElement
invertSquare() : GF2nPolynomialElement
invertMAIA() : GF2nPolynomialElement
squareThis() : void
square() : GF2nElement
squareMatrix() : GF2nPolynomialElement
squareThisMatrix() : void
squareThisBitwise() : void
squareBitwise() : GF2nPolynomialElement
squareThisPreCalc() : void
squarePreCalc() : GF2nPolynomialElement
power(k : int) : GF2nPolynomialElement
gcd(b : GF2nPolynomialElement) : GF2nPolynomialElement
squareRoot() : GF2nElement
solveQuadraticEquation() : GF2nElement
trace() : int
halfTrace() : GF2nPolynomialElement
reduce() : void
reduceTrinomialBitwise(tc : int) : void
reducePentanomialBitwise(pc : int[]) : void
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¢4�d�:�Õ�d¡��|¢2�Z�P¦��P¦{µ��E�d���d�0� �f¦#�Z���f�Z�A�d�ø�2�d¬2�f�\J��`��´
¦���¡ �Z�2¸�¼f¬2¡�²%Ã§¨G¾
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Bitstring

len : int
blocks : int
value[] : int

Bitstring(length : int)
Bitstring(length : int, rand : SecureRandom)
Bitstring(length : int, value : String)
Bitstring(length : int, bs : int[])
Bitstring(length : int, os : byte[])
Bitstring(length : int, bi : BigInteger)
Bitstring(b : Bitstring)
getLength() : int
toIntegerArray() : int[]
toString(radix : int) : String
toByteArray() : byte[]
toBigInteger() : BigInteger
assignOne() : void
assignX() : void
assignAll() : void
assignZero() : void
randomize() : void
randomize(srandom : SecureRandom) : v...
equals(b : Bitstring) : boolean
isZero() : boolean
isOne() : boolean
addToThis(b : Bitstring) : void
add(b : Bitstring) : Bitstring
substractFromThis(b : Bitstring) : void
substract(b : Bitstring) : Bitstring
increaseThis() : void
increase() : Bitstring
multiplyClassic(b : Bitstring) : Bitstring
multiply(b : Bitstring) : Bitstring
karaMult(b : Bitstring) : Bitstring
mult128(a : int[], b : int[]) : int[]
mult64(a : int[], b : int[]) : int[]
mult16(a : short, b : short) : int
mult32(a : int, b : int) : int[]
remainder(g : Bitstring) : Bitstring
quotient(g : Bitstring) : Bitstring
divide(g : Bitstring) : Bitstring[]
gcd(g : Bitstring) : Bitstring
isIrreducible(r : int) : boolean
reduceN() : void
expandN(i : int) : void
squareThisBitwise() : void
squareThisPreCalc() : void
vectorMult(b : Bitstring) : boolean
xor(b : Bitstring) : Bitstring
xorThisBy(b : Bitstring) : void
setBit(i : int)
resetBit(i : int) : void
xorBit(i : int) : void
testBit(i : int) : boolean
shiftLeft() : Bitstring
shiftLeftThis() : void
shiftLeft(k : int) : Bitstring
shiftLeftAddThis(b : Bitstring, k : int) : void
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PolynomialGF2n

size : intñ

PolynomialGF2n(deg : int, elem : GF2nElement)
PolynomialGF2n(deg : int)
PolynomialGF2n(a : PolynomialGF2n)
PolynomialGF2n(polynomial : Bitstring, B1 : GF2nField)
assignZeroT) oElements() : void
size() : intñ
getDegree() : int+
enlarge(k : int) : void,
shrink() : voidñ
set(index : int, elem : GF2nElement) : voidñ
at(index : int) : GF2nElement)
isZero() : boolean
equals(b : PolynomialGF2n) : boolean,
add(b : PolynomialGF2n) : PolynomialGF2n)
scalarMultiply(s : GF2nElement) : PolynomialGF2nñ
multiply(b : PolynomialGF2n) : PolynomialGF2n
multiplyAndReduce(b : PolynomialGF2n, g : PolynomialGF2n) : PolynomialGF...
reduce(g : PolynomialGF2n) : PolynomialGF2n
shifñ tThisLeft(amount : int) : void
shifñ tLeft(amount : int) : PolynomialGF2n
divide(b : PolynomialGF2n) : PolynomialGF2n[]
�
remainder(b : PolynomialGF2n) : PolynomialGF2n
quotient(b : PolynomialGF2n) : PolynomialGF2n�
gcd(g : PolynomialGF2n) : PolynomialGF2n+
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�N� 30ÌNË Í2� ß �f�4Â Ü à á6�d¡ ¸N¡ ¯NÉ6�d¡���¢2¤6¦	X|È6�ZD��2È6�Ç¤�¬2±|¢4�E��ulèN�2¸N�ªÜ�×
ç �4Ë �f� Ü�ß à á6�d¡ ¨0�E�d�E�2�f¡��
¢2¤N¦
X
ÈN�ED��2ÈN�÷¤N¬4±G¢2�Z�	¨��Z�f�Z�%¦�� ��¯6¸N�E�EÃ§»A�WulèN�2¸N�6Ò�¢4�d��¤�¨0� ¬2�d�E�Z�f�

Ï£¡ ¤6¢!¾
çN�6Â ß �P�4Â��P� 5 � S�� .0/21�� ÁA3 � B �N�4Â�� 3 � B à ¦��v� ¼v�<¢4�d��©�È��dû�¼f�Z�f�0���d�q���Z�C¢4�d� À��%¢4�vY

�f� 5 � SC¤�¬4±�¢4�f�Ä�Õ�d¡���áNÈ6� � 3 � B�×
.0/21N� ÁA3 � B ���4Â Ì Â ß �P�4Â �P� 5 � S à ¸6�Z¥2�W�d�E�2��©_ÈN°A�Z��¢2�f¦�©�È��vû<¼f�Z�f�6� �d�<���Z��¢4�f� À��%¢4�vY

�f� 5 � S<¼d¬2¡ ²AÃ§¨T¾
~ H�H43 � Ì � �0ç�.�� Ë2H
ß à ¸N�E¥4� Â Ë0Ý � ¼d¬2¡ ²AÃ§¨TÒ{Æ��d�2��¤��E�E�C©�È����T¼d�E�d�0� �d�8¢2¤N¦�¶�¬2�E�Z�f�Z�f���f�0�

�d�0��»A¤N�`� �d�{Ò � Ì43 çN� ¦�È6�A¦��f¾
~ H�H43 � Ì �¹� �NÝAÌ43 ç ß�Ö2H43NÙ � HIB � Ì43 .0/41�� ~ à ¸6�Z¥2� Â Ë0Ý � ¼f¬2¡ ²AÃ§¨TÒ0Æ��d�A�Ú¢4�E�f¦��f¦�X
ÈN�ED��2ÈN�

¬2�A¢Ú¥³¢4�Z�:¸6�Z�f�EÃ§»A�d�Å©�È��vû<¼f�Z�f�6� �d�Ú¬2�A¢ÅulèN�2¸N�£»A¤N¥%�f�{Ò � Ì43 çN� ¦�ÈN�A¦��f¾
Ö2H43NÙ � HIB � Ì�3 .0/21N� Ì05�5
ß�Ö2H43NÙ � HIB � Ì�3 .6/21h� ~ à ¤6¢2¢4�E�d¡��ª¥8¼f¬8¢2�Z�P¦��f�ôX
ÈN�ED��2ÈN� ¬A�A¢

¸N�E¥4��¢2¤N¦	µ�¡�¸6�d¥2�2�«¦	�E�Ú�f�Z�A�d�Ç�A�d¬2�f�ÚX
È6�ZD��2È6� ¼d¬2¡ ²AÃ§¨T¾
Ö2H43NÙ � HIB � Ì�3 .0/21N�¹ç ÛNÌ�30Ì6Ë�R0ÝA3 ÂT� Q%3�Ù�ß .0/�1N� Á23 � B �h�4Â ç4à �\¬A�`� �Z°2�E�E¼d�E�d¡��ª¢4�E�f¦��f¦_X
ÈN�ED0´

�2ÈN� ���Z��¢4�f����¨h¤��«¤�¡ ç ¬A�A¢ã¸6�Z¥4��¢2¤N¦�µ�¡ ¸N�f¥2�2�«¦\�E�q�f�Z�2�f� �2�d¬2�f�qX
ÈN�ED��2ÈN�
¼d¬2¡ ²AÃ§¨T¾

Ö2H43NÙ � HIB � Ì�3 .0/21N� BAÝ%3 ÂT� Q%3NÙ�ß�Ö2H43NÙ � HPB � Ì43 .6/21�� ~ à �\¬2�Z���E°2�E�Z¼f�Z�f¡���¢4�E�f¦��f¦£X
ÈN�ED��2ÈN�
���Z� ~ ¬A�A¢Ú¸N�E¥4��¢2¤N¦	µ�¡ ¸N�f¥2�2�«¦��E�Ä�f�Z�2�f�Ç�2�f¬2�d�ÅX
ÈN�ED��2ÈN�Ç¼d¬2¡ ²AÃ§¨T¾

Ö2H43NÙ � HIB � Ì�3 .0/21N� BAÝ%3 ÂT� Q%3NÙ0s � 5 æ2� 56ÝGÛ � ß�Ö4H�3NÙ � HfB � Ì�3 .6/21h� ~ �ÅÖ4H43NÙ � HPB � Ì43 .6/21N�oÍTà
�\¬2�Z���E°2�E�Z¼f�Z�f¡��_¢2�Z�P¦��P¦	X|È6�ZD��2È6�Ç���Z� ~ Ò2¡��P¢4¬2¼f�Z�f¡���¢2¤6¦�µ�¡ ¸N�d¥A�2�E¦	��È4¢4¬2�EÈ Í ¬A�A¢
¸N�E¥4��¢2¤N¦	µ�¡�¸6�d¥2�2�«¦	�E�Ú�f�Z�A�d�Ç�A�d¬2�f�ÚX
È6�ZD��2È6� ¼d¬2¡ ²AÃ§¨T¾

Ö2H43NÙ � HIB � Ì�3 .0/21N� Ë � 5NÝTÛ � ß�Ö4H43NÙ � HPB � Ì43 .0/41��oÍGà ¡ �f¢2¬2¼d�E�d¡��^¢4�E�f¦��f¦�X|È6�ZD��2È6� ��ÈN´
¢4¬2�EÈ Í ¬2�A¢Ú¸N�E¥4��¢2¤6¦	µ�¡ ¸N�d¥A�2�E¦	�E�Å�d�E�2�d�Ç�2�d¬2�f�ÅX|È6�ZD��2È6� ¼d¬A¡�²AÃ§¨T¾

Ö2H43NÙ � HIB � Ì�3 .0/21N�¹ç � ���0Â t � �6Â ß �P�4Â ÌIBTH�Ý �4ÂTà ¦ Ã§»2�E�d¥4�W¢2�Z��©_È��vû<¼d�E�d�0� �d�<¢4�E�f¦��f¦�X
ÈN´
�ZD��2È6��¦l¬2�÷ÌIBGHNÝ �4Â �0���f�Z�E�d�\�A¤NÃ§»:�E�Z�A¨�¦l¬2�A¢ª¸6�Z¥4�
¢2¤N¦{µ�¡�¸6�d¥2�A�E¦l�Z���f�Z�A�d�ø�2�d¬2�f�
X|È6�ZD��2È6� ¼d¬A¡�²AÃ§¨T¾

ç � ���6Â Ø0� �0ç t � �0Â ß �P��Â ÌIBTH�Ý �4ÂTà ¦ Ã§»2�E�d¥4�l¢2�Z��©_È��vû<¼d�E�d�0� �d�ª¢4�Z�P¦��P¦!X
ÈN�ED��2ÈN�<¦T¬2� ÌIBGHNÝ �4Â�0���f�Z�E�d�Å�A¤6Ã§»Ä�E�Z�A¨�¦f¾
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Ö2H43NÙ � HIB � Ì43 .0/21N� ���q5 � O � 5 � ß�Ö2H43NÙ � HIB � Ì03 .0/�1N� ~ à ¢4�Eá��E¢2�Z�f¡��l¢4�E�f¦��f¦{X|È6�ZD��2È6�®¢4¬A¡ Ã§»
~ ¬A�A¢ø¸N�E¥4��¢2¤N¦�µ�¡�¸6�d¥2�A�E¦Å�E� �d�E�2�d� �2�d¬A�d� ¿�¡ ¡ ¤IDù¤N¬A¦�K�X
ÈN�ED��2ÈN���f�®¼f¬4´
¡ ²AÃ§¨T¾Õ·_�d¡Uö_¬2ÈN���E�d�0�\­A�%¢4�v�C¦��EÃ§»ã�E�qÖ2H43NÙ � HIB � Ì43 .0/21N� ���0�Ä¬2�A¢q¢2�d¡<r��f¦����Z�
Ö2H43�Ù � HIB � Ì43 .0/21�� �v�f��×

Ö2H43NÙ � HIB � Ì43 .0/21N� Ë � BTÌ �P� 5 � Ë�ß�Ö2H43NÙ � HPB � Ì43 .N/21�� ~ à ¢4�Eá0�«¢4�E�d¡��l¢4�E�f¦��f¦!X
ÈN�ED��2ÈN�ø¢4¬2¡§Ã§»
~ ¬2�%¢Ä¸6�Z¥2��¢4�d�³r��P¦����E�Ú�f�Z�A�d�Ç�A�d¬2�f�ÚX
È6�ZD��2È6���«¤��T¼f¬2¡�²%Ã§¨G¾

Ö2H43NÙ � HIB � Ì43 .0/21N� �6ÝAH ÂG���N�4Â ß�Ö2H43NÙ � HIB � Ì03 .0/�1N� ~ à ¢4�Eá��E¢2�Z�f¡��l¢4�E�f¦��f¦{X|È6�ZD��2È6�®¢4¬A¡ Ã§»
~ ¬2�%¢Ä¸6�Z¥2��¢4�d��ö_¬2ÈN���E�d�0���f�Ä�E�Å�d�E�2�d� �A�d¬2�f�ÚX
È6�ZD��2È6���«¤��!¼f¬2¡ ²AÃ§¨T¾

Ö2H43NÙ � HIB � Ì43 .0/21N�oÍ Û�5�ß�Ö2H43NÙ � HIB � Ì43 .0/41N�qÍTà ¥%�f¡��PÃ§»2�2�v�l¢2�d�ª¸N¡ ¯NÉN���d�£¸N�f���d�E�A¦�¤N���d�
º#�d�E�Z�f¡�¸6Ãd¢�á6ÈN��¢2�Z�P¦��f� X
ÈN�ED��2ÈN�÷¬A�A¢ Í ¬2�A¢�¸6�Z¥4��¢A¤N¦
µ�¡ ¸N�f¥2�2�«¦
�Z���d�E�2�f� �2�f¬4´
�d�ÅX
ÈN�ED��2ÈN�Ç¼d¬2¡ ²AÃ§¨T¾

ýÚþ�� ÿ��7ÿ����Sÿ����Mÿh�_�
���>�	��� %(�!������&m�T$
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ECNRSignature

mS : BigInteger
mW : Point
mSize : int
mParams : ECParameters
mR : BigInteger
mG : Point
rLength : int
mKey : ECNRKeyInterface
mSecureRandom : SecureRandom
md : MessageDigest

ECNRSignature()
engineInitSign(privateKey : PrivateKey) : void,
engineInitSign(privateKey : PrivateKey, , random : SecureRandom) : v...
engineInitV, erify(publicKey : PublicKey) : void
engineSign() : byte[],
engineSign(outbuf : byte[], of, fset : int, len : int) : int
engineUpdate(b : byte) : void,
engineUpdate(b : byte[], of, f : int, len : int) : void
engineV, erify(sigBytes : byte[]) : boolean
makeDigest(m : byte[]) : byte[]
getBytes(big : BigInteger) : byte[]+
engineSetParameter(p, aram : String, value : Object) : void
engineGetParameter(p, aram : String) : Object

·_�E��©ª�«¤N¦ ¦���Á ê � æ å �IÍ6� Ì Â Ý4Ë � �f¡�¥4�ªáNÈ6��¢4�f¡£¤N¥A¦�� ¡ ¤N¨0���d�^©ª�E¤6¦�¦���å �IÍ6� Ì Â Ý4Ë � ¬2�A¢
¦����f�Z�Z��¢4�Z�^I2¬2�A¨6� �ZÈ6�A¤��E�Z� èh��¢4�f¡L���E¸N�A¤���¬2¡��A¤6Ã§»C¶�D�¥%�f¡�¸�¬2�A¢Är�¬2�d°A°%�f�%¼f¬2¡W½��f¡�±j²A¸N¬2�2¸%¾
b�cfcdehgji
klcPmGn
M �IÍHGP��Â2�6Í2� Ë�BTå�¢4�f¡�°2¡ �Záh¤h� ���4Ã§»2�E²A¦�¦��d�!¼f¬2�Çµ�¡�¼f�d¬2¸6�d�Ú�d�E�2�d¡C���E¸N�%¤h��¬A¡
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Ö2H �P��Â B2¡¹¢4�f¡�¯��T�d�0���E�«Ã§»2���4Ã§»2�E²A¦�¦��d�!¼f¬2¡�½��f¡��Z­A¨h¤h� �ZÈ6�Ä�f�Z�2�f¡C���E¸N�A¤���¬2¡
�P�4Â BTå ��p4� »A¤N�Z¥G�:ulè��A¸N�:¢4�d¡	±j�f¡�� �Z¸6�d�J���E¸N�A¤���¬2¡
Á ê Ö2ÌNË2ÌIB �6Â4� Ë ç B%Ö2Ì6Ë2ÌPB ç ¥%�f��¬4��¼d���:µL¢¹·�È6�<¤��E�2°A¤�¡§¤����d���d¡
M �IÍHGf�4Â2�6Í2� Ë�B æ µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡	¡
Ö2H �P��Â B . µL¢¹·_ÈN�<¤��E�2°A¤N¡ ¤N���d���f¡�Ï
�P�4Â Ë4t ���4Í�Â �ÎJ��Z���«è��2¸6�ªáNÈN��B æ
Á ê � æ £2� Ù GP��Â2� Ë � Ì2Û � B £2� Ùo¥G�d��¬4� ¼v� �d¡�µL¢�¶_r	´��4Ã§»2�E²A¦�¦��d�
å � ÛIÝ�Ë �6æ Ì � 54HIBqBTå � ÛIÝ�Ë �6æ Ì � 54HIBklG¬4±é¤N�Z�«¦ 3 ¬A�d�E�Z�6ÒP¦�� ¤N�A¢2¤�¡§¢4�<è�É6�Z¸�å�¤�s{�dÖ æ � . ÆW�f�2�ª¥%�f�

¢4�d¡�À��A�`� �E¤N�Z�«¦��E�d¡ ¬2�2¸�¨N�f�Z�A�ª¤N�A¢4�f¡��:¤��A¸N�d¸6�d¥G�d�ÚÆ��Z¡§¢!¾
R �Aç�ç Ì Í2� , �PÍ2�AçhÂ BG5Î¥G�d��¬4��¼d����¶_¤NÃ§»2¡ �EÃ§»0� �d�ÄÊ_¤N¦�»4±j¬2�2¨0� �ZÈ6�{Ò2�d�E�2�ªÀ��A¦�� ¤N�2¼:áNÈ6�Åå�¤�s
w m0cPx#y{z|m�}�n
Á ê � æ å �IÍ0� Ì Â Ý4Ë � ß à ©_ÈN�A¦���¡ ¬2¨0��È6¡<±j²2¡Ú�d�E�2���A�d¬2�^À��A¦��§¤��2¼6Ò�Æ��d�«Ã§»2��á6ÈN¡ÄJ��f�0¬2��¼d¬A�2¸

�2È4Ã§»Ú�E�2�Z���«¤��E�E¦��E�d¡��	Æ��d¡§¢4�f�Ä��¬A¦�¦f¾
�N�4ÍT�f�A�-GP�!�PÂ å �IÍ0� ß�Ö0Ë � O2Ì Â4��£4� Ù�Q4Ë � O2Ì Â2�	£2� Ù à �E�2�`� �E¤N�Z�«¦��Z�f¡��l¢4�E��À��A¦�� ¤N�2¼�¼d¬2�¥���E¸N�2�E�v´
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�N�4ÍT�f�A�-GP�!�PÂ å �IÍ0� ß�Ö0Ë � O2Ì Â4��£4� Ù�Q4Ë � O2Ì Â2�	£2� Ù��Uå � ÛIÝ4Ë �6æ Ì � 5�HIBùË4Ì � 54HIB à �E�2�`� �E¤N�Z�«¦��Z�f¡��

¢4�Z�qÀ��A¦��§¤��2¼�¼f¬2�¦�4�Z¸6�2�Z�f¡��f�®¬A�A¢�²2¥G�d¡ ¸N�E¥4��¢4�d��¼f¬ ¥%�f�0¬2��¼d�f�A¢4�f�ø°A¡��Eáh¤h���f��4Ã§»2�E²A¦�¦��d�TQ4Ë � O2Ì Â2��£2� Ù�¬2�%¢Ú¢2�Z�<lG¬2±é¤��E�E¦ 3 ¬2�d�E�Z�ªË2Ì � 5�HIB�×
�N�4ÍT�f�A�-GP�!�PÂ1�2� Ë ��� Ù�ß�ÖNÝ ~ 3 � Û £2� Ù�Q�Ý ~ 3 � Û £2� Ù à �E�2�`� �E¤N�Z�«¦��Z�f¡��_¢2�Z��À��A¦��§¤��2¼\¼d¬2�ÿ½��d¡ �Z´

­A¼d�E�d¡ �d�ª¬2�A¢ª²A¥%�f¡�¸6�Z¥4�l¢2�d�:¼d¬ª¥G�d��¬4� ¼d�d�%¢4�d�:¯	�G�f�6� �Z�«Ã§»2�f�T�4Ã§»2�E²A¦�¦��d�IQ�Ý ~ 3 � Û £2� Ù�×
~ Ù Â2� ��� �N�4ÍT�f�A� å �IÍ6� ß à �d¡ ¼d�f¬2¸��Ú¢4�Z�§���E¸N�A¤���¬2¡Ä¬2�A¢ ¸6�Z¥4�Å¢2¤N¦Uµ�¡ ¸N�d¥A�2�E¦U�Z�¹�d�E�2�d�

¥0D0� �v´�¿�¡ ¡ ¤ID<¼f¬2¡�²%Ã§¨G¾
�P�4Â®�N�4ÍG�P�A� å �PÍ0� ß ~ Ù Â2� ���oHNÝ Â ~ Ý � � �f�4Â H �1�%çN�NÂ � �P�4Â 3 �N�Tà �f¡�¼f�d¬2¸N�W¢4�E�����E¸N�A¤�´

��¬2¡PÒ2�E�d¸���¦��Z�ª�E�Ú¢4�f�Ç²2¥G�d¡ ¸N�f¥%�f�2�d�Ú¥�D0���v´�¿�¡ ¡§¤ID<HNÝ Â ~ Ý � ¤N�Ú¢4�f¡7�0���f�Z�E�\H � �%çN�6Â
¤�¥Ú¬2�A¢C¸6�Z¥2��¢2�Z�ª¿��2¼P¤�»2�{¢2�d¡	¸N�P¦�Ã§»2¡ �E�d¥G�d�2�f�UJ�D6� �f¦�¼d¬A¡�²AÃ§¨T¾�3 �N� ¸6�Z¥2��¢2�Z�ª¿��4´
¼f¤�»A�2¢4�d¡��E�CH�Ý Â ~ Ý � ±j²A¡�¢4�Z�C�4�Z¸6�A¤h� ¬2¡�¡��P¦��f¡�á��E�d¡����f�\J�D6� �f¦�¤N�{¾�I%¤��E�E¦�¢2�Z�P¦��	�2�«Ã§»0�
¤�¬A¦�¡��f�EÃ§»A�d�Å¦�È6�Z�Z���6Ò4Æ��Z¡§¢U�f�Z�A�\å �IÍ0� Ì Â Ý4Ë � Á�S%Û � Q Â%� H � ¸N�fÆWÈ6¡�±j�f�{¾

�N�4ÍT�f�A��¨ Q25�Ì Â2� ß ~ Ù Â4� ~ à ±j²2¸��£¢2¤N¦_JWD0� � ~ ¼f¬�¢4�d�³¼f¬�¦��Z¸6�2�Z�f¡��f�A¢4�f�ÚÈ4¢4�f¡�á6�d¡ �`­A¼f�Z�d´
¡��f�A¢4�d�³·£¤h� �d�Å»2�E�2¼d¬{¾

�N�4ÍT�f�A��¨ Q25�Ì Â2� ß ~ Ù Â4� �>� ~ � �f�4Â H �1� � �P�4Â 3 �N�Tà ±j²2¸N��3 �N� J�D0���P¦W¤N¬A¦�¢4�d� J�D0���d´
¿�¡ ¡ ¤ID ~ ¤N¥Å¢2�d¡��0� �d�E�Z��H �1�%çN�6Â ¼d¬�¢4�f�Ú¼f¬�¦��E¸N�A�Z�f¡��f�A¢4�d�ÅÈ4¢4�f¡�áN�f¡��Z­A¼d�E�d¡ �d�%¢4�d�
·_¤����d�Å»2�E�2¼f¬{¾

~ H�H43 � Ì �¹�N��ÍT�P�A���4� Ë ��� Ù�ß ~ Ù Â2� ��� ç4�IÍ M�Ù Â2�Aç4à ²2¥G�d¡ °2¡ ²4± �C¢4�Z�Å�E� ç��IÍ M4Ù Â4�Aç ²2¥G�d¡�´
¸N�d¥G�d�A�����E¸N�A¤���¬2¡�¤�¬4±�Ï£²2�Z���E¸N¨6�d�Z�\¬2�A¢8¸6�Z¥4� Â Ë0Ý � ¼f¬2¡ ²AÃ§¨TÒl±é¤N�Z�«¦\¢4�E�����E¸N�%¤h��¬A¡
¸N²2�Z���E¸<�E¦��fÒ � Ì43 çN� ¦�È6�A¦��P¾
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ECNRKeyPairGenerator

mSecureRandom : SecureRandom
mParams : ECParameters

initialize(params : AlgorithmParameterSpec, random : SecureRandom) : v...
initialize(size : int, random : SecureRandom) : void
generateKeyPair() : KeyPair+

·_�E��©ª�«¤N¦ ¦��ªµL¢�¶_r�©ª�dD�X�¤��E¡§Ï£�f�2�d¡§¤h� ÈN¡�¢4�E�d�0�£¼d¬2� µ�¡ ¼d�d¬A¸N�d�³á6ÈN�³�2�f¬2�d�³µª¢�¶�r�2Ã§»2�Z²%¦�¦��d�E°A¤N¤N¡��f�{¾
b�cfcdehgji
klcPmGn
å � ÛIÝ4Ë �6æ Ì � 5�HIB�BTå � ÛIÝ4Ë �Næ Ì � 54HPBùö_¬A�d�E�Z�£±j²2¡^lT¬4±é¤��E�E¦�¼f¤N»2�E�d�
Á ê Ö2Ì6Ë4ÌIB �6Â2� Ë ç B%Ö4Ì6Ë2ÌIB ç µL¢®·_ÈN�<¤��E�2°A¤N¡ ¤N���d���f¡
Þ��v��»AÈ�¢2�d�S«
�P�!�IÂT� Ì43 ��p4� ß�sA3 Í HNË �PÂ �hB%Ö2Ì�Ë2ÌPB ��Â2� Ë�åNQ � Û�QAÌNË2ÌIB ç �Åå � ÛIÝ4Ë �Næ Ì � 54HPBùË2Ì � 54HIB à �E�2�Z���«¤h´

�E�E¦��Z�f¡���¢4�E�ÄÀ��A¦�� ¤N�2¼U���Z��¢2�d�ã²2¥G�d¡ ¸N�f¥%�f�2�d�osA3 Í H6Ë �IÂ �NB%Ö2Ì6Ë4ÌIB �NÂ4� Ë4åNQ � Ûh¦dÒ{¢4�E�
�d�E�2�oÀ��A¦��§¤��2¼qáNÈN� Á ê Ö2Ì6Ë4ÌIB �6Â2� Ë2åNQ � Û8¦��d�E� �\²A¦ ¦��d�÷¬2�%¢÷¢4�d¡qlG¬4±é¤N�Z�«¦ 3 ¬2�f�Z�E�
Ë2Ì � 54HIB�×

�P�!�IÂT� Ì43 ��p4� ß �P�4Âùç4��p4� ��å � ÛIÝ4Ë �Næ Ì � 54HPBùË2Ì � 54HIB à �E�2�Z���«¤��E�E¦��Z�f¡��l¢2�Z��À��A¦�� ¤N�2¼����`�|¢4�d¡
²2¥G�d¡ ¸N�f¥%�f�2�d�ÅJ��`� �EèN�2¸N� ç4��p�� ¬A�A¢Å¢4�d¡�lG¬2±é¤��E�E¦ 3 ¬2�d�E�Z�ªË2Ì � 5�HIB�×

£2� Ù�Ö2Ì � Ë Í2�N�A� Ë2Ì Â2��£4� Ù�Ö2Ì � Ë�ß à �d¡ ¼d�d¬A¸��U�f�Z�ù�A�d¬2�P¦D�4Ã§»A�Z²A¦ ¦��d�E°A¤N¤N¡C¥%�P¦�� �d»2�f�A¢ù¤N¬A¦
Á ê � æ Ö�Ë � O4Ì Â2��£2� Ù\¬2�A¢ÚÁ ê � æ Ö0Ý ~ 3 � Û £2� Ù\¬2�A¢Ú¸N�E¥4���f¦	¼f¬2¡ ²AÃ§¨T¾

���>�	�Kë %(�!���{ì(��&!¬|ð�'
'�©|'Tî

ECNRPrivateKey

mS : BigInteger
mQ : BigInteger
mR : BigInteger
mK : BigInteger
mE : EllipticCurve
mG : Point
mParams : ECParameters

ECNRPrivateKey(s : BigInteger, params : ECParameters)
ECNRPrivateKey(s : BigInteger, q : BigInteger, E : EllipticCurve, G : Point, r : BigInteger, k : BigInteger)
getS() : BigInteger­
getAlgorithm() : S­ tring
getFormat() : S­ tring
getEncoded() : byte[]­
toS
®

tring() : String
getParams() : ECParameters­
·_�E��©ª�E¤6¦�¦��_µª¢�¶�r�X�¡ �EáI¤����P©ª�dDÄ¦�°G�d�«Ã§»2�d¡����d�E�2�d�Å°2¡ �Záh¤����d�ÚµL¢�¶_rV�2Ã§»2�Z²%¦�¦��d�>¾

0�a



b�cdcfehgji
klcPm%n

M �IÍH¯f�4Âm°6Ím° Ë�BTåÎ¢4�d¡�°A¡��Eáh¤h�����4Ã§»A�Z²A¦ ¦��d�>Ò!ú�±>B�±³²
M �IÍH¯f�4Âm°6Ím° Ë�B 5 ¢4�E�<¢W»A¤�¡§¤�¨0���f¡��«¦����E¨�¢2�f¦�¥G�d��¬4� ¼v���f�³©�¯6¡�°G�d¡§¦dÒ2=N?
M �IÍH¯f�4Âm°6Ím° Ë�B æ ¢4�E��]_¡ ¢4��¬2�A¸�¢4�P¦	µ�¡ ¼d�d¬A¸N�d¡§¦�7
M �IÍH¯f�4Âm°6Ím° Ë�B £ ¢4�d¡�©_È�±é¤N¨0��ÈN¡

ÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° B%Á ¥G�d��¬4��¼d���:µ��E�E�Z°4� �E¦ Ã§»2��©ª¬2¡ áN�
Ö2H �P��Â B . µ�¡ ¼d�f¬2¸N�f¡�¢4�d¡�X�¬2�2¨0���f¸N¡ ¬2°2°G�

Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç B%Ö2Ì6Ë2ÌPB ç µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡

w m0cPx#y{z|m1´�n
Á ê � æ Ö�Ë � O2Ì Âm°�£m° Ù�ß�M �IÍ-¯P��Â!°6Í!° Ë ç �ÅÁ ê Ö4Ì6Ë2ÌIB °NÂm° Ë ç QAÌ6Ë2ÌPB ç4à �d¡ ¼d�d¬A¸��C�d�E�2�f� �2�d¬4´

�d�ù°2¡ �EáI¤����f���4Ã§»2�E²A¦�¦��d�_���`�Ú�^�f¡�� ç ¬2�%¢ù¢4�d� ²A¥%�f¡�¸6�d¥G�d�2�f�ùµL¢WX�¤�¡§¤����v� �d¡§¦
Q2Ì6Ë2ÌIB ç ×

Á ê � æ Ö�Ë � O2Ì Âm°�£m° Ù�ß�M �IÍ-¯P��Â!°6Í!° Ë ç �³���ÚÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° Á��ÅÖ2H �P��Â®. �ÚM �IÍH¯P�4Â!°6Ím° ËÎË��ÅÜ à
�d¡ ¼d�d¬A¸��_�f�Z�A�d���2�f¬2�d��°2¡��Eáh¤h� �d���4Ã§»A�Z²A¦ ¦��d�l���Z�£�Õ�d¡�� ç ¬2�%¢�¢4�d��²2¥%�f¡�¸6�d¥G�d�2�f�
µL¢®·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡ �U�GÒ2ÁTÒ . Ò4ËU¬2�A¢ÚÜ�×

M �IÍH¯f�4Âm°6Ím° Ë Ím°6Â å
ß à ¸N�E¥4��¢4�d�Å�Õ�d¡�� ç ¢4�P¦7�4Ã§»�²A¦�¦��d�«¦�¼d¬2¡ ²AÃ§¨T¾
å Â Ë �f�4Í Ím°6Â s23 Í H6Ë �PÂ �NB	ß à ¸6�Z¥2�£¢4�f��¶�¤����f��¢4�f¦�¼d¬�¢4�E�f¦��d�µ�4Ã§»2�E²A¦ ¦��f�l¸N�f»2¯N¡ �d�%¢4�d�

¿��E¸NÈN¡ �Z��»2��¬A¦Z¶PÁ ê � æ�· ¼d¬A¡�²AÃ§¨T¾
~ Ù Âm° ��� Ím°6Â Á � ÛNH05 ° 5�ß à ¸N�E¥4��¢4�f�j�4Ã§»2�E²A¦�¦��d�!¨6È4¢4�Z�f¡����A¤6Ã§»ÄÖ £4ê å ¸ � ¼f¬2¡�²%Ã§¨G¾
å Â Ë �f�4Í Ím°6Â�/ H6Ë�BTÌ Â ß à ¸6�Z¥2��¢A¤N¦¹I2È6¡��<¤���¢2�d¡�©_È�¢2�Z�f¡�¬2�A¸N¶PÖ £4ê å�¸ ��· ¼d¬A¡�²AÃ§¨³¾
å Â Ë �f�4Í Â H�å Â Ë �P�4Í ß à ¸N�E¥4�W�f�Z�2�f�C¢4�d� �Õ�d¡���¢4�P¦M�4Ã§»A�Z²A¦ ¦��d�«¦��d�0�§¦�°2¡ �fÃ§»A�d�A¢4�f�b�0��¡ �E�2¸

¼d¬2¡ ²AÃ§¨T¾

Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç^Ím°6Â Ö2ÌNË2ÌIB ç ß à ¸N�E¥4�#¢4�E��¼d¬�¢4�E�f¦��d�V�4Ã§»2�E²A¦ ¦��f��¸N�f»2¯N¡ �d�A¢2�d�£Á ê Ö2Ì6Ë2ÌPB °6Âm° Ë ç
¼d¬2¡ ²AÃ§¨T¾
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ECNRPublicKey

mQ : BigInteger
mK : BigInteger
mR : BigInteger
mE : EllipticCurve
mG : Point
mParams : ECParameters
mW : Point

ECNRPublicKey(w : Point, params : ECParameters)
ECNRPublicKey(W : Point, q : BigInteger, E : EllipticCurve, G : Point, r : BigInteger, k : BigInteger)
getW() : Point
getAlgorithm() : String
getFormat() : String
getEncoded() : byte[]
getParams() : ECParameters
toS
À

tring() : String
filterByteArray(barray : byte[]) : byte[]

·_�E��©ª�E¤6¦�¦��_µª¢�¶�r�X�¡ �EáI¤����P©ª�dDÄ¦�°G�d�«Ã§»2�d¡����d�E�2�d�Å¯��T�d�0� �Z�«Ã§»2�d�ÚµL¢�¶_rV�2Ã§»2�Z²%¦�¦��d�>¾
b�cfcdehgji
klcPmGn
Ö2H �P�4Â B2¡¹¢4�d¡�¯	�G�f�6� �Z�«Ã§»2���4Ã§»2�E²A¦ ¦��f�
M �IÍH¯P��Âm°6Ím° Ë�B 5 ¢4�E�<¢W»A¤�¡§¤�¨0� �d¡ �E¦����E¨C¢4�f¦	¥G�d��¬4� ¼v� �d��©_¯N¡ °%�f¡ ¦fÒ�=N?
M �IÍH¯P��Âm°6Ím° Ë�B æ ¢4�E��]_¡ ¢2�0¬A�2¸<¢4�f¦	µ�¡ ¼d�f¬2¸N�f¡ ¦	7
M �IÍH¯P��Âm°6Ím° Ë�B £ ¢4�f¡�©�ÈN±é¤�¨0��È6¡
ÁA3�3 � Q ÂT� Û ê Ý�Ë�O ° BAÁÎ¥G�d��¬4� ¼v���:µ��Z�E�Z°2���«¦�Ã§»2��©ª¬2¡�á6�
Ö2H �P�4Â B . µ�¡�¼f�d¬2¸6�d¡�¢4�f¡�X�¬2�2¨0���f¸N¡ ¬2°2°G�
Á ê Ö2Ì6Ë4ÌIB °6Âm° Ë ç B%Ö4Ì6Ë2ÌIB ç µL¢®·_ÈN�<¤��E�2°A¤N¡ ¤N���d���f¡
w m6cPx#ylz#m1´Wn
Á ê � æ Ö6Ý ~ 3 � Û £m° Ù�ß�Ö4H �f�4Â ¡W�ÅÁ ê Ö4Ì6Ë2ÌIB °NÂm° Ë ç QAÌ6Ë2ÌPB ç4à �d¡ ¼d�d¬A¸��!�d�E�2�d�:�A�d¬2�f�£¯	�G�f�0��´

�E�EÃ§»2�f�b�4Ã§»2�E²A¦ ¦��f�A���`�	�Õ�d¡�� ç ¬A�A¢C¢4�f�C²2¥G�d¡ ¸N�d¥G�d�A�d�<µL¢WX�¤�¡§¤����d���d¡§¦�QAÌ6Ë2ÌIB ç ×
Á ê � æ Ö6Ý ~ 3 � Û £m° Ù�ß�Ö4H �f�4Â ¡W�ÚM �IÍ�¯P�4Âm°6Í!° ËÎ���ÅÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° Á��ÅÖ2H �P��Âù. �ÅM �IÍH¯P�4Â!°6Ím° ËoË��³Ü à

�d¡ ¼d�f¬2¸����f�Z�A�d�³�2�f¬2�d�³¯	�G�f�6� �Z�«Ã§»2�f�J�2Ã§»2�Z²%¦�¦��d�{���Z���Õ�d¡�� ç ¬2�%¢�¢4�d�Å²2¥G�d¡ ¸N�f¥%�d´
�2�f�Úµª¢ù·_ÈN�<¤��E�2°A¤N¡ ¤N���v���f¡��Ú�GÒ4ÁGÒ . Ò2ËU¬2�A¢ÚÜ�×

Ö2H �P�4ÂùÍm°NÂ ¡�ß à ¸6�Z¥2��¢2�d�Å�^�f¡��¹¡Ú¢4�f¦C�2Ã§»0²%¦�¦��d�«¦�¼d¬2¡ ²AÃ§¨T¾
å Â Ë �P��Í Ím°6Â sA3 Í H6Ë �IÂ �NB	ß à ¸N�E¥4�_¢4�f��¶�¤N���f��¢4�f¦�¼d¬�¢2�Z�P¦��f�Á�4Ã§»A�Z²A¦ ¦��d�{¸6�d»2¯6¡��f�A¢4�d�

¿��E¸NÈ6¡��Z��»A�\¬A¦Z¶PÁ ê � æ	· ¼f¬2¡ ²AÃ§¨T¾
~ Ù Âm° ��� Ím°6Â Á � ÛNH05 ° 5
ß à ¸6�Z¥2��¢4�d�J�4Ã§»2�E²A¦ ¦��f�!¨NÈ4¢4�E�d¡��	�%¤NÃ§»ÚÖ £4ê å ¸ � ¼f¬2¡ ²AÃ§¨T¾
å Â Ë �P��Í Ím°6Â�/ HNË�BTÌ Â ß à ¸N�E¥4��¢2¤N¦¹IAÈN¡ �<¤h��¢4�d¡�©_È4¢4�E�d¡ ¬2�2¸�¶PÖ £4ê å ¸ ��· ¼f¬2¡�²%Ã§¨�¾
å Â Ë �P��Í Â H�å Â Ë �P�4Í ß à ¸N�E¥4���f�Z�A�d�U¢4�f� �^�f¡��W¢2�f¦ª�4Ã§»2�E²A¦�¦��d�«¦��f�0� ¦�°2¡��PÃ§»2�d�%¢4�d�E�0� ¡��E�2¸

¼d¬A¡�²AÃ§¨T¾

0	0



Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç^Ím°6Â Ö2ÌNË2ÌIB ç ß à ¸N�E¥4�#¢4�E��¼d¬�¢4�E�f¦��d�V�4Ã§»2�E²A¦ ¦��f��¸N�f»2¯N¡ �d�A¢2�d�£Á ê Ö2Ì6Ë2ÌPB °6Âm° Ë ç
¼d¬2¡ ²AÃ§¨T¾

ÂÄÃ@Å ÆÈÇ�ÆjÉ � ÆjÉ � ÆMÇNÊ¹Ë
ºV»Kë¹»@Ì %��HÍ��HÎ(�h½m�HÏ
ð�'S (�(¿

ECDSASignature

mS : BigInteger
mW : Point
mSize : int
mParams : ECParameters
mR : BigInteger
mG : Point
rLength : int
mKey : ECNRKeyInterface
mSecureRandom : SecureRandom
md : MessageDigest

ECDSASignature()
engineInitSign(privateKey : PrivateKey) : void,
engineInitSign(privateKey : PrivateKey, , random : SecureRandom) : v...
engineInitV, erify(publicKey : PublicKey) : void
engineSign() : byte[],
engineSign(outbuf : byte[], of, fset : int, len : int) : int
engineUpdate(b : byte) : void,
engineUpdate(b : byte[], of, f : int, len : int) : void
engineV, erify(sigBytes : byte[]) : boolean
makeDigest(m : byte[]) : byte[]
getBytes(big : BigInteger) : byte[]+
engineSetParameter(p, aram : String, value : Object) : void
engineGetParameter(p, aram : String) : Object

·_�Z�:©ª�«¤N¦ ¦���Á ê ,2å6s4å �IÍ0� Ì Â Ý4Ë ° �d¡ ¥4�Wá6ÈN�Ú¢4�d¡	¤�¥A¦���¡§¤�¨0� �d�U©ª�«¤N¦ ¦��ªå �PÍ0� Ì Â Ý�Ë ° ¬A�A¢
¦����f�Z�Z��¢4�E�NI2¬2�2¨0� �ZÈ6�A¤��E�`�§èh�	¢4�d¡¹���E¸N�A¤���¬2¡W�A¤NÃ§»U¶�D�¥%�f¡�¸�¬A�A¢Ur�¬A�d°2°G�d�T¼d¬A¡W½��f¡�±j²2¸6¬2�2¸%¾
b�cdcfehgji
klcPm%n
M �IÍH¯f�4Âm°6Ím° Ë�BTåÎ¢4�d¡�°A¡��Eáh¤h�����4Ã§»A�Z²A¦ ¦��d�!¼d¬A�Çµ�¡ ¼d�f¬2¸N�f�Ä�f�Z�2�f¡C���E¸N�A¤���¬2¡
Ö2H �P��Â B2¡¹¢4�f¡�¯��T�d�0���E�«Ã§»2���4Ã§»2�E²A¦�¦��d�!¼f¬2¡�½��f¡��Z­A¨h¤h� �ZÈ6�Ä�f�Z�2�f¡C���E¸N�A¤���¬2¡
�P�4Â BTå ��p!° »A¤N�Z¥G�:ulè��A¸N�:¢4�d¡	±j�f¡�� �Z¸6�d�J���E¸N�A¤���¬2¡
Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç B%Ö2Ì6Ë2ÌPB ç ¥%�f��¬4��¼d���:µL¢¹·�È6�<¤��E�2°A¤�¡§¤����d���d¡
M �IÍH¯f�4Âm°6Ím° Ë�B æ µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡	¡
Ö2H �P��Â B . µL¢¹·_ÈN�<¤��E�2°A¤N¡ ¤N���d���f¡�Ï
�P�4Â Ë4t °��4Í�Â �ÎJ��Z���«è��2¸6�ªáNÈN��B æ

0�F



Á ê ,2å6s £m° Ù ¯P��Âm° Ë � Ì2Û ° B £m° ÙÎ¥%�f�0¬2��¼v� �d¡�µL¢�·N�4¿�´��4Ã§»A�Z²A¦ ¦��d�
å ° ÛIÝ4Ë °6æ Ì � 5�HIB�BTå ° ÛIÝ4Ë °Næ Ì � 54HPBklT¬4±é¤��E�E¦ 3 ¬2�d�E�E�NÒI¦��§¤��A¢2¤N¡ ¢2��èNÉN�E¸�å	¤�s{�fÖ æ � . Æ��d�2�ª¥G�d�

¢4�f¡�À��2�`� �E¤N�Z�«¦��Z�f¡�¬2�A¸�¨6�d�E�2�:¤��A¢2�d¡ �ª¤N�2¸N�f¸N�f¥%�f�UÆ��E¡ ¢!¾
R °Aç�ç Ì Ím° , �IÍ!°AçhÂ B%5�¥G�d��¬4� ¼v����¶_¤NÃ§»2¡ �«Ã§»6� �d�ÅÊ�¤6¦�»4±j¬A�2¨0���EÈN�{Ò4�f�Z�2�:À��%¦��§¤��2¼ªáNÈ6�Åå�¤�s
w m6cPx#ylz#m1´Wn
Á ê ,2å6s4å �IÍ0� Ì Â Ý4Ë ° ß à ©_ÈN�A¦���¡ ¬2¨0��È6¡ª±j²2¡\�f�Z�A�C�2�d¬A�UÀ��A¦�� ¤N�2¼NÒ|ÆW�f�EÃ§»A�<áNÈN¡�JW�f��¬4��¼f¬2�2¸

�2È4Ã§»Ú�Z�2�Z���«¤��E�«¦��E�d¡���ÆW�f¡ ¢2�d�U��¬A¦ ¦d¾
°N�4ÍT�P�m°-¯P�!�IÂ å �IÍ0� ß�Ö�Ë � O�Ì Âm°�£m° Ù�Q4Ë � O2Ì Âm°�£!° Ù à �E�2�Z���«¤��E�E¦��Z�f¡��l¢2�Z��À��%¦��§¤��2¼�¼f¬2�V�4�Z¸6�2�Z�d´

¡ �d�Ú¬2�A¢Ú²2¥G�d¡ ¸N�E¥4��¢4�d�Å¼f¬Ä¥G�d��¬4� ¼d�d�%¢4�d�{¾�°2¡��Eáh¤h� �d�J�4Ã§»2�E²A¦�¦��d�TQ4Ë � O2Ì Âm°�£m° ÙW×
°N�4ÍT�P�m°-¯P�!�IÂ å �IÍ0� ß�Ö�Ë � O�Ì Âm°�£m° Ù�Q4Ë � O2Ì Âm°�£!° Ù��Äå ° ÛIÝ4Ë °Næ Ì � 54HPB¹Ë2Ì � 54HIB à �E�2�Z���«¤��E�E¦��Z�f¡��

¢4�E��À��A¦�� ¤��A¼�¼d¬2�Ð���E¸N�2�E�d¡ �d�ø¬2�A¢�²2¥G�d¡ ¸N�E¥4��¢4�f��¼d¬�¥%�f��¬4��¼f�d�A¢4�f� °2¡ �Záh¤h� �d��4Ã§»2�E²A¦ ¦��f�TQ4Ë � O2Ì Âm°	£m° Ù�¬2�A¢Å¢4�E��lT¬4±é¤��E�E¦ 3 ¬2�d�E�E�£Ë2Ì � 54HPB�×
°N�4ÍT�P�m°-¯P�!�IÂ �m° Ë ��� Ù�ß�Ö0Ý ~ 3 � Û £!° Ù�Q�Ý ~ 3 � Û £!° Ù à �E�2�Z���«¤��E�E¦��Z�f¡��ª¢4�E��À��A¦�� ¤��A¼�¼d¬2�ÿ½��f¡��Z´

­A¼f�Z�f¡��f�£¬A�A¢ª²2¥G�d¡ ¸N�E¥4�l¢4�d�:¼f¬ª¥%�f�0¬2��¼d�f�A¢4�f�:¯��T�d�0���E�EÃ§»A�d���4Ã§»2�E²A¦ ¦��f�hQ�Ý ~ 3 � Û £!° Ù�×
~ Ù Âm° ��� °N�4ÍT�P�m° å �IÍ0� ß à �f¡�¼f�d¬2¸N�Ä¢4�E�4���E¸N�%¤h��¬A¡U¬2�A¢ù¸N�E¥4�Ä¢2¤6¦Cµ�¡ ¸N�f¥2�2�«¦U�E�ù�d�E�2�f�

¥�D0���v´�¿�¡ ¡§¤ID�¼f¬2¡ ²AÃ§¨T¾
�P�4ÂÑ°N�4ÍT�P�m° å �IÍ0� ß ~ Ù Âm° ���qHNÝ Â ~ Ý � � �P�4Â H � �%ç	°6Â � �f�4Â 3 °N�!à �d¡ ¼d�d¬A¸���¢4�E�^���E¸N�%¤h´

��¬A¡fÒ4�E�d¸N��¦��E�£�E�Å¢4�d� ²A¥%�f¡�¸6�d¥G�d�2�f�Ä¥�D0���d´�¿�¡�¡§¤IDUHNÝ Â ~ Ý � ¤��Ä¢2�d¡C�0� �d�E�Z��H �1�Aç	°6Â
¤�¥Ä¬2�A¢Ä¸N�E¥4��¢4�Z�:¿��2¼f¤N»2�{¢4�d¡	¸6�f¦ Ã§»2¡��E�d¥G�d�A�d�UJ�D0���P¦W¼f¬2¡ ²AÃ§¨T¾�3 °N� ¸N�E¥4��¢4�Z�:¿��4´
¼f¤N»2�2¢4�f¡��Z�CHNÝ Â ~ Ý � ±j²2¡�¢4�E�C���E¸N�A¤���¬2¡
¡ �f¦��d¡ á0�E�d¡����f��J�D0���P¦�¤��{¾ÒIA¤N�Z�«¦�¢4�E�f¦����A�EÃ§»0�
¤�¬%¦�¡ �d�«Ã§»2�d�Ú¦�È6�Z�Z���6Ò4Æ��Z¡§¢Ú�d�E�2��å �PÍ0� Ì Â Ý�Ë ° Á�SGÛ ° Q ÂT� H � ¸6�dÆ�ÈN¡�±j�d�{¾

°N�4ÍT�P�m°�¨ Q254Ì Âm° ß ~ Ù Âm° ~ à ±j²2¸N�£¢2¤6¦�J�D0��� ~ ¼d¬�¢4�f�³¼d¬�¦��Z¸6�2�E�d¡ �d�A¢4�f�³È4¢4�d¡�á6�d¡ �`­%¼d�E�v´
¡ �d�A¢4�f�Ú·£¤h� �d�Å»2�E�2¼d¬l¾

°N�4ÍT�P�m°�¨ Q254Ì Âm° ß ~ Ù Âm° ��� ~ � �P�4Â H � � � �P�4Â 3 °N�!à ±j²A¸���3 °N� J�D6� �f¦�¤�¬A¦�¢4�f� J�D0���d´
¿�¡ ¡§¤ID ~ ¤N¥�¢4�d¡^�0���f�Z�E��H �1�Aç	°6Â ¼d¬³¢4�f�³¼d¬�¦��Z¸6�2�E�d¡ �d�A¢4�f�ÄÈ4¢4�f¡�áN�f¡��Z­A¼f�Z�f¡��f�A¢4�d�
·£¤h���f�Å»2�Z�A¼d¬{¾

~ H�H43 ° Ì ��°N�4ÍT�f�2°��m° Ë ��� Ù�ß ~ Ù Â!° �>� ç��IÍ M4Ù Â!°Aç4à ²2¥G�d¡ °2¡ ²4± �U¢4�E�Å�Z� ç4�PÍ M4Ù Âm°2ç ²2¥G�d¡�´
¸N�f¥%�f�2�J���Z¸6�A¤h� ¬2¡<¤�¬4±ªÏ£²4���E¸N¨6�d�Z��¬2�%¢q¸6�Z¥4� Â Ë0Ý ° ¼f¬2¡�²%Ã§¨GÒ�±é¤��E�E¦�¢4�E�j���Z¸6�A¤h� ¬2¡
¸N²A�`� �Z¸��«¦��PÒ � Ì�3 ç	° ¦�ÈN�A¦��f¾

ºV»>ëª»K� %(�HÍ��HÎS©�¿Tî!ì|ðh½m�&Ó&¿-Ïh¿H�#ð�'�í��

ECDSAKeyPairGen
Ô

erator

mSecureRanÕ dom : SecureRandom
mParams : ECParametersÕ
initialize(p
Ö

arams :× Algo
Ø

rithmParameterSpec, random : SecureRandom) : void
initialize(size : int, random : SecureRandom) : void
genÙ erateKeyPair() : KeyPair

·_�E��©ª�E¤6¦�¦���µL¢�·N�4¿_©ª�dD�X�¤��E¡§Ï£�f�2�d¡§¤h� ÈN¡�¢4�E�d�0��¼d¬2�[µ�¡�¼f�d¬2¸6�d�ÄáNÈN�Ú�2�f¬2�d�ÚµL¢�·�´�2¿Ú�4Ã§»2�E²A¦�¦��d�E°A¤6¤�¡ �d�{¾
0�P



b�cdcfehgji
klcPm%n
å ° ÛIÝ�Ë °6æ Ì � 54HIBqBTå ° ÛIÝ�Ë °6æ Ì � 54HIBùö_¬2�f�Z�E�ª±j²2¡�lG¬4±é¤N�Z�«¦�¼f¤�»A�Z�f�
Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç B%Ö2Ì6Ë2ÌPB ç µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡
Þ³�d��»2È4¢4�f�S«
�P�!�IÂG� Ì43 ��p1° ß�sA3 Í H6Ë �IÂ �NBAÖ4Ì6Ë4ÌIB °6Â!° Ë2å�Q ° Û�QAÌ6Ë2ÌIB ç �Åå ° ÛIÝ�Ë °6æ Ì � 54HIB¹Ë4Ì � 54HIB à �Z�A�`� �E¤�´

�Z�«¦��E�d¡��<¢4�Z�ÄÀ��A¦�� ¤��A¼U���`�<¢4�f�q²2¥G�d¡ ¸N�f¥%�f�2�d�ãsA3 Í H6Ë �IÂ �NB%Ö4Ì6Ë2ÌIB °NÂ!° Ë�åNQ ° Ûh¦fÒ!¢4�E�
�d�E�2�qÀ��A¦�� ¤N�2¼qá6ÈN� Á ê Ö2ÌNË2ÌIB °6Â!° Ë2åNQ ° Û8¦��f�Z� �\²A¦ ¦��f� ¬2�A¢÷¢2�d¡ÛlG¬4±é¤��E�«¦ 3 ¬2�f�Z�E�
Ë4Ì � 54HIB�×

�P�!�IÂG� Ì43 ��p1° ß �P�4Âùç4��p1° �Åå ° ÛIÝ�Ë °6æ Ì � 54HIB Ë2Ì � 54HPB à �Z�A�`� �E¤N�Z�«¦��E�d¡��l¢4�E��À��A¦�� ¤N�2¼����`�#¢2�d¡
²2¥%�f¡�¸6�d¥G�d�2�f�³JW�Z���«è��A¸N� ç4��p!° ¬2�%¢Ú¢2�d¡�lG¬4±é¤N�Z�«¦ 3 ¬A�d�E�Z�ªË2Ì � 54HIB�×

£m° Ù�Ö4Ì � Ë Ím°��2° Ë2Ì Â!°�£m° Ù�Ö4Ì � Ë�ß à �f¡�¼f�d¬2¸N�U�d�E�ù�2�f¬2�f¦D�4Ã§»2�E²A¦ ¦��f�Z°A¤6¤�¡C¥G�f¦����f»2�d�%¢¹¤�¬%¦
Á ê ,2å6s�Ö0Ë � O2Ì Â!°�£m° Ù�¬2�A¢ÚÁ ê ,2åNs�Ö0Ý ~ 3 � Û £m° Ù:¬2�A¢Ú¸N�E¥4���f¦	¼f¬2¡ ²AÃ§¨T¾

ºV»Kë¹»Kë %��HÍ��HÎ!ì(�Z½!¬|ð�'Ò¿�©�¿Tî

ECDSAPrivateKey
Ü

mS : BigInÝ teger
mQ : BigInÝ teger
mR : BigInÝ teger
mK : BigInteger
mE : EllipticCuÝ rve
mG : Point
mParams : ECParameters

ECDSAPrivateKey(s : BigInteger, params : ECParameters)
ECDSAPrivateKey
Ü

(s : BigInteger, q : BigInteger, E : EllipticCurve, G : Point, r : BigInteger, k : BigInteger)
getS()Þ : BigInteger
getAlgÞ orithm() : String
getFoÞ rmat() : String
getEnÞ coded() : byte[]
toStrin
ß

g() : String
getParams()Þ : ECParameters

·_�Z��©ª�«¤N¦ ¦��ªµL¢�·N�4¿�X�¡��Eáh¤h� �f©ª�dDÚ¦�°G�d�«Ã§»2�f¡����d�E�2�f�Ä°2¡ �EáI¤����f�Úµª¢�·^�4¿à�4Ã§»2�E²A¦�¦��d�>¾
b�cdcfehgji
klcPm%n
M �IÍH¯f�4Âm°6Ím° Ë�BTåÎ¢4�d¡�°A¡��Eáh¤h�����4Ã§»A�Z²A¦ ¦��d�>Ò!ú�±>B�±³²
M �IÍH¯f�4Âm°6Ím° Ë�B 5 ¢4�E�<¢W»A¤�¡§¤�¨0���f¡��«¦����E¨�¢2�f¦�¥G�d��¬4� ¼v���f�³©�¯6¡�°G�d¡§¦dÒ2=N?
M �IÍH¯f�4Âm°6Ím° Ë�B æ ¢4�E��]_¡ ¢4��¬2�A¸�¢4�P¦	µ�¡ ¼d�d¬A¸N�d¡§¦�7
M �IÍH¯f�4Âm°6Ím° Ë�B £ ¢4�d¡�©_È�±é¤N¨0��ÈN¡
ÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° B%Á ¥G�d��¬4��¼d���:µ��E�E�Z°4� �E¦ Ã§»2��©ª¬2¡ áN�
Ö2H �P��Â B . µ�¡ ¼d�f¬2¸N�f¡�¢4�d¡�X�¬2�2¨0���f¸N¡ ¬2°2°G�
Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç B%Ö2Ì6Ë2ÌPB ç µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡

F��



w m6cPx#ylz#m1´Wn
Á ê ,2å6s0Ö�Ë � O2Ì Âm°�£m° Ù�ß�M �IÍ-¯P�4Â1°6Í!° Ë ç �ÅÁ ê Ö4Ì6Ë2ÌIB °NÂm° Ë ç QAÌ6Ë2ÌPB ç4à �d¡ ¼d�d¬A¸��!�d�E�2�d�:�A�d¬4´

�d�¹°2¡��Eáh¤h� �d���4Ã§»2�E²A¦ ¦��f�����Z�Ä�Õ�d¡�� ç ¬A�A¢ù¢4�f�ù²2¥G�d¡ ¸N�d¥G�d�A�d� µL¢WX�¤�¡§¤����d���d¡§¦
QAÌ6Ë4ÌIB ç ×

Á ê ,2å6s0Ö�Ë � O2Ì Âm°�£m° Ù�ß�M �IÍ-¯P�4Â1°6Í!° Ë ç �³���ÚÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° Á��ÚÖ2H �P��Â®. �ÚM �IÍH¯P�4Â!°6Ím° ËÎË��³Ü à
�d¡ ¼d�f¬2¸��_�d�E�2�d���A�d¬2�f��°2¡ �Záh¤����d���2Ã§»2�Z²%¦�¦��d�|���`�£�^�f¡�� ç ¬A�A¢�¢4�f��²2¥G�d¡ ¸N�f¥%�f�2�d�
µL¢¹·�È6�<¤��E�2°A¤�¡§¤����d���d¡ �Ä�GÒ4ÁTÒ . Ò4ËC¬2�%¢ÄÜ�×

M �IÍH¯P��Âm°6Ím° Ë Ím°6Â å
ß à ¸N�E¥4��¢4�f�Ú�Õ�d¡�� ç ¢4�P¦C�4Ã§»�²A¦ ¦��f�E¦�¼f¬2¡�²%Ã§¨G¾
å Â Ë �P��Í Ím°6Â sA3 Í H6Ë �IÂ �NB	ß à ¸N�E¥4�_¢4�f��¶�¤N���f��¢4�f¦�¼d¬�¢2�Z�P¦��f�Á�4Ã§»A�Z²A¦ ¦��d�{¸6�d»2¯6¡��f�A¢4�d�

¿��E¸NÈ6¡��Z��»A�\¬A¦Z¶�µL¢�·N�4¿ · ¼d¬2¡ ²AÃ§¨T¾
~ Ù Âm° ��� Ím°6Â Á � ÛNH05 ° 5
ß à ¸6�Z¥2��¢4�d�J�4Ã§»2�E²A¦ ¦��f�!¨NÈ4¢4�E�d¡��	�%¤NÃ§»ÚÖ £4ê å ¸ � ¼f¬2¡ ²AÃ§¨T¾
å Â Ë �P��Í Ím°6Â�/ HNË�BTÌ Â ß à ¸N�E¥4��¢2¤N¦¹IAÈN¡ �<¤h��¢4�d¡�©_È4¢4�E�d¡ ¬2�2¸�¶PÖ £4ê å ¸ ��· ¼f¬2¡�²%Ã§¨�¾
å Â Ë �P��Í Â H�å Â Ë �P�4Í ß à ¸N�E¥4���f�Z�A�d�U¢4�f� �^�f¡��W¢2�f¦ª�4Ã§»2�E²A¦�¦��d�«¦��f�0� ¦�°2¡��PÃ§»2�d�%¢4�d�E�0� ¡��E�2¸

¼d¬A¡�²AÃ§¨T¾
Á ê Ö2Ì6Ë4ÌIB °6Âm° Ë ç8Ím°NÂ Ö2Ì6Ë2ÌPB ç ß à ¸N�E¥4�l¢4�E��¼f¬ª¢2�Z�P¦��f�Ñ�4Ã§»2�E²A¦ ¦��f��¸N�f»2¯N¡ �d�%¢4�d�£Á ê Ö2Ì6Ë2ÌIB °6Âm° Ë ç

¼d¬A¡�²AÃ§¨T¾

ºV»>ëª»$# %(�HÍ��HÎ{ì� S¼��(½S¾m©�¿Tî

ECDSAPublicKey

mQ : BigInteger
mK : BigInteger
mR : BigInteger
mE : EllipticCuá rve
mG : Poiná t
mParams : ECParameters
mWá : Point

ECDSAPub
â

licKey(w : Point, params : ECParameters)
ECDSAPublicKey(W : Point, q : BigInteger, E : EllipticCurve, G : Point, r : Biginteger, k : BigInteger)
getW()ã : Point
getAlgã orithm() : String
getFoã rmat() : String
getEnã coded() : byte[]
getParams()ã : ECParameters
toStrin
ä

g() : String
filterByteArray(barray : byte[]) : byte[]

·_�E��©ª�E¤6¦�¦��
µL¢�·N�4¿�X�¡ �EáI¤����P©ª�dD:¦�°G�d�«Ã§»2�f¡��{�f�Z�2�f�:¯��T�d�0���E�«Ã§»2�d�ªµL¢�·N�4¿å�2Ã§»2�Z²%¦�¦��d�>¾
b�cfcdehgji
klcPmGn
Ö2H �P�4Â B2¡¹¢4�d¡�¯	�G�f�6� �Z�«Ã§»2���4Ã§»2�E²A¦ ¦��f�
M �IÍH¯P��Âm°6Ím° Ë�B 5 ¢4�E�<¢W»A¤�¡§¤�¨0� �d¡ �E¦����E¨C¢4�f¦	¥G�d��¬4� ¼v� �d��©_¯N¡ °%�f¡ ¦fÒ�=N?
M �IÍH¯P��Âm°6Ím° Ë�B æ ¢4�E��]_¡ ¢2�0¬A�2¸<¢4�f¦	µ�¡ ¼d�f¬2¸N�f¡ ¦	7
M �IÍH¯P��Âm°6Ím° Ë�B £ ¢4�f¡�©�ÈN±é¤�¨0��È6¡

F �



ÁA3�3 � Q ÂT� Û ê Ý4Ë�O ° B%Á ¥G�d��¬4��¼d���:µ��E�E�Z°4� �E¦ Ã§»2��©ª¬2¡ áN�
Ö2H �P��Â B . µ�¡ ¼d�f¬2¸N�f¡�¢4�d¡�X�¬2�2¨0���f¸N¡ ¬2°2°G�
Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç B%Ö2Ì6Ë2ÌPB ç µL¢¹·�È6��¤N�Z�A°A¤�¡§¤����v� �d¡
w m0cPx#y{z|m1´�n
Á ê ,2åNs�Ö0Ý ~ 3 � Û £m° Ù�ß�Ö4H �d�4Â ¡W�ÅÁ ê Ö2Ì6Ë4ÌIB °6Âm° Ë ç Q2Ì6Ë2ÌIB ç�à �d¡ ¼d�f¬2¸��!�f�Z�2�f�:�2�d¬A�d�ª¯��T�d�0��´

�Z�«Ã§»2�d�D�4Ã§»2�E²A¦�¦��d�%���`���^�f¡�� ç ¬2�%¢C¢4�d�U²2¥%�f¡�¸6�d¥G�d�2�f�<µL¢WX�¤�¡§¤����v� �d¡§¦
QAÌ6Ë4ÌIB ç ×
Á ê ,2åNs�Ö0Ý ~ 3 � Û £m° Ù�ß�Ö4H �d�4Â ¡W�ÚM �IÍH¯P��Âm°6Ím° Ë����ÅÁA3�3 � Q ÂT� Û ê Ý�Ë�O ° Á��³Ö4H �P�4Âù. �ÚM �IÍ�¯P�4Âm°6Í!° Ë�Ë��ÅÜ à

�d¡ ¼d�d¬A¸����d�E�2�f�³�2�d¬2�f�³¯��T�d�0���E�«Ã§»2�d�j�4Ã§»2�E²A¦ ¦��f�l���Z���^�f¡�� ç ¬2�A¢³¢2�d�³²2¥G�d¡ ¸N�f¥%�d´
�2�d�ÅµL¢¹·�È6�<¤��E�2°A¤�¡§¤����d���d¡ �Ä�GÒ4ÁTÒ . Ò4ËC¬2�%¢ÄÜ�×

Ö2H �P��Â Ím°6Â ¡�ß à ¸N�E¥4��¢4�f�Å�^�f¡��ª¡Ú¢2�f¦7�4Ã§»�²A¦ ¦��f�E¦	¼f¬2¡ ²AÃ§¨T¾
å Â Ë �f�4Í Ím°6Â s23 Í H6Ë �PÂ �NB	ß à ¸6�Z¥2�£¢4�f��¶�¤����f��¢4�f¦�¼d¬�¢4�E�f¦��d�µ�4Ã§»2�E²A¦ ¦��f�l¸N�f»2¯N¡ �d�%¢4�d�

¿��E¸NÈN¡ �Z��»2��¬A¦Z¶�µª¢�·^�4¿ · ¼f¬2¡ ²AÃ§¨T¾
~ Ù Âm° ��� Ím°6Â Á � ÛNH05 ° 5�ß à ¸N�E¥4��¢4�f�j�4Ã§»2�E²A¦�¦��d�!¨6È4¢4�Z�f¡����A¤6Ã§»ÄÖ £4ê å ¸ � ¼f¬2¡�²%Ã§¨G¾
å Â Ë �f�4Í Ím°6Â�/ H6Ë�BTÌ Â ß à ¸6�Z¥2��¢A¤N¦¹I2È6¡��<¤���¢2�d¡�©_È�¢2�Z�f¡�¬2�A¸N¶PÖ £4ê å�¸ ��· ¼d¬A¡�²AÃ§¨T¾
å Â Ë �f�4Í Â H�å Â Ë �P�4Í ß à ¸N�E¥4�W�f�Z�2�f�C¢4�d� �Õ�d¡���¢4�P¦M�4Ã§»A�Z²A¦ ¦��d�«¦��d�0�§¦�°2¡ �fÃ§»A�d�A¢4�f�b�0��¡ �E�2¸

¼d¬2¡ ²AÃ§¨T¾
Á ê Ö2ÌNË2ÌIB °6Â!° Ë ç^Ím°6Â Ö2ÌNË2ÌIB ç ß à ¸N�E¥4�#¢4�E��¼d¬�¢4�E�f¦��d�V�4Ã§»2�E²A¦ ¦��f��¸N�f»2¯N¡ �d�A¢2�d�£Á ê Ö2Ì6Ë2ÌPB °6Âm° Ë ç

¼d¬2¡ ²AÃ§¨T¾

ÂÄÃ�æ ÆÈÇ�ÆjÉ � ÆjÉ�ç � ÊZç
ºV»$#C»@Ì èÒ¿��m'

Test

CLASS_PREFIX : S
é

tring = cdc.ec.test.Test
ALLTESTS : String[]
currentT- est : String

Test(name : String)
main(args : String[]) : void
getT+ est(name : String) : Test
testPerformance(verbose : boolean) : void
ò
testCorrectness(verbose : boolean) : boolean
ò

·_�Z�ª¤�¥A¦���¡§¤�¨0� �NÒ6¤N¬A¦�±j²2»2¡ ¥A¤�¡ ��©ª�«¤N¦ ¦���Ø °AçhÂ �f¡��«¤�¬2¥2���f¦�¢4�d�ÔJ��d��¬4� ¼d�f¡W²2¥G�d¡	©_ÈN��´
�<¤��%¢4ÈN¼f�d�E�Z�f�2ÈN°4� �ZÈ6�2�d�Ä¤�¬A¦�¸N�fÆ�èN»2�`� ��©ª�«¤N¦ ¦��f�<¼d¬C� �f¦����f�{¾�·��E�ª¸N�dÆ	è�»A�`� ��©ª�E¤6¦�¦�����¬A¦ ¦
¬2�0� �d¡�¢4�f�[¶�¤N���d�ÕÛ�5AÛ
× ° Û
× Âm°AçhÂ ×�Ø °AçIÂÒêyëHì:íSî	ï �vY4�«¦�� �Z�f¡��f�{¾
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b�cfcdehgji
klcPmGn
Q4Ë � O2Ì Âm°®çhÂ Ì ÂG� Û �G�P� Ì�3ùå Â Ë �P�4Íùê t0s2å�å!ð�Ö æ Á /H¯s� �f�0��»AèN�`�W¢A¤N¦�X�¡§èh­AY\±j²2¡�¢2�d�C¶�¤�´

���d�³¢4�f¡�ºl�P¦�� ¨0�«¤N¦ ¦��d�{Ò	¶6Û�5%Û
× ° Û
× Âm°2çhÂ ×�Ø °4çhÂ	· ¾
Q4Ë � O2Ì Âm°®çhÂ Ì ÂG� Ûoå Â Ë �f�4Í ����s�t�t0Ø�Á2åNØ2åã�d�0��»AèN�`�W�d�E�2��u{�«¦�� ��¢4�f¡�¶�¤N���f�C¤��E�Z�f¡�ºl�P¦���´

¨��E¤6¦�¦��d�lÒ2¢4�Z�:¥G�d�#¢4�d¡�½��f¡�Æ��d�A¢2¬2�2¸<¢4�d¡_©�È6���<¤N�A¢4ÈN¼f�d�E�Z�f�2ÈN°2���EÈN�Cs4t�t<¸N�d���P¦�� �v�
Æ��d¡§¢4�d�{¾

Q4Ë � O2Ì Âm°®çhÂ Ì ÂG� Ûoå Â Ë �f�4Í ÛIÝ4Ë�Ë °N�4Â Ø °2çhÂ �f�0��»AèN�`�\¢4�f�ã¶�¤N���f��¢4�d¡�¸6�d¡§¤N¢4��¤�¬%¦�¸6�v´
Æ	è�»2�Z���f�Úº#�f¦���¨��«¤N¦ ¦��6¾

w m6cPx#ylz#m1´Wn
Q4Ë2H Âm° Û Âm° 5�Ø °AçhÂ ß§å Â Ë �P�4Íq� ÌIB °Aà ©_ÈN�A¦���¡ ¬2¨0��È6¡�±j²2¡��f�Z�A�_�2�f¬2�ªÀ��A¦�� ¤��A¼d�£áNÈN�ÄØ °2çhÂ Ò

�\¬%¦�¦#áNÈ6�\�d�E�2�f¡#¨6ÈN�2¨�¡ �v���f�\º#�f¦���¨��E¤6¦�¦���²2¥G�d¡§¦ Ã§»2¡��E�d¥G�d��ÆW�f¡ ¢2�d�{¾l·_�E�	©_ÈN�%¦�� ¡�¬2¨0´
��È6¡��f�<¢4�d¡�¶�¤NÃ§»A¨NÈN�����d����²A¦�¦��d�<¢4�E�f¦��d�C©_ÈN�%¦�� ¡�¬2¨0� ÈN¡
���`� ç Ý�Q ° Ë�ß���s�R�Á à ¤N¬4± ´
¡ ¬4±j�d�{¾

Q�Ý ~ 3 � Û çhÂ Ì ÂT� Û8BGÌ �P� ß§å Â Ë �P�4Í ����ÌNË ÍGç4à Þ��v��»AÈ�¢2�NÒ�¢2�Z�o¥%�f�Z�ñ�0�§¤�¡��Õ¢4�f¡^©ª�«¤N¦ ¦��
Ø °AçIÂ áNÈ6� JW�f��¬4��¼f�d¡ª¤�¬4±j¸6�d¡ ¬4±j�d��Æ��E¡§¢!¾:·��E��©_ÈN���<¤��%¢4ÈN¼f�d�E�Z�f�2ÈN°4� �ZÈ6�2�d�³Æ��d¡�´
¢4�f�Ú�E��Ì6Ë ÍGç ²2¥G�d¡ ¸N�f¥%�f�{¾

Ø °AçhÂùÍm°6Â Ø °AçhÂ ß å Â Ë �P��Íq� ÌPB °%à áN�d¡§¦�¬AÃ§»0�!¢2�Z��º#�f¦���¨��«¤N¦ ¦��
���Z�#¢4�d�®²2¥G�d¡ ¸N�d¥G�d�A�d��¶�¤�´
���d��¼d¬��«¤N¢4�f��¬2�A¢�¼d¬��E�2�Z���«¤��E�E¦��Z�f¡���¬2�A¢�¸6�Z¥2��¦��E��¥%�f�2µ�¡�±jÈN�E¸:¼d¬2¡ ²AÃ§¨TÒN¤N�A¦�È6�A¦����d�
Æ��E¡ ¢Ä�d�E�2� ê 30Ì ç�ç �2H Â0/ HNÝ � 56Á�SGÛ ° Q ÂT� H � ¸6�dÆ�ÈN¡�±j�d�{¾

Q4Ë2H Âm° Û Âm° 5 Ì ~ çhÂ Ë2Ì2Û Â ~ H�H�3 ° Ì �ùÂm°2çhÂ4ê H6Ë0Ë ° Û Â0�m°Aç�ç ß ~ H0H43 ° Ì � O ° Ë ~ H ç	°%à ¤�¥%¦�� ¡ ¤N¨6� �
Þ³�d��»2È4¢4�6ÒA¢4�E�\¢4�E��ul¤�¬2±j¼d�d�Z��¢4�f¡�¼d¬Ú���P¦�� �d�A¢2�d�³©ª�E¤6¦�¦��ª�d¡ ���`�����d�Z�f¾WÀ�¦���O ° Ë ~ H ç	°
Â Ë0Ý ° Æ��d¡§¢4�f�^¤�¬%¦�±j²2»A¡��E�EÃ§»A��À��4±jÈ6¡��<¤����EÈN�2�f�Õ¤N¬A¦�¸6�d¸6�d¥G�d�{Ò{¤N�A¦�È6�A¦����d�^��¬2¡:�d�E�2�
¨�¬2¡ ¼d�TlG¬A¦ ¤������d�4±é¤6¦�¦�¬2�2¸�¤��Çµ��A¢4�6¾

Q4Ë2H Âm° Û Âm° 5 Ì ~ çhÂ Ë2Ì2Û ÂÎÂm°AçIÂ Ö ° Ë � H6Ë�BTÌ � Û ° ß ~ H�H�3 ° Ì � O ° Ë ~ H ç	°%à ¤N¥A¦�� ¡ ¤N¨0����Þ³�v� »2È�´
¢4�6ÒT¢2�Z��¢4�E��©_ÈN¡ ¡��f¨6� »2�d�Z��¢4�f¡_¼f¬����P¦�� �d�A¢2�d��©ª�«¤N¦ ¦��\°2¡�²2± �f¾£À�¦��ªO ° Ë ~ H ç	°qÂ Ë0Ý °
Æ��d¡§¢4�d�³¤�¬%¦�±j²2»A¡��E�EÃ§»A��À��4±jÈN¡ �<¤h� �ZÈ6�2�d�³¤�¬%¦�¸6�d¸N�f¥%�f�{ÒA¤N�A¦�È6�A¦����d�³��¬2¡��d�E�2�\¨�¬2¡ ¼d�lG¬A¦ ¤������d�2±é¤N¦ ¦�¬2�A¸�¤N�Çµ��A¢2�N¾

ºV»ò#7»K� è�¿��m'(ÓSó(ô-Ï(óZ½�¿#�-õ
¿��E¦�JW�f�E¦�°2�E�d�{¤N�Z�E�d¡�º#�f¦���¨��«¤N¦ ¦��f�Ä¦�ÈN�E�!»2�Z�f¡���¬2¡�ºl�P¦��äÏNIhKh�2I|�E�d�«¢Ä�f¡�Æ	è�»A�6�	Æ��d¡§¢4�d�{Ò2¤N�Z�E�
¤N�A¢4�f¡��f�Ú¦��Z�%¢Äá6ÈN�Å¢4�d¡C����¡ ¬2¨0��¬2¡�¥2�«¦�¤N¬4±
¢2�d�Å¶�¤����f�Ú¸6�Z�f�EÃ§»l¾
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ö
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NAME : String = GF2nField

TestGF2nField()
testCorrectness()
ò
testPerformance()
ò
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Q4Ë � O2Ì Âm°®çhÂ Ì ÂG� Û �G�P� Ì�3ùå Â Ë �P�4Í �0s�R�Á��d�0��»AèN�`��¢4�f�³¶�¤����f�Ú¢4�f¡�ºl�P¦�� ¨0�«¤N¦ ¦��_È6»2�2�

¢2¤6¦	�Z�ÅØ °AçIÂ ¢2�v­A�2�E�d¡����ªX�¡§èh­AYTÒ	¶ .0/21N�4/G��° 365 ·
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w m0cPx#y{z|m1´�n
Q4Ë2H Â!° Û Âm° 5oØ °AçhÂ4.6/21N�4/T��° 365�ß§å Â Ë �f�4Í�� ÌIB °%à ©_ÈN�A¦���¡ ¬2¨0��È6¡£±j²2¡��d�E�2�<�2�f¬2�<À��A¦�� ¤N�2¼

áNÈN�ÚØ °AçIÂ4.0/21N��/T��° 365%Òh¡ ¬4± ���E�f¢4�E¸N�E�«Ã§» ç Ý�Q ° Ë�ß���s�R0Á à ¤�¬4±�¾
Q4Ë2H Â!° Û Âm° 5 ~ H�H43 ° Ì � Âm°AçIÂ4ê H6Ë�Ë ° Û Â0�2°2ç�ç ß ~ H�H�3 ° Ì � O ° Ë ~ H ç	°%à �f¡����Z�����f�`�|¢4�Z�Wul¤�¬2± ´

¼d�d�Z�Ú¢2�d¡Å©ª�E¤6¦�¦�� .0/41N�4/T��° 365G¾øÀ�¦��ÚO ° Ë ~ H ç�°�Â Ë0Ý ° Æ��d¡§¢4�d�ù¤N¬A¦�±j²2»2¡ �Z�«Ã§»2��À��4´
±jÈN¡ ��¤����EÈN�2�f�³¤�¬A¦�¸N�f¸N�d¥G�d�lÒA¤��A¦�ÈN�%¦�� �d�Å��¬2¡��d�E�2��¨�¬2¡ ¼d�<lT¬A¦�¤N�����f�4±é¤N¦ ¦�¬2�2¸<¤��
µ��A¢4�6¾

Q4Ë2H Â!° Û Âm° 5 Âm°AçhÂ Ö ° Ë � H6ËhBTÌ � Û ° ß ~ H0H43 ° Ì � O ° Ë ~ H ç	°%à ���f¦����d�l¢4�E��©�È6¡�¡ �d¨0� »2�d�Z�T¢2�d¡l©ª�«¤N¦�´
¦�� .0/21N��/T��° 365%¾lÀ�¦���O ° Ë ~ H ç	°oÂ Ë6Ý ° Æ��d¡§¢4�f�Ä¤�¬%¦�±j²2»A¡��E�EÃ§»A�£À��2±jÈN¡ ��¤����EÈN�2�f�Ú¤N¬A¦�´
¸N�d¸6�d¥G�d�{Ò2¤N�A¦�ÈN�A¦����f�Ä��¬2¡��f�Z�2�:¨�¬2¡ ¼d�TlG¬%¦�¤N�����f�4±é¤N¦ ¦�¬A�2¸�¤N� µ��A¢2�N¾
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»0����°&«`_5_h¢2¦f¾ ¢2�E¤N�K¾ °2�E°%�@2T¾ ÃvÈ6�a_I¸N�fÈN¡ ¸N�6¾ ¥A¤N¡�Æ�È�È4¢b_I�PÃ#c	±é¤ 3 ¾ »0���

n ��¬AÃ P�P o dWS?T'e]fbgWh�UWiji
^(¶�µ��E�4±j²2»2¡ ¬2�2¸Õ�Z�o¢4�Z�Ú©ª¡<
�°4� ÈN¸6¡ ¤N°2»2�E� · ÒÒ��°A¡��E�2¸N�f¡\½��f¡��«¤�¸� P�P	P
nx¢�·�¢Èo ¢�·N¢ �0� ¤N�A¢2¤�¡§¢ ��¡ Èhá��E¢4�f¡ ±j²2¡ ¢4�E� �0¤IáI¤ ¢W¡<
�°4� È�´

¸N¡§¤�°2»A�EÃ ¿�¡ Ã§»A�`� �fÃä� ¬2¡ �NÒ »0��� °S«k_(_IÆ�Æ�Æ:¾ �E�4±jÈN¡ �<¤h���E¨T¾ � ¬4´
¢2¤�¡ �<¦��§¤N¢��P¾ ¢2��_hº	À<_�I2È6¡ ¦ Ã§»�¬2�2¸�_�Ãd¢2Ã@��¡ Èhá0�«¢4�f¡l_hÈPá6�d¡�á0�E�dÆ:¾ »0�����

nx¢W�d¡�o ¶�µ��Z�E�Z°2���«Ã ¢W¬2¡�á6� ¢W¡<
�°4� ÈN¸N¡§¤�°A»�
 · Ò ¢W�d¡����«ÃvÈ6� �_�2�Z�E�2�d´�º#¬4��È6¡��«¤��>Ò
»0����°&«`_5_IÆ�Æ�Æ:¾ Ãv�d¡����«ÃvÈ6�Å¾ ÃdÈN�a_I¡ �f¦��f¤N¡ Ã§»{¾ »0�����

n I2�f¡ ��� o m gWZ]h�U]npo�q�V5r>sut
^Á¶�·��E¸N�Z� ¤N�Z� ���E¸N�A¤���¬2¡ �d� ���`� �d�E�E�Z°4� �E¦ Ã§»2�f� ©ª¬2¡�´
áN�f� ²2¥G�d¡ � � ;�!#"%$ · Ò ·_�Z°A�ZÈ6��¤N¡�¥G�d�Z�fÒ º�� ·_¤N¡��<¦�� ¤6¢��fÒ À��A¦����Z´
��¬4� ±j²2¡ º	»2�dÈ6¡��d���«¦�Ã§»A� À��4±jÈN¡ �<¤h� �Z¨TÒ »0��� °S«k_(_IÆ�Æ�Æ:¾ �E�4±jÈN¡ �<¤h���E¨T¾ � ¬4´
¢2¤�¡ �<¦��§¤N¢��P¾ ¢2��_hº	À<_�I2È6¡ ¦ Ã§»�¬2�2¸�_hµL¢¹¢

n I|�E¤ P 0 o v7S]o�w5UWi>UjtjU]i
Ò	¶x�0¤Iáh¤\�E�³¤�¶�¬4�§¦�»2�f�Z� · Ò-Kh�A¢Ä�f¢2�`� �ZÈ6�{Òy��z 8��d�E�Z�f�?
6Ò�� P�P 0
n Ï£ÈN¡ P	F o v7S {|S R-ZWV>\[ZWi
^ ¶�¿ ¦�¬2¡ áN�}
 È�± ±é¤6¦�� �~24°GÈN�2�f�0���«¤h���EÈN�

���v��»AÈ�¢A¦ · Ò �6ÈN¬A¡��A¤N� È�± ¿��E¸NÈN¡ �Z��»2�<¦ �y� Ð�� P	P	F Ñ Ò ��K P ´ � õ�" Ò
»0����°&«`_5_IÆ�Æ�Æ:¾ �E¢4�P¤��E�Z¥A¡ ¤N¡<
6¾ ÃdÈN�a_I�E�Z�A¨�¦l_P� È4ÃY_1��¤N¸N�a_�K 0 _ ��_ �

n Ê�¤N� �	� o��bUW��e>U�r���UWh)\y�+^1¶�¿��0Æ��d�%¢4¬2�2¸6�d�³�d�E�E�Z°4� �E¦ Ã§»2�f¡�©ª¬2¡ áN�d�Å�E��¢4�d¡_©ª¡<
�°4� È�´
�ZÈ6¸N�E� · Ò2º�� ·_¤N¡��<¦�� ¤6¢��fÒ4À��A¦����Z��¬2��±j²2¡�º	»2�fÈN¡ �v���«¦ Ã§»2�_À��2±jÈN¡ ��¤����E¨

n Ê�¤N�!o v0UWV>V>q%wa��UWij�[q�Vjn}Z]i�^>dbejw5suZ��+Z]��q%����q�V>i>UWiW\Wq%�%^>��w���V>q�\�{�q%ijq���#q%n5^ ¶���ÈN± ��Æ�¤N¡���À���°A�Z�f���f�0� ¤h� �ZÈ6�CÈ�±#µ��Z�E�E°4���«Ã�¢W¬2¡�á6�^¢W¡1
0°2��ÈN¸6¡ ¤N°2»�
-�_á6�d¡���Z�A¤N¡<
�I#�E�d�«¢2¦ · Ò4»0����°S«k_(_hÆ�Æ�Æ:¾ Ãf¤NÃv¡P¾ ��¤���»{¾ ¬�Æ�¤����f¡��EÈ�ÈA¾ Ãd¤
n Ê��f� P	P o T�s�Vyt]s�rA��q�ijg>UW�%wb^�¶�·_�Z¸6�`�§¤��E�f¦È���E¸N�A�Z�f¡��f�����Z��µ��E�Z�E°4���«¦ Ã§»2�d�U©ª¬A¡�á6�d��²2¥%�f¡��¡ �Z��¨N¯6¡�°G�d¡ �8¸N¡ ÈNÉ6�d¡T¢W»A¤�¡§¤�¨0� �d¡ �E¦����E¨ · Òl·_�E°2�ZÈ6�<¤�¡ ¥%�f�`�PÒ|º�� ·£¤�¡ �<¦��§¤N¢��PÒ

À��A¦����Z��¬4��±j²A¡�º	»2�dÈ6¡��d���«¦�Ã§»A�_À��4±jÈ6¡��<¤����E¨
n Ê�ÈN����°GÈ���o�¶x�0¤Iáh¤ Ê�ÈN����°GÈ�� �4�d¡ áN�d¡ ½_�Z¡���¬%¤�� Þ�¤NÃ§»2�E�2� · Ò

»0����°&«`_5_1��¤Iáh¤2¾ ¦�¬A�{¾ ÃdÈN�a_I°A¡�È4¢4¬AÃv� ¦l_I»2ÈN� ¦�°%ÈN�l_	K4¾ � _h¢2È�Ãf¦d¾ »0�����
n �0¤IáI¤�o »0����°&«`_5_1��¤Iáh¤2¾ ¦�¬A�{¾ ÃdÈN�
n �!¢�¿¹o ¶x�0¤Iáh¤_¢W¡1
�°4��È6¸N¡§¤�°2»A�EÃ£¿�¡§Ã§»2�Z���d¨0� ¬2¡�� · Ò�»0��� °S«k_(_1��¤Iáh¤A¾ ¦�¬2�{¾ ÃvÈ6�&_�¦��PÃv¬2¡ �Z��


F 0



n �NÈ6» P	P o v�S?T-S[dyZWgWiWn}Z]i�^���S�dWS�{�q%ijq%�#qbn(^-¶�º	»2�\µ��Z�E�E°4���«Ã�¢W¬2¡ áN��·_�E¸N�Z� ¤��Ò���E¸N�A¤�´
��¬2¡ �Õ¿��Z¸6ÈN¡ �`� »2� ÐjµL¢�·N�4¿ Ñ · Ò�ºl�PÃ§»2�2�«Ãd¤N�'8��f°%È6¡���¢��'8�8 P�P ´ â �6Ò�·��f°4�f¾
È�±ª¢�����Ò����2�EáN�f¡ ¦��Z��
³È�±
�8¤h� �d¡ �ZÈ�ÈAÒ&¢�¤N�A¤N¢2¤AÒ!¿�¬2¸6¬A¦���K â ÒÒ� P	P�P ÒT»0��� °S«`_5_
Æ�Æ�Æ:¾ Ãf¤NÃv¡P¾ ��¤���»{¾ ¬�Æ�¤����f¡��EÈ�ÈA¾ Ãd¤

n ©ª��¬ F ��o v�S[��S[��ije>r|Ò�¶�º	»2�:¿�¡�����±È¢WÈN��°2¬4� �d¡���¡ ÈN¸6¡ ¤N�����E�2¸%¾0½�È6�(K!«È�4�d���Z��¬4´
���f¡��«Ãd¤N�{¿��E¸NÈ6¡��Z��»2�<¦ · ÒmK��A¢Ú�f¢4�Z���EÈN�{Ò2¿�¢A¢4�E¦�ÈN�7�Õ�f¦��Z�}
NÒ�� P	F �

n ©ª��¬ P	F o dWS[��ijej\]n}q�i�^1¶<�6¤Iáh¤\¢W¡<
�°4� ÈN¸6¡ ¤N°2»�
 · Ò���z 8��f�Z�E�Z�}
NÒS� P	P�F
n ©�È6¥ F 0 o �*S��-ZW�yw5s�rj�%^S¶�µ��Z�E�Z°2���«ÃCÃv¬2¡ áN�CÃd¡<
�°4� È6¦<
4¦�� �d�<¦ · ÒZc����
}2��w\��� t¡ y��r@�£¢Zr�w�¤

¥y¦ ����� tòr���§ õ�F Ð@� P	F10 Ñ Ò!K �Nâ ´�K �	P
n ©�È6¥ P�õ o �*S��-Z]�bw�s�rj��^s¶�¿fI|�Z¡§¦��È¢WÈN¬A¡ ¦��W�E��¶�¬2�\¥G�d¡�º	»A�dÈN¡1
:¤��A¢_¢W¡<
�°4� ÈN¸6¡ ¤N°2»�
 · Ò��°2¡ �Z�2¸6�d¡	½��d¡ �«¤�¸AÒ�� P	PNõ
n ©ª¡ ¤ PNâ o v�S�¨:S���V�U#©]s�rj��^�¶�·��E¸N�Z� ¤N�2¦��E¸N�A¤���¬2¡ �	¤��E¸NÈN¡ �Z��»2� · Ò#��¾ ����¤����d�0� 4 Ò K â �NÒ "	"�F ÒK 0 �N¬A�h� P	P6â
n ,{�«·�À�¿7o ,{�«·�À�¿�´�Ï£¡ ÈN¬2°lÒ(¶x,l�E·_À�¿ Þ�¤���¬A¤N��´:¿ �Z�E¥2¡§¤�¡1
�±jÈ6¡�ÃdÈN��°2¬4�§¤h���EÈN�%¤����0¬A��´

¥%�f¡U� »2�dÈ6¡<
 · Ò�º��ô·£¤�¡ ��¦�� ¤6¢��fÒ�À��A¦�� �`� ¬4�Ú±j²2¡Úº	»A�dÈN¡ �v� �E¦ Ã§»2��À��2±jÈN¡ ��¤����E¨TÒ
»6����°S«k_(_hÆ�Æ�Æ:¾ � ¬4´�¢2¤�¡ �<¦��§¤N¢��P¾ ¢4��_hº	À<_#,{�«·�À�¿�_��Õ�d�«ÃvÈN���6¾ »0�����

n Þ³�d� PNâ o �*S?dWS%{�q�ijq%�(q%n(^�¶�µ��E�Z�E°4� �EÃ7¢W¬2¡ á6Ãd�+��¬A¥2�Z�«Ã	©ª�@
<¢W¡1
�°4��È0¦x
4¦����d�<¦ · Ò�©ª�E¬�ÆW�f¡
¿�Ãd¤N¢2�d���EÃ'��¬A¥2�Z�«¦�»2�d¡§¦dÒ���È0¦�� ÈN�4� P	P6â

n Þ³�d� P 0 o �*S?dWS>{�q�iWq%�#q%n5^>ª�S�«¬©5UWi�­�ZWVjnYfygWZjr3^]�[S?�*Sy®�UWiWn@rjZWijqW^�¶�Ê_¤��A¢2¥%È�ÈN¨
È�±|¿�°2°2�E�Z�P¢�¢W¡<
�°4� ÈN¸6¡ ¤N°2»�
 · Ò1¢�87¢|��¡ �f¦ ¦dÒ�� P	P 0

n Þ³�E� F�" o ®�S��[S'{�s�w5w�q�V3^L¶x�_¦��³ÈN±:�d�E�Z�E°4���«Ã�Ãd¬2¡�á6�f¦��E�ùÃv¡1
�°4��È6¸N¡§¤�°2»�
 · Ò�Ê�¾x¢_¾
� �E�`´
�Z�«¤��<¦fÒ0�P¢4�Z��ÈN¡PÒ-`���{����y ����^t
��¢�|l¯ ¥ ��r�v r �#¯�¤�¢Ò|l¯ ¥ ��rÛU °�±�§Ò�(�² �� ¦ |��¹]Tr������Nt
�¢hr�w ¥�¦ ����|�³� �tò���y ��TKm� F Ð�� P�F	" Ñ Ò2��°2¡ �E�2¸N�f¡�½��f¡��«¤�¸%Ò õ � 0 ´ õ K "

n ¶�8 P6â o �´S����]�bq%Vyt�Ò+µ&S'µ�ejq�����q%wJ¶�¿[�2�dÆ ¦��E¸N�%¤h��¬A¡��Ú¦�Ã§»2�f���Ä¥A¤6¦��P¢ãÈ6�ã��»A�
·^�4¿ ¸N�Eá��Z�2¸<���P¦�¦ ¤�¸6�£¡ �fÃdÈháN�f¡<
 · ¶ t
|��y�È`�¢(c·¢Zr��:����|����� ��\r��	¢hr�w ¥�¦ ����|�����£¢Zr�w�w ¦ �-t¡  ���Rtòr��£³��1  ¦ |yt
��¯�Ð�� P�PNâ Ñ Ò4¿C¢�Þ¸��¡��P¦�¦fÒ 4�F ´ " �

n �7� â�"Nâ o ¶�À�µ�µ�µ �7� â	"Nâ �0� ¤N�A¢2¤�¡§¢ ��°G�fÃd�`­GÃd¤h� �ZÈ6�A¦ ±jÈN¡ ��¬2¥2�E�EÃ ©ª�@
¢W¡<
�°4� ÈN¸N¡§¤�°A»�
 Ðé·_¡ ¤�± �:� â Ñ · Ò À�µ�µ�µ �4°%�PÃv�Z­%Ãd¤����EÈN� ·_¡§¤h± �fÒ
»6����°S«k_(_h¸N¡ ÈN¬2°G�d¡P¾ �Z�f�d�N¾ ÈN¡ ¸�_h¸N¡ ÈN¬2°%¦²_!� â	"�â _

n 8�È6¦ P	F o {|S[µ�Z[n}s�iWt
^1¶�À���°2�Z�f���d�0���E�2¸�µ��E�Z�E°4���«Ã<¢W¬2¡ áN�T¢W¡1
�°4��È6¸N¡§¤�°2»�
 · Ò�Þ�¤N�2�2�E�2¸��¬2¥2�E�EÃf¤h� �ZÈ6�A¦C¢WÈA¾EÒS� P�P	F
n �4Ã§» P�4 o µ&S%��fygjVyZ]q����%q�wb^¹��S�­�V>h�UWi�^��[S¹­*º={»UWw�w�q��+^%­*S%�y�YU�rjnYfygjq%fy�+^:¶@I%¤N¦��

©ª�@
 µ322Ã§»A¤N�2¸N�^Æ��`� »®µ��E�E�Z°4� �EÃ³¢W¬A¡�á6�§��
4¦����f��¦ · ÒN¢W¡1
0°2��È�´ P54 Ò���°2¡ �E�2¸N�f¡
½��d¡ �E¤N¸AÒ

n ���<¤�o �*S?ª�S��yh�U]V(r3^ · ¿�¢WÈ6��°A¤�¡ �E¦�ÈN�ÎÈN±:¢2� �T�d¡ �d�0�DI|�E�2�Z����I|�E�d�«¢2¦<±jÈ6¡U¬A¦����E�
µ��Z�E�E°4���«ÃT¢W¬2¡ áN�T¢W¡<
�°4� È6¦<
4¦�� �d�<¦ ·

n ��µL¢���o ¶���µª¢>�	«lµ��Z�E�E°4���«Ã7¢W¬2¡�á6�¹¢W¡1
�°4��È6¸N¡§¤�°2»�
 · Ò��0�§¤��A¢A¤�¡§¢2¦(IAÈN¡
µ�ûCÃv�E�d�0�M¢W¡1
0°2´
��ÈN¸6¡ ¤N°2»�
NÒ2¢W�d¡����«ÃvÈ6�¼8��P¦��P¤�¡§Ã§»DK ���	�

n ��µL¢ªK�o ¶���µª¢ K!«a8��fÃvÈ6�����f�A¢4�P¢�µ��E�Z�E°4���«Ãj¢W¬2¡ áN�Ä·_ÈN�<¤N�Z���
¤N¡ ¤N���v���f¡ ¦ · ÒÒ�0�§¤��4´
¢2¤�¡§¢2¦ªI2È6¡�µ�ûCÃv�E�d�0�N¢W¡1
0°2��ÈN¸6¡ ¤N°2»�
NÒm¢W�d¡����«ÃvÈ6�¼8��f¦��f¤N¡ Ã§»dK ���	�

F�F



n ½ P ¾ "6â o ¶���¬2¥2�E�EÃ�©ª�@
Ú¢W¡<
�°4� ÈN¸6¡ ¤N°2»�
�I2È6¡^º	»2�³I|�E�A¤��%Ãv�«¤��\���d¡ á��EÃd�f¦³À��A¢2¬A¦�� ¡<
 · Ò�^È6¡�¨��E�2¸U·_¡ ¤�± �fÒT¿����d¡ �«Ãd¤���¶_¤h� �ZÈ6�A¤��Ò�0� ¤N�A¢2¤�¡§¢�½ P ¾ "6â ´�� P	P 2!Ò2¿����d¡ �EÃf¤���	¤��2¨6�d¡§¦�¿_¦�¦�È4Ãv�«¤h� �ZÈ6��� P	P	F

F	P



P��



¾)¿�ÀjÁ¡Â¹¿�Ã ´]Ä�Å Ã]¿aÆ*Ç¡È[Á9ÉbÊ�Ë¹¿�Ì
Í�ÇuÎ Ä Í�Ê�Â¹ÏJÐ¹Ñ�ÒÔÓaÌ[Õ5Ö0×ØÆ*Ù�Ú*Û�Ó�ÜÝ�Þ=ß@à1á-Þ�â�ã(ß}à1ä<Þ=å²æ%ß@à1ß�Þ�å²æjç3è¹Þ=ßaã5é(à1ê?Þ=ß@ë5ß@ì%è¹ß�í)Þ?î%ê?é5á-ï(à<ðyß@Þ?â�é5æ�ì�ßaÝ�Þ?ê?ñuß*í)à1Þ�â<â<ß@à�ì�ò�àá-Þ?â�è¹ß@ì7ï#ì%ë(ß@ë5ß@ðyß@ì�ß}ìÅö)ò�ß}ê?ê=ß@ì�ò�ì%è7Ý�Þ?ê?ñ¡äxá-Þ?âxâ1ß@ê=ì7ï(ì�ë(ß@ñuß@à<â<Þ=ë#â�ó@ò�æ%ï#ðyß@ìWô�õ�ê=ê?ßT��â1ß@ê?öê=ß@ìWç%è¹Þ=ß0ï#ò%ä�è¹ß}ì³ö)ò%ß@ê=ê?ß}ì*ß}ì5â1ì�é(á-á-ß@ì7÷�ò�à²è¹ß}ìjç�äxÞ=ì%è7ï#ê�ä�ä<é(ê�å²æ�ß)ø5ß@ì�ì�â1ê?Þ�å²æ*ë5ß@á�ï(å²æ�â÷�é(à²è¹ß}ìjô[í)Þ=ß}ä<ß�õ�à1ðbß}Þ�â�æ%ï#â�Þ?ì�ë5ê?ß}Þ=å²æ%ß@à�é¹è¹ß@à
ù(æ�ì�ê=Þ=å²æ%ß@àZI�é5à<áúì�é¹å²æ�ø5ß@Þ=ì�ß@à3�
à<û¹ñuò%ì�ë5äxöðyß@æ%ü(à²è¹ß ã(é5à<ë5ß@ê=ß@ë(ß}ìjô

í'ï#à1á�ä�â²ï(è�âYç�è¹ß@ì 0 ô�ýAï#Þ(K �	� �
�)ê=Þ=ã(ß@à7��ß}Þ?ê=ß@à

P �


