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Abstract. This paper introduces a new efficient algorithm, called MXLs3,
for computing Grébner bases of zero-dimensional ideals. The MXLs is
based on XL algorithm, mutant strategy, and a new sufficient condition
for a set of polynomials to be a Grébner basis. We present experimen-
tal results comparing the behavior of MXL3 to F4 on HFE and random
generated instances of the M(Q problem. In both cases the first imple-
mentation of the MXLg algorithm succeeds faster and uses less memory
than Magma’s implementation of Fy.
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1 Introduction

The standard way to represent the polynomial ideals is to compute a Grébner
basis of it. One of the most useful applications of Grébner bases is to compute
efficiently the variety of the ideal. This leads to solving the polynomial system
induced by the ideal.

The Buchberger algorithm [3] was the first algorithm for computing Grébner
bases. It is based on the computation of Grobner bases using s-polynomials.
F,4 [10] is an algorithm that uses linear algebra and Buchberger’s s-polynomial
techniques to compute Grobner bases.

XL was introduced in [5] as an efficient algorithm for solving polynomial
equations in case only a single solution exists. The MutantXL algorithm was
proposed as a variant of XL that is based on the mutant strategy [8,7]. The
MXL, algorithm [15] is an improvement to MutantXL that uses the partial
enlargement technique [15] and a necessary number of mutants to solve.

As explained in [12,16] the XL algorithm calculates the reduced Grobner
basis in the case of a single solution. So, we wonder if a variant of the XL
algorithm can compute Grobner bases in a more general case.

The comparison of XL and Fy in [12,16] concluded that Fy computes a
Grobner basis faster and uses less memory resources than XL. By combining
the mutant strategy with the XL algorithm, it was shown in [8] that MutantXL
outperforms XL in all cases. Moreover the results presented in [15] showed that
MXLy outperforms Fy for all the random systems and 57% of the HFE cases
that are considered in that paper. Another indicator for the fact that a variant
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of MutantXL outperforms Fy is in [14]. So this variant of the XL algorithm is a
good candidate to be adapted for computing Grobner bases.

In this paper we introduce a new efficient algorithm for computing Grobner
bases of zero-dimensional ideals that we call MXLs. The MXLg3 algorithm uses
the MutantXL strategy, MXLs improvements, and a new efficiently checkable
condition to test whether a set of polynomials is a Grobner basis. We give an ex-
perimental comparison between the first implementation of the MXLg3 algorithm
and Magma’s implementation of the F4 algorithm on some HFE cryptosystems
and some randomly generated instances of the MQ problem. We show that for
the HFE systems MXLg3 can solve systems of univariate degree 288 that have
number of variables up to 49 while Magma’s F, can not solve any system with
more than 39 variables under the same memory constraints. Moreover, we show
that MXLg3 solves the HFE challenge 1 using a smaller matrix dimensions than
Magma’s Fy.

This paper is organized as follows. In Section 2 we give an overview of Grobner
bases and present the new condition to test whether a set of polynomials is a
Grébner basis. In Section 3 we review the XL algorithm, mutant strategy, and
the MXLs improvements. In Section 4 we describe the MXL3 algorithm. In
Section 5 we give our experimental results on random and HFE systems and
finally we conclude the paper in Section 6.

2 Grobner Bases

We adopt the notation and use some of the results from [2]. Let K be the ground
field, and let the polynomial ring K[z1,...,x,] over K be denoted by K[x]. A
term in the indeterminates 1, ..., x, is a power product of the form x{*--- a8t~
with e; € N. We denote by T the set of all terms. A monomial is any product
of a field element and a term. Let < denote a term order on 7. The degree
of t = af'---af € T is defined by deg(t) := > ;' e;. For f = >, rat €
K[z], where ¢; € K is the coeflicient of ¢ in f, we define the terms of f by
T(f) :={t € T | ¢t # 0}, the degree of f by deg(f) := max{deg(t) |t € T(f)},
the head term of f by HT(f) := max< T(f), the head coefficient of f, denoted
by HC(f), is the coefficient of the head term, and the head monomial of f is
HM(f) := HC(f)HT(f). If f,g € K[z] the s-polynomial of f and g is defined
as spol(f, g) = ﬁ(f)f - m% with ¢ := lem(HT(f), HT(g)).

Given a subset P of K[z], we denote by (P) the ideal generated by P, and
by HT(P) the set of head terms from elements in P. We denote by span (P) the
K-linear span of P. We will denote by F,p)q the subset of all the polynomials
of degree (op)d in P, where (op) is any of {=, <, >, <, >}.

Definition 1. A finite subset G of an ideal I of the polynomial ring K|[z] is
called a Grobner Basis for I (w.r.t the term order <) if

(HT(G)) = (HT(I)) .

A finite subset H of K[z] is a row echelon form of H w.r.t. < if span(f[) =
span(H) and elements of H have pairwise different leading terms.
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Definition 2. Let P be a finite subset of K[z], 0 # f € (P) andt € T. A

representation
S
I= Z aitip;
i=1

with a; € K, t; € T, and p; € P is called a t-representation of f w.r.t. P (and
<) if HT(t;p;) < t fori = 1,...,s. A HT(f)-representation of f w.r.t. P is
called a standard representation.

Proposition 1. [2] Let G be a finite subset of K|[z]| with 0 ¢ G, and assume
that for all g1,92 € G, spol(g1, g2) equals zero or has a standard representation
w.r.t. G. Then G is a Gréobner basis.

We recall a result commonly known as Buchberger’s second criterion. We para-
phrase it in the following proposition.

Proposition 2. [4, 2] let F be a finite subset of K[x] and g1,p,g2 € K[z] be
such that HT(p) | lem(HT(g1),HT(g2)), and for i = 1,2 spol(g;,p) has a stan-
dard representation w.r.t. F', then spol(g1, g2) also has a standard representation
w.r.t. F.

In the rest of this paper we will be working with the total-degree orderings of
terms. So by “order” we mean “total-degree order” here. In the total-degree
orderings, we compare total degree first. In case of the equality, there are many
different orderings. The most commonly used are the graded lexicographic and
the graded reverse lexicographic orderings.

Now we present our new result that establishes a sufficient condition for a
finite set to be a Grobner basis.

Proposition 3. Let G be a finite subset of K[z ] with D being the highest degree
of its elements. Let < be an order on K[x]. Suppose that the following holds:

1. G contains all the terms of degree D as leading terms; and B
2. ifH:=GU{t-g|geqG,taterm and deg(t-g) < D + 1}, there exists H,
a row echelon form of H, such that H<p = G,

then G is a Grobner basis.

Note that condition 1 implies (G) is a zero-dimensional ideal. From now on we
concentrate on zero-dimensional ideals.

Proof. Let G = {g1,...,9s} with g; # g; for i # j. Suppose that the highest
degree in G is D and that conditions 1 and 2 above hold. We want to show that
for i,j € {1,...,s}, with ¢ # j, f := spol(g;, g;) has a standard representation
w.r.t. G. without loss of generality, it suffices to show it for spol(g1, g2).

If d := deg(lem(HT(g1),HT(g2))) < D + 1, then by condition 2

f € spany (H) = span (H) = span(G) @ span g (H—p41).



4 No Author Given

If deg(f) < D + 1 then it is trivial to see that f € spang(G) and hence has a
standard representation w.r.t. G. Suppose that deg(f) = D + 1. By condition 1,
every term of degree D + 1 appears as a head term in H. Choose h; € H such
that HT(hy) = HT(f) and define f; by

HC(f)

h=[f- HC(hy)

It is easy to see that fi € spang (H) and that HT(f;) < HT(f). If deg(f1) =
D + 1 we can repeat the same argument for f; and by iterating the argument a
finite number of times m, we obtain an expression

m—1

f= Z aih; + fm (1)

i=1

witha; € K, h; € H, for 1 <i<m—1HT(h;) > HT(hi31) and deg(fn) < D+1.
Since fn, € spang (H) and deg(fm) < D+ 1, f,, € spang(G) thus clearly (1)
yields a standard representation of f w.r.t G.

For d > D + 1, we proceed by induction. Suppose that d > D + 1 and that
for i # j, if deg(lem(HT(g;),HT(g;))) < d then spol(g;, g;) has a standard rep-
resentation w.r.t. G. Assume, without loss of generality, that deg(g;) > deg(g2)
and note that deg(g1) > (D +1)/2. Let ¢ := lem(HT(g1), HT(g2)) and let t1, 12
be terms such that for i = 1,2, ¢t = t; HT(g;). Note that deg(¢;) > 2 and that
t1 and ty are disjoint. Choose any terms t11,t12,ta1, too such that for ¢ = 1,2,
t; = titio and deg(gr) + deg(t12) = D + 1 and deg(te;) = 1. These choices
are possible because (D + 1)/2 < deg(g1) < D thus 1 < D + 1 — deg(g1) <
D+1—-(D+1)/2=(D+1)/2 < deg(g1) and because deg(t2) > 2. It follows
that deg(t11),deg(t12),deg(ta1) and deg(teq) are all greater than or equal to 1.
Also, if we let t* := ﬁ, by construction, for ¢ = 1,2, lem(¢*, HT(g;))) = t/tin
divides ¢ properly, deg(t*) = D and since t; and ty are disjoint, t* is different
from both HT(¢g1) and HT(g2). Then, by condition 1, there exist g € G\ {g1, 92}
with HT(g) = ¢*. Also, for ¢ = 1,2, since deg(lem(HT(g),HT(g;))) < deg(t),
by the inductive hypothesis, spol(g, g;) has a standard representation w.r.t. G.
Moreover, HT(g) divides ¢t and therefore, by the Buchberger’s second criterion,
spol(g1, g2) has a standard representation w.r.t. G.

3 From XL to MXL2

The MXLj3 algorithm adapts MXLs which in turn adapts XL [5]. Below we
present a brief overview of the XL algorithm, the mutant strategy [7, 8] and the
MXLy improvements [15].

Let P be a finite set of polynomials in K[z]. Given a degree bound D,
the XL algorithm is simply based on extending the set of polynomials P by
multiplying each polynomial in P by all the terms in T such that the resulting
polynomials have degree less than or equal to D. Then, by using linear algebra,
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XL computes ]3, a row echelon form of the extended set P. Afterwards, XL
searches for univariate polynomials in P.

In [7,8], it was pointed out that during the linear algebra step, certain poly-
nomials of degrees lower than expected appear. These polynomials are called
mutants. The mutant strategy aims at distinguishing mutants from the rest of
polynomials and to give them a predominant role in the process of solving the
system. The precise definition of mutants is as follows.

Definition 3. Let I be the ideal generated by the finite set of polynomials P.
An element f in I can be written as

f:prp (2)

peP

where f, € Klz|. The mazimum degree of fop, p € P, is the level of this
representation. The level of f is the minimum level of all of its representations.
The polynomial f is called mutant with respect to P if deg(f) is less than its
level.

The MutantXL algorithm [8] is a direct application of the mutant concepts
to the XL algorithm. It was noted in [15] that there are two problems in the
MutantXL algorithm that affect its performance. The first problem is, when the
system generates a huge number of mutants. The second problem is, when the
system generates an insufficient number of mutants to solve the system at a lower
degree than XL. The MXLy algorithm handles the first problem by choosing the
minimum number of mutants necessary to solve.

In [15], Mohamed et. al. also introduced a new technique for the space en-
largement process to handle the second problem which is called the partial en-
largement technique. In the process of space enlargement, MutantXL multiplies
all the polynomials in P of degree D by all the terms of degree one such that
each term is multiplied only once. In many cases, the last iteration of this process
generates a very large number of dependent polynomials. These polynomials are
reduced to zero. MXLy avoids this problem by using the partial enlargement
technique. This means that, in the process of space enlargement MXLo multi-
plies only a subset of the polynomials of degree D in P and tries to solve. This
step is repeated until the system is solved. The strategy for selecting a subset
will be explained in the next section.

By these two improvements MXLs could outperform Magma’s Fy in terms of
memory in all the cases of random systems and 57% of the cases of HFE systems
that are considered in [15].

4 Description of the MXL3 Algorithm

The main difference between MXLy and MXLg is that MXLsy only works when
the system of equations has a unique solution whereas MXL3 can handle any
system of equations with a finite number of solutions. Any XL-type algorithm
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eventually computes a Grobner basis, however it is uncertain for which degree
bound it occurs. Proposition 3 provides an easy to check condition that guar-
antees a Grobner basis has been found. Experimental results show that in all
the cases that we examined, using this alternative criterion reveals the Grébner
basis early. Another important difference is that MXLg multiplies only by some
chosen monomials, while MXL, multiplies by all possible monomials. In addition
to the notation of section 2, we also need the following notation.

4.1 Notation

Let X :={z1,...,2,} be a set of variables, upon which we impose the following
order: x1 > xg > ... > x,. Let

R= Fg[xl,...wn]/(m% —xl,...,xi — Zp)

be the Boolean polynomial ring in X with the monomials of R ordered by
the graded lexicographical order <g.,. We consider elements of R as poly-
nomials over Fy where degree of each term w.r.t any variable is 0 or 1. Let
P = (p1,...,pm) € R™ be an m-tuple of polynomials in R. Throughout the op-
eration of the algorithm described in this paper, a degree bound D will be used.
This degree bound denotes the maximum degree of the polynomials contained
in P. Note that the content of P is changed throughout the operation of the
algorithm. We define the leading variable LV (p) for p € P as the largest variable
in HT(p), according to the order defined on the variables set. Also, we define the
subset LV(P, z) as the set of all polynomials of P with leading variable z.

4.2 MXLj3 Algorithm

The algorithm performs the following steps:

— Initialize: Set P = {p1,...,pm}, D = max{deg(p) : p € P}, the elimination
degree ED = min{deg(p) : p € P}, the set of mutants M = () , the extension
flag newFExtend = true, the completed level CL = E D, and the partitioned
variable x = x7.

— Echelonize: Consider each term in P<gp as a new variable. Set P<gpp =
]BSED, where JBSED is the row echelon form of P<gp.

Here polynomials are identified with their coefficient vectors as explained in
[10].

— ExtractMutants: Add all the new elements of P.pp to M.

— MultiplyMutants: If M # (0, then Multiply(P, M, ED), and go back to
Echelonize.

— Grébner: If ED < CL, then for i =1 to ED, if |P—;| = |T=;| , set G to P<;.
Return G and terminate.

— Ezxtend: Extend(P, D,z, ED,CL,newExtend) and go back to Echelonize.

Multiply (P, M, ED)



MXL3 algorithm 7

— Set k = min{deg(p): p € M}.

— Set y = max{LV(p) : p € M_y}.

— Select a necessary number of mutants of M_j, multiply the selected mutants
by all variables < y, remove the selected mutants from M, add the new
polynomials to P.

(The necessary number of mutants is numerically computed as in [15].)
— Set ED =k +1.

Extend(P,D,z, ED,CL,newExtend)

— If newFExtend = true, then increment D by 1, set x = min{LV(p) : p €
P_p_1}, and set newFExtend = false. Otherwise, set x = min{LV(p) : p €
P_p_1 and LV(p) > z} (the next-smallest leading variable).

— multiply all the polynomials of LV(P,z) (the current partition) by all the
variables < z without redundancy and add the newly obtained polynomials
to P.

— If x = x1, then set newFExtend = true and CL = D.

—Set ED=D .

We now explain the selection strategy that we use to avoid the redundancy
produced from the extend step. During the multiplication process we keep the
multiplier variable that gave rise to every new produced polynomial and we keep
one for the original polynomials. When we extend the system, we multiply the
polynomial p by all variables smaller than its previous multiplier variable. In case
of the previous multiplier of p is one, we multiply by all variables. The target of
this selection method is to speed up the extension process of the system. Only we
multiply by monomials of degree one (variables) without any trivial redundancy.

Let for example p € P, x;p, x;p be two polynomials in the extended system,
and z; > x;. Then z;p is extended by multiplying it with variables < x; one of
them being z;x;p, while the redundant polynomial z;z;p can not be produced
by x;p since z; > x; and z;p is multiplied only by variables < z;.

The multiplication of mutants process provides another important improve-
ment to our algorithm. Let the system have mutants of degree £ < D and x
is the greatest leading variable of the set of mutants. MXLs multiplies these
mutants by all variables < z instead of multiplying by all variables as in MXLo.
The target of this improvement is to solve with as small number of polynomials
as we can.

Let for example M be a set of mutant polynomials of degree k and let z; be
the smallest leading variable of the elements in M. We multiply the elements of
M Dby all variables < x;. The resulting polynomials have smallest leading variable
< x;, then all the old polynomials of degree k+ 1 with leading variable > x; will
not play any role during the Gaussian elimination process. This will decrease
the dimension of the system.

The following theorem establishes the correctness of the algorithm.

Theorem 1. The MXL3 algorithm computes a Grobner basis G of the ideal
generated by the set {p1,...,pm} of R.
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Proof. Termination: MXL3 terminates only when the set M = () and when P
contains all the terms of degree d as leading terms, at a certain degree d < D. The
worst case is to satisfy these two conditions at D = n + 1. In this case, after the
Echelonize step, P contains only one polynomial of degree n. If M # (), MXLs
loops between Eliminate and MultiplyMutants a finite number of times until
the set M becomes empty. At Gréobner step the set G = P satisfies the conditions
of the step, then MXLj3 returns G with highest degree d = n and terminates.
Correctness: MXLg returns a set of polynomials G that satisfies the following:
For any two distinct elements g;, g; € G, HT(g;) # HT(g;), since G is in the row
echelon form. Let d = max{deg(g) : g € G}, G contains all the terms of degree
d as leading terms, then G satisfies the first condition of Proposition 3. Also,
the Grobner step is executed only after multiplying all the mutants (if any) and
extending all the polynomials of degree < d, then G satisfies the second condition
of Proposition 3. Therefore G is a Grobner basis for the ideal generated by the

input system {p1,...,pm}

5 Experimental Results

We built our experiments to compare the efficiency of MXLgs to the efficiency of
F4 in solving some random systems generated by Courtois [6] as well as some
HFE systems generated by the code of John Baena. We run all the experiments
on a Sun X4440 server, with four “Quad-Core AMD Opteron™ Processor 8356”
CPUs and 128 GB of main memory. Each CPU is running at 2.3 GHz. We used
only one out of the 16 cores.

MXLg Fy
n max. matrix |Memory|Time max. matrix |Memory| Time
25 66631 x76414 698 704 248495x108746 | 5128 | 1341

D D
6 6
26(|6 | 88513x102246 | 1207 | 1429 || 6| 298592x148804 | 8431 | 3325
27|16 (123938x140344| 2315 | 2853 || 6| 354189x197902 | 13312 | 6431
6 6
6 6
6 6
6

28 201636x197051| 4836 | 7982 420773%261160 | 20433 | 13810
29 279288 x281192| 9375 |[18796 499222x 340254 | 30044 | 25631
30 332615%x351537| 15062 |33331 1283869x374081| 72258 | 92033
31 415654 x436598| 23078 |94191 868614 x489702 | 108738 [162118
Table 1. Performance of MXL3 versus Fy for dense random system

(=)}

Tables 1 and 2 show the results of dense random systems with many solutions
and the results of HFE systems of univariate degree 288, respectively. In both
tables we denote the number of variables and equations by n and the highest
degree of the iteration steps by D. The tables also show the maximum matrix
size, the memory used in Megabytes, and the execution time in seconds. It is
evident from Tables 1 and 2 that MXLg3 solves the random generated systems
and HFE systems faster and consumes less memory than Fy.
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Table 1 shows that both MXL3 and F4 solve random systems up to a system
of 31 variables. The solutions of MXL3 are consistent to the results of Magma.
When MXLgs and F4 tried to solve a 32 variables system, both were able to
enlarge the system up to degree 6. When the system was enlarged to degree 7,
they ran out of memory.

MXLg Fy
n [|D| max. matrix |[Memory Time D| max. matrix |[Memory|Time
30||5| 86795x130211 | 1389 3106 51149532x136004| 7105 | 3806
35|15 | 155914x296872 | 5737 10047 51200302x321883| 40480 (11032
36||5|173439x344968 | 7310 14183 51219438 x382252| 50846 (15220
37151 192805x399151 | 9288 20375 5 (247387x444867| 66623 (20787
38|51 212271x459985 | 11351 27089 51274985x512311| 83445 (27305
39|15 234111x528068 | 15070 36833 51305528 x588400( 104135 38013
40(| 5| 258029x604033 | 20881 |63460~17.6 hours no solution obtained
45(|51404940x1126819| 55216 [299355~~3.46 days no solution obtained
47| 51457691 x1417468| 77967 | 371088~4.3 days no solution obtained
48| 5(517642x1583807| 98913 | 689235~7.9 days no solution obtained
4915 1561972x1765465| 120524 | 751965~8.7 days no solution obtained

Table 2. Performance of MXL3 versus Fy for HFE(288n) systems

Table 2 shows that all the HFE systems of univariate degree 288 up to 49
variables are solved by using MXLg, whereas F4 could only solve HFE systems
up to 39 variables with the same memory resources.

In Table 3 we compare the performance of the MXLj algorithm against the
F4 algorithm in computing a Grobner basis of the random system n = 30. For
MXL3, we give the elimination degree (D), the matrix size for each level, the
rank of the matrix (Rank), the number of mutants found (NM), the number of
used mutants (UM), and the lowest degree of mutants found (MD). For Fy, we
give the step degree (D), the matrix size, and the step memory in MB.

Table 3 shows that by using the mutant strategy, MXLg can easily solve the
30 variables random system with a smaller matrix size compared to Fy. MXL3
starts to generate mutants at step 5. In this step 31060 mutants of degree 5
are generated, out of which only 665 are multiplied. Due to the degree of the
generated mutants, the elimination degree remains the same in the next step,
i.e. , D = 6. Starting from step 7, D starts to decrease. In step 8, the system
generates 315 quadratic mutants and 15 linear mutants. By using only one of
the linear mutants, MXLj3 generates additional 15 linear mutants in the next
step, which in turn leads to solving the system.

Also, Table 3 shows that the number of reductions to zero is less than 8%
for each iteration step. This explains practically that our improved selection
strategy has strictly increased the efficiency of the algorithm since it avoids the
redundant computations.
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MXLs3 Fy

Step||D| Matrix Size Rank NM UM |MD ||D Matrix Size Memory
1 ]|2 30%x466 30 0 0 - |12 30x466 14.2
2 |3 930x4526 930 0 0 - 13 937x4526 14.2
3 ||4| 13980%x31931 |13515 0 0 - [|4] 13320x30551 207
4 ||5] 131690x174437 (121365 0 0 - ||5| 106603x143547 4318
5 [|6/332615x351537|329051 31060 665 | 5 ||6] 588160x437262 | 42843
6 ||6| 302981x309033 |302981| 3596,12340 |0,191| 5,4 ||6|{1283869x374081| 72258
7 ||5| 172945x174437 |172945|2480,3160,90(0,0,11(4,3,2{| 2 722x466 72258
8 |3 4510x4526 4510 315,15 0,1 |2,1|3 4864 %3782 72258
9 |2 480466 465 15 0 1 |[4] 22421x19736 72258
10 5| 103919x62858 72258

Table 3. Results for the system Random-30

In Appendix A Table 4 presents a comparison between the maximum ma-
trix size constructed by MXLs and MXL, on some random systems that have
only one solution. The results show that MXL3 solves with smaller number of
polynomial equations and smaller number of terms than MXLs. This due to the
selection strategy of the multiplied variables that used is by MXLs. In Appendix
B Table 5 presents another comparison between MXLs and Magma’s Fy when
the HFE parameter is setting to true. In this case MXLj also solves with smaller
number of polynomials than Magma’s Fy. For example the HFE challenge 1
n = 80 that was first solved with maximum matrix size 307126 x 1667009 by
Faugere and Joux [13] using F5 /2 algorithm [11] in May 2002, can be solved by
MXL3 with maximum matrix size 268840 x 1666981, while Magma solves it with
maximum matrix size 293287 x 1666981. In this case Magma is faster than our
implementation since it uses a very fast linear algebra implementation.

For the comparison with Faugere’s Fy algorithm, we used Magma (version
V2.13-10) which is considered to be of the best available tools for computing
Grobner bases. We used the field equations 27 = z; an using the polynomial
ring type for Magma that is defined over Fy such that all the terms are reduced
modulo the field equations. When we use the new version of Magma (V2.15) and
the new Magma type BooleanPolynomialRing, we have worse results in terms of
the matrix size and the memory, although we obtained better results in terms of
the running times. For MXLgs, we also used the Boolean polynomial ring in our
C++ implementation. For the Echelonize step, we used an adapted version of
MA4RI [1], a library for dense matrix linear algebra over Fo. Our adaptation is in
changing the strategy of selecting a pivot during Gaussian elimination to keep
the old elements in the system intact.

6 Conclusion

In this paper, the MXL3 algorithm is introduced as a new and efficient method
to compute Grobner bases on the Boolean polynomial ring. The experiments
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showed that both in classical cryptographic challenges and random systems,
this new algorithm performs better in terms of memory than the F4 algorithm
implemented in Magma, currently the best publicly available implementation of
F4. The growth of the complexity shown in the experiments suggests that the
difference is not marginal.

These experimental results demonstrate the importance of mutants in the
computation of Grébner bases, which was explored in a different setting in [9]. In
combination with the techniques derived from the concepts of necessary number
of mutants and partial enlargement, this new strategy has shown to be very
successful unfolding the underlying structure of systems of equations.

Also, the new criterion for determining the termination of the new algorithm,
proved to be efficiently checkable and sharp to detect a Grébner basis. The fact
that the MXLgs algorithm terminates at the same degree as the Fy algorithm in
all experiments, suggests a connection between this criterion and other criteria
to establish a Grobner basis, a very interesting new direction, we will study next.

This paper further demonstrates the great potential of the mutant strategy
and much more is still needed to be done to realize its full potential.
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Appendix A
MXLs3 MXLo
n || max. matrix || max. matrix
15(| 1422x1577 1946 x 1758
16|| 2295x2573 2840x 2861
17|| 3211x3676 || 3740x4184
18|| 4477x5335 || 6508 x7043
19|| 8150x8039 || 9185x11212
20| 8494 x 10564 |[14302x 12384
21(|16128x16115|]{14365%x20945
22(120332x20737||35463 x 25342
23(123415% 26407139263 x 36343
24(152215x57171||75825%x 69708

Table 4. Performance of MXL3 versus MXLy for dense random system
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Appendix B
MXLg Fy
n max. matrix max. matrix
20 5236 %5227 7053 %6196
25 9979x9941 12459x 15276

30(] 22515x31931 20003x 31931

35| 33705x59536 3008159536

40(| 37005x 84516 43124x102091
50(| 67525x251176 || 79116x251176
60|| 144030x 523686 || 130755x 523686
70(] 181335x974121 || 201343 x 974121
80(|268840x 1666981 (293287 x 1666981
Table 5. Performance of MXL3 versus Fy for HFE(96,n) systems




