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Chapter 1

Introduction

In this thesis we propose an attack on the McEliece public key cryptosystem [McE78].
This cryptosystem was proposed by R. McEliece in 1978 and it is the first public key
cryptosystem based on coding theory. In its original version it is based on Goppa codes.
For appropriate system parameters it remains unbroken. However, the private and
public keys are large matrices, which is one of the main disadvantages of the cryptosys-
tem. In order to overcome this disadvantage several ideas were presented to modify
the McEliece’s original proposal. Most of them involve replacing the Goppa codes with
other codes. But still, most of them turned out to be insecure or inefficient compared
to the original McEliece’s proposal.

Since the McEliece cryptosystem was created, various ideas for attacks on it were pre-
sented. Some attacks aim to get the private key from the public key. For a detailed de-
scription of such attacks see [EOS06]. Other attacks aim to recover the plaintext message
from a given ciphertext. Such attacks are the Information-Set-Decoding attack, Known-
Partial-Plaintext attack, Related-Message attack, Reaction attack, Finding-Low-Weight-
Codeword attack. A detailed overview of these attacks can be found in [BBD*05].

The purpose of the attack, proposed in this thesis, is to recover the error vector from
a given ciphertext. This attack is based on the observation that the error vector is the
codeword with minimal weight in the code generated by the matrix, which is composed
by the public key matrix and the ciphertext. The problem of finding the low-weight
codeword reminds of the problem of determining the shortest vector in a lattice. Using
a construction, presented by Conway and Sloane [CS88|, we were able to reduce the
problem of recovering the error vector to one of the main lattice problems, namely the
shortest lattice vector problem (SVP). The shortest vector problem is, given a lattice, to
find the shortest non-zero vector in this lattice. The best provable algorithm for solving
SVP exactly is the AKS sieving algorithm [AKSO01], which is a probabilistic algorithm
running in time 200" . However it makes sense to use more efficient but not so exact
algorithms and hope that the output is the shortest lattice vector. Such algorithms are
the lattice basis reduction algorithms.

Given a basis of a lattice £ the aim of the lattice basis reduction algorithms is to
transform the given basis into a basis of the same lattice, which contains vectors with
smallest possible norm. Till recently the lattice basis reduction concepts and algorithms
were based on the Euclidean norm. The first concepts of Lagrange and Gaufl were devel-
oped for lattices with low dimensions. Then Hermite and Korkine and Zolotarev (HKZ)
presented a reduction concept, which gives a very good approximation of the successive



minima, but is rather impractical for higher dimensions. A decisive breakthrough in
the area of lattice basis reduction was introduced by H. Lenstra, A. Lenstra and Lovész
[LLL82]. They proposed the L3 lattice basis reduction algorithm, which extends in a
natural way the concept of Gaufl to lattices of arbitrary dimensions. Then Schnorr
linked Lovasz and Hermite’s definitions and obtained a flexible hierarchy of reductions
w.r.t. the Euclidean norm, named block reduction. Later Lovasz and Scarf presented
a generalization of the L? reduction concept to arbitrary norms. After that Kaib and
Ritter generalized the block reduction to arbitrary norms. In theory, the lattice basis
reduction algorithms guarantee only an approximation up to a factor, exponential in the
lattice dimension.

In the attack, presented in this thesis, we use L® and block basis reduction algorithms
w.r.t a non-standard norm. We have chosen the [, norm. Since the basis reduction
algorithms provide only an approximation of the length of the shortest lattice vector, we
cannot expect this attack to work in all cases. The purpose of this thesis is to test, with
specific reduction parameters and different dimensions of the input matrix (see Chapter
5), whether the approximation, which the reduction algorithms provide in practice, will
be good enough to attack the McEliece cryptosystem in its original version. In order to
do that we provide an implementation of the L? and the block basis reduction algorithms
w.r.t. the [, norm for p > 2, based on the Gnu Scientific Library [GSL| (see Chapter
6). The time used by the reduction algorithms increases considerably and the success
probability decreases with increasing dimension of the input basis vectors. Our tests
have shown that the attack becomes impractical for Goppa codes of length 127, since
the success rate remained 0%.

The structure of this thesis is as follows. Chapter 2 is devoted to the reduction of the
decoding problem to the shortest lattice vector problem. In this chapter we also present
in details the construction of a Goppa code and its generation matrix and the McEliece
cryptosystem in its original version. In Chapter 3 we present the L? and the block basis
algorithms for the Euclidean norm (ly). There we discuss the main properties of the
L3-reduced and block reduced bases and we provide detailed proofs for the approxima-
tion of the length shortest lattice vector, which they provide. In Chapter 4 we describe
the generalized version of the L? algorithm for arbitrary norms, provided by Lovész and
Scarf [1.S92], and the block basis reduction algorithm for arbitrary norms, due to Ritter
[Rit97]. We also prove the quality of the approximation of the successive minima, which
the algorithms give. In order to be able to generalize the reduction concepts to arbitrary
norms we use specific distance functions w.r.t an arbitrary norm, introduced by Lovasz
and Scarf. In Section 4.3 we discuss an algorithm for calculating these distance functions
w.r.t. the [, norm. In Chapter 5 we present the results of the tests for different Goppa
codes and reduction parameters. In Chapter 6 we present details for the implementa-
tion of the reduction algorithms and in the Appendix we give the source code of our
implementation.



Chapter 2

Reducing the Decoding Problem to a
Lattice Problem

In this chapter we present the lattice attack against the McEliece cryptosystem. We first
give some basic definitions from the theory of linear and error-correcting codes. Then
we define in details the irreducible binary Goppa code and describe the construction of
its generator matrix. In the third section we present the original version of the McEliece
cryptosystem, based on Goppa codes. In the last section we give a detailed description
of the reduction of the problem of finding the error vector of a given ciphertext to the
problem of finding the shortest non-zero vector in a lattice.

2.1 A Brief Introduction to Error-Correcting Codes

We begin with the definition of an (n, k)-code.

Definition 2.1. An (n, k)code C over a finite field F is a k-dimensional vector subspace
of the vector space F". We call C an (n, k,d)code if d is the minimum distance in C, i.e.
d = miny yee dist(x,y), where "dist” is a distance function. With wt(x) := dist(0,x) we
denote the distance of x € F™ to the zero vector. We call wt(x) weight of x.

Throughout this chapter we use the Hamming distance as distance function. The Ham-
ming distance between x,y € C' is defined as the number of indices 4, such that z; # ;.
Since C is a k-dimensional vector subspace of F", we can represent the code C by a gen-
erator matrix G € F¥*". The rows of G form a basis of the linear code C. The matrix
H € F*=**" is called check matriz for the code C if C = {C €| Hc! = 0}. The code
generated by H is called dual code of C and is denoted by C*.

Let C be an (n,k,d) code. Let t := [d—;lj and y € F" be a ciphertext with at most
t corrupted entries. Then the original message can be uniquely recovered by choosing
the codeword in C that is closest to the received message y and we say that C is t-error
correcting code. The minimum distance of a linear code C determines how many errors
C can correct. Codes with bigger minimum distance can correct more errors.

There are codes, which are equivalent w.r.t a permutation.

Definition 2.2. Two (n, k) codes C and C' over a field F are called permutation equiv-
alent if there exists permutation ™ over n elements, such that

C'= W(C) = {({L‘Wfl(l), ... ,.’L'Wfl(n)) |X S C}



Throughout the chapter we use the following notation. For a k x n matrix M and any
ordered subset {ji,...,5m} = J C {1,...,n} we denote by M.; the submatrix of M
consisting of the columns corresponding to the indices of J and M. = (M?") .

2.2 Binary Goppa Codes

In this section we give definition of binary Goppa Codes. Then we describe how to
construct a generator and parity check matrix for Goppa codes.

Definition 2.3. Let m and t be positive integers and let
t
g(X) = Zng’L € Fgm [X]
=0

be a monic polynomial of degree t. We call g(X) Goppa polynomial. Let
L=0"o. V1) € Fj.
be a tuple of n distinct elements, such that

g(vi) #0, forall0<i<n.

For any vector ¢ = (co,...,ch_1) € Fy,

n—1

¢ g(X)—g(n)
Se(X) =~ Z . X —

— g(7i) o0
defines the syndrome of c. Then the binary Goppa code G(L, g(X)) over Fy is the set
of all vectors ¢ = (cq,...,cn_1) € Y, for which

So(X) =0

holds in the polynomial ring Fom[X] or equivalently if

C;

- = 0 mod g(X).

So formally we get
G(L, g(X)) = {c € F5 [ 5e(X) = 0} = {c € Fy [ S¢(X) = 0 mod g(X)}.
If g(X) is irreducible over Fom then we call G(L, g(X)) irreducible binary Goppa code.

If g(X) is irreducible, then g(vy) # 0 for all v € Fom. Thus, in such case, L may contain
all elements of Fom.



Now we will show how to construct the generator matrix G and the parity check matrix
H of a Goppa code G(L, g(X)). A vector ¢ € F} is contained in G(L, g(X)) if and only
if Se(X)=0. Foralli=0,...,n—1 we have

9(X)—g(n) _ % ‘ . j1s
TX oy, ZJX o ZX Zgﬂ

j=0 s=0 j=s+1
Therefore, we get that ¢ € G(L, g(X)) if for all s =0,...,t -1

n—1

Z Z g7 " e = 0. (2.1)

=0 ] =s+1

is fulfilled. So for s =0,...,t —1 (2.1) can be rewritten as

! 9t9(Yn—1)""

(91 + Gt Yn=1)9(Vn-1)"

gt9 (70)

(gi—1+ g70)9(70)

1
Hc' =0, where H =

(Zﬁ-zl gﬂé’l) g(w)™ - (Zﬁ-zl mii) 9(Yn-1)"!

(2.2)
From (2.2) it follows that
G(L,g(X)) ={ceFy | Hc" =0}.

Therefore H is the parity check matriz of G(L,g(X)). Since Hc” = 0 holds for all
c € G(L,g(X)), the matrix H can be used to determine whether a vector ¢ € F} is
a codeword from G or not. The entries of the matrix H are elements of the extension
field Fom over Fy. So we can extend H to a mt x n matrix H' over Fy by writing each
entry as the corresponding column vector of length m from Fy. The rows of the matrix
H' generate a vector subspace V' of F}. Therefore, we can obtain a generator matrix G
of a Goppa code by computing the basis of the vector space dual to V. Since H' has
dimension mt X n, then GG is a n X k matrix with £ > n — mt. So the matrix GG defines
a (n, k) Goppa code.

The minimum distance of two vectors x,y € G(L, g(X)), where g(X) is an irreducible
polynomial of degree t, is at least 2t + 1. Therefore, the Goppa code G can correct up to
t errors. More detailed discussion about the minimum distance of error-correcting codes
can be found in [Bay97].

2.3 The McEliece Cryptosystem

The McEliece Cryptosystem is the first one, which uses error-correcting codes as a
trapdoor. The original version of the McEliece cryptosystem, which uses Goppa codes,
remains unbroken. The trapdoor for the McEliece cryptosystem, using Goppa codes, is
the knowledge of the Goppa polynomial. The McEliece cryptosystem can be described
as follows:

System Parameters: (n,t) e N, t < n

Key Generation: Given the parameters n and t generate the following matrices:



G': k x n generator matrix of a binary irreducible (n, k) Goppa code G, which can correct
up to t errors, where k is chosen maximal.

S : k x k random binary non-singular matrix

P : n x n random permutation matrix.

Public Key: (G,t) with G = SG'P.
Private Key: (S, Dg, P), where Dg is an efficient decoding algorithm for Dyg.

Encryption: To encrypt a plaintext m € {0, 1}* choose randomly a vector e € {0, 1}"
of weight ¢ and compute the ciphertext ¢ € {0,1}" in the following way:

c=mG Pe.
Decryption: To decrypt a ciphertext c calculate
cP7! = (mS)G' @ eP™!

first and apply the decoding algorithm Dg for G to it. Since ¢P~! has a Hamming
distance of t to the Goppa code, we obtain the codeword

mSG' = Dg (CP_l).

Let J C 1,...,n be a set, such that GG.; is invertible, then we can compute the plaintext
as follows:

m = (mSG');(G';)~ 1S~

2.4 Reducing the Problem of Finding the Error Vec-
tor to the Problem of Finding the Shortest Lat-
tice Vector

According to Conway and Sloane’s ”Construction A”[CS88|, we can associate with any
linear code C a lattice Lo C Z", where L is the preimage of C under the reduction map
7" — 3. With the following lemma we show in details how the lattice associated with
a linear code C is constructed.

Lemma 2.4. Let
o:Fy = 7"

be a map, which sends each zero entry of a vector v € Fy to 0 and each non-zero entry
to 1 or-1. Let

m: 2" - Fy, w(v)=(vymod2,...,v, mod2).

Let C be an (n, k) binary linear code with generator matriz G, where G is in systematic
form, i.e.

G = [ld(k) | A],



where 1d(k) is the k x k identity matriz and A is a k x (n — k) binary matriz. Let
o(g1) g1
G = f = :
o(gr) 8k
be the matriz obtained by applying o on the rows of the matriz G and Le := 7w *(C).
Then L¢ is the lattice generated by the vectors g1, ..., 8k, 2 €1, ---,2 €p.

Proof of Lemma 2.4: Let

k n
M::(gl,...,gk,Z-ekH,...,Q~en>:{Zaigi+ Zozj-Zej . CKEZ}
=1

j=k+1

be the space generated by the vectors g1,...,8k,2 - €x11,...,2- €, in Z".
1. M c 7 (C)
Let v € M. Then there exist o; € Z, 1 = 1,...,n, such that

k n
szaigi+ Z Oéj'2€j.
i=1

Jj=k+1
Applying 7 on the vector v we get

k gi,1 mod 2 gin

w(v) =) (e mod 2) ; => 6| : |ec

i=1 Gin, mod 2 =1 Gin

where ; € Fy and 5; = (oy; mod 2). So there exists a codeword ¢ € C, such that 7(v) = ¢
and thererefore v € 771(C) = L¢.

2. 1 (C)c M

Let w € L. Then there exists a codeword ¢ € C, such that 7(w) = c. Therefore w is
congruent to ¢ modulo 2 and can be written as

k n
W= Zﬁigi +Zvj - 2e; for B;,v; € Z.
i=1 j=1
If the vectors 2eq,...,2e, € M, we can write the vector w as
k n
W = Zuigﬂ— Z v - 2ej for v; € Z,
i=1

j=k+1

which proves lemma. So the only thing left is to show that 2eq,...,2e, € M.
Since G is in systematic form, for the entries of g;,...,g; we have that g;; = 1 or
gii=—land g;; =0fori,j=1,...,k Let

T={j:k+1<j<n, g,;=1} and S;={j : k+1<j<n, §;=—1}



fori=1,...,k. Fori=1,...,k we get

%6, — 2@1"’_(_1)2]67”;26]4—2]6&29] lfgwl:l
(=2)-8i+272-e+ (1) 252 ¢ if gz =—1,

which finishes the proof of the lemma. n

Let C be an (n, k, d) error-correcting binary linear code with generator matrix GG, which

can correct up to t := L%J errors. Let m € F§ be a k-dimensional vector, e € F§ be a

vector with weight smaller or equal to t and ¢ = mG G e. Let

g1

o= (8- (na)|

mG e

and C be the linear code generated by G in F2. The minimum weight of any non-zero
codeword in C is 2t + 1. With the following lemma we will show that the only non-zero
codeword in C with weight smaller or equal to t is the vector e.

Lemma 2.5. The only non-zero codeword with weight smaller or equal to t in C ise.

Proof: Since ¢ = mG & e it is obvious that C is generated by the matrix

@:(g).

Every vector v generated by the rows of G’ has the following form
v = vi P ae or equivalently v & ae = vy (2.4)

where a € {0,1} and v; is codeword from the linear code generated by G. Therefore
wt(vy) > 2t + 1. If « =0, then v = v; and wt(v) = wt(vy) > 2t + 1. Let o = 1. Since
the Hamming distance is a metric over the vector space generated by the rows of G’ and
the triangle inequality

wt(u+w) < wt(u) + wt(w)

is fulfilled for all u,w € C, from (2.4) we get

wt(v) + wt(e) > wt(v + e) = wt(vy)
wt(v) > wt(vy) —wt(e) > (2t +1) —t =1t + 1,

which proves the lemma. O]

Let £C~ be the lattice in Z" associated with the code C. From Lemma 2.5 we know that

the codeword with the smallest weight in C is the error vector e and e is the only such
codeword in C. So we would like to choose a norm || - ||, such that the shortest non-zero
vector w.r.t || - || is a vector v, for which v mod 2 = e. We choose the [, norm. With the
following lemma we give a lower bound for p, so that for the shortest non-zero vector v
w.r.t [, norm in Lz holds:



vmod 2 = e and ||v]|, = wt(e)'/? = ¢\/P.
Lemma 2.6. Let v be a shortest non-zero lattice vector in Lz w.r.t the I, norm. If
p > log, t,

where t is the weight of the error vector e in CN, then v; € {—1,0,1} and v; = e; mod 2
fori=1,...,n.

Proof: First we will prove that the vector v has entries only from {—2,—1,0, 1,2}.
Suppose there exists an entry v; of v, such that v; mod 2 =1 and v; ¢ {—1,1}. Then
the vector

W = (Ul,...,Uj_l,l,Uj+1,‘..,Un) € Eé‘
has smaller /, norm than the norm of v, which is a contradiction to the fact that v is
a shortest vector in L5. Therefore for all entries of v, such that v; mod 2 = 1, holds
v; € {—1,1}. Suppose that there exists an entry v, of v, such that vy mod 2 = 0 and
|vg| > 2. Then the vector

W = (V1,.. ., Vk—1,2, Upt1,--.,0pn) € L5

has smaller [, norm than the [, norm of v, which is a contradiction to the fact that v
is a shortest vector in L£5. Therefore for all entries of v, such that vy mod 2 = 0, holds

v; € {=2,0,2}.

Next we will show that the vector v has either entries only from {—1,0,1} or v €
+2Id(n). Suppose that there exists an entry v; of v, such that v; = 2 or v; = —2.
Consider the vectors w; = 2e; and wy = —2e;. Obviously ||w;|[, < ||v||, for i = 1,2,

where the equality is reached if and only if v = w; for some i € {1,2}. Therefore, if
there exists an entry v; of v, such that v; = 2 or v; = —2, then v € £2Id(n). If there is
no entry of v, such that v; = 2 or v; = —2, then all entries of v are only from {—1,0, 1}.
Since the lattice L5 contains all vectors in Z", which are congruent modulo 2 to a
codeword in C, all the vectors €’ congruent to e modulo 2 with entries only from {—1,0, 1}
belong to Lz and |||, = t'/P. Therefore all shortest vectors in £z have I, norm equal
or smaller than ¢'/7.

Let € € Lz be a vector congruent to e modulo 2 with entries only from {—1,0,1}.
Assume v € £2 - Id(n). From p > log, t we get

le']], = t"/7 < 2 = [|v]|,,
which is a contradiction to the fact that v is a shortest vector in £C~.

Therefore v # 2ej, forallk = 1,...,n,v; € {—1,0,1} forallk = 1,...,nand |jv||, <t/
Since v € Lz there exists a codeword ¢ € C such that

0 Uz‘:O
C; =
1 v =+1



and wt(c) < ¢. From Lemma 2.5 we know that the only such codeword in Cise. Soit
follows that for the entries of v holds

0 61‘:0
v, = .
+1 e =1

Using these lemmas we propose the following attack on the McEliece cryptosystem:
Let (G,t) be the public key of the cryptosystem, where G € F5*" and ¢ = mG @ e be a
ciphertext. First we construct the matrix G as in (2.3). Since the rank of the matrix G

is k, it is always possible, using gaussian elimination and column permutation, to find
matrices R € Fékﬂ)x(kﬂ), G and W € F5™", such that

]

R-G . W =G,

where R is the transformation matrix, corresponding to the row permutations and row
sums used in the gaussian elimination, W is a column permutation matrix and

G = [1d(k 4+ 1) | A].

for a matrix A € {0, 1}*+Dx(=k=1)  The codes generated by G and G** are by Definition
2.2 permutation equivalent w.r.t to the permutation map

¢:Fy — Fy,o(v) =v-W.

Therefore the error vector e for the ciphertext ¢ in G corresponds to the vector o' (e)
in G i

Then we fix a map o (see Lemma 2.4) and apply o to the rows of G*¥°. We choose the
map o, so that

o(g”)

= [Id(k + 1)|D], (2.5)

o (giyfl)

for D € {—1,0,1}#+Vx(=k=1) " Then we construct the rows of the input matrix for
the lattice basis reduction algorithm B™ from the generator vectors of the lattice L.,

associated with the code CNSYS, generated by CN;'SyS, as in Lemma 2.4. The matrix B™ has
the following form

Bin _ ( Id(k0+ 1) 2~Id(nlz - ) .

The output of the basis reduction algorithms depend on the order of the rows in the
input matrix. In our tests we consider the following constructions of G

0 (8)(wbee) = e (5)-("7).

10



Let G = [Id(k +1)| A;], i = 1,2 be the corresponding to G; systematic matrix and
o(g’™)
= [Id(k 4+ 1)|D;], (2.6)

Sys;

U(ng)

Then we consider the following permutations of the rows of B™

i _ ( 1d(k+1) D; n 0 2-1d(n —k — 1)
B“‘( 0 2-Id(n—kz—1)) OrBw_(Id(k:H) D; '
(2.7)

Finally we apply lattice basis reduction algorithms on the matrix B™, where B™ is one
of the matrices in (2.7). The results of the attack for the different constructions of the
input matrix are given in Chapter 5. Let B°" be the output matrix of the lattice basis
reduction. The lattice basis reduction algorithms can find short vectors, which are only
approximation of the length of the shortest lattice vector. Therefore we cannot expect
that this attack will always work. In order to determine whether the attack is successful
or not, we consider the following cases:

e There is a row vector b; in B°™ with [, norm smaller or equal to t1/P_such that
b; ¢ +2Id(n). Then from Lemma 2.6 we know that b; mod 2 = ¢ !(e) and
therefore ¢(b; mod 2) is the error vector, we were looking for. In most cases we
expect that this vector is the first row vector of B°", but this is not necessarily so.

e There is no vector with [, norm smaller or equal to t/7 but there exists a row
vector b; ¢ 4+2Id(n) in B with [, norm (¢ + k)/? for some k = 1,...,t. By
construction all rows of B°" are congruent modulo 2 to a codeword from C.
From the proof of Lemma 2.5 we know that the codewords with weight bigger
than ¢ and smaller than 2¢ + 1 can be represented as

v =v; D ae,

with @ = 1 and wt(v;) = 2t + 1. Hence from such basis vector b; we can get the
following information about the entries of the vector € = ¢~'(e):

t—k+1<|{1<i<n|&=1}n{l<i<n|b,=0} <t

e In B°" there are no vectors with weight smaller than 2t + 1. Then the attack was
totally unsuccessful.

11
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Chapter 3

Block Basis Reduction for the Euclidean
Norm

In this chapter we describe in details the L? and the block basis reduction algorithm for
the Euclidean norm. First we give a brief introduction to the lattice theory. Then we
describe the L? basis reduction algorithm, which is a part of the block basis reduction
algorithm. We consider in details the approximation of the length shortest lattice vector,
which these algorithms give.

3.1 Introduction to Lattices

We begin with the definition of a lattice:

Definition 3.1. A lattice £ C R" is a discrete additive subgroup of R™, such that
L={tiby+...+tubults,....tm € Z},

where by, ..., b, € R" are linearly independent vectors. We call (by,...,b,,) a basis
of the lattice L = L(by,...,by,). The number of the basis vectors is called rank or
dimension of L. A lattice L is called integral if L C Z". For m = n, L is called
full-dimensional.

The basis of a lattice is not uniquely determined. If by, ..., b,, € R" is another basis of
L(by,...,b,,), then there exists an invertible matrix 7" € Z™*™, such that

|det(T)| =1 and (by,...,b,) = (by,...,b,)T.

With S, (M, r,||.||) := z € R": ||z — M|| <r we denote the n-dimensional sphere with
center the point M and radius r, where ||.|| is an arbitrary norm over R".

Definition 3.2. Let ||.|| be an arbitrary norm over R™, L C R"™ be an m-dimensional
lattice and 1 € N with 1 < ¢ < m. Then the minimal number r € R<gy, such that
the sphere S, (0,7, ||.||) contains i linearly independent vectors vi,...,v; € L is called
the i-th successive minimum of the lattice £ (w.r.t the norm ||.||). We denote the i-th
successive minimum of L with A (L). Formally, the i-th successive minimum of L is
given by

N (£) = inf{r| dim(span(£) N S(0, 7, |.I)) = i}.

13



In particular, A\;(£) is the length (w.r.t. ||.||) of the shortest non-zero vector in £ and a
vector x with [|z|| = A;(L) is called a shortest vector in L. The successive minima are
lattice invariants, i.e. they do not depend on the choice of the basis of the lattice.

Definition 3.3. Let B = (by,...,by,) be a basis of the lattice L C R™. The fundamental
parallelepiped for the basis B is defined as

=1

The determinant det(L) of the lattice L(B) is the volume of P(B)
det(L) = vol,, P(B) = det(B'B)?.

The determinant doesn’t depend on the choice of the basis of L. Let B, B be different
bases of £ with B = BT. Then, due to |det(T)| = 1, we obtain det(L) = det(B'B) =
det(T"B'BT) = det(B'B).

3.2 The L’ Basis Reduction Algorithm

We denote with ||.||2 the Euclidean norm over R™ and with (-, -)o the corresponding inner
product.

Definition 3.4. For a basis (by,...,by,) of a lattice L the associated orthogonal basis
(b3,...,b%) can be computed using the Gram-Schmidt method:

b} = by, (3.1)
i-1
bl =b; — Z,umb; for 2<i<m, (3.2)
j=1
<blab;>2 . .
fij = ———5~ for 1<j<i<m. (3.3)
b5 115

We call the coefficients p;; Gram-Schmidt coefficients. The resulting Gram-Schmidt
orthogonalization (by,...,bk) strongly depends on the order of the given basis vectors
in (by,...,by). With pu;; =1 for1 <i<m and p;; =0 fori < j, we can construct a
lower triangular matriz M = (ft; j)1<ij<m, Such that

(by,....by) = (b%,....b* )M,

The vectors (b}, ..., b} ) are linearly independent, but they are not necessarily in the lat-
tice. If the vectors (by,...,b,,) are integral, then the vectors (b}, ..., b} ) and the coef-
ficients i, ; are rational. We denote the orthogonal projections onto span(by, ..., b;_1)*
with m;:

T : R" — span(by, ..., b_)*,

mi(b;) = b} fori=1,...,m,
J

mi(b;) = Zuﬂbf fori<jandi=1,...,m.
t=i

14



Therefore ||m;(b;)||2 gives the minimal distance of the vector b; to span(by,...,b;_1)
with respect to the Euclidean norm. With the following lemma we give some useful
properties of the associated orthogonal bases:

Lemma 3.5. Let B = (by,...,b,,) be a basis of the lattice L C R™ and B* = (b},...,b})
be the associated orthogonal basis with B. Then we have:
Ibilla < [[bg]a-

For a vector v = 2211 x;b;, where x; € R for 1 < i < m, we have:
m *

Vb
Zb*b* a

=1

Furthermore, we have
det(B'B) = det(B"B") H Ibi[5 < H i[5

Corollary 3.6. For a lattice L C R™ with basis (by,...,by) and associated orthogonal
basis (b},...,bk,), holds

det(£) = T Ib7l2-
i=1

The following corollary gives us a lower bound for the shortest non-zero vector of a
lattice.

Corollary 3.7. Let L C R™ be a lattice with basis (b1, ..., by,,) and associated orthogonal
basis (by,...,br). Then the following holds:

-----

Proof: Let v be a shortest non-zero vector in £ : ||v||2 = A1, (£). Then it holds:

m m
/
vV = E .flfzbz = E ﬂfzb;k,
=1 =1

where z; € Z and ZL‘; € R. Let k£ be the largest index with xz; # 0. Then x = x;g €7
and

k

k
/ / /
VI3 = 1) =bills = Y (@)’Ibill3 = ()’IIbill; = 2ZIbill3 = b3
i=1

=1

15



In other words Corollary 3.7 implies that the Euclidean length of the shortest vec-
tor in L is bigger or equal to the shortest Fuclidean distance of a basis vector b; to
Span(bl, . 7bi—1)~

As an introduction to the lattice basis reduction algorithms we present first the most
simple lattice basis reduction, introduced by Gauf}. It allows computation of a minimal
basis for 2-dimensional lattices.

Definition 3.8. We call a lattice basis (b1, by) € R™ Gauf-reduced (w.r.t ||.||2) if
1
[bila < b2l and 0 < pgy < 7

The GauBl reduction algorithm can be presented as follows:

Algorithm 3.1 Gaufl Basis Reduction Algorithm for the Euclidean Norm
INPUT: Lattice basis B = (by, by) € R™ with ||by|| < ||be]|
OUTPUT: GauB-reduced lattice basis

Calculate the Gram-Schmidt coefficient p9
while |[1,271| > % do

by 1= by-sign (1)

by := by — [M2,1Jb1

if ||b1||2 > ||b2||2 then

swap by and b,

end if

Calculate the Gram-Schmidt coefficient 119,
end while
return (b, by)

The L3 algorithm, due to A.K. Lenstra, H.W. Lenstra and L. Lovasz, extends the Gau$-
reduction algorithm to lattices of arbitrary dimensions.

Definition 3.9. We call a lattice basis (by, ..., b,,) € R" L3-reduced with § ford € (0, 1]
if

1o |pig) < % for1<j<i<m,

2. 0lbi_1 113 < llmea(bi)ll3 for k=2,....m,
or equivalently
Sy 13 < IIbj + fik -1y 13-

Bases, which fulfill only the first condition, are called size-reduced. The first condition
in Definition 3.9 means that the basis vectors are "almost orthogonal”. Furthermore,
if this condition holds, then the length of the basis vectors cannot be shortened any
more by adding an integer multiple of b; to b; (1 < j < i < m). The parameter
§ determines the quality of the approximation. With smaller § the L? basis provides
weaker approximation.

For 6 > i the L3-reduced bases approximate the successive minima up to an exponential
factor in the dimension of the lattice.

16



Theorem 3.10. [LLL82] Let 6 € (3,1], (by,...,by,) be an L*-reduced basis with & and
(b3, ..., b)) be the orthogonal basis associated with (by, ..., by). Then for a = 2

and for j =1,...,m holds

NP

ez < o Hibjl;  for k <,
a'™ < ||b;||§/\j_ﬁ_||2(£)7

a7t > by [3AL L (£)-

Jill-ll2

In the proof of Theorem 3.10 we follow the proof given in [LLL82]. First we consider
the following proposition:

Proposition 3.11. Let (by,...,b,,) be a L*-reduced basis with 6. Then for o := 5i
forj=1,...,m andd € (1,}1] holds:

Ll

Ibillz < o’ FIbjIE for 1<k<j<m.

Proof: (by,...,b,,) is an L3 reduced basis. This implies:

* * * * * * 1 *
5||bj—1||§ < Hbj + Hj,j—lbj—1||§ < ||b]H% + N?,j—l”bj—lng < ||b]||g + Z||bj—1||g-
This shows that

* 1 *
b3l < (5-1) Ibgal
1
1
——

«

b5 113

IN

B35

holds for 1 < j < m. By induction we obtain
bill3 < o/~ *|Ibjl3
for1<k<j<m. ]

Proof of Theorem 3.10: Applying Proposition 3.11 we obtain that for all k£ and j,
such that k£ < j we have

k-1
Ibill3 = 1B} + > b 3
=1

k—1
* 1 *
< [Ibillz + 5 > Ib 3
i=1

k—1

< ||b5|3(e?F + 2 z; a’™) (from Proposition 3.11)
=
< b}l (@t + 1 3ot
1=1

17



So it remains to show that

P

geom. progression

With this we have shown (3.4). Let 1 < j < m. Then there exists an index k < j such
that ;1. (£) < ||bkll2. Then with the following inequality we obtain (3.5):

ML) < Ibell; < o/ b3,
From Corollary 3.7 we have that there exists an index k > j, such that A2, =~ > |bj]l3.
Then it follows:
)\i”,HQ > [|bill3 = o b33 (from Proposition 3.11)
> a " by I3 (from (3.4) with k = j)
> a3 (k <mand a > 1).
[l

A K. Lenstra, HW. Lenstra and L. Lovasz [LLL82| presented an L? lattice basis reduc-
tion algorithm for 6 = %. Algorithm 3.2 describes the L3 algorithm for }1 <o<1.

In the beginning the L3 algorithm initializes ||b%||% := ||b1]|3 and sets the stage index k
to 2. The algorithm finishes when the stage index k reaches m + 1. At the beginning of
every stage k it calculates ||bj||3 and the corresponding Gram-Schmidt coefficients juy
for j =1,...,k — 1. Then, if needed, it performs size-reduction of by and updates the
coefficients p,; for 1 <7 < k — 1. After that it checks the condition

Ol 113 > I3 + pri ks DR 13-
If it is fulfilled, £ is set to k — 1 and the previous steps are repeated. If the condition is
not fulfilled, then exchanging the vectors will not shorten the length of ||b}| any more,

and the stage index is set to k+1. Therefore upon entry of stage k the basis by, ..., bx_;
is L reduced with 6, since the conditions

1
|Mi,j’<§ f0r1§j<’l§k—1

0Ibi Iz < IBJI5 + ps o Ibf 4l for 1 <i<k—1

are fulfilled.

18



Algorithm 3.2 L? Basis Reduction Algorithm for the Euclidean Norm

INPUT: Lattice basis (by,...,b,,) € R"
OUTPUT: L3-reduced lattice basis

[b7[[3 := [[b1 13
k=2
while £k < m do

/* Compute ||bi||3 and the Gram-Schmidt coefficients . ; for j =1,. ..

for j=1,...,k—1do

o (b = S s
’ A

end for
prg =1
103113 := (by, bi) — S2571 4?5 |b3113

/¥ Size-reduce by, and update py; fori=1,...,k—1%/
for j =k — 1 ,1 do
if || < 5 then
by = by — [1ur,5) 1
fori=1,....k—1do
Hii = Hki — W/w‘J Hjyi
end for
end if
end for

if 3[b7_, 3 > [IBE13 + 2, b7, 13 then
by < by
if £k =2 then
update [[bi|3
end if
k:=max(k — 1,2)
else
k=k+1
end if

end while

return (by,...,b,,)

k)

From theoretical point of view the L? algorithm performs well, since it outputs relatively
short vectors within polynomial time. In practice, however, the L3 algorithm become
slow as a result of long integer arithmetic, used in its subroutines. For speeding up the
algorithm, it has been proposed to do the operations in floating point arithmetic. But
then the algorithm becomes unstable and may result in changing the lattice.
fore Schnorr and Euchner [SE94] have rewritten the original L? algorithm to minimize

19
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floating point errors. They proposed a practical floating point variation (L3FP) of the
L? algorithm, in which the floating point precision arithmetic decreases the number of
swaps and results in a faster algorithm. More details for this variation of the L? algo-
rithm can be found in [SE94].

Next we will analyse the runtime of Algorithm 3.2. Let

i m—1
D; :=det(L(by,....b)))> =[] Ibjll3 and D:= ][ D,
j=1 J=1

Theorem 3.12. [SE94] Let by,...,b,, € Z" be a basis of a lattice L. Let M =

m
(2)log§M

@) (an <1 —|—mlog% M))

.....

swaps by_; «—— by and

arithmetic operations.
We follow the proof of Schnorr [SE94].

Proof: During the execution of the algorithm the values of D; remain always positive
integers for 7 = 1,...,m. In the beginning of the algorithm we have that

pstart < (%), (3.7)

First we show that after each swap D™" < § - D°'4 holds. When we swap by_; and by,
the lattices L(by,...,b;) for j # k — 1 and the determinants D; remain unchanged. In
the algorithm we swap by_; and by, if we have

0 - b3 > 1013 + (k—1)? - DR 13-
Since
(R-1)? - DR 113 =[R2 13,
we get that ¢ - [|[b{°¢|2 > ||b;2V||%. Therefore from

D Dy b3
old old xold < 0
D Dp<y bslls

follows DV < §D°d,
D4 € N implies

4 1 #Swaps 1 #Swaps
Dstart > Den . - > -
=0 (5) = (3)
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Then from (3.7) follows that

#Swaps < (T;) log1 M = O(m?log, M).

In the beginning of the algorithm & = 2 and at the end £ = m + 1. Therefore
#lterations < m — 1 + 2 - #Swaps.

Every iteration of the while-loop requires O(mn). Then the number of the arithmetic
operations in the whole algorithm is at most O (mzn (1 + mlog% M >> O]

3.3 The Block Basis Reduction Algorithm

In the following section we present the concept of block reduced bases and give an
algorithm for block basis reduction.

Definition 3.13. Let 8 > 2 be an integer and § € (0,1] be a real number. We call a
basis by, ..., by, of a lattice L C R™ (-block reduced with § or (3, d)-reduced (w.r.t.

||H2) ifforizl,...,m
1wyl < % forall j <,
2.0 ”b;kH% < /\%,HHZ(E(Wl(bZ)a s 77Ti(bmin(i+ﬁ—1,m)>>>-

In order to estimate the quality of the approximation of the (f,d)-reduced bases, we
define first the Hermite constants. The Hermite constant vz is defined as:

75 = sup{A7 ,(£) det(ﬁ)_% : L is a lattice of rank (}.

Its exact value is known for 3 < 8. The following upper bound for the Hermite constant
was proved by Blichtfeld [Blil4]:

2 B
< -T2+ =
Wﬁ_ﬂ(+2

@

)5
It is also known that for 3 — oo we have the following asymptotic bounds for ~z:

s s

—(1 1 < <
271'6( +O( >>> =78 = 1.14me

(1+0(1)),

where the lower bound follows from the Minkowski-Hlawka theorem [Cas71] and the
upper bound is due to Kabatyansky and Levenshtein [KL78].

The (8, §)-reduced bases approximate the successive minima up to an exponential factor
(in m/B3). The approximation becomes better with increased block size  and bigger 4.
If 5 is a fixed fraction of m, then the successive minima will be approximated up to a
polynomial in m factor.
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Lemma 3.14. [Sch94]| Let by, ..., b, be a (5, 0)-reduced basis of a lattice L C R™ with
2<pB<mand0 <6 <1. Let M := max{||b}, g5, [|bjll2}. Then

m—1

ol < () ar

Proof [Sch94]: We expand the basis by, ..., b, with §—2 linearly independent vectors
to

b_gis,...,b_1,bg,b1,..., by, (3.8)
so that the following conditions are fulfilled
L. ||bil|2 = [|b1]|2 for i <0,
2. (b;,bj) =0fori<0,i#jand j=—-F+3,...,m—F+ 1L

For this purpose we embed the given basis in R"*#~2 and we set for b_g,3,...,b_1,bg
the ||by||2 multiples of the unit vectors in the additional directions. With this we have
that the basis (3.8) is (3, §)-reduced basis. This means that fori = —(§+3,...,m—F+1
we have

3 [Ib7113 AL (£(mi(b), - - mi(bigp-1)))

s det(L(mi(by), ..., mi(bisg_1))).

IAIA

So we get

B8
67 |bill; < vg b7 [[2lb7y 1 [l2 - - b7y 1 ]2

fori=—-F+3,...,m— [+ 1. Then we multiply these m — 1 inequalities and get

B L[4 S | Y
(m=1)p

<7g : ||b*6+3|| ||b ﬂ+4||2 ||by1ﬂ||§_1||b;||g
107,51 151055 alls - b5 [1311D5, 13-

This implies

m-vp -, _
0 16 gslls 1B palls™ - - 1513 Hb*||2<vg by, ST - [ WA /| A 3

Then from ||b;||2 = [|b}||2 = ||b1]|2 for i < 0 follows that

(m 1)5 (m=1)8 8
Hb1||g 2) <7 2 M(z)

So finally we get:

il < ()77 M
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Theorem 3.15. [Sch94] Let by, ..., by, be a (3,9)-reduced basis of a lattice L C R"
with2 < G <m and 0 < d <1. Then fori=1,...,m holds:

[b; 13 1 /yp\2%5
—_— = < _ P .
A (L) — 6 < 5 ) ) (3.9)
Ibill3 i+3 [ys\2%T
= 5 1
A (L) = 46 (5) ) (3.10)
A (E) 1 2 il
Tl AN L (BT .
billz  — 0 <5> ' (3.11)

(3.10) implies that the approximation factor of the upper bound of the Euclidean length
of the reduced basis vector b; worsens linearly with increasing i. (3.11) implies that the
approximation factor of the lower bound of the Fuclidean length of the reduced basis
vector b; worsens exponentially with increasing .

Proof [Sch94]:

(3.9):

Case 7 = 1:

For i = 1 we will prove (3.9) by induction on m.

e Let m = (3. Then by Definition 3.13 we have

Vo[bilz < Arjpa(£)
and (3.9) follows directly from ? > 1.

e Let m >  and v be a shortest lattice vector in £(B). Here we consider two cases:

— VvV E ﬁ(bl, e ,bmfl).
In this case we can reduce m by 1 and (3.9) follows from the induction hy-
pothesis.

-V ¢ E(bh cee ubm—l)-

Since m;(v) # 0 we have
A (£) = [¥ll2 2 i (v)ll2 2 Ao (05 (By), - o 75(bun)) = VO[5 2
for j=m—08+1,...,m. From this we get
)\1’||.||2(£) > \/gmax{Hb;Hg ci=m—=0+1,... ,m}
> \/gmaX{Hb;ng cj=m—0+42,...,m}
and (3.9) follows from Lemma 3.14.

Case i > 1: For ¢ > 1 we have that £; = L(m;(b;),...,m(by)) is also (53, d)-reduced
and therefore we get

m—1

* 1 -1
b} ll2 < 7 (?) T AL (L) (3.12)
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In the lattice £ there exist ¢ linear independent vectors ag, .. ., a; with length not greater
than A; .|, (£). Therefore there exists at least one j < 4 with ||7;(a;)[|2 # 0. So we get

A2 (£d) < lmiag)[l2 < A (L)

Then (3.9) follows directly from (3.12).
(3.10): Every (3, d)-reduced basis is also size-reduced. So we get:

1—1 1—1
Ibal3 b2+ > k2 IbilE < b3+ ZHb:H%
Jj=1 j:l
(3.9) 1 m=i 1524 2=
= g(?) X ||2(5>+1;g<¥> AR (0)
L e\ 235 ()21, L ()25
1 C Rl (SRR 91C ) ) O

We approximate the terms of the sum from above with %

g < (22)7 () (1+i;1) M) < T2 ()T L)

(3.11): By the definition of successive minima we have

X (L) < maxjyl[by]3.

From [[by[[3 = b} 13 + 32421 45,lIbill3 and 423, < § follows that

ML) <

ilIb3 5. (3.13)

.....

Applying Lemma 3.14 to the (3, §)-reduced basis 7;(b;), ..., m;(b;) gives

(|2 15\ 251 %12 C
53 < ()7 maxici g Bl (1<j<i—B+1. (314)
On the other hand by the definition of (3, §)-reduced basis we have

OIillz < AT, (L(mi(br), -, mi(b:)) < [Ime(bi)llz < [Ibilf3 (3.15)

fori — 0+ 2 <k <4i. From (3.14) and (3.15) follows that

; <7 <)
Now (3.11) follows from (3.13). O

The following theorem shows that the L? reduction is a special case of the (3, d)-reduction
with 8 = 2.
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Theorem 3.16. [SE94] A basis by, ..., by, is (2,0)-reduced for % <6 <1 if and only
if it is L reduced with 6.

Next we describe the block basis reduction algorithm. Let ¢; := [|b}|[3. The block
basis reduction algorithm uses the L? algorithm (Algorithm 3.2) and an enumeration
subroutine ENUM (j, k), which finds an integer non-zero vector (uj,...,uy), such that
(uj, ..., u;) minimizes the expression

k k k 2
=7 s=j 1=s

We will denote with ¢; the minimal value of ¢;(uy,...,u;) and with b3*™ the vector

2

Cj(ﬂj, Ce ,ﬂk) =

2

k : _
i uib; corresponding to ¢;.

Algorithm 3.3 Block Basis Reduction Algorithm for the Euclidean Norm
INPUT: (by,...,b,) €Z", % <di<L,2<p<m
OUTPUT: (f,0)-reduced basis (by,...,b,,)

z:=0
ji=m-—1
L¥((by.....by),0)
while z < m —1 do

Ji=7+1

if j = m then

7:=1
end if
k:=min{j + 5 —1,m}

(¢, (g, -5 up), b)) == ENUM(j, k)
h:=min{(k+1,m)}
if ¢; < dc; then
BAS[S(('LLJ, e ,uk), (bl, R ,bk))
L3((by,...,by),d)
z:=0
else
L3((by,...,by),d)
z:=z4+1
end if
end while

return (by,...,b,,)

Throughout the algorithm the integer j is cyclically shifted through the integers 1,2,...,m
1. The variable z counts the number of positions j that satisfy the inequality

0Ib3llz < ALy (Lmi(by), -, mi(br))- (3.17)
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If this inequality is does not hold for index j, then we extend by,...,b; 1, b}V to

a basis by,...,b;_1,bi*, b, y,... by, ... by of the lattice £, using the subroutine
BASIS, defined below. Then we call the L? algorithm, and reset z to 0. If (3.17) holds,
then we call the L? algorithm for by, ... , Prin{(k+1,m} and we increase the index z.

According to Definition 3.13, a basis by,...,b,, is (,0)-reduced, if it is size-reduced
and (3.17) holds for j = 1,...,m. Since for j = m (3.17) is obviously true, then the
basis by,...,b,, is (§,0)-reduced, if it is size-reduced and z = m — 1. The calls of
the L3 algorithm at the end of each iteration guarantee, that the output basis will be
size-reduced. Since for every j ¢; > 0, the value of ¢; cannot endlessly decrease. This
guarantees that the block basis algorithm terminates after finite number of iterations.

Since it terminates when z = m — 1, the basis by, ..., b, will be (53, d)-reduced.

Algorithm 3.4 BASIS - Basis Transformation
INPUT: (uj,...,u) € ZF7\{0}, (by,...,by)

new __ k
bj = Zi:j ulbl
g:=max{t : j <t <k, u #0}
while |u,4| > 1 do

i:=max{t : j <t <g, u # 0} (such i always exists since ged(u;,...,u;) = 1)

q = [ug/ui]
U = Uj
Ui 7= Ug — G- Uy
Ug = U
b := b,
by :=q-by+ b
bi =b
end while
fori=g,...,7+1do
bi = bi—l
end for
bj = b;lew

In the subroutine BASIS we extend bq,... ,bj_l,b?ew = Zf:j u;b; to a basis of L.

Therefore we distinguish two cases. Let g := max{i : j <i <k, u; # 0}.

L. |ug| = 1: Then by,...,b; 1, b3 bj,... by 1,bgi1,..., by is a basis of £, i.e. we
can remove the vector b, and insert the vector bj*" at position j.

’ /

2. |ug| > 1: In this case we transform the basis by, ..., b, intoby,...,b; 1,b;, ... b,
by, ..., by, s0 that b} = f:j w;b, with |u'g| = 1. This is always possible, since
ENUM(y, k) outputs a vector (u;, ..., u;) with ged(u;, ..., u,) = 1. Otherwise the
vector

b:= by
ged(uy, - .., ug)
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would be a vector in £, such that

Cj

(b)IIZ2 =
Imib)I = s

and therefore we would have ¢; > )\i”.‘h(ﬁ(ﬂ—j(bj), ...,mj(by))). After this trans-
formation we have |uy] = 1, so we can remove blg and insert bj°" at position
J-

Next we present the enumeration subroutine ENUM (j, k), which finds an integer non-
zero vector (u;,...,uy), such that (u;, ..., u;) minimizes the expression

2 k E 2
cj(ﬂj, c. ,Ek) = = Z (Z ﬂiui75> Cs. (318)

2 5=

k
i=j

The algorithm ENUM enumerates in Depth-First-Order all integer vectors (uy, . . ., u)

that satisfy c;(uy, ..., ux) < ¢; for t = j,..., k, where ¢; is the current minimum for the
function (3.18) and the current minimal place is (u;, ..., u). Throughout the enumer-
ation we always have that ¢, = ¢;(uy, ..., u) for the current vector (uy,...,u;). More
precisely,

k k 2 k 2 k k 2
Et = ct(ﬂt, e ,ﬂk) = Z (Z aiﬂi,s) Cs = <Z aiﬂi,s) ct + Z (Z aiﬂi,s) Cs
i=t

s=t 1=8 s=t+1 =S
N ~V
Ct4+1
. 2
= | u+ E Uilkis | €t + Crpa-
i=t+1
The uniquely determined real minimal place of ¢;(uy, ..., ux) for fixed (Upy1,...,U) is

—1;, where y; := Zf:tﬂ Uiftis. So we can get the integer minimal place at vy 1= [—y|
due to

Ct(_yt + xvﬂt-‘rl? s 7ak) = Ct(_yt - 'xaat-f-l) s aﬂk’)

The index s denotes the maximal previous value for t. When initially we arrive at level ¢
from level t —1 we have A; = 0 and s = t. Then we set A; = 1 and u; = 1. So the vector
(U, ..., u) fulfills the following condition: the largest index ¢, for which u; # 0 satisfies
w; > 0. When level t is reached from level t+1 we set A, = 0 and we assign to §; the sign
of y; — [—y:]. When subsequently level t is reached from level ¢ — 1 we take for A; the
next value in either the order 1, —1,2,—2,3, —3,... or in the order —1,1,—2,2, -3, 3, ...
and correspondingly for u; the next value in either the order v, vy + 1, v, — 1, vy + 2, v, —
2,v¢+3,v; — 3,...or in the order vy, vy — 1,0 + 1, vy — 2,04 + 2, v, — 3,v: + 3, ... as long
as ¢; > ¢;. The choice of the order depends on d;. At this point ¢ is incremented to ¢ + 1.
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Algorithm 3.5 ENUM - Enumeration Subroutine for the Block Basis Reduction Algo-

rithm for the Euclidean Norm

INPUT: k(1<) <k <m), e = I 3( = oo k) iy G <t < i < F)
OUTPUT: . the minimal place (uj,...,ux) of ¢;(u;, ..., ux)
. the minimum ¢; of ¢;(uy, ..., uy)
new _ \k
. bj = Ei:j Ulbl

/* Initialization: */

Ej ZZCSC]‘
uji=uj =1,y :=4A,:=0,s:=t:=7
5j =1

fori=j5+1,...,k+1do
Ci=u=u =y =0;:=0,0,:=1
end for
while ¢t < k do
/* Calculate ¢;(uy, . .., uy) for the current stage t */
Gi=0+ 1+ (g 4+ W)
if ¢; < ¢; then
if ¢ > j then

/* Decrease t by 1 and set u; such that ci(uy, ..., ux) for fived (u, U1, . .

is minimal. */
to=t— 1,y = Dy Uiflig, Uy o= U = [—Y], Ay =0
if u; > —y, then
O = —1
else
0y =1
end if
else
¢j:=¢; [* If t = j we have found a shorter vector®/
fort=7,...,k do
U; ‘= ﬁl
end for
end if
else

7ak)

/* The function ci(y, ..., ux) is monoton increasing and its minimum w.r.t to
uy 18 not smaller than ¢;. Therefore we can stop the enumeration of the vectors

(w, Upy1, ..., Ug) and increase t by 1*/

t:=t+1, s:=max(s,t)

if t < s then
A= =N,

end if

if A0, > 0 then
A=A+ 0

end if

ﬁt = v+ At

end if
end while

_ k
return ¢, (uj,...,ug), bi =370 u;b;
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In the algorithm ENUM the initialization step will be executed exactly once and it needs
O(k — j+1) arithmetic operations. For each iteration of the while-loop ENUM executes
O(k — 7+ 1) = O(np) arithmetic operations. With the following theorem we give an
upper bound of the iterations of ENUM in the while-loop.

Theorem 3.17. Proof [Rit97]: Let 6 € (3,1]. For block size 3 = k — j + 1 and
bj, ..., by - an LP-reduced basis with &, the algorithm ENUM makes in the while-loop

at most (1/(6 — }L))O(m) iterations. The number of arithmetic operations is at most
O(B)(1/(8 — )0

Proof [Rit97]: Let A(t,z) be the number of enumerated vectors u, . . ., U with ¢ < x.
The number of iterations in Step 2 A is bounded from

k
A< (k—j+1)+AG ) +2 Y Alt.e)). (3.19)
t=j+1
Let for fixed (EH_I, . ,ﬁk)7 Bt+1 = Zf:t—l—l ﬁzbz and at—l-l = ||7Tt+1(bt+1)|’g < Cj. Then

for all u; € Z with ¢ := ||m (b1 + wiby)||3 < ¢; holds

s 2 S 2
cj > ¢ = Crp1 + (at + Z az',ui,t) (T (at + Z aiﬂz‘,lf) Gt

i=t+1 i=t+1
and we get
S
~ ~ Cj
|, + E Uittig] < 4] —.
) Cy
i=t+1

So we obtain

Alt,e;) < li[ (%/%* 1> . (3.20)

Since by, ..., by is L3-reduced with 4, we have that

Aty cj) < ﬁ <2 (5 _ i>(j—i)/2 ., 1) |

1\ 2 i)
< 3k:—t+1 (5 _ _>
4 Y

1\ 2kt 1) G (k+)/2) 1\ 2
i-1) ~(5-3)

The theorem follows from (3.19). O
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Now we analyze the running time of the block basis reduction. We follow the analysis,
presented by Ritter [Rit97].
Let

i m—1
D; :=det(L(by,....b)))> =[] Ibjll3 and D:=]] D,
j=1 J=1

and b} € L(bj, ..., bumingj+s—1,m}) be a vector, shorter than b;, found from the ENUM
subroutine. Using the BASIS subroutine, b7°" is inserted in the basis by, . . ., Buin{jt5-1,m}-
After this we have D}lew < 0Dj, but the values of Dji1,..., Dyingj+s-1,m} are also
changed. So we cannot be sure, that the value of D decreases with ¢ for every insertion
of such vector bj*". Therefore, on the heuristic assumption, that the value of D de-
creases at least with 0 for every insertion of a vector bj*", is proven that, for fixed block
size J and 0 € (}l, 1), the block basis reduction algorithm runs in polynomial time. But
in the worst case this statement is wrong. Without this heuristic assumption and with
small modifications of the algorithm Ritter [Rit97] proved, for § = 3 and % <0< %\/g,
that the block basis reduction algorithm runs in polynomial time.
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Chapter 4

Block Basis Reduction for Arbitrary Norm

In this chapter we describe the generalization of the block basis reduction algorithm for
arbitrary norm. In the first section we present the L3 algorithm for arbitrary norm, due
to Lovasz and Scarf [LS92]. In order to do that we introduce special distance functions,
which minimize the distance to span(by,...,b;_1) not with respect to the Euclidean,
but with respect to an arbitrary norm. In the second subsection we present the block
basis reduction algorithm and the associated enumeration method. In the last section
of the chapter we present an algorithm for calculating the minimal distances w.r.t the [,
norm. We also prove the quality of the approximation of the successive minima, which
give the described reduced bases.

4.1 The L3 Algorithm for Arbitrary Norm

In many applications of lattice basis reduction we are looking for lattice vectors, which
are short not with respect to the Euclidean norm but with respect to a given arbitrary
norm. Special meaning for our decoding problem has the [, norm on R" defined as:

1
Iy - R* — R, 1x[l, = (Z !ﬂfi\p> : (4.1)
=1

In order to be able to generalize the reduction concepts to an arbitrary norm, we minimize
the distance to span(by,...,b;_1) with respect to this norm. Therefore we use the
distance functions defined by Lovész and Scarf [LS92].

Definition 4.1. Let by,...,b,, € R" be linearly independent vectors, m < n, and |.||
be a norm on R™. Then the i — th distance function w.r.t the norm ||.|| for 1 <i <m

E(bl, NN ,bifl) :R* - R
is defined as

Fi(v) = [|vl]
i1

A% —I— Zajbj

J=1

Fi(v) := Fy(by,...,bi_1)(V) = ming,  a, ,er , 1< <m.

31



Since F;(v) = 0 if and only if v € span(by,...,b;_;), it can be easily shown that the
distance functions F; are norms on span(by, ..., b;_1)*. With respect to the Euclidean
norm we have F;(z) = ||bf||2. Analog to the Euclidean case (see Corollary 3.7) the
distance functions give a lower bound for the length of the shortest non-zero vector in a
lattice L.

Lemma 4.2. Let by,...,b,, be a basis of the lattice L C R™. Then the following
inequality holds:

=l,...

Proof: Let b = > t;b; with ||b]| = Ay (£). Let s := max{¢ | t; # 0}. Then from
ts € Z\{0} we get:

s—1
A (L) = bl = ming, ¢, ||+ ijbj = Fy(b) = Fi(tsbs) = |ts] -Fs(bs) > Fi(bs).
Jj=1 >1

Then Lemma 4.2 follows from

3
3
3
IN

Fy(bs) < Ay (L)

.....

[]

Lovész and Scarf [LS92] generalize the concept of L3-reduced basis to an arbitrary norm.
They give the following definition of a reduced basis:

Definition 4.3. Let ||.|| be an arbitrary norm on R™ and 0 < A < 1. Let by,...,b,, be
a basis of the lattice L C R™. Then we call by,...,b,, Lovasz-Scarf-reduced with A or
LS-reduced with A if

Fj(b;)
AF;(b;)

F;(b; £b;) forall 1 <j<i<m,

<
< Fi(biy1) for 1 <i<m.
The lattice basis is called size-reduced if the first condition is fullfilled.

Remark 4.4. The condition (4.2) is equivalent to

pe

This equivalence follows from the convexity of the distance functions Fj, 1 < j < m.

For the Euclidean norm the notions of L3-reduced basis with 6 and LS-reduced basis
with A = /9 are identical. For A > % the LS-reduced bases approximate the successive
minima up to a factor exponential in the dimension of the lattice.

Theorem 4.5. [LS92] Let by,...,b,, be a LS-reduced basis with A € (1/2,1] of the
lattice L C R™. Then fori=1,...,m,

Ei(by) (A - %)m_ < (L) < Fy(by)/ (A - %)H-
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We follow the proof given by Lovész and Scarf [LS92].

Proof: First we prove A, (£) < Fi(bi)/ (A= 3)""
We first argue that for 1 < j <i<m

Fib) < F(b)+ 3 Fib.

Let & be the minimal place of Fi(b; + &by) i.e
Fi(b; + &by) = minger Fi(b; + Eby) = Fipq(by).

Therefore we have

(4.2)

Fi(b;) < min,ezFi(b; + puby) < Fy(b; + [£o]by)

= Filbi + &by + (€] = &) b0) < Fra(by) + S Fi(b),
—_———

1
=32

(4.4)

Then (4.4) follows from the consecutive application of the last inequality for j < ¢ <
(4.3)
(i —1). From AF;(b;) < Fi(bix1) < min Fi(b;yq + pb;) < Firi(bi) + %E(bz) we get

e
2
Recursive application of this relation gives
Fioj(bij) < &?]
(A-3)
So we get that
i—1 i—1 i—1 1
;Fj(b]) = ;Fia‘(bij) < Fi(b;) 2 a1y

Let r = (A — %) Then we have

1—1 ] 1 . -
1 I l— 5= 1 [2rt—rit—1
1+ § - =1 I = — <
' 2 j=1 (7’) " 20r=1) ot ( 2(r—1) ) 0<r<
—_—

geom.progression
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So substituting (4.7) in (4.6) gives us

Fb) < B0 _ Fi(b)
N

2

By Definition 3.2 it follows that X, (£) < Fi(b;), which proves the right side of the
inequality of Theorem 4.5.

Now we prove \; | (£) > Fi(b;) (A — %)m_i:

Let v; for i = 1,...,m be linearly independent vectors in £, which realize the successive
minima of L, i.e, ||vi|| = Fi(vs) = X (£). Then there exist ¢;; € Z (1 < 4,5 < m)
such that

vi = ciabi +cigbe + -+ cimbp
Vi = ¢i1b1 + cigba + - + ¢ b

Vi = Cm,lbl + Cm,2b2 +-+ Cm,mbm-

For each index ¢, there exists a pair of indices j and k with 7 <4 < k such that ¢;; # 0,
since otherwise

vi=cp b+ +c b

vi=ciab1 + -+ ¢iiabiog.

and the vectors vi,...,v; would be linearly dependent. Then for each i, let k be the
largest index such that ¢;j;, # 0 for some j <i < k. Let oj; € R, (1 <j<m, 1 <i<
k — 1) satisfy the condition

k—1 k—1
Fr(v) = ming e ,er |[v;+ Y &bif| = ||v;+ D aubif.
t=1 t=1

Then we have that

k k k-1
F1 (Vj) = F1 (Z Cj,tbt) 2 F1 (Z Cj,tbt + Z Oéj7tbt> = Fk(Vj). (48)
t=1 t=1 t=1

But then, since |c; ;| > 1, we get

(4.8) (4.5) k—i
A2 N = B S R = bl S Fb) (A——)

S he (s

which proves the inequality on the left-hand side of Theorem 4.5. O
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The following algorithm, presented by Lovasz and Scarf [LS92], performs LS-reduction
with % < A < 1 for a given lattice basis by, ..., b,, and A.

Algorithm 4.1 LS Basis Reduction Algorithm - The L? Basis Reduction Algorithm for
Arbitrary Norm

INPUT: (by,...,b,) €Z", L <A <1

k=2
while £ < m do
/¥ Size-reduction of by, */
for j=k—-1,...,1do
pj = {p € Z | F;(by, + pb;) is minimal}
bk = bk + ,U/jbj
end for
/* Swap by_1 and by or increment k */
if Fj_1(bx) < AF;_1(bg—1) then
by —— br_1
k= max(k — 1,2)
else
ki=k+1
end if
end while

Assume we have reached level k, 2 < k < m of the algorithm. In the size-reduction step
we transform the vector by in the following way: For j = k—1,...,1 we calculate a real
number u, such that

F(by, + piby) (4.9)
is minimal. Since Fj is a convex function, the integral minimum of (4.9) p; is one of the
integers || or [p] and then we set

bk = bk -+ ,ujbj.
At the end of the stage we get

k—1
bk = bk -+ Z,Ujbj,
7=1

which obviously assures the condition (4.2). If after this replacement, the condition (4.3)
is fulfilled then we move to the next level. Otherwise, we interchange b, and by_; and
move to the preceeding level k£ — 1, unless £ = 2, in which case we remain at level 2.
Hence at every stage k the conditions (4.2) and (4.3) hold for the basis by, ..., bg_;, and
therefore it is LS-reduced with A. So the basis by,...,b,, is LS-reduced with A when
k=m+1.

Theorem 4.6. [LS92] For arbitrary norm ||-|| and 3 < A <1 Algorithm 4.1 terminates
in polynomial number of steps for fixed m.
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4.2 The Block Basis Reduction Algorithm for Arbi-
trary Norm

In this section we present the concept of block reduced bases for arbitrary norm and we
give an algorithm for calculating such bases.

Definition 4.7. Let 5 € Z, > 2 and A € R, A € (0,1]. We call a basis by, ..., b,
of a lattice L C R™ B-block reduced with A or (5, A)-reduced (w.r.t. a norm ||.||) if for

1=1,...,m
1. F;(b;) < Fj(b; £b;) forall j <1,
2. AF;(b;) < A g, (L(bs, ..., bumin(i+8-1,m)))-

Remark 4.8. A lattice basis by,..., by, is (3,0)-reduced (in the sense of Definition
3.13) if and only if it is (8, A)-reduced (in the sense of Definition 4.7) and A = /3.

In order to generalize the Hermite constant 74 for an arbitrary norm ||.|| on R™ we define
the constants

K| := sup § Aq(L(bs, ..., b)) <H Fl(bl)> : by,...,b,, is basis of L C R™
i=1
K = sup { K, : ||| is a norm on R™} (4.10)
The following Theorem shows that k,, is well-defined.

Theorem 4.9. [Kai94| Every basis by, ..., by, of a lattice L C R™ satisfies

m

2

FrOHl ’ym - K:m7||'H2’

Km,|.| < km and Theorem 4.9 we obtain the following bounds for #,,:

1
VIm < K <mlm,

For m — oo the asymptotic bounds for k,, are:

Vo (L+0() < s <mli = Z(1+0(1)).

Remark 4.10. For m > 1 holds &' < ik7'71 [Kai94]. From ki = 1 follows that

K™ > 2™ and k2, > 2 for m > 2. From 21?2 = \/2 follows that ky = \/2.

Analog to the (3, d)-reduced bases w.r.t. the Euclidean norm, the (3, A)-reduced bases
w.r.t. an arbitrary norm approximate the successive minima up to an exponential factor
(in m/f3), although this factor is bigger for arbitrary norm. From Theorem 4.5 follows
that the LS-reduced bases approximate the successive minima up to an exponential
factor (in m). Therefore the ([3,6)-reduced bases give better approximation than the
LS-reduced bases. The approximation of the (3, d)-reduced bases becomes better with
increased block size and bigger A. If § is a fixed fraction of m, then the successive
minima will be approximated up to a polynomial factor in m.

36



Theorem 4.11. Let 2 < f < m and 0 < A < 1. For every (5, A)-reduced basis
by, ..., by, of a lattice L C R™ holds:

: ‘ 254
b, 2/ .
A%M&)Zi+1 fori=u=p (412
b, 4 (AN .
;h£32i+1<aﬁ forfgsrsm )

Kaib [Kai94] proved this theorem for A = 1. We follow his proof and prove first the
following lemma:

Lemma 4.12. Let2 < f <m and0 < A < 1. For every (5, A)-reduced basis by, ..., b,
of a lattice L C R™ holds:

A K -1
il <5 (%) 7 maxim sir..m1Filbi), (4.14)
1 Iﬂﬁ QmT_ll
<- (2 , .
[y < 5 <A) A1 (£) (4.15)
Proof:
(4.14): Let h; := Fi(b;). From Definition 4.7 we obtain
A’Lh’L S )\Z””(‘C(b:h?b’b)) fOI'Z:17’ﬁ—17
AR < N (L(bi,... . biys)) fori=1,...,m—p.

Then using (4.10) we get
AL < Khy---hy fori=1,...,0—1,
APR] < KGhie e hisga fori=1,....,m—p.

Multiplication of these inequalities gives

s A (L S A ey

which is equivalent to

s
A(§)+ﬁ(m—ﬂ)h$2> < KIRZ-- 1416 }Kg(m ﬁ)hﬁl_lﬁ#'”hinfl
]
< KiKg - /-@g }ng(m 2 (Mmax;—m-—g+1,... m—1Fz‘(bi))(2) .

From x™ < Lx™t] for m > 1 (see Remark 4.10) and the last inequality follows

— 9 m+1
8
. 1\G) g
KR kLR ﬂ>_(§> A

which finishes the proof of (4.14).
(4.15): We prove (4.15) by induction on m for m > :
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(i) Induction basis: m = 3
From Definition 4.7 follows that Al/by|| < Ay (£). From &3 > 2 (see Remark
4.10) and 1 < A™!' < A72 follows the inequality (4.15) for m = 3.

(ii) Induction hypothesis:
Let assume that (4.15) holds for m — 1.

(iii) Induction step:
Let v =" wb; and ||v|] = Ay (£).
For up, = 0 |[v|| = Ay (£) = A (L£(b1,. .., bpr_1)) and (4.15) follows from the
induction hypothesis.
Let u,, # 0. Then for m — 3+ 1 < i < m hold the inequality

ML) = (vl = Fi(v) = A r (L£(bs, ..., b)) > AFi(by).
Therefore we obtain

max;—m—g+1...m—1F3(b;) < /\1,||.H(£)A_1

.....

and (4.15) follows from (4.14).

[]

Proof of Theorem 4.11:
(4.11): For j = 1,...,m the basis vectors b;,...,b,, are by Definition 4.7 (3, A)-
reduced w.r.t. the norm Fj. So from Lemma 4.12 follows

1/ kg 2550
Fi(b)) < = (%) AL (L(bj, .. b)) for 1< <m— B+ 1.

m—1

Since mzﬂ >2and A7 < A_Q%, for m — 8+ 1 < j < m holds

m—1

A1

- 1 /k3\2
Fj(b;) < A7\ g (L(by, ..., b)) < = <Kﬁ>

From (4.4) and Ay g, (L£(by, ..., bp)) < Ay (£) (for j <) follows

A (L(bj, ... ).

i—1
1
[bi]l < Fi(bi)+§ZFj(bj)

j=1
1 K3 2’5:11 1
< 9 AN - — .
-2 <A> (1 50 1)) Aiji(£)
i+1 (hg\ 255 |
T (K) Al (£) for 1T <d <m.

(4.12): From the definition of successive minima and inequality (4.4) follows

 — 1 4+ 1
A(£) € max byl € max Fy(by)+ =~ max Fy(by) =T max Fy(b,).
J= m

..... m Jj=L,...m Jj=1,., Jj=L,...m
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Then from Definition 4.7 we obtain for max(1,i — f+1) < j <1
Fi(bj) < AT\ g (L(by, - brins-1m))) < ATHEj(by) < A7 by
Therefore for 1 < i < (3 holds

max,—y__;Fj(b;) < A7 byll.

-----

So (4.12) follows from the last inequality and (4.16).
(4.13): Fori > B and 1 < j <i— 8+ 1 the basis vectors y,...,b; are (3, A)-reduced
w.r.t. the norm Fj. So from Lemma 4.12 we get

imj

-

i—j

<3(3)" 5o
< (Y

For i — 8+ 1 <7 < holds

1 /Kkp\ 25T
(b)Y < A bl < = (2877 )
Fy(by) < A7 b < ¢ ()77 oy
Then from (4.16) follows (4.13). O

Remark 4.13. All norms over R™ are equivalent, i.e. for every norm || -|| over R™ there
exist positive constants r =r(||-||) and R = R(|| - ||), such that

r(lzll) < llzllz < Rl
holds for all x € R™. Therefore for every lattice L C R™ holds the inequality
AL (£) < R - DA (£).

From Theorem 3.15 we get:
For every (8, 9)-reduced basis (in the sense of Definition 3.13) by,...,b,, € Z" with

2< B <mand0<d <1 and for every norm || - || over R™ holds
R(I-I) T fys\ 5
bl < — | = A (L 4.17

The first vector of (83,0)-reduced basis w.r.t. the Fuclidean norm approzimates the first
successive minimum also w.r.t. an arbitrary norm.

For the l, norm we have that

i 9
rm-m>={” for p<2 - a R(|- 1)

nz s for p>2

1 for p<2
1 for p>2
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and therefore % = /n.

Let A = /6. From (4.17) we obtain that for (3,A?)-block reduced basis w.r.t. the
FEuclidean norm holds

n—

T, (L),

VS
N——

by, < Y2
Ibally < ¥

From (4.15) we obtain that for (3, A?)-block reduced basis w.r.t. I, norm holds

-

1 =
b1, < 3 (%) AL, (£)-

Therefore for (3 close to m and big dimensions n the (3, A)-reduction algorithm achieves
better approzimation than the (3,8)-reduction algorithm with 6 = AZ.

The following algorithm performs a (3, A)-reduction for 2 < § < m. It uses LS-reduction
Algorithm (see Algorithm 4.1) and a subroutine ADFS(j, k) (see Algorithm 4.3) which

finds an integer non-zero vector (uy, ..., uy), such that the vector bi*" = Zf ; uib; has
minimal norm £ ;in L(bj,...,bg), i.e., the vector b3°" satisfies the following condition
Fy = Fj(b}™") = Zu i) = Aur (L(by, ..., by)). (4.18)

Throughout the algorithm the integer j is cyclically shifted through the integers 1,2,...,m
1. The variable z counts the number of positions j that satisfy the inequality AF;(b;) <
Fj. If this inequality does not hold for some j, then we insert b7 in the basis, us-
ing the same subroutine BASIS as in the block reduction algorithm for the Euclidean
norm (see Algorithm 3.4). Then we size-reduce the new basis using LS-reduction (see
Algorithm 4.1), and we reset z to 0. The integer j = m is always skipped since the
inequality obviously holds for 7 = m. Since for every j the value of the j-th distance
function is non-negative, the value of F; cannot endlessly decrease. This guarantees
that the block basis algorithm terminates after finite number of iterations. Obviously a
basis (by,...,by,) is (8, A)-reduced if it is size reduced and z = m — 1. Therefore the

algorithm produces a basis that is (3, A)-reduced.
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Algorithm 4.2 Block Basis Reduction Algorithm for Arbitrary Norm
INPUT: (by,...,b,)€Z", ; <A<1,2<3<m
OUTPUT: (3, A)-reduced basis (by,...,b,,)

z:=0
ji=m-—1
LS_REDUCTION((by,...,by),A)
while z < m—1do
Ji=7+1
if j = m then
7:=1
end if
k:=min(j + 5 —1,m)
(Fy, (uj, ... ug), bYY) := ADFS(j,k, (by,...,by))
h :=min(k + 1, m)
if FJ < AFj(b,) then
BASIS((UJ, e ,uk), (bl, Ce ,bk))
LS_REDUCTION((by,...,bp),A)
z:=0
else
LS_REDUCTION(((by,...,by),A)
z:=z+4+1
end if
end while

return (by,...,b,,)

The ADFS algorithm (Algorithm 4.3) finds an integer non-zero vector (u;, ..., us), such
that the vector b} = SF u;b, satisfies the following condition

i=j

Fy = F;(bi*) = Zul i) = Ag (L(bj, ..., by)). (4.19)
The minimum F} is searched in the sublattices L(b;,...,b,) with increasing s. With
(uj, ..., ux) we denote the current minimal place of the norm Fj (ZZ _,; u;b;) and with F;

we denote its current minimum. In the beginning we set F; = F;(b;) and

(Uj,Uj+1, N ,Uk) = (Hj,ﬁjH, ce ,’ljk) = (1,0, ce ,0)

Throughout the algorithm we enumerate the integers u; in order of the ascending
values of Fy(> 7 ,u;b;). For this purpose we calculate a real number z; for which
F,(zb;+ Zf:t 1 u;b;) is minimal. Since F} is a convex function, the integral minimum
is one of the integers l; = | z;] or ry = [2]. In every stage of the algorithm we have @s > 0,
i.e. the vector by is used always with a positive sign for the search. This prevents re-
dundancies during the enumeration. If Fy(l;be+>77_, . uib;) > F} (ZZ _;uib;), then this
inequality holds for all w; < [; and we can stop the enumeration to the left. Similarly we
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can stop the enumeration to the right whenever Fy(r;b;+ > ;_, 41 Uibg) > F](Zf: i u;b;).

In the algorithm ADFS the initialization step will be executed exactly once and it needs
O(k — j + 1) arithmetic operations. For each iteration of the while-loop ADFS executes
O(k — j+1) = O(np) arithmetic operations and O(1) calculations of the distance func-
tions. With the following theorem we give an upper bound of the number of iterations
in the while-loop of ADFS.

Theorem 4.14. [Rit97] For block size § = k—j+ 1 and an LS-reduced basis by, . . ., by
the algorithm ADFS makes at most (1/(A — %))0(52) iterations in the while-loop.

We follow the proof from Ritter [Rit97].

Proof: Let A(t, z) be the number of enumerated vectors 1y, . . ., ux with Fy(>°7_, u;b;) <
.

When ADFS enters stage t always holds Ft+1(2f:t 41 Uib; < Fj(b;)). Therefore the
stage index will be decreased from ¢ + 1 to t at most A(t + 1, F;(b;)) times and will be

increased from ¢ — 1 to ¢ at most A(¢, Fj(b;)) + 1 times and ¢t = j stays unchanged at
most A(j, Fj(b;)) times. So we get that the number of iterations A in the while-loop is
bounded from

A< (k—j+1)+AQ Fi(by) +2 > A(t, Fi(by)). (4.20)

t=j+1

Since Fy(z) > Fy11(x), we have

A(t, Fj(b;)) < A(t + 1, Fj(b;))max# {at €Z|F, (Z ﬂibi> < Fj(bj)} :

i=t
where we take the maximum over all non-zero vectors (U1, ..., Uy).

~ ~ -~ k — ~ ~
Let for fixed (utH, e ,uk), bt+1 = Zi:t+1 ulbl and Ft+1(bt+1) = Ft(bt+1 + th) <

F;(bj). Then for all u, € Z with Fy(byy1 + w,b;) < Fj(b;) holds
Fi(b;) > Fy(byy + Usby)
= F((z — W)by — (zb; + byyy))
> Fy((z — U)by) — Fy(2b; + byir)
= |z = W|Fi(by) — Fra1(bys1)
> |z — w| Fy(by) — Fj(b;).
Therefore we get
Fj(b;)
Fi(by)’

’Z—/'L\L/t’<2

from which we obtain

A(t, Fy(by)) < H (4% + 1) : (4.21)
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Algorithm 4.3 ADFS - Enumeration Subroutine for the Block Basis Reduction Algo-
rithm for Arbitrary Norm
INPUT: j k(1<j<k<m), (bj,...,by)
OUTPUT: .a vector (uj,...,u;) which satisfies Fj(Zf:] u;b;) = Ap,(L(bj, ..., b))
- o= E](Zf:] u;b;)
new .__ k
. bj = Z:ulbz
[*Initialization:* |

(uj, iz, - ug) == (1,0,...,0)
(@, Ujss - - k) = (1,0,...,0)
Fy .= Fj(b;)

s:=t:=7

while ¢t < k do B
if Ft(z;-g:t ﬁlbz) < .F] then
if ¢ > j then

t=t—1
[*With fized Ugy1, ..., Us find an integer zy: Fy(>"7_, w;b;) is minimal and set
ﬂt = Zt*/

zi:={z€R : Fy(zb, + Zf:tH w;b;) is minimal}, [, := [z], r, =1, + 1
if E(ltbt + Zf:t ﬂzbz) < Ft<rtbt + Zf:t—l—l ﬁzbz) then

u =1
=041
else
Up =Ty
ry =1+ 1
end if
else
/¥ If t = j we have found a shorter (w.r.t F;) vector™/
(Uj, Ujg1y .- ,’U,k> = (’ljj,’ljj+1, c. ,ﬂk)
Fj == F;(3 uiby)
end if
else
/* We cannot find a shorter vector Y., u;b; with fived Uiy, ..., us. Therefore
we can stop the enumeration of the vectors (u, U1, - .., us) and increase t by 1%/
t:=t+1

if t > s then
=y + 1
s:=1
else if Ft(ltbt + Zf:t-}-l ﬂlbz) < Ft('rtbt + Zf:t—l—l 61bz) then
ﬁt = lt, lt = lt -1
else
Uy =1y
ryi=r 41
end if
end if
end while

= k
return Fj, (uj,...,ug), b} =377 u;b;
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Since by, ..., by is LS-reduced, we have that

1
AF,_1(bi—1) < Fi_1(b:) < Fi(b:) + §Ft71(bt71)~

Using induction by t we get

Applying this to (4.21) results in
k 1\
A(t, F;(b;)) < 11 (4 (A — 5) + 1)

1\ Zied—i
< 5k—t+1 (A _ _)

2
L\ (=) G=(0)/2) 13 00?)
gkt (A _ 2 —(A_2 .
2 2
The theorem follows from (4.20). O

There doesn’t exist a polynomial bound for the runtime of the presented block basis
reduction algorithm.

4.3 Computing the Values of the Distance Functions
for the /[, Norm

Let by,...,b, € R" be linearly independent vectors, m < n. Then, according to
Definition 4.1, the i—th distance function for 1 < i < m w.r.t the norm ||.||, is defined
as

F,: R"—>R

Fi(x) = [Ix[lp

E(X) = mingl ..... &—1€R HX + Z;;ll gjbj 1 S 1 S m.

)

For i = 1 the value of the distance function can be calculated directly from (4.1). For
1 <i < m we can write F;(z) as

Fi(x) = mingepi— ||z — Bal|,
with
&
§2

B = —b1 —bQ tee _bi—l and a = (422)

§i—1
So we can transform the problem of finding the value of the distance functions into the

basic approximation problem of finding the [, solution of a system of linear equations,
which can be stated as follows:
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Problem 4.15. Let B be a matriz in ZV*, x € R" and 1 < p < co. Let f(a) be the
function:

f:R* — R", f(a) =x — Ba.
Then find a € R"™ to minimize || f(a)l,.

For a particular a € R¥, let

fi(a)[P! ) sign(f1(a))
o :
. ek o~ | PU)
a7 sign(fn(a))
Let r : R" — R, r(a) = [[f(a)|b. Then r is a convex differentiable function and

r’(a) = pB'D160. Therefore we obtain the following the following theorem:
Theorem 4.16. A vector a € R"™ solves Problem 4.15 if and only if

B'D,6 = 0. (4.23)

For the solution of this problem we propose an algorithm in case n > k, described by
Watson [Wat80]. If n < k, then we can append to x n—k zero entries and to B n—k zero
rows. The iterative algorithm, described by Watson, is a variant of the Newton method,
which in each iteration uses the solution of Problem 4.15 w.r.t p = 2, for certain x and
B, in order to determine the increment to be added to the current iteration point. So
in Section 4.3.1 we present an algorithm for Problem 4.15 for p = 2 and then in Section
4.3.2 we describe the algorithm for p > 2. The described methods for both cases can be
found in [Wat80].

4.3.1 The case p =2

For p = 2 the Problem 4.15 is called Least Squares Problem. Let a* € R™ solves 4.15 for
p = 2. Then the system of equations (4.15) can be written as

B'f(a*) =0,
which gives
B'Ba* = B'x, (4.24)

If B has rank k, B'B is symmetric positive definite matrix, and the solution to (4.16)
can be obtained using Cholesky decomposition of the matrix B!B. However, the matrix
B'B can be ill-conditioned with respect to inversion and information can be lost even
during the formation of B'B.

Example 4.17. Take

1 1

. &1 0 0
B= 0 E9 0
0 0 €3
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If |le;] <1 ="C fori=1,...,3 and the computation is performed on a computer whose
word length is such that no more than 10 decimal places are retained, then the matrix

1+ 1 1
B'B = 1 1+ 1
1 1 1+¢&3
will be saved in the computer as
1 11
B'B = 1 11
1 11

An alternative procedure for the least squares problem, which avoids the formation of
B! B, involves the computation of the Singular Value Decomposition of a matrix.

Theorem 4.18. Let B € R™* be a non-zero matriz of rank r. Then there exist an
n X n orthogonal matriz U, a k X k orthogonal matriz V', and a diagonal matrix

01
W= 72
oy
with o1 > 09 > ... > o, > 0 such that
- -
op) 0 (k—r)
B =USV", with S = {V(I)/ g] =
oy
i O(n—r)xr O(n—r)x(k—r) |
We call 01,09, ...,0, singular values of B and the decomposition USV*' of B Singular

Value Decomposition of B.
Let r = rank(B) and let the Singular Value Decomposition of B be

B=USV!, withS:{W 0]

010
as defined in Theorem 4.18. Then

Ix — Ball, = ||U*(x — Ba)|l> = [|U"x — SV"al>.
Let

c=U'x= ( El) andy:Vta:(zl),wherecl,yleRr.

2
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Then
(2)- (5 0) ()
C2 0 0 y2 2
(Cl_Wy1) ?

Co 9

. 2 2
= min {ller =Wyl +lleall5} -

min ||x — Bal|3 = min
a y

= min
y

This minimum clearly occurs when
Ci — Wyl = 0. (425)
Since

01

02 Ci;
W = , (4.25) is equivalent to the condition y;; = Yiofor1<i<r

1

Or

Case r = n: This the unique solution.

Case r < n: yy does not occur in (4.25) and thus it has no effect on the residual. So
the components of y, can be chosen arbitrarily. However, there is a unique least squares
solution with ||y||s minimized. This occurs when the yo = 0. Note that a = Vy and
llall2 = [|¥|l2- Thus ||a||2 is minimized if and only if ||y||2 is minimized. So setting y, = 0
we get the unique least squares solution of Problem 4.15 with [|a]|s minimized. We call
it minimum norm solution.

If a matrix B has k ”large” singular values and all of the other singular values are
“small”, then we say that the matrix B has numerical rank k. That is, given some
tolerance ¢, if

01 >0y> 202> (4.26)

then we say that B has numerical rank k.

Example 4.19. Let
1/3 1/3 2/3
2/3 2/3 4/3
B=1| 1/3 2/3 3/3
2/5 2/5 4/5
3/5 1/5 4/5

Clearly, B has rank 2 since the last column is the sum of the first two columns. But
MATLAB, for example, computes its singular values as

o1 = 2.5987 09 = 0.3682 03 = 8.6614 x 1077,

Since there are 3 non-zero singular values, we can conclude that the rank of B is 3.
However, one of the singular values is extremely small and is non-zero only because of
roundoff errors.
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So in the above computations it is best to use for r the numerical rank of B. All ”small”
singular values should be set to 0, right after decomposing the matrix and before calcu-
lating the least squares solution.

The algorithm for finding the solution of Problem 4.15 can be stated as follows:

Algorithm 4.4 Algorithm for the Least Squares Problem

INPUT: Bec R xeR"
OUTPUT: acR':a:={zecR": ||x — Bzl is minimal }

if n < k then
Append k — n zero rows to B and k — n zero entries to x.
end if
r = rank(B)
{U, S,V} = SINGULAR_VALUE_DECOMPOSITION(B)
Zero all "small” singular values.
c=U'x
yeR" y=0
fori=1,...,r do

yi = Si,i
end for
a=Vy

return a

4.3.2 The case p > 2

If p > 2, then the system of equations (4.23) is no longer linear in the components of a,
and thus a solution cannot generally be obtained in a finite number of operations. Since
p > 2, |r;|P72 exists for 1 <4 < m. So we can define the diagonal matrix D as

| f1lP
D_ | falP?
|falP~2
Then the system (4.23) can be rewritten as
B'Df =0 or as B'DBa = B'Dx. (4.27)

This system of normal equations differs from equations (4.24) by the presence of the
weighting matrix D. The following algorithm for solving (4.27) is a variant of the
Newton’s method.

Now consider the system of equations (4.27) as

g(a)=0
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Then in order to apply the Newton’s method to this system we have to determine for
each iteration ¢ the increment d;, which has to be added to the approximation a;. The
increment d; is given from

Vy(a;)d; = —g(a;)

or equivalently from

where
| fu(a) P2

D, = | f2(ay) P2

| fo(@i) [P~
We can obtain the d; through the solution of the problem of finding the vector z € R"
to minimize the || - ||-norm of

1 1
si=Dx— D} Az.
Let z; minimizes [|s;||2. Then z; satisfies
B'D;Bz; = B'D;x = B'D;(f(a;) + Ba;) = B'D; f(a;) + B'D;Ba,.
Thus
BtDZ‘B(ZZ' — ai) = BtD,f(az)

So it follows that we can take

1
dZ:p_1<ZZ—az)

After these considerations we present the algorithm for solving (4.27) as follows:

Algorithm 4.5 Algorithm for the Linear [, Approximation Problem

INPUT: BeR™ xcR", pEZ,p>2
OUTPUT: acR":a={z€eR": ||x— Bz, is mnimal }

while true do
z; = LEAST SQUARES(D
if i == 0 then
ag — Zo

end if

a1 :Z_lai—i‘p_lzi
if the iteration a; has converged then
return a;;
else
1=1+1
end if
end while

(NI
S ol

B, D}x)

i
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Finally, using (4.22), we can describe the algorithm for the calculating of the i-th distance
function as follows:

Algorithm 4.6 Algorithm for the Calculation of the Distance Functions

INPUT: ic Z, B € R0 (constructed from the basis vectors by,...,b;_; as in
422), xeR" peZ,p>2
OUTPUT: The value of F;(x) and the corresponding coefficients &;,...,&_1 € R

if i ==1 then

return ||z|/, and an empty vector &
else

¢€=(&,...,&1) = NEWTON(B,x,p)
end if

return ||x + B¢||, and &
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Chapter 5

Tests and Results

In this chapter we present the test cases with which we tested the algorithms, described
in Chapter 3 and Chapter 4, and the corresponding results of these tests. For the case
p = 2 we used the implementation of the L® and block basis reduction algorithm pro-
vided by the NTL library[NTL]. The success rate of these tests was 0% even for Goppa
codes of length 15. So till the end in this chapter we present the test results from the
implementation of the LS and the block basis reduction algorithms for p > 2, given in
the Appendix. All tests were executed on Athlon XP 1800+ with 512MB RAM under
SUSE Linux 9.2.

The following test results showed that the time, used by the reduction algorithms, in-
creases considerably and the success probability decreases with increasing dimension of
the input basis vectors. For Goppa codes of length 15 the success rate was 100% and the
reduction algorithms used not more that 2 sec. in order to output the error vector. Our
tests have shown that the attack becomes impractical for Goppa codes of length 127,
since the success rate remained 0%. The tests showed that increasing p has influence
only on the execution time of the algorithms, but not on the success rate. They also
showed that in most test cases the block basis reduction does not provide better results
than the LS reduction algorithm. For these reasons in this chapter we give mainly the
results from the LS reduction algorithm for Goppa codes of length 31 and 63. Before
presenting the test cases and results we will briefly describe the different constructions
of the input matrices.

Let G’ be an k x n generator matrix for binary irreducible Goppa code C with minimal
distance d, which can correct up to t errors, m € FX and e € F} be an error vector with
weight smaller or equal to t. Then we choose either to construct a matrix G := SG'P,
as in the McEliece public key, or to use directly G := G’'. Let ¢ = mG & e, where
G = SG'P or G := G'. Then we have the following possibilities for the construction of

élzz(é)oréQ::(f). (5.1)

G (see (2.3))

In the following tables we will refer to the construction of G as code_mode=0 and to the
construction of Gy as code_mode=1. Using gaussian elimination and column permutation
we find matrices R € Fékﬂ)x(kﬂ), G™% in systematic form and W € F3*"  such that

R-G¥ - W =G,
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fori =1 or ¢« = 2. Then we fix a map o and apply o : F§ — Z" to the rows of G=¥si. For

the map o we choose either the map ounsigned : 5 — Z", which maps 0 to 0 and 1 to 1,

Or & MAP Ogigned : Iy — Z", such that
Osigned (81

= [ld(k + 1)|Dy],

Osigned (glsg)le)

with D; € {—1,0, 1}(E+1)x(=k=1) anq

d, = 0 if gls,};s—li-k—&-l =0,
T lor —1 ifg,, =1

Then we consider the following constructions of the input matrix B™
0 2-Id(n—k—1)).0rB212:(Id(k;+1) D; )

Biy = ( Id(k + 1) D; 0 2-Idn—k—1)
(5.2)

In the following tables we will refer to the construction of B;; as id-mode=0 and to the
construction of B, as id_mode=1.

We can categorize the different test parameters as parameters defining the different
constructions of the input matrix, reduction parameters and parameters of the Goppa
codes. The parameters for the different constructions of the input matrix are:

e id_mode - specifies whether the input matrix B™ is constructed as B} or as B}%
(see (5.2)).

e sigma_mode - specifies whether the input matrix B™ is constructed with T unsigned
Or Osigned-

e code_mode - specifies whether the input matrix B™ is constructed with él or with
G1 (see (5.1)).

e g_mode - specifies whether the input matrix B™ was constructed with G’ or with
SG'P.

The reduction parameters are:

e p - defines the norm to be used. By all test cases, except one, we test with p = 3
and use Goppa codes which are suitable (according to Lemma 2.6) for p = 3.

e 0 - the parameter 0 < 6 < 1 of the reduction algorithms. Since d determines the
quality of the approximation and and with smaller § the LS reduction provides
weaker approximation for all the test cases we set o = 0.99.

e 3 - the block size for the block basis reduction.

The parameters of the Goppa codes are:
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n - the length of the Goppa code.

k - the dimension of the Goppa code.

e d - the minimal distance of the Goppa code.

t - the number of errors, which the Goppa code can correct. For all the test cases,
except one, we test with error vectors, which have maximal weight ¢. Only in test
case 6 we test with error vectors with weight smaller than the maximal possible ¢
for the corresponding Goppa code.

In the first three test cases we test with different construction parameters for the input
matrices. In the other test cases we fix the input matrix according to the best results
shown in the first three test cases and test with different reduction parameters and
different parameters of the Goppa code.

Test Case 1: G’ vs SG'P

In these tests we used Goppa codes, for which k£ =~ Z. In the following tables we give

the success rate and the time, used by the LS reduction algorithm, for p = 3 with the
following construction parameters for the input matrices:

e id_mode = 0 with code_mode = 0, gignea (Table 1),
e id_mode = 1 with code_mode = 0, Oynsignea (Table 2).

Table 1: id_mode = 0 with code_mode = 0, oigned

n | k| d|t|+# Tests G’ SG'P

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 14 4.6s 15 oS
63|33 |11 |5 25 4 95s 3 105s

Table 2: id_mode = 1 with code_mode = 0, Tunsigned

n | k| d|t|# Tests G SGP

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 22 17.7s 16 19.3s
6333|115 25 12 1874.3s 13 1892.4s

Test Case 2: Ounsigned VS Tsigned

In these tests we used Goppa codes, for which & ~ Z. In the following tables we give

the success rate and the time, used by the LS reduction algorithm, for p = 3 with the
following construction parameters for the input matrices:

e id_mode = 0 with code_mode = 0, g-mode = G' ( Table 1),

e id_mode = 1 with code_mode = 0, g_mode = G’ ( Table 2 ).
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Table 1: id_mode = 0 with code_mode = 0, g_mode = G’

n k d t # Tests Osigned O unsigned

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 16 4.8s 15 4.8s
63|33 |11 |5 25 ) 94.3s 4 98s

Table 2: id_mode = 1 with code_mode = 0, g_mode = G’

n k d t # Tests Osigned O unsigned

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 17 35.8s 21 18s
63|33 |11 |5 25 7 3248s 13 1622s

Test Case 3: code_mode = 0 vs code_mode = 1

In these tests we used Goppa codes, for which k ~ 7.

n

In the following tables we give

the success rate and the time, used by the LS reduction algorithm, for p = 3 with the
following construction parameters for the input matrices:

e id_mode = 0 with oggneq, g-mode = G’ (Table 1),

e id_mode = 1 with oynsigned, g-mode = G’ (Table 2).

Table 1: id-mode = 0 with ogigned, g-mode = G’

n | k| d|t|# Tests code_mode = 0 code_mode = 1

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 15 5s 13 5.1s
6333|115 25 6 98s 6 105s

Table 2: id-mode = 1 with ounsigned, g-mode = G’

n | k| d|t|# Tests code_mode = (0 code_mode = 1

# Found | Av. Time(sec) || # Found | Av. Time(sec)
31116 7 |3 25 21 14.4s 21 15s
6333|115 25 16 1569s 16 1527s

Test Case 4: p=3,d=15vsp=3,d=17Tvsp=4,d=15vsp=4, d=17

In this test case we tested what is the success rate and the time, used by the LS reduction
algorithm, for suitable Goppa codes (according to Lemma 2.6) for p = 3 and p = 4. We
use the following construction parameters for the input matrices:

e id_mode = 0 with code_mode = 0, Ogigned, g-mode = G' (Table 1),

e id_mode = 1 with code_mode = 0, Tynsigned, g-mode = G’ (Table 2).
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Table 1: id_mode = 0 with code_mode = 0, Osigned, g-mode = G’

n | k| d|t]|# Tests p=3 p=4

# Found | Av. Time(sec) || # Found | Av. Time(sec)
6321 |15|7 25 7 148s 6 526s
63 15|17 |8 25 14 227s 18 809s

Table 2: id_mode = 1 with code_mode = 0, Tynsigned, g-mode = G’

n | k| d|t]|# Tests p=3

# Found | Av. Time(sec)
63|21 (157 25 11 1554.5s
63 15|17 |8 25 22 1365.2s

Test Case 5: Different £ and Different d

In these tests we used Goppa codes of the same length n, which have different dimensions
k and can correct different number of errors ¢. In the following tables we give the success
rate and the time, used by the LS reduction algorithm, for p = 3 with the following
construction parameters for the input matrices:

e id_mode = 0 with code_mode = 0, Oggned, g-mode = G' (Table 1: n = 31, Table2:
n = 63),

e id_mode = 1 with code_mode = 0, oynsigned, g-mode = G’ (Table 3: n = 31, Table4:
n = 63).

Table 1: n = 31, id_mode = 0 with code_mode = 0, 0gigned, g-mode = G’

| n | k |d]|t]# Tests | # Found | Av. Time(sec) |
31126 (5|2 d 2 12s
311211512 ) 4 1.8s
3112173 S 1 2.4s
31116 |73 > 2 4s
31111194 D 1 8.8s

Table 2: n = 63, id-mode = 0 with code_mode = 0, 0gigned, g-mode = G’

| n | k| d|t]# Tests | # Found | Av. Time(sec) |
63139 9 |4 ) 1 59s
6333|115 ) 1 80.2s
63 (33]13|6 ) 0 148s
63 |27|13|6 ) 0 117s
63|27 |15 |7 ) 0 165s
63|21 |15 |7 ) 1 101.8s
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Table 3: n = 31 id-mode = 1 with code_mode = 0, Tynsigned, g-mode = G’

| n | k| d]|t]# Tests | # Found | Av. Time(sec) |
311265 |2 d 2 22.6s
31121 (52 5) 4 21.6s
3112173 d 4 18.6s
3111673 d 5 58
311194 > 5 20s

Table 4: n = 63 id-mode = 1 with code_mode = 0, Tynsigned, g-mode = G’

| n | k| d]|t]# Tests | # Found | Av. Time(sec) |
63399 |4 ) 4 1342.4s
6333 11]5 5 3 1481.2s
63 |33|13|6 5 1 2474.3s
63 |27|13|6 5 1 2593.2s
632715 |7 5 0 3151.2s
6321 15|7 5 3 1542.6s

Test Case 6: Error Vectors with Smaller than the Maximal Possible Weight

In these tests we used Goppa codes, for which k ~ 3 and with error vectors with smaller
than the maximal possible weight. The column ¢ corresponds to the maximal number of
errors, which the corresponding Goppa code can correct and the column ¢; corresponds to
the weight of the error vector, used in the construction of input matrix. In the following
tables we give the success rate and the time, used by the LS reduction algorithm for
p = 3, with the following construction parameters for the input matrices:

e id_mode = 0 with code_mode = 0, Ogignea, g-mode = G’ (Table 1),

e id_mode = 1 with code_mode = 0, Tynsigned, g-mode = G’ (Table 2).

Table 1: id_mode = 0 with code_mode = 0, Osignea, g-mode = G’

| n | k| d]¢t]t|# Tests| Found | Av.Time(sec) |
3116 7 [3]1 10 10 5.5s
31|16 7 | 3|2 10 7 4.6s
31|16 7 |33 10 ) 5.7s
631331151 10 10 93.6s
63 (|33 |11 |5 ]| 2 10 6 73.9s
6333115 3 10 5 88.4s
6333|115 | 4 10 2 94.4s
63|33 ]11]5] 5 10 1 89.8s
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Table 2: id_mode = 1 with code_mode = 0, Tynsigned, g-mode = G’

| n | k| d]t]t]# Tests | Found | Av.Time(sec) |
31167 (3|1 10 10 52.6s
31|16 | 7 |3 ]2 10 10 17.7s
31|16 7 | 3|3 10 9 16.1s
6333|115 |1 10 10 489.3s
6333|115 2 10 10 500s
6333|115 | 3 10 8 682.8s
6333|115 4 10 7 1437.7s
633311 ]5]5 10 5 1865s

Test Case 7: Block Basis Reduction Algorithm

n

In these tests we used Goppa codes, for which k ~ 7 and input matrices, for which the
LS reduction algorithm has not succeeded to output the error vector. We give the success
rate and the time, used by the block basis reduction algorithm for p = 3 and different
block sizes. We use the following construction parameters for the input matrices:

e id_mode = 1 with code_mode = 0, Oynsigned, g-mode = G’ (Tablel).

For this test we have chosen exactly these construction parameters for the input matrices
since with them we have achieved the best success results with the LS reduction for all
other test cases.

Table 1: id_mode = 1 with code_mode = 0, Tynsigned, g-mode = G’

| n | k| d|t] B ]# Tests | Found | Av.Time(scc) |
31|16 7 |3 4 10 0 88.3s
31|16 7 |3 8 10 0 136.1s
3116 7 |3)|12 10 0 208s
3116 7 |3]16 10 0 391.5s
6333|115 | 4 10 1 3124.5s
63|33 ]11|5] 8 10 1 4053.7s
63 || 33 |11 |5 | 12 10 1 5164.2s
63 (|33 |11 |5 16 10 1 7572.9s

o7
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Chapter 6

Implementation Details

We provide an implementation in C of the LS basis reduction and the block basis reduc-
tion algorithms w.r.t the [,-norm, which uses the GNU Scientific Library [GSL]. The
source code of the basis reduction algorithms can be found in Section A.1. In order to
check that our implementation works correctly we use a small program, which uses NTL.

6.1 Lattice Basis Reduction Algorithms

The source code for the block basis reduction algorithm (see Algorithm 4.2) can be found
in Section A.1.2.

It uses the subroutines Is_reduction (see Algorithm 4.1), adfs (see Algorithm 4.3) and
basis_transformation (see Algorithm 3.4). adfs uses the subroutine find_min_mu. For
given integers t and s and a vector u, find_min_mu calculates the real minimum g of
Fy(pby 4+ 77, .1 U;b;) and depending on whether Fy([z]b, + 7, u;b;) or Fy(([u) +
L)by+3>"7 . u;b;) is smaller sets correspondingly i, := | ] or % := [2]+1 (as described
in Algorithm 4.3).

At the end of each iteration of the block basis reduction algorithm the vectors

bla s 7bmin{k+1,m}

are LS reduced. If at stage z of the block basis reduction algorithm the adfs finds a
shorter vector in L(b,,...,by), then the basis_transformation function modifies only
some the vectors bj, ..., by. Therefore the vectors by, ..., b;_; remain LS reduced and
the LS reduction for the current iteration can start from index j, instead of starting
from index 1.

If adfs fails to find a shorter vector, the vectors by, ..., by remain LS reduced and the LS
reduction for the current iteration can start from index min{k + 1,m}. For this reason
the ls_reduction function accepts an additional integer start_indezr as parameter, which
specifies from which index to start the reduction of the given basis vectors.

The source code for the LS basis reduction algorithm can be found in Section A.1.1.
Since we use the basis reduction algorithms for finding a basis vector with a predeter-
mined [/, norm, it makes sense to stop the execution of the algorithm if such a vector is
found. Hence the Is_reduction function takes an additional integer ¢ as parameter and
returns if a basis vector b; ¢ +Id(n) with [, norm #'/? is found. For the size-reduction
of the basis vectors ls_reduction uses the subroutine find_min_mu, which calculates, for
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given j and k, an integer j;, such that F;(by + pb;) is minimal.
The source code for the algorithm for the calculation of the values of the distance func-
tions, described in Section 4.3, can be found in Section A.1.3. To calculate

Fj(bl,...,bj_l)(V) = min

al,...,ajfleR

p

the function p_f-norm (see Algorithm 4.6) is called. In order to avoid calculating the p-th
root of a real number p_f-norm always returns Fj(v)?. If j = 1 p_fnorm returns ||[v|?.
Otherwise it uses the newton_method function (see Algorithm 4.5), which calculates the
coefficients aq,...,a;_1. In order to determine these coefficients newton_method uses
the least_squares function, which solves the least squares problem (see Algorithm 4.4).
The function least_squares uses the following built-in functions from the GSL library

int gsl linalg SV_decomp (gsl . matrix * A, gsl matrix * V, gsl vector * S, gsl vector * work)
int gsl linalg SV _solve (gsl.matrix * U, gsl.matrix * V, gsl_vector * S, const gsl_vector * b,
gsl_vector * x).

For the floating point arithmetic we use the standard type ” double” in C. The ” double”
type uses the standard representation of floating point numbers with double precision
according to the IEEE-754 standard. For the comparison of the real numbers we use
precision 10717,

The code for several small help functions, which are commonly used, is given in Section

A.1.4.

6.2 Test Program for the Basis Reduction Algorithms

In order to be able to test the lattice basis reduction algorithms we have written a
program test_lattice_reduction, which reads the matrix to be reduced and the required
basis reduction parameters from an input file and saves the result of the reduction in an
output file. We run test_lattice_reduction with the following command line parameters

[ test_lattice_reduction < in_file > < out_file >

in_file the path to the input file, which contains the following data

algo integer specifying the basis reduction algorithm, which has to be used
algo = 0 - test_lattice_reduction uses the LS basis reduction algorithm
algo = 1 - test_lattice_reduction uses the block basis reduction algorithm

D integer specifying the norm to be used
) the basis reduction parameter i <d<1
16 the block size for the block basis reduction algorithm
(6 is given only if algo = 1)
n the number of columns and rows of the matrix B™
B™  the n x n matrix to be reduced
e the random generated error vector with weight ¢, used in the generation of B™"

out_file the path to the output file. The output file contains the time used for the re-
duction of B™, the reduced basis B°" and whether during the reduction of B™ a vector
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v was found, such that [[v|]b = ¢.

After the reduction of B the test_lattice_reduction program tests whether the used basis
reduction algorithm works correctly and does not change the input lattice. First, if a
vector v, such that [[v||b = ¢, was found it is compared with the original error vector
e and if v # e mod 2 then an additional error message is written in the output file.
Second, it checks whether the vectors from B°" are contained in the lattice, generated

by the rows of B™ and vice versa. For this test, it uses the built-in function from the
NTL library

long LatticeSolve( vec_ZZ &x, const mat_ZZ &A, const vec ZZ &y ),

which tests if for a given matrix A and a vector y, there exists a vector x such that
x-A = y. Since we know that the matrix B™ has full rank, then if this test was successful,
we can be sure that the input lattice has not been changed during the execution of the
basis reduction algorithms. If this test was not successful a corresponding error message
is printed in the output file. The source code for the test_lattice_reduction program can
be found in Section A.2.

Sample Output File

At the end of the next subsection we give a sample output file test.in from the program
for generating test input files. Giving test.in as an input file to the test_lattice_reduction
program we get the following output file:

RUNNING TEST ...

OUTPUT:
Time used from the algorithm: 5 seconds, 825874 microseconds

FOUND in row 16
Original Error Vector:

00010000000000010000000001000O0O
The reduced matrix is:

0-1100000000000
000000001-10000
-10010000000000

00000
00000

= O O

-1
1

000001010000-1-1010

000-1100000-101-1000

00000001 -1-10000

000-100 -1

000 0

= =, O

-1000
1

O O OO OO0 O OoOOo
O OO OO0 O0OO0OOoOOo
O O OO O0OO0O0OO0OO0OOo
[el el elNeNeNe e NeoNe)
O O OO O0OO0OOOoOOo
[el el elNelNeNelNoNeo e
[el el elNelNeNe e NeoNe)
O O OO O0OO0OOoOOoOOo
O OO OO0 O0OOoOOo
[el el elNelNeNe e NeoNe)
[el el elNelNeNe e NeoNe)
O O OO O0OO0OO0OOoOOo
[el el elNelNeNelNoNo e
[el el elNelNeNe e NeoNe)
O O OO O0OO0OOoO oo
O O OO O0O0OO0OOoOOo
OO O OO0 OO O
O O O O0OO0OO0OONO
O OO O0OO0OONOO
OO OO ONOO K
OO O ONOO O
O OO NOOOO
O ONOOOO OO
ONOOO OO O
NOOOOOO OO
OO O O0OO0OO0OO0OO0OO0OOO OO
O OO O OO0 OoOOoOOo
O O OO O0OO0OO0OO0OOoOOo
OO OO0 O0OO0OO0OrOo
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0000000000000000000000000200000
0000000000000000000000000020000
00000000000000000000000000C02000
0000000000000000000000000000200
0000000000000000000000000O00OO0O020
0000000000000000000000000000002

TEST 1: OUTPUT VECTORS ARE IN THE LATTICE GENERATED BY THE ROWS OF THE INPUT MATRIX: TRUE
TEST 2: INPUT VECTORS ARE IN THE LATTICE GENERATED BY THE ROWS OF THE OUTPUT MATRIX: TRUE

6.3 Generating the Test Input Files

The generator matrices G’ for the Goppa codes are generated with MAGMA - a software
for Algebra, Number Theory, and Geometry. For more information see

http://magma.maths.usyd.edu.au/.

In order to generate the input file for the lattice basis reduction algorithms we have
written a program generate_test_file. The input file for the generate_test_file program
contains the following data:

algo integer specifying the basis reduction algorithm, for which the test file is
generated

algo = 0 - generates a test file for the LS basis reduction algorithm

algo = 1 - generates a test file for the block basis reduction algorithm
the basis reduction parameter % <d<1

the block size for the block basis reduction algorithm

(B is given only if algo = 1)

integer specifying the norm to be used

number of rows in the Goppa generation matrix G’

number of columns in the Goppa generation matrix G’

a k x n generator matrix for a binary irreducible Goppa code, which can
correct up to ¢ errors

t the weight of the error vector (0 < ¢; < t), which has to be generated

= >

QS =

First a random message vector m € FX a random error vector e € F} with weight
t;. Then, depending on the command line parameters, either G = G’ or the matrix
G = SG'P is constructed, where S € F*** is a random regular matrix and P is a random
permutation matrix. After that a ciphertext ¢ = mG @ e is calculated. Depending on
the command line parameters, one of the matrices

o=(8)(ud-u) = o (5)-(*5)

is constructed. Using Gaussian elimination and column permutation, generate_test_file

finds a binary matrix R € IF (k+1) X(k+1), a systematic matrix G®* and a permutation

matrix W € F3*" such that
R-G¥ W =0,
where G = C~¥1 or G = CNJQ and

G = [1d(k + 1) | A].
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Then a vector €pem is constructed, by permuting the entries of e according to W™
After that a map o is applied on G**, where o, depending on the specified command

line parameters, is either idz» or a map, such that o(G®%) = [Idgt1 | A] := M, where
A€ {—1,0,1}F>n=k=1 and

0 if ;7 =0and 1 <i<k+1, 1<j<n,
m;; =41 ifgfzszlandlgigk—i—l, 1<j5<n, (6.1)

lor =1 ifgiys;j=1land1<i<k+1, k+1<j<n.

Then one of the matrices

a(gl®) 0 2-Id(n—k—1)
. : . o(g?”
B = : or By = (gl )
sys :
o(8)41) :
0 2-Idn—k—1) o(ghi1)

is constructed. We run . /generate_test_file with the following command line parameters

./generate_test_file < in_file > < out_file > < cipher_mode > < id_mode >
< stgma_mode > < g-mode >

in_file the path to the input file
out_file the path to the output file, which contains the following data

algo integer specifying the basis reduction algorithm, which has to be used
algo = 0 - test_lattice_reduction uses the LS basis reduction algorithm
algo = 1 - test_lattice_reduction uses the block basis reduction algorithm

P integer specifying the norm to be used
) the basis reduction parameter i <d<1
I} the block size for the block basis reduction algorithm
(G is given only if algo = 1)
n the number of columns and rows of the matrix B™
B™  the n x n matrix to be reduced
e the random generated error vector with weight ¢, used in the generation of B™

cipher_mode integer specifying where in G to insert the ciphertext c
cipher_mode = 0 - c is inserted as the first row of G
cipher_mode = 1 - c is inserted as the last row of G

1d_mode integer specifying where in B™ to insert the rows 2e;,1,...,2e,
td_-mode = 0 - the vectors 2e;.1,...,2e, are inserted as the first
n —k — 1 rows of B™
td_mode = 1 - the vectors 2ex.q,...,2e, are inserted as the last

n —k — 1 rows of B
sigma_mode  integer specifying the map o, which will be applied on ésys
sigma_mode = 0 - 0 = idzn
sigma_mode = 1 - ¢ is defined as in (6.1)
g-mode integer specifying whether G = G’ or G = SG'P
g-mode =0-G =G
g-mode =1-G=SG'P
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The source code for the generation of the test input files can be found in Section A.3.
The functions for generating random messages and random error vectors are given in
Section A.3.3. The functions, which generate random regular binary matrices and ran-
dom permutation matrices are given in Section A.3.4. The source code for the Gaussian
Elimination Algorithm, described below, and the column permutation can be found in
Section A.3.5. In the last Section of the Appendix are given several small help functions.

Description of the Gaussian Elimination Algorithm

Let M be an m x n binary matrix of rank m. The Gaussian Elimination algorithm
transforms M into a matrix N, so that N contains the columns of the m x m identity
matrix by means of the operations

(O1) Addition of one row to another row.
(02) Swapping two rows.

At every step k(1 < k < m) the matrix M is transformed into a matrix M’, so that
the first [ (1 < k < I < n) columns of M’ contain the first k£ columns of the m x m
identity matrix. Suppose the algorithm is at step ¢ and the first 7 — 1 columns contain
the the first + — 1 columns of the m x m identity matrix. Then the following cases are
considered:

1. m;; = 1: set m, := m; ® m, for all rows m, with index r # 7 and m, ; = 1.
2. m;; = 0:

(a) If there exists an index s (¢ + 1 < s < m), such that m,; = 1, swap the rows
m,; and m, and go to Case 1.

(b) If there doesn’t exist an index s (141 < s < m), such that m,; = 1, then set
Jji=Jj+1 If m;; =1 go to Case 1, otherwise go to Case 2.
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Sample Input File
Here we give a sample input file test.tzt for the generate_test_file program.

With the

following input file we generate a test input test.in file for the LS reduction algorithm

with 6 = 0.99, p = 3, 16 x 31 generator matrix for Goppa code and t = 3.

0

1000000000000001001110000110000
0100000000000001101011110010111

Sample Output File
The following file test.in is genereted with generate_test_file program with the command

16

31

0001000000000000100110100101000
0000100000000001001101101111001
0000010000000000100101111001010
0000001000000000000010110010110
0000000100000001100011001101001
0000000010000001001011000101010
0000000001000000001101110010010
0000000000100001000000001111100
000000000001 0000001100011010001
0000000000001001001111011000000
0000000000000100000011101111010
0000000000000011101001011110110
0000000000000000O010111010100001
3

0010000000000000001101001001111

0.99
3

_test_file test.txt test.in 0 1 O O

./generate

>

1000000000000000011000100111000
0100000000000000O0O0O1101010011111
0010000000000000001101001001111
0001000000000000010110100101000
0000100000000000011011001110001
0000010000000000010101111001010
000000100000000O0O0O0O0O0OO0O10O110010110
0000000100000000000101101100001
0000000010000000011101100100010
0000000001000000001101110010010
0000000000100000010110101110100
0000000000010000001100011010001
0000000000001000011001111001000
00000000000O00O0O0C100000011101111010
00000000000C0OO0C0O1000O1111111111110
00000000O000O0OO0C0O0O0O1010110100001000
0000000000000000100111010100001
0000000000000000020000000000000O0
0000000000000000002000000000000O0
0000000000000000000200000000000O0
0000000000000000000020000000000
0000000000000000000002000000000
0000000000000000000000C200000000
0000000000000000000000020000000
0000000000000000000000002000000
0000000000000000000000000200000
0000000000000000000000000020000
0000000000000000000000000002000
0000000000000000000000000O000O0200
000000000000000000000000000O0O020
000000000000000000000000000000O02
00010000000000010000O0O0O00OOO0C1OOOCOO

0.990000

0
3
31
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Appendix A

Source Code

A.1 Basis Reduction Algorithms

A.1.1 L? Basis Reduction Algorithm for the /, Norm

#include "gsl/gsl_blas.h"
#include "gsl/gsl_math.h"
#include "p_norms.h"
#include "util.h"
#include <math.h>

/>/<
* Given a m X n matriz B, integers 1 < j<m, 1 <j<m and p > 2 finds an integer
* u such that
*u={a€Z|F;by+abj) is minimal},
* where F; is the j-th distance function w.r.t the l, norm (see Definition 4.1 )
*
* Parameters:
* gsl_matriz_int * basis - the matriz B
*int j - the integer j
*int k - the integer k
*int j - the integer p
*
* Returns:
* an integer p, which minimizes Fj(by + ab;)
Y/
int find_min_mu( gsl_matrix_int * basis, int j, int k, int p )
{

int n = basis—>size2;

double Fjlbk;

gsl_vector_int * bkminusl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bkminusl, basis, k-1 );

gsl_vector * alpha = p_f_norm( j+1, basis, bkminusl, p, Fjlbk );
int mu_ceil = ( int ) ceil( gsl_vector_get( alpha, j-1 ) );

int mu_floor = ( int ) floor( gsl_vector_get( alpha, j-1 ) );
gsl_vector_free( alpha );

gsl_vector_int * bjminusl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bjminusl, basis, j-1 );
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gsl_vector_int * b_ceil = gsl_vector_int_alloc( n );
gsl_vector_int_memcpy( b_ceil, bkminusl );
gsl_vector_int * b_floor = gsl_vector_int_alloc( n );
gsl_vector_int_memcpy( b_floor, bkminusl );

gsl_vector_int * temp;

if (mu_ceil != 0)

{
temp = gsl_vector_int_alloc( n );
gsl_vector_int_memcpy( temp, bjminusl );
gsl_vector_int_scale( temp, mu_ceil );
gsl_vector_int_add( b_ceil, temp );
gsl_vector_int_free( temp );

}
if ( mu_floor !=0)

temp = gsl_vector_int_alloc( n );
gsl_vector_int_memcpy( temp, bjminusl );
gsl_vector_int_scale( temp, mu_floor );
gsl_vector_int_add( b_floor, temp );
gsl_vector_int_free( temp );

}

gsl_vector_int_free( bkminusl );
gsl_vector_int_free( bjminusl );

double Fjbceil;

double Fjbfloor;

gsl_vector * dummy = p_f_norm( j, basis, b_floor, p, Fjbfloor );
gsl_vector_free( dummy );

gsl_vector_int_free( b_floor );

dummy = p_f_norm( j, basis, b_ceil, p, Fjbceil );
gsl_vector_free( dummy );
gsl_vector_int_free( b_ceil );

return compare_double( Fjbfloor, Fjbceil ) == 1 ? mu_floor : mu_ceil;

/*
* Given an m X n matriz B, % < A <1, an integer p, and indexes s and I,
1 < s <1< m, performs LS-Reduction of the row vectors by, ..., by,
starting from by (see Algorithm 4.1 ). The algorithm is executed until either
a row vector b; whceh fulfulls the conditions
1 || b [B=t, for a given integer t
2. b; ¢2-1d(n)
is found or until the specified rows of B are LS-reduced.
*If a row vector b;, which fulfils both conditions is found then it saves

* the indez 1 in a given integer and exits.
*

* % % % % %

* Parameters:

* gsl_matriz_int * basis - the matriz B

* double delta - a real number A, % <A<l

*int pos! - the row indez, from which the LS-reduction should start
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*int pos2 - the row index of the last row vector of B, which should be
* reduced
*int p - the integer p
*int t - the integer t
*int &err_row - the integer, where the index of the first row which fulfills
* conditions 1 and 2 should be written ( if such vector is found during the
* reduction )
*
* Returns:
* TRUE - if a row, which fulfills condition 1 and 2, is found during the reduction
* FALSE - otherwise
Y/
bool ls_reduction(
gsl_matrix_int * basis,
double delta,
int posl,
int pos2,
int p,
int t,
int & err_row )

int n = basis—>size2;
int k;

if ( posl <=2)

k = 2;
else
k = posl;

while ( k <= pos2 )
{
for (int j=%k-1;j>=1;j-)
{
int mu = find_min_mu( basis, j, k, p );
if (mul!=0)
{
gsl_vector_int *bjminusl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bjminusl, basis, j-1 );
gsl_vector_int *bkminusl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bkminusl, basis, k-1 );

gsl_vector_int_scale( bjminusl, mu );
gsl_vector_int_add( bkminusl, bjminusl );
gsl_matrix_int_set_row( basis, k-1, bkminusl );

int pnorm;
p-norm( bkminusl, p, pnorm );
if ( ( pnorm ==t ) && lis_vector_from_2id_matrix( bkminusl ) )
{
gsl_vector_int_free( bkminusl );
err_row = k-1;
return true;

}

gsl_vector_int_free( bjminusl );
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gsl_vector_int_free( bkminusl );

}
}

double Fk_1bk;
double Fk_1bk_1;
gsl_vector *dummys;

gsl_vector_int *bk_1 = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bk_1, basis, k-1 );
gsl_vector_int *bk_2 = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bk_2, basis, k-2 );

dummy = p_f_norm( k-1, basis, bk_1, p, Fk_1bk );
gsl_vector_free( dummy );

dummy = p_f norm( k-1, basis, bk_2, p, Fk_1bk_1 );
gsl_vector_free( dummy );

gsl_vector_int_free( bk_1 );
gsl_vector_int_free( bk_2 );

if ( compare_double( Fk_1bk, delta * Fk_1bk_1 ) == 1)

gsl_matrix_int_swap_rows( basis, k-1, k-2 );
k = GSL_MAX_INT( k-1, 2 );
¥
else
k++;
¥

return false;

}

A.1.2 Block Basis Reduction Algorithm for the /[, Norm

#include "ls_reduction.h"

#include "gsl/gsl_math.h"

#include "p_norms.h"

#include "util.h"

/>/<
* Implements the following part of the ADFS Algorithm (see Algorithm 4.3 )
*

zi:={z€R : Fi(zb, + Zf:t-&-l u;b;) is minimal}

.
* ry ‘= lt +1

* o if Ft(ltbt =+ Ef:t+1 ﬂlbz) < Ft(’l“tbt + Zf:t+1 ﬂlbl)
*  then

* ﬂt = lt

* lt = lt —1

* else

* ﬂt =Tt

* Ty =T+ 1

*  endif
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Y/

int find_min_coef(
int begin,
int end,
int p,
gsl_matrix_int * basis,
gsl_vector_int * coefs,
gsl_vector_int * floor_coefs,
gsl_vector_int * ceil_coefs,
int mode )

int len = basis—>size2;

gsl_vector * min_coefs;

gsl_vector_int * btminusl;

gsl_vector_int * vec_sum = calculate_scaled_sum(
begin+1, end, basis, coefs );

if ( mode ==0)

double value;

min_coefs = p_f_norm( begin+1, basis, vec_sum, p, value );

int mu_ceil = ( int ) ceil( gsl_vector_get( min_coefs, begin-1 ) );
int mu_floor = ( int ) floor( gsl_vector_get( min_coefs, begin-1 ) );
gsl_vector_free( min_coefs );

gsl_vector_int_set( floor_coefs, begin-1, mu_floor );
gsl_vector_int_set( ceil_coefs, begin-1, mu_ceil );

}

double floor_value;

double ceil_value;

int f_coef = gsl_vector_int_get( floor_coefs, begin-1 );

if ( f_coef 1=10)

{
btminusl = gsl_vector_int_alloc( len );
gsl_matrix_int_get_row( btminusl, basis, begin-1 );
gsl_vector_int_scale( btminusl, f_coef );
gsl_vector_int_add( btminusl, vec_sum );
min_coefs = p_f_norm( begin, basis, btminusl, p, floor_value );
gsl_vector_int_free( btminusl );

}

else

{

min_coefs = p_f_norm( begin, basis, vec_sum, p, floor_value );

}

gsl_vector_free( min_coefs );

int c_coef = gsl_vector_int_get( ceil_coefs, begin-1 );

if ( c_coef I=10)

{
btminusl = gsl_vector_int_alloc( len );
gsl_matrix_int_get_row( btminusl, basis, begin-1 );
gsl_vector_int_scale( btminusl, c_coef );
gsl_vector_int_add( btminusl, vec_sum );
min_coefs = p_f_norm( begin, basis, btminusl, p, ceil_value );
gsl_vector_int_free( btminusl );
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}

else
min_coefs = p_f_norm( begin, basis, vec_sum, p, ceil_value );

gsl_vector_free( min_coefs );
gsl_vector_int_free( vec_sum );

if ( compare_double( floor_value, ceil_value ) == 1)

gsl_vector_int_set( floor_coefs, begin-1, f_coef-1 );
return f_coef;

}

else

{
gsl_vector_int_set( ceil_coefs, begin-1, c_coef+1 );
return c_coef;

}
}

/*
* Implements the enumeration subroutine ADFS (see Algorithm 4.3 ) of the
* block basis reduction algorithm for the l, norm. It finds an integer non-zero

* vector (uj,...,ux), such that the vector

k
b7 =37 ub;

satisfies the following condition

Fj = Fj(b?ew) == )\17Fj (,ﬁ(b]7 e ,bk)).

Parameters:

int j - the integer 7,1 < j<m

int &k - the integer k, 1 <k <mj<k

* gsl_matriz_int * basis - the matriz with rows by,..., b,
* double delta - a real number A, % <A<l

*int p - the integer p

* double &fMin - the variable, in which Fj is retruned
*

* % X X X %X %

* Returns:

* the integer vector (u;, ..., ur)

Y/

gsl_vector_int * adfs(

int j,
int k,
gsl_matrix_int * basis,
double delta,
int p,
double &{Min)

int n = basis—>size2;

gsl_vector_int * u = gsl_vector_int_alloc( k );
gsl_vector_int_set_zero( u );

gsl_vector_int_set( u, j-1, 1 );

gsl_vector_int * utemp = gsl_vector_int_alloc( k );
gsl_vector_int_set_zero( utemp );
gsl_vector_int_set( utemp, j-1, 1 );

int s = j;

74



int t = j;

gsl_vector_int * 1 = gsl_vector_int_alloc( k );
gsl_vector_int * r = gsl_vector_int_alloc( k );
gsl_vector_int_set_zero( 1 );
gsl_vector_int_set_zero( r );

gsl_vector_int * bjminusl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bjminusl, basis, j-1 );
gsl_vector * min_coefs = p_f_norm( j, basis, bjminusl, p, fMin );
gsl_vector_free( min_coefs );

gsl_vector_int_free( bjminusl );
fMin = delta * fMin;

while (t <=k )

{
double ftsum,;
gsl_vector_int * sum = calculate_scaled_sum( t, s, basis, utemp );
min_coefs = p_f_norm( t, basis, sum, p, ftsum );
gsl_vector_int_free( sum );
gsl_vector_free( min_coefs );

if ( compare_double( ftsum, fMin ) == 1)
if (t>j)

t=1t-1;
int min = find_min_coef( t, s, p, basis, utemp, 1, r, 0 );
gsl_vector_int_set( utemp, t-1, min );

}

else

{
gsl_vector_int_memcpy( u, utemp );
gsl_vector_int * sum = calculate_scaled_sum( j, k, basis, u );
min_coefs = p_f_norm( j, basis, sum, p, fMin );
gsl_vector_free( min_coefs );
gsl_vector_int_free( sum );

}
}

else

{

t=t+ 1

if (t<=k)
{
if(t):S)

int coef = gsl_vector_int_get( utemp, t-1 );
gsl_vector_int_set( utemp, t-1, coef+1 );
s = t;

}

else

{
int min = find_min_coef( t, s, p, basis, utemp, 1, r, 1 );
gsl_vector_int_set( utemp, t-1, min );
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}
1
}
}

gsl_vector_int_free( utemp );
gsl_vector_int_free( 1 );
gsl_vector_int_free( r );
return u;

/*
* Given a basis (b1,...,by,) € Z"™ of a lattice L, indezes 1 < j <k <m
* and a non-zero integer vector (uj,...,ux), extends the vectors
* bl, ey bjfl, b;zew = Zf:j uibi
* to a basis of L.
*
* Parameters:
*int j - the integer j
*int k - the integer k
* gsl_matriz_int * a - the matriz with rows (by,...,by) € Z"
* gsl_vector_int * coefs - the vector (uj,...,ux)
Y/
void transform_basis(
int j,
int k,
gsl_matrix_int * a,
gsl_vector_int * coefs )

{

int n = a->size2;

if ( gsl_vector_int_isnull( coefs ) == 1)
return;

gsl_matrix_int * submatr = gsl_matrix_int_alloc( k-j+1, n );

for (int 1 = j-1; 1< k; I++ )

{
gsl_vector_int * temp = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( temp, a, 1 );
gsl_matrix_int_set_row( submatr, 1-j+1, temp );
gsl_vector_int_free( temp );

}

gsl_vector_int * subvec = gsl_vector_int_alloc( k=j+1 );
for (int1=j-1;1<k; 14++4 )

{

gsl_vector_int_set( subvec, 1-j+1, gsl_vector_int_get( coefs, 1 ) );

}

gsl_vector_int * bjnew = calculate_scaled_sum( j, k, a, coefs );

int i;

int g = k-j;

for (i =k-j;i>=0;i--)
{

int coef = gsl_vector_int_get( subvec, i );
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}

if ( coef 1=0)

g =1
break;
}

int coef = gsl_vector_int_get( subvec, g );
while ( abs( coef ) > 1)

{

}

intl=g-1;
for (;1>=0;1--)
{
int ¢ = gsl_vector_int_get( subvec, g );
if (cl=0)
break;
}

int coef_g = gsl_vector_int_get( subvec, g );
int coef_1 = gsl_vector_int_get( subvec, 1 );

int q = (int)( (double)coef_g / (double)coef_1 );
coef = coef_l;

int coef_temp = coef_g - q * coef_];
gsl_vector_int_set( subvec, 1, coef_temp );
gsl_vector_int_set( subvec, g, coef_l );

gsl_vector_int * bg = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bg, submatr, g );
gsl_vector_int * bl = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( bl, submatr, 1 );
gsl_vector_int_scale( bg, q );
gsl_vector_int_add( bg, bl );
gsl_matrix_int_swap_rows( submatr, g, 1 );
gsl_matrix_int_set_row( submatr, g, bg );

gsl_vector_int_free( bg );
gsl_vector_int_free( bl );

gsl_vector_int_free( subvec );

for( int ind = g; ind >= 1; ind-- )

{

}

gsl_vector_int * row = gsl_vector_int_alloc( n );
gsl_matrix_int_get_row( row, submatr, ind - 1 );
gsl_matrix_int_set_row( submatr, ind, row );
gsl_vector_int_free( row );

gsl_matrix_int_set_row( submatr, 0, bjnew );
gsl_vector_int_free( bjnew );

for ( int ind = 0; ind <= k-j; ind++ )

{

gsl_vector_int * row = gsl_vector_int_alloc( n );
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gsl_matrix_int_get_row( row, submatr, ind );
gsl_matrix_int_set_row( a, ind + j-1, row );
gsl_vector_int_free( row );

}

gsl_matrix_int_free( submatr );

}

/*
* Implements the (3, A) block basis reduction algorithm (see Algorithm 4.2)
*
* Parameters:
* gsl_matriz_int * basis - the matriz, whose Tows has to be reduced
* double delta - a real number A, % <A<l
*int beta - the block size
*int p - the integer p for the 1, norm
*int t - the integer t (see the Section A.1.1)
*int &err_row - the index of the row, where a vector with I, norm
* 417 s found during the reduction (see the Section A.1.1)
*

* Returns:
* TRUE - if a vector with l, norm tY/? s found during the reduction
* (see the Section A.1.1)
* FALSE - otherwise
Y/
bool block_reduction(
gsl_matrix_int * basis,
double delta,
int beta,
int p,
int t,
int &err_row )
{
int m = basis—>sizel;
int n = basis—>size2;

bool found = Is_reduction( basis, delta, 1, m, p, t, err_row );
if ( found )

return true;

int j = m-1;
int z = 0;
while ( z < m-1)
{

J++;

if (j==m)

{

i=1
}

int k = GSL_MIN( j+beta-1, m );
double f_adfs_min;

gsl_vector_int * u = adfs( j, k, basis, delta, p, f_adfs_min);
gsl_vector_int * bjminusl = gsl_vector_int_alloc( n );
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gsl_matrix_int_get_row( bjminusl, basis, j-1 );

double fjbjminusl;

gsl_vector * min_coefs = p_f_norm( j, basis, bjminusl, p, fjbjminusl );
gsl_vector_free( min_coefs );

gsl_vector_int_free( bjminusl );

int h = GSL_MIN( k+1, m );
if ( compare_double( f_adfs_min, delta*fjbjminusl ) == 1)
{

transform_basis( j, k, basis, u );

gsl_vector_int_free( u );

found = ls_reduction( basis, delta, j, h, p, t, err_row );

if ( found )

return true;

z = 0;

}

else

{

gsl_vector_int_free( u );

found = Is_reduction( basis, delta, h-1, h, p, t, err_row );
if ( found )
return true;

z++;
}
}

return false;

}

A.1.3 Calculation of the Distance Functions for the [, Norm

#include "gsl/gsl_math.h"
#include "gsl/gsl_blas.h"
#include "p_norms.h"
#include "newton.h"
#include "util.h"
#include <math.h>

*

* Calculates || v ||b of a real vector v.

*

* Parameters:

* gsl_vector * v - the real vector v

*int p - the integer p

* double &walue - the variable, where || v ||} is returned.

Y/
void p_norm( gsl_vector
{

double sum = 0;

int n = v->size;

* v, int p, double &value )
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for (inti=0;i<n;i++ )
sum += gsl_pow_int( fabs( gsl_vector_get( v, i) ), p );
value = sum;

}
/*

* Calculates || v ||b of a integer vector v

* and returns || v ||} as real number.

*

* Parameters:

* gsl_vector_int * v - the integer vector v

*int p - the integer p

* double &walue - the variable, where || v ||} is returned.
*

/

void p_norm( gsl_vector_int * v, int p, double &value)

double sum = 0;
int n = v->size;
for (int i = 0;i<n;it++ )
sum += gsl_pow_int( fabs( gsl_vector_int_get( v, i) ), p );
value = sum;

}

*

* Calculates || v ||b of a integer vector v

* and returns || v ||} as integer.

*

* Parameters:

* gsl_vector_int * v - the integer vector v

*int p - the integer p

*int &walue - the variable, where || v |[b is returned.
*

/

void p_norm( gsl_vector_int * v, int p, int &value)

double sum = 0;
int n = v->size;
for (int i = 0;1i< n;i++ )
sum += gsl_pow_int( fabs( gsl_vector_int_get( v, i) ), p );
value = (int)sum;

}
/>/<

* Given a m x n matriz B, a vector x and integers 1 < j <m
* calculates
* o : Jj—1
Fj(x) = oy, nin | x+ 3721 aibi |17
* and the corresponding aq,...,q;_1.
*
* Parameters:
*int j - the index j
* gsl_matriz_int * a - the matriz B
* gsl_vector_int * b - the vector x
*int p - the integer p
* double & wvalue - the varaible, in which the value of Fj(x) is returned
*
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* Returns:
* the corresponding to Fj(x) aq,..., 051
Y/
gsl_vector * p_f_norm(
int j,
gsl_matrix_int * a,
gsl_vector_int * b,
int p,
double &value )
{
if (j==1)

p-norm( b, p, value );
gsl_vector * min_coefs = gsl_vector_alloc( 1 );
gsl_vector_set_zero( min_coefs );

return min_coefs;

}

else
{
int n = a->size2;
gsl_matrix_int_view submatr = gsl_matrix_int_submatrix( a, 0, 0, j-1, n );

gsl_matrix_int * temp = gsl_matrix_int_alloc( n, j-1 );
gsl_matrix_int_transpose_memcpy( temp, &submatr.matrix );
gsl_matrix * a_double = matrix_int_to_matrix_double( temp );
gsl_matrix_int_free( temp );

gsl_matrix_scale( a_double, -1 );

gsl_vector * b_double = vector_int_to_vector_double( b );

* min_coefs = newton_method( a_double, b_double, p );

gsl_vector
gsl_vector * y = gsl_vector_alloc( n );

gsl_vector_memcpy( y, b_double );

gsl_blas_dgemv( CblasNoTrans, -1.0, a_double, min_coefs, 1.0, y );
gsl_matrix_free( a_double );

gsl_vector_free( b_double );

p-norm( y, p, value );
gsl_vector_free( y );

return min_coefs;

Newton Method

#include "gsl/gsl_linalg.h"
#include "gsl/gsl_blas.h"
#include "gsl/gsl_math.h"
#include <math.h>

/>/<

* The tolerance for the Newton solution.
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Y/
const double NEWTON_TOL = gsl_pow_int( 10, -4 );

/—‘k
*e=10719 (see (4.26) )
*/
double ZERO_SINGULAR, = gsl_pow_int( 10, =10 );

/*
* For a matrizr B € R™*"™, and a vector x € R™ calculates a vector
*a e R"™, such that
* a={z€R" ;|| x— Bzl|s is minimal }
* (see Algorithm 4.4 ).
*
* Parameters:
* gsl_matriz * b - the matriz B
* gsl_vector * x - the vector x
*
* Returns:
* the vector a
/
gsl_vector * least_squares( gsl_matrix * b, gsl_vector * x )
{
gsl_matrix * copyB;
gsl_vector * copyX;
gsl_vector * sol;

*

int m = b->sizel;
int n = b->size2;
if (m<n)
{
copyB = gsl_matrix_alloc( n, n );
copyX = gsl_vector_alloc( n );
gsl_vector * v = gsl_vector_alloc( n );
gsl_vector_set_zero( v );

for (inti=0;i<n;i++ )
{
if (i<=m)
gsl_vector * v1 = gsl_vector_alloc( n );
gsl_matrix_get_row( v1, b, i );
gsl_matrix_set_row( copyB, i, vl );
gsl_vector_free( v1 );
gsl_vector_set( copyX, i, gsl_vector_get( x, i) );
}
else
{
gsl_matrix_set_row( copyB, i, v );
gsl_vector_set( copyX, i, 0 );

}
}
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gsl_vector_free( v );

}

else

{
copyB = gsl_matrix_alloc( m, n );
gsl_matrix_memcpy( copyB, b );

copyX = gsl_vector_alloc( m );
gsl_vector_memcpy( copyX, x );

}

* s = gsl_vector_alloc( n );

gsl_matrix * v = gsl_matrix_alloc( n, n );
gsl_vector * work = gsl_vector_alloc ( n );
gsl_linalg_SV_decomp( copyB, v, s, work );
gsl_vector_free( work );

gsl_vector
*

*

//zero all “small” singular values (we have chosen ¢ = 10719)
double max = gsl_vector_max( s );

double zero = max * ZERO_SINGULAR;

for (inti=0;i<n;i++ )

{

if ( gsl_vector_get( s, i) < zero )
{
gsl_vector_set( s, i, 0 );
}
}

sol = gsl_vector_alloc( n );
gsl_linalg_SV _solve( copyB, v, s, copyX, sol );

gsl_vector_free( s );
gsl_matrix_free( v );
gsl_matrix_free( copyB );
gsl_vector_free( copyX );

return sol;
/*

* Given a m X n matriz B, a vector x, and an integer p
* it finds a vector

* ¢={zeR":||x—Bz |5 is minimal }
*( see Algorithm 4.5 )
*

* Parameters:

* gsl_matriz * b - the matriz B
* gsl_vector * z - the vector x
*int p - the integer p

*

* Returns:

* the vector € = (&1,...,&n)

Y/

gsl_vector *

newton_method(
gsl_matrix * b,

*
gsl_vector * x,
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int p)

int index = 0;
int m = b->sizel;
int n = b->size2;

gsl_vector * prev_point = gsl_vector_alloc( n );
gsl_vector * next_point = gsl_vector_alloc( n );
gsl_vector * 1ls_min;

while ( true )
if (index == 0)

lls_min = least_squares( b, x );
gsl_vector_memcpy( prev_point, lls_min );
index = 1;
}
else
{
gsl_blas_dcopy( next_point, prev_point );
gsl_vector * temp = gsl_vector_alloc( m );
gsl_vector_memcpy( temp, x );
gsl_blas_dgemv( CblasNoTrans, -1.0, b, prev_point, 1.0, temp );

gsl_vector * f = gsl_vector_alloc( m );

for (inti=0;1i<m;it++)

{
double entry = gsl_pow_int( fabs( gsl_vector_get( temp, i) ), ( p-2 ) );
gsl_vector_set( f, i, sqrt( entry ) );

}

gsl_vector_free( temp );

gsl_matrix * d = gsl_matrix_alloc( m, m );
gsl_matrix_set_zero( d );

for (inti=0;1<m;it++)

{

gsl_matrix_set( d, i, i, gsl_vector_get( f, i ));

}

gsl_vector_free( f );
gsl_matrix * newB = gsl_matrix_alloc( m, n );
gsl_matrix_set_zero( newB );

gsl_vector * newX = gsl_vector_alloc( m );

gsl_vector_set_zero( newX );

gsl_blas_dgemm( CblasNoTrans, CblasNoTrans, 1, d, b, 0, newB );
gsl_blas_dgemv( CblasNoTrans, 1, d, x, 0, newX );
gsl_matrix_free( d );

lls_min = least_squares( newB, newX );
gsl_matrix_free( newB );

gsl_vector_free( newX );

index++;
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gsl_vector * prev_copy = gsl_vector_alloc( n );
gsl_vector_memcpy( prev_copy, prev_point );

double sc = ( (double)( p-2 ) ) / (double)( p-1 );
gsl_vector_scale( prev_copy, sc );

sc = ( (double) 1) / ( (double)( p-1) );
gsl_vector_scale( lls_min, sc );

gsl_blas_dcopy( prev_copy, next_point );
gsl_vector_free( prev_copy );
gsl_vector_add( next_point, lls_min );
gsl_vector_free( lls_min );

int count = 0;
//test whether the iteration a; has converged (see Algorithm 4.5 )
while ( count < n )
{
double entryl = gsl_vector_get( next_point, count );
double entry2 = gsl_vector_get( prev_point, count );
if ( fabs( entryl - entry2 ) <= NEWTON_TOL )
count+-+;
else
break;
}

if ( ( count == n && index >=2) )

gsl_vector_free( prev_point );
return next_point;

}

//we just want to be sure that if the newton method cannot converge we will not
//run into endless loop
if ( index > 20000 )

{

exit( 0 );

}

printf( "NEWTON METHOD has not converged in 20000 iterations! Exiting . . .

A.1.4 Utility Functions

#include "gsl_math.h"
#include "gsl/gsl_matrix.h"

const double DOUBLE_TOL = gsl_pow_int( 10, -15 );

* Compares two real posistive numbers a and b.

* Paramaters:
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* double a - the real number a
* double b - the real number b
*

* Returns:

*-1-ifa>borifla—b|< DOUBLE_TOL
* 1 - otherwise

Vi

int compare_double( double a, double b )

if (a==Db)
return -1,

if ( fabs( a - b ) < DOUBLE_TOL )
return -1;

return a <b 7 1: -1;

}
/>/<

* Given a matric A € Z™*™, integers i, j and
* an integer vector ¢ calculates the vector

V= Zi:z Ck - ag

Parameters:

int begin - the index i

*int end - the indez j

* gsl_matriz_int * a - the matriz A

* gsl_vector_int * coefs - the vector ¢
*

* % % %

* Returns:

* the vector v =7 _, ci - ay

Y/

gsl_vector_int * calculate_scaled _sum(

int begin,
int end,
gsl_matrix_int * a,
gsl_vector_int * coefs )

int cols = a->size2;
gsl_vector_int * sum = gsl_vector_int_alloc( cols );
gsl_vector_int_set_zero( sum );

for ( int i = begin-1; i <= end-1; i++ )
{
int coef = gsl_vector_int_get( coefs, i );
if ( coef 1=0)
{
gsl_vector_int * ai = gsl_vector_int_alloc( cols );
gsl_matrix_int_get_row( ai, a, i );

gsl_vector_int_scale( ai, coef );

gsl_vector_int_add( sum, ai );
gsl_vector_int_free( ai );

86



return sum;

}
/>/<

* Casts a matrix M € Z™*"™ to a matriz M' € R™*"
*

* Parameters:

* gsl_matriz_int * src - the matriz M € Z™>™

*

* Returns:

* the matrix M’ € Rm*"

Y/
gsl_matrix
int i,j;
int m = src->sizel;
int n = src—>size2;

* matrix_int_to_matrix_double( gsl_matrix_int * src )

gsl_matrix * dest = gsl_matrix_alloc( m, n );
for (i=0;i< m; i+t )
{
for (j=0;j<mn;j++)
{
double entry = (double) gsl_matrix_int_get( src, i, j );
gsl_matrix_set( dest, i, j, entry);

}
}

return dest;

}
/>/<

* Casts a vector v € Z™ to a vector v/ € R"

*

* Parameters:

* gsl_vector_int * src - the vector v € Z"

*

* Returns:

* vector v/ € R®

va
gsl_vector

{

int n = src->size;

* vector_int_to_vector_double( gsl_vector_int * src )

gsl_vector * dest = gsl_vector_alloc( n );
for (int j = 0; j < n; j++)
{

gsl_vector_set( dest, j, (double)gsl_vector_int_get( src, j ));

}

return dest;

}

Vs
* Given the integers vectors v and w tests whether
* v =w mod 2.
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*

* Parameters:
* gsl_vector_int * v - the vector v
* gsl_vector_int * w - the vector w
*
* Returns:
* TRUE - if v =w mod 2
* FALSE - otherwise
Y/
bool error_vectors_equal( gsl_vector_int * v, gsl_vector_int * w )
{
int n = v->size;
int m = w->size;

if(n!=m)
return 0;

for (int j =0;j<n;j++ )
{
int a = gsl_vector_int_get( v, j );
int b = gsl_vector_int_get( w, j );
if ((al=0&&Db==0)11(a==0&&Db!=0))

return 0;
if

(
a
if(
b

if( a%2 1= b%2 )
return 0;
¥

return 1;

}
/>/<

* Tests whether a given vector v € Z,, is a row from £2-1d(n)
*
* Parameters:
* gsl_vector_int * vec - the vector v
*
* Returns:
* TRUE - if ve £2-1d(n)
* FALSE - otherwise
Y/
bool is_vector_from_2id_matrix( gsl_vector_int * vec )
{
int n = vec->size;
gsl_vector_int * temp = gsl_vector_int_alloc( n );
gsl_vector_int_memcpy( temp, vec );
if ( gsl_vector_int_max( temp ) == 2 )
{
int ind = gsl_vector_int_max_index( temp );
if ( gsl_vector_int_isnull( temp ) )

{

88



gsl_vector_int_set( temp, ind, 0 );
gsl_vector_int_free( temp );
return 1;

}
}
if ( gsl_vector_int_min( temp ) == -2 )
{
int ind = gsl_vector_int_min_index( temp );
gsl_vector_int_set( temp, ind, 0 );
if ( gsl_vector_int_isnull( temp ) )
{
gsl_vector_int_free( temp );
return 1;

}
}

gsl_vector_int_free( temp );
return 0;

}
/>l<

* Prints a matriz M € Z™*™ in a file.
*

* Parameters:
* FILE * outstream - the file, where the matriz M should be written
* gsl_matriz_int * matriz - the matriz M
*/
void print_matrix_int( FILE * outstream, gsl_matrix_int * matrix )

int m = matrix->sizel;
int n = matrix->size2;

fprintf( outstream, "\n" );

for (inti=0;1i<m;it++)
{
for (int j =0;j<n;j++ )
{

fprintf( outstream, "%d ", gsl_matrix_in