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Abstra ct i

Abstract

A growing number of wireless technologies and providers, as well as users’ increasing need
and desire to be connected and reachable at all times, call for solutions that enable inter-
operation between providers and technologies. Roaming procedures enable wireless access
in areas that are covered by network providers with which the user does not have any prior
arrangements. Handover procedures enable the maintenance of ongoing connections while
a user moves across different wireless access networks.

The goal of this thesis is to model the security challenges imposed on infrastructure-
based wireless access networks by inter-provider and inter-system roaming and handover
procedures, to analyze current solutions in this model, and to develop new security solutions.

In the first two parts of this thesis, the theoretical parts, we present new models for
handover and roaming as well as new security solutions in a technology-independent way:

In partll the main part of this thesis, we develop a formal model for security-context
transfer on various types of inter-provider handover procedures. As opposed to previous
work [I86], [T77, [74, [I8H, [75), 162] our model explicitly captures security-context transfers on
subsequent handover and handover after roaming. We present a thorough threat analysis of
security solutions that are based on security-context transfers during inter-provider hando-
ver and define new security requirements based on this analysis. As state-of-the-art handover
procedures do not meet our requirements, we present a new history-enriched, policy-based
approach to enhance security-context transfers on inter-provider and inter-system handover.
The main advantage of our new approach is that it allows mobile devices and networks to
express policies with respect to whether or not a handover should take place, dependent on
the history of previously used security mechanisms that is included in the security-context
transfer. This protects users and providers from the impact of previously used weak se-
curity mechanisms. Moreover, in our procedures, users and networks can enforce policies
with respect to the security mechanisms used after the current handover. This protects the
handover participants from the impact of future use of weak security mechanisms.

Furthermore, in part[ll we model, classify and discuss roaming authentication protocols
for wireless access networks in a technology-independent way. We introduce a new public-
key-based approach for authentication upon roaming. As opposed to previous work on
inter-provider roaming (e.g., [62, @, [056]), our approach does not require a secure channel
between the home and the foreign network. Moreover, as opposed to other public-key-based
solutions 81l 29], in our approach a mobile device is not required to obtain and validate a



i Abstra ct

chain of public-key certificates.

In the third part of this thesis, we analyze the roaming and handover procedures within
and between GSM and UMTS. In particular, we present a man-in-the-middle attack against
the authentication and key agreement based on UMTS-authentication vectors. This attack
is enabled by a vulnerability in the inter-operation of UMTS with GSM. Furthermore, we
discuss whether the inter-system handover procedures between GSM and UMTS meet the
security requirements newly defined in the theoretical part. We show that attacks against
the GSM encryption and a man-in-the-middle attack against the GSM authentication and
key agreement have an impact on the security of a connection between a user and a UMTS
network if a user is handed back and forth between UMTS and GSM.

Finally, in the fourth part, we apply our new security solutions to roaming and handover
between IEEE 802.11 WLANS. In particular, we present a roaming authentication protocol
EAP-TLS-KS that implements the new roaming solution. Furthermore we detail how the
history-enriched, policy-based approach for inter-provider handover can be implemented in
the WLAN context.
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Zusammenfassung

In den letzten Jahren steigt die Zahl der drahtlosen Technologien sowie die der Netzbetrei-
ber kontinuierlich. Gleichzeitig steigen die Erwartungen und das Bediirfniss der Benutzer
jederzeit und iiberall Netzzugang zu haben und erreichbar zu sein. Handover und Roaming-
prozeduren sind notwendig um die gewiinschte Interoperabilitit zwischen verschiedenen
Technologien und Netzbetreibern zu gewéhrleisten. Roamingprozeduren erméglichen einem
Benutzer drahtlosen Netzzugang in Gegenden, die von Netzbetreibern abgedeckt werden,
mit denen er vorab keine Vereinbarugen getroffen hat. Handoverprozeduren ermdoglichen ei-
nem Benutzer aktive Verbindungen beim Wechsel von einem Netz zu einem anderen aufrecht
zu erhalten.

Das Ziel der vorliegenden Arbeit ist es, die Sicherheitsprobleme, die durch Handover-
und Roamingprozeduren zwischen verschiedenen Betreibern und Technologien fiir infra-
strukturbasierte drahtlose Netze entstehen, zu modelieren, bestehende Losugen in diesem
Model zu analysieren und neue Sicherheitslosugen zu entwickeln.

In den ersten beiden Teilen dieser Arbeit, den theoretischen Teilen, werden neue tech-
nologieunabhéngige Modelle fiir Roaming und Handover eingefiihrt.

In Teilll dem Hauptteil der Arbeit, entwickeln wir ein neues formales Modell fiir Sicher-
heitskontexttransfer fiir verschiedene Typen von Handoverprozeduren zwischen verschiede-
nen Anbietern. Im Gegensatz zu anderen Arbeiten auf diesem Gebiet [[186] 177, [74), [I85],
75, [162] werden im neuen Modell sowohl aufeinanderfolgende Handover als auch Hando-
verprozeduren, die nach einem initialen Roaming stattfinden, explizit betrachtet. Die Be-
drohungen, die von solchen Handoverprozeduren mit Sicherheitskontexttransfer ausgehen,
werden ausfiihrlich analysiert. Als Resultat dieser Analyse werden neue Sicherheitsanfor-
derungen definiert. Herkdmmliche Handoverprozeduren erfiillen diese neuen Anforderugne
nicht. In dieser Arbeit wird daher ein neuer Ansatz entwickelt. Der grofite Vorteil dieses
Ansatzes ist, dass er Benutztern und Netzbetreibern ermoglicht, in Abhéngigkeit von der
Geschichte eines Sicherheitskontexts Policies zu definieren, auf deren Basis dann w#hrend
des Handovers entschieden wird, ob das Handover aus Sicherheitsgriinden abgelehnt wer-
den muss oder durchgefiihrt werden kann. Die Geschichtsabhéngigkeit der Policies schiitzt
Benutzer und Netzbetreiber vor Angriffen, die durch die Benutzung eines schwachen Sicher-
heitsmechanismus vor einem Handover enstehen konnen. Zusétzlich kénnen Benutzer und
Netzbetreiber ihre Policies beziiglich der Sicherheitsmechanismen, die unmittelbar nach ei-
nem Handover benutzt werden, durchsetzen und werden dadurch vor Angriffen geschiitzt,
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die auf der Benutzung schwacher Sicherheitsmechanismen nach einem Handover beruhen.

Dariiber hinaus werden in Teillll der Arbeit Authentisierungs- und Schliisselvereinba-
rungsprotokolle fiir Roaming modelliert, klassifiziert und diskutiert und ein neuer Ansatz
fiir public-key-basiertes Roaming zwischen verschiedenen Netzbetreibern entwickelt. Im Ge-
gensatz zu anderen Arbeiten auf diesem Gebiet (z.B. [62), [0, [T56]), benotigt unser Ansatz
keinen sicheren Kanal zwischen dem Heimnetz und einem Fremdnetz. Ausserdem muss in
unserem Ansatz ein mobiles Endgerét keinerlei Ketten von Zertifikaten konstruieren und
auswerten, was ein Vorteil gegeniiber anderen public-key-basierten Ansétzen (z.B. [81] 29])
ist.

Im dritten Teil werden die Roaming- und Handoverprozeduren zwischen GSM
und UMTS analysiert. Speziell stellen wir einen Man-in-the-middle-Angriff auf das
Authentisierungs- und Schliisselvereinbarungsprotokoll fiir Roaming in UMTS vor. Dieser
Angriff beruht auf einer Schwiche, deren Ursache in der Interoperabilitit mit GSM liegt.
Zusétzlich diskutieren wir, inwieweit die Handoverprozeduren zwischen GSM und UMTS
den Sicherheitsanforderungen, die wir im theoretischen Teil entwickelt haben, erfiillen. Wir
zeigen, dass bestimmte Angriffe gegen die GSM-Verschliisslungsmechanismen und ein Man-
in-the-middle-Angriff auf GSM Auswirkugen auf die Sicherheit eines UMTS-Benutzers ha-
ben, wenn dieser zwischen GSM und UMTS hin und her wechselt.

Schliesslich werden im vierten Teil der Arbeit die neuen Roaming- und Handoverlésun-
gen auf drahtlose lokale Netze nach IEEE 802.11 angewandt. Wir stellen ein neues Roaming-
protokoll EAP-TLS-KS vor und beschreiben, wie der neue geschichts- und policy-basierte
Sicherheitskontexttransfer im Fall drahtloser lokaler Netze implementiert werden kann.
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PO Pre-Shared Key
TKIP Temporal Key Integrity Protocol
0 P Temporal Key
W P Wired Equivalent Privacy
W P A Wi-Fi-Protected Access
WP A IEEE 802.11i
WISP Wireless Internet Service Provider

U A Universal Access Method
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In tro duction

The goal of this thesis is to model the security challenges imposed on infrastructure-based
wireless access networks by roaming and handover procedures between different network
providers and across different technologies, to analyze current solutions within this model,
and to develop new security solutions.

Roaming, Hando ver and Securit y

In recent years, wireless technology has become an integral part of state-of-the-art network-
ing and the use of various wireless devices has become part of our everyday life: in August
2005 85% of Germans carried cell phones [86], most PDAs currently have a wireless inter-
face, and it is almost impossible to buy a new laptop that does not come with a built-in
radio. Mobile phone operators offer mobile telephony and data services to their customers,
companies and universities allow their employees or students to access the local networks
wirelessly, hotspot operators offer internet connectivity in public areas such as airports and
coffee shops, and in more and more private homes, computers, printers and fax machines
are connected wirelessly. Some of the most well-known and most widely used wireless access
technologies are the mobile telecommunication standards GSM, UMTS, and CDMA2000,
the data service enhancement of GSM called GPRS, as well as the local area networking
technologies IEEE 802.11 and Bluetooth.

A growing number of technologies and providers as well as the user’s increasing need
and desire to be connected and reachable at all times, call for solutions which allow for the
inter-operation of the different technologies and providers.

Roaming and handover procedures are two forms of inter-operation that aim to support
user mobility across different providers and technologies. Before we proceed, we must briefly
explain these terms.

In a mobile phone network, a user typically subscribes to one mobile phone operator, for
example T-Mobile" . This subscription allows him to place and receive phone calls over
the T-Mobile" network in a certain geographical area, like Germany. To support the mobil-
ity of its subscribers, T-Mobile" enters into roaming agreements with other mobile phone
operators. If T-Mobile" and, e.g., the France Télécom network Orange’ E have a roaming
agreement, a T-Mobile" subscriber can place and receive phone calls while in France using
the Orange” network. Thus the roaming agreement between the two operators and the

1T-Mobile" is a registered trademark of Deutsche Telekom AG.
20Orange’ is a registered trademark of France Telecom.
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associated roaming procedure allows the user to access the Orange' network without prior
subscription to this network operator. This network access includes being able to receive
incoming phone calls as well as being able to place phone calls. On the network side, roam-
ing thus includes updating the location information for a roaming user, as well as re-routing
incoming user traffic to the user’s new point of network attachment.

With roaming service alone, the call a traveling user places while still in Germany will
drop as soon as the user crosses the border and the T-Mobile" network is no longer available.
Here, handover procedures come in. If T-Mobile" and Orange’ had a handover agreement,
then the associated handover procedure would allow the user to continue his phone call
without interruption over the Orange” network as soon as the T-Mobile" network is no
longer reachable. On the network side, a handover procedure thus requires incoming and
outgoing traffic on an ongoing connection to be re-routed to the user’s new point of network
attachment without causing an interruption. This places tight efficiency requirements on
handover procedures, which may also result in different re-routing paths than occur in the
roaming case.

While best known from mobile phone networks, inter-provider roaming and handover
procedures have found their place in other commercial wireless access networks, such as
the wireless LAN networks of hotspot providers. Non-commercial inter-provider roaming
scenarios include roaming between university or company-owned WLAN networks that are
administered by different entities.

Previously, wireless devices were equipped with one technology only, thus limiting inter-
operation to providers supporting the same technology. A recent trend, however, is to
integrate more than one wireless communication interface in a single mobile device (see,
e.g., [32]), thus allowing the user to benefit from the advantages of different networking
technologies. For example, a user with a PDA supporting both GPRS and 802.11 cannot
only use a local area network with its high data rates, but may also benefit from the
large coverage area of a GPRS network. Inter-system roaming procedures allow users pre-
registered for a network of one network technology to use a network of another technology
without prior registration for the latter one. Inter-system handover procedures allow such
users to maintain an ongoing connection while changing from one access network technology
to another.

With the advantages of mobility support and the technical challenges of supporting han-
dover and roaming come just as many challenges in providing secure solutions for roaming
and handover between different technologies and providers. Currently, most providers re-
strict the use of their networks to pre-registered users. Through the pre-registration process,
the user and a dedicated provider establish a trust relationship and exchange credentials
such as cryptographic keys, which enable a secured network access. The network for which
a user is pre-registered is typically referred to as his home network. Any other network is
called a foreign network.

The security challenge on inter-provider roaming is enabling a mobile device and a for-
eign network to authenticate each other, negotiating security mechanisms, and establishing
cryptographic keys to secure the network access without any prior direct trust relationship.
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The additional security challenge on inter-system roaming is to enable the usage of the same
credentials on authentication across different access technologies.

In order to offer continuous use of services, handover procedures have to be fast for
several reasons. First, real-time services like voice or video connections are sensitive to
short disruptions. Second, users are sensitive to disruptions. Third and finally, during a
handover procedure a user typically moves out of the range of his currently serving network
such that a handover procedure has to be completed before the user looses connection to
his original point of network attachment. The security challenge on inter-provider handover
is to enable a secure network access fast enough to allow for uninterrupted use of ongoing
connections. This secure access includes (indirect or direct) mutual authentication between
a mobile device and the destination network as well as establishing cryptographic keys and
negotiating cryptographic mechanisms to use after handover.

Different providers and users have varying requirements, and different technologies have
varying security capabilities (e.g., encryption or authentication methods, key sizes). Conse-
quently, handover and roaming across different technologies and providers means crossing
domains that are not equally well protected. This arises the question, how the security
policies of providers and users during handover and roaming should be taken into account.

In this thesis we model the security challenges imposed on infrastructure-based wireless
access networks by roaming and handover procedures between different network providers
and across different technologies. We analyze current solutions within this model, and
develop new security solutions.

In particular, we develop a new approach for public-key cryptography-based inter-
provider roaming and suggest a new roaming authentication protocol EAP-TLS that im-
plements the new approach in the context of WLANs. We present the first formal model
for subsequent context transfers on inter-provider and inter-system handover. We provide a
thorough threat analysis of inter-provider and inter-system handover procedures from which
we derive new security requirements. We develop a new security solution for inter-provider
and inter-system handover that enhances state-of-the-art security-context-transfer-based
solutions and meets the newly defined security requirements. We exemplify this new han-
dover approach in the context of wireless local area networks. Moreover, as a case study
for inter-system handover, we present the first comprehensive security analysis of the han-
dover and roaming procedures standardized for the inter-operation of GSM and UMTS and
compare them to the security requirements and design goals we derived. We show that
these procedures are vulnerable to a variety of attacks and present security solutions that
can be used on top of the current security architectures of GSM and UMTS. The above
summarized contributions of this thesis are detailed in the following.

Con tributions

Roaming

The classification, modeling, and discussion of current security solutions for both
inter-provider and inter-system roaming. As opposed to other overviews on roaming
procedures, such as [I78] 24], our description is independent of any particular wire-
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less access technology. Roaming procedures are classified according to the amount
of control a home network retains and according to where the cryptographic keys
that protect the network access after successful authentication are generated. Other
technology-independent work on roaming procedures (e.g., [29, [156]) does not address
how the security mechanisms used between a foreign network and mobile device should
be negotiated. As roaming typically requires the home network’s authorization, it is
in the home network’s interest that the mobile device and the foreign network ade-
quately secure their connection. We explicitly address this problem and show that the
home network of a mobile device should actively participate in the security-mechanism
negotiation.

The development of a new approach to public-key-based inter-provider roaming. Our
approach enables a home network to control each roaming instance. By means of
secret-sharing techniques this approach solves the two most common shortcomings
of state-of-the-art roaming solutions. First, as opposed to [156, I8, 189, 9, R7], it
does not require the transfer of secret session-key material from the home network to
the network to which a mobile device roams. Second, as opposed to other solutions
that use public-key certificates to authenticate the network to the mobile device (e.g.,
[29, B1]), the new approach spares a mobile device from any certificate validation.

The development and security analysis of FAP-TLS-KS, a protocol that enhances
EAP-TLS to support the new secret-sharing approach for inter-provider roaming be-
tween IEEFE 802.11i protected WLANSs. This part of the thesis is joint work with S.
Wetzel and J. Cordasco and has been published in [T21].

A security analysis of the roaming procedures between GSM and UMTS. The most
important result of the analysis is that UMTS networks that inter-operate with GSM
are vulnerable to a man-in-the-middle attack. This part of the thesis is joint work
with S. Wetzel and has been published in [122]. After publication, this attack was
discussed by the standardization organization 3GPP [B] and included in the vulnera-
bility and enhancement study [2]. EAP-TLS-KS is a public-key-based approach and,
consequently, cannot be used to enhance GSM-UMTS inter-operation without major
changes to the standardized security architectures of these wireless technologies. The
solution we have suggested in [122] is specifically designed to be applicable on top of
the standardized symmetric-key-based architectures.

Handover

The classification, modeling, and discussion of current security solutions for inter-
provider and inter-system handover procedures. Security solutions are classified into
methods that use a full (roaming) authentication and key agreement between a net-
work and a mobile device prior to or during handover and methods that use security-
context transfer. Solutions that use security-context transfer (SCT) reuse already
established cryptographic keys to derive and transfer new keys to the destination
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network. The security-context transfer implicitly authenticates the mobile device to
the destination network. We discuss these security solutions and their applicability
for technologies supporting different types of handover procedures. As opposed to
previous work on security-context transfer solutions for inter-provider roaming (e.g.,
[T86l, 77, [74), 1851 bl [162] ), we explicitly model the subsequent context transfer arising
from several subsequent handover.

A detailed analysis of potential threats against security-context transfer methods on
inter-provider as well as inter-system handover. In this threat analysis, we describe
various attacks that can be enabled by security-context transfer in combination with
weaknesses in one of the previously serving networks or the currently serving one.
Some of these attacks arise from the dependencies of the cryptographic keys used
before and after handover. Some arise from weaknesses in the methods used to ne-
gotiate security mechanisms, and others are mainly enabled by