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Abstract

Digital signatures, today are one of the most important application of public key
cryptography. Digital signatures are widely used in identification and authentication
protocols for example as a part of SSL/TLS in the scope of the internet. Commonly
uses digital signature schemes are RSA [16], DSA [9] and ECDSA [11]. Those schemes
are based on number theoretic assumptions. Even today there exist quantum algo-
rithms, that will solve all those problems in polynomial time if a large scale quantum
computer will be build [17][2]. This means, all number theoretic assumptions cur-
rently used in digital signature schemes will become insecure. In consideration of the
proceeding research of quantum computers, it is important to look for alternatives
which do not rely on number theoretic assumptions.

A promising alternative are one-time signature schemes, such as the Winternitz
One-Time Signature Scheme [6]. Their security does not rely on number theory but
solely on the existence of cryptographic hash functions. Unfortunately, the property,
that they can only be used to generate one signature, leads to an unpracticable key
management problem. The Merkle Signature Scheme (MSS) proposed by Merkle in
[13] addresses this problem, introducing the method of tree authentication. MSS
is superimposed on an arbitrary one-time signature scheme. It uses a special tree
structure to validate each single one-time signature key. MSS allows to verify up
to 220 signatures using solely one public key. Because of this bounded number of
signatures, especially in conjunction with its inefficient key pair generation times,
MSS does not satisfy the demands of the most applications.

The focus of this thesis lies on the development of GMSS (3], a generalized variant
of MSS, which allows a cryptographically unlimited signature capacity and provides
competitive timings by using more efficient algorithms. GMSS only supports the
Winternitz Signature Scheme as underlying one-time signature scheme. Among other
factors, this makes GMSS extremely flexible because it provides the possibility to
select appropriate parameters that determine the performance. The main task of
this thesis was to implement a competitive and applicable version of GMSS using
Java and integrate it as a module to the cryptographic service provider FleziProvider
[10]. This permits easy integration into applications that use the Java Cryptography
Architecture (JCA) [14]. For the implementation, new efficient algorithms had to be
formulated and those, that have already existed, had to be generalized. Particular
attention was given to algorithms that evenly distribute the varying computation
cost of the signatures.

Finally the timing characteristic of the implementation were tested using different
parameters. We show that GMSS with a capacity of 280 signatures, is competitive
compared to common signature schemes under certain circumstances.
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1. Introduction

One of the basic properties of a conventional signature is, that the assertion repre-
sented by the document originates from the signatory, and this can be verified by
the receiver of the document. Therefore, only the signer shall be able to generate
the signature, but it shall be verifiable by anyone. Digital Signatures, designated to
subscribe digital documents, can be regarded as being the electronic counterpart to
handwritten signatures.

In the following we assume that the reader is familiar with the general notion of
a cryptographic system. A detailed description can be found in [4|. This chapter
describes the main principles of digital signatures. The important role of one-way
functions is explained and a brief introduction in one-time signatures is given.

1.1. Principles

In contrast to conventional signatures a digital signature has to satisfy stronger
requirements. The fact, that any digital data inherently can be copied precisely,
necessitates a stronger connection between the data and the dedicated digital sig-
nature. Otherwise one could easily copy a known digital signature and attach it to
an arbitrary document. To provide such a connection the signature is created as
a function of the message. According to this, signing of different messages by the
same signer must lead to different signatures and it must not be possible to derive a
signature of a message ms from a signature of a message my (m; # ms).

Digital Signatures are used whenever an information has to be definitely associated
with an origin or a sender. The sender is able to attest that the message originates
from him and was not modified. The receiver is able to prove that only the sender
could have been the signer of the message. After a signature is generated it can no
longer be repudiated by the sender.

The requirements of a qualified digital signature are:

Identity: the ability to prove the the connection of signer and document

e Non-Reusability: a signature cannot be reused

Integrity: modifications of the document after the signing can be detected
e Non-Repudiation: the singer cannot repudiate the act of signing.

The most digital signature schemes used in practical applications are based on asym-
metric cryptosystems or more common public key cryptosystems. Some of them are
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1. Introduction

at the same time encryption schemes, some are dedicated to signatures only. The
most common are RSA [16], DSA [9] and ECDSA [11].

Asymmetric Cryptography

The basic concept of asymmetric cryptography is to use a pair of keys for each
communication partner. Each key pair consists of a private key d and a public key
e. The private key is kept secret and the public key is distributed. The keys are
mathematically related but it is not efficiently possible to derive the private key
from the public key (f~! cannot be computed). The private key is used to encrypt
a message or to verify a signature, the public key is used to decrypt a ciphertext or
to sign a message. A message is signed by applying the encryption function F with
the public key of the receiver to the message. It can only be decrypted by using the
decryption function D with the private key of the receiver. Hence, the receiver is
the only one who can decrypt this message. The notation E.(m) means, that the
message m is encrypted using the encryption function E with the public key e.

An asymmetric cryptosystem has the following properties |7]:
1. It is easy to generate key pairs (e,d), d = f(e), Dg(E.(m)) =m
2. The encryption function F and the decryption function D are easy to compute
3. It is not efficiently possible to derive d from e

An asymmetric cryptosystem that can be used for digital signatures must addition-
ally satisfy the following requirement :

Ee(Da(m)) = Da(Ee(m)) = m

To sign a document the signer uses the decryption function D with his private key
d. The verifier can verify the message by applying the encryption function E and
the public key e to the signature and check if the result matches the message. In the
context of digital signatures the private key is also referred to as signature key, the
public key as verification key, the decryption function as signature function and the
encryption function as verification function.

One-Way Functions
The basic principle of any signature scheme are one-way functions. One-way func-
tions are functions that are easy to compute but hard to invert.

A function f: X — Y is called one-way function, if
1. for all z € X the value of the function f(z) is easily to compute and

2. given y there is no efficient method to compute the z = f~1(y).

18



1.1. Principles

According to this definition, the one-way property of a function basically depends
on the efficiency of existing algorithms that can be used to calculate the value of the
function and its inverse. The existence of one way functions is a open conjecture, it
cannot be proved that a function satisfies the one-way property. However, there are
functions that are one-way functions according to the today’s state of knowledge.
They are easy to compute but there is no efficient inverting algorithm known.

Before a message of arbitrary length can be signed, it has to be compressed to a
fixed length. This is done with a special type of one-way function, a cryptographic
hash function. A cryptographic hash function does not only compress the message,
but it also has to satisfy some security requirements.

Cryptographic Hash Functions
Given two finite alphabets X and Y. A cryptographic hash function maps strings of
arbitrary length to strings of constant length

H:X*—-Y"
and has the following properties:
1. His a one-way function. (preimage resistance)
2. Given input m, the hash value h = H(m) is easy to compute.

3. Given hash value h = H(m) it is impossible to find a message m' (m # m/)
with H(m') = h. (second preimage resistance)

4. It is impossible to find m and m’ (m # m') with H(m) = H(m'). (collision
resistance)

The preimage and collision resistance of a cryptographic hash function prevent that
an attacker could find other massages that fit to the signature and claim they were
signed.

Trapdoor One-Way Functions

The signature and verification functions of asymmetric cryptosystems are realized
by another special variant of one-way function, the trapdoor one-way function. A
trapdoor one-way function is easy to compute in one direction and hard to invert
unless some secret information, the trapdoor, is known. In a signature scheme, this
trapdoor is the signature key. The verification can be easily computed by anyone.
The signature can only be computed with the secret information, the signature key.
Signature schemes like RSA, DSA and ECDSA for example are based on number
theoretic assumptions. Their security relies on the intractability of the integer fac-
torization problem (RSA) and the difficulty of computing discrete logarithms in the
multiplicative group of a prime field (DSA) or in the group of points of an ellip-
tic curve over a finite field (ECDSA). Those problems can only be solved with an
additional information, included in the private key.
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1. Introduction

A function f: X — Y is called trapdoor one-way function, if
1. for all z € X the value of the function f(z) is easily to compute and

2. there exists some additional information, such that f~!(y) efficiently can be
computed.

One-Time Signatures

One-time signature schemes in contrast are solely based on hash functions [5]. They
are of special interest because one-way functions without a trapdoor are simpler to
implement and typically more efficient to compute. This especially is an advantage
for implementations in constraint devices. Additionally one-time signatures do not
rely on number theoretic assumptions, hence they will remain secure even if a large
scale quantum computer will be build or if algorithms will be discovered that solve
the number theoretic problems efficiently. The security of one-time signatures re-
lies only on the security of cryptographic hash functions. SHA-1 for example is a
cryptographic hash function.

20



2. MSS — Merkle Signature Scheme

The Merkle signature scheme (MSS) [13] is a method of tree authentication. It
consists of two parts. The first part is an arbitrary one-time signature scheme, e.g.
the Winternitz one-time signature scheme. The second part is the Merkle’s tree
authentication scheme which is superimposed on the underlying signature scheme.
It provides a mechanism to authenticate multiple one-time signature public keys with
just one "master" key and some additional information, the so-called authentication
path. To compute this authentication path, Merkle’s tree authentication scheme
makes use of a special binary tree, called Merkle tree, whose node values have to
satisfy a certain constraint. Summarily, the Merkle signature scheme upgrades any
one-time signature scheme to a multi time one.

In this section, first of all, the Winternitz Signature Scheme [6] is described on the
basis of the Lamport-Diffie Signature Scheme [12]. Then, the principle of Merkle’s
tree authentication is described in detail and finally, the Merkle Signature Scheme is
specified.

2.1. One Time Signature Schemes

One-time signature keys can be viewed as a set of public arrangements to a set of
secrets, chosen by the signer. These arrangements are delivered to the verifier in an
authenticated manner in advance. The signer signs a message by revealing a subset
of his secrets depending on the content of the message. The verifier authenticates the
message by checking if the secrets that were revealed are valid and if they correspond
to the prior arrangements.

Unfortunately one-time signatures have the big disadvantage of its "one-timed-
ness", the property that they can sign only one single message. If more than one
signature would be generated using one key pair, an attacker may get enough infor-
mation to forge a signatures. Hence, a new key pair is required for each signature.
This leads to a key management problem, because for each intended signature a
separate key pair has to be stored.

The best known one-time signature scheme is the Lamport-Diffie Signature Scheme
which represents the basis of more advanced schemes like the Winternitz one-time
signature scheme.

2.1.1. Lamport Diffie Signature Scheme

The Lamport-Diffie One-Time Signature Scheme is based on the concept of one way
functions. In the following we describe the basic idea of this scheme and present
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2. MSS — Merkle Signature Scheme

some improvements.

Let us suppose A wants to sign a n bit message d = (dy,...,d,) and B wants
to verify. Be F a one way function, A choses 2n random values z1,...,zs, and
computes y; = F(x;) and exchanges (y1,...,y2,) in authenticated manner with B.
A generates the signature S = $153... 8,15, by computing

o To;i—1 if di =0
o xTo; ifdi:1.

To ensure the authenticity B can now verify S by checking if

Fsi) = V2 ifd; =0
' Y2i ifd; =1’

for ¢ =1,...,n. If all the checks were successful he can be sure that only A was the
sender. B can also demonstrate that A actually sent the information by presenting
the received x;. The only way B could have learned z; is that A has revealed it.

The one-time property of the scheme can be demonstrated by a simple example.
Assume that A would sign two messages M; = 1001 and M, = 0010. Signing M7,
A reveals x9, T3, x5, 8. Signing My, he reveals x1, x3,x¢, 7. With those informa-
tion anyone could for example sign the message 1011 on behalf of A by revealing
x2,x3,Te, rg. LThe checksum does not avert this attack. Though an attacker cannot
sign any message, he can sign some messages. And the more signatures are generated
by A, the more messages will be possible to forge. Thats why one-time signatures are
only secure for a single signature because with each signature a part of the private
key is revealed.

After all, this general method just signs every bit individually. In practical signa-
ture systems this results in a huge storage requirement for every participant. Robert
Winternitz developed an improvement of the Lamport-Diffie method which reduces
the signed message size by an factor w.

2.1.2. Winternitz One-Time Signature Scheme

In the Lamport Diffie method a user signs a bit by either make z; or z;4; public.
The idea in the Winternitz method is still the same but now we process multiple bits
at once and compute y by applying F' repeatedly. We will illustrate the procedure
with the following case. If we want to sign 4 bits at once, we compute y = F'6(z)
and publish it. A 4 bit information is then signed by applying F' j times, where j is
numeric value represented by the 4 bits.

For example when signing the 4 bit message 1001, the signer computes F(z) and
reveals it. No one except the signer can generate this value, but anyone can verify
that F7(F%(x)) = y. The amount of simultaneously processed bits is variable and
we call it the Winternitz parameter.
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2.1. One Time Signature Schemes

In the Lamport Diffie scheme an altering of the signed message was prevented by
using two secrets per message In the Winternitz scheme this is ensured by a checksum
C.

This scheme theoretically allows to process bit-sequences of user-defined length.
On the one hand more simultaneous processed bits lead to a reduced signature size
because one signature bit represents multiple message bits, but on the other hand
the computional effort will increase when more bits are processed at once. Every
raise of the Winternitz parameter by 1 will double the amount of necessary function
calls F' for computing the public y. This is a trade-off between time and space and
the optimal parameter has to be found.

The following section describes the key generation, signature generation and sig-
nature verification procedures of the Winternitz One-Time Signature Scheme (Win-
ternitz OTSS) in detail.

Definition of the Scheme

w denotes the Winternitz parameter. H denotes a hash function with domain {0, 1}
and codomain {0, 1}*. ¢ denotes the amount of simultaneously computed blocks and
is defined as

t = [s/w] + [([logals/w]] + 1+ w)/w].

The first summand [s/w] refers to the message and the second summand [(|log,[s/w] |+
1 4+ w)/w] refers to the checksum.

Key Generation The key pair generation process produces ¢t random values x1, x2, . .., ¢.
The one-time signature key is

X = (x1,29,...,2¢).
The public verification key Y is then computed by first computing
yp = H> ' (ap),
for k=1,...,t and then computing

Y = H(yillyel| - - - |[ys)s

where F*(z) denotes the one-way function applied k times and || the concatenation
of two strings.

Signature Generation The hash of the message m is divided into [s/w] blocks
b1, b2, ..., bg ) of w-bits length (padded with zero if necessary). Treating the by as
integer we calculate the checksum

[s/w]

C = Z2“’—bk
k=1
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2. MSS — Merkle Signature Scheme

The binary representation of C'is again divided into [(|logs[s/w]]|+14w)/w] blocks
bs/w]s - - - » by of w-bits length (padded with zero if necessary). Finally, the signature

is computed by calculating
o = H% (1),

for k =1,...,t. The signature of m is SIG = (01,09,...,0:). The signature size is
t % s bits.
Verification Given the hash of the message m , the signature SIG = (01,09, ...,0¢),

and the verification key Y, the blocks b1,bs,...,b; are computed as in the signing
process and then the signature parts o are hashed 2% — 1 — by, times.

yp = H2 7170 (o).

Thereafter each of them has been hashed 2 — 1 times in the signature and verifi-
cation process together. The hashed concatenation of them should now equal the
verification key Y. This means, the signature is accepted if Y = H (y1||y2]|. .. ||ys)-

Improvements

There is still a large amount of data to be stored when signing multiple messages. As
the name implies, one-time signatures, more precisely the key pair of the one-time
signature scheme, can be used once only. This means, for all the messages A wants
to send to B, B has to store the same amount of verification keys Y; in advance. To
reduce this space requirement one could transmit the respective Y; together with the
signature. Just adding the verification keys Y;, when transmitting the signature, of
course does not solve the storage problem. Anyone could claim to be A and send its
own verification key Y;. To authenticate those transmitted Y;, B still needs stored
copies of A’s Y;. Hence, the problem is to authenticate A’s Y; without storing all the
verification keys. Merkle developed a method which uses one single "master" public
key to authenticate the transmitted Y; in turn. This method is called Merkle’s tree
authentication scheme. It authenticates any Y; of any user quickly and with minimal
storage requirements. The Merkle’s tree authentication scheme in conjunction with
an one-time signature scheme (e.g. Winternitz signature scheme) is referred to as
the Merkle signature scheme (MSS) [13]. As a basic principle it turns every one-time
signature scheme into a multi time one. The next chapter describes how it works.

2.2. Tree Authentication

Complete Binary Trees A complete binary tree is a tree in which each node has
exactly two children and in which all leafs are in the same depth. A complete binary
tree has height h if it has 2" leafs and 2" interior nodes. Leafs have the height 0,
the root has the height h and thus the height of an interior node is the length of the
path to an underlying leaf. A node of the tree is denoted by n; ;. The index 7 labels
on which height 0,...,h of the tree the node is located. The ¢ index of the root is
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2.2. Tree Authentication

h, the i index of a leaf is 0. The index j labels the horizontal position 0,...,2¢ — 1
of the node related to the number of nodes on the respective level. Each node of a
binary tree may have a value or a condition or may even represent a separate data
structure. Figure 2.1 shows a complete binary tree for height h = 2.

Figure 2.1.: A binary tree of height 2

Merkle Trees A Merkle tree is a complete binary tree, equipped with a one way
function H and an assignment ®, n — ®(n) € {0,1}*, which maps a node n to a
string of length k. ®(n) denotes the value of node n. H is typically a hash function
such as SHA-1. The two child nodes njes; and n,igns , of any interior node npgrent
have to satisfy the following requirement:

P (nparent) = H(q>(nleft) | |(I)(nright))

This means, that the value of an interior node always results from the hash values
of the concatenated values of its left and right child. For each leaf [; (I; is a simplified
notation for ng ;), the value ®(l;) may be chosen randomly. The leaf values and the
equation above, then determine the values of all the interior nodes. For simplification,
in the following, we use the term "node" (n; ;) even if we actually mean the "node’s
value" (®(n; ;)). Figure 2.2 outlines the generation steps of a Merkle tree for height
h=2.

H(H(®(noo)||®(no1))|[H(P(rno2)||P(no4))

H(®(n00)||®(n01)) —> '

H(®(noz)||®(n04))

Figure 2.2.: Generation steps of a Merkle tree of height 2
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2. MSS — Merkle Signature Scheme

2.2.1. Merkle's Tree Authentication Scheme

Merkle Tree Generation The idea of Merkle’s tree authentication [13] is to use a
Merkle tree to authenticate multiple one-time verification keys with one public key.
The hash values of the one-time verification keys H(Y;) are treated as the leafs of the
Merkle tree. A Merkle tree of height h has 2" leafs and therewith it can authenticate
2" one-time verification keys. This means, the amount of possible one-time signatures
depends on the height of the Merkle tree. The more one-time verification keys are
to be authenticated the higher the Merkle tree has to be. According to the equation
described in section 2.2, the interior nodes n; ;j up to the root are calculated depending
on the leaf values [; = ng ;, or rather in this case the hash value of the one-time
verification keys H(Yj) = ng ;. The nodes n;; on level i = 0,...,h are recursively
defined as

NG5 = H(n(z‘—l),sz”i—l,2j+1)a

forj=0,...,2" - 1.

The such computed root node nyj o represents the Merkle public key referred to as
MSS public key. Instead of many one-time verification keys, the MSS public key is the
only information which has to be authenticated in advance. Thereafter additionally
to this key only a specific set of nodes of the Merkle tree, the authentication path,
are needed to authenticate each individual one-time verification key.

Authentication Path Generation Every leaf [; has its own authentication path.
The authentication path A consists of kA nodes aq, ..., ap_1. The authentication path
is the sequence of sibling nodes of every node along the path from the leaf to the root.
The nodes ag, ... ,ap—1 of the authentication path of Y; are generated by calculating

|2

n; k+1 if k is even
a; =
J . . )
n;x—1 if kis odd

and

fori =0,...,h—1, where k indicates whether the node n;j is a left or a right child.

Figure 2.3.: Authentication path of Iy

26



2.3. MSS - Merkle Signature Scheme

This means, the authentication path can be generated by following the path from
the leaf to the root node by node. For each node on the way, the corresponding
sibling node is added to the sequence of authentication path nodes. When arriving
at the root all necessary sibling nodes have been added and the authentication path
is generated. Figure 2.3 shows a Merkle tree for height h = 3. The authentication
path nodes of leaf I are highlighted.

Authentication Procedure To authenticate a leaf [;, or rather the one-time ver-
ification key Y}, the receiver then just tries to reconstruct the root of the Merkle
tree. The first node in the authentication path sequence is the sibling node of ;.
According to the equation n; ; = H(n(;_1)2j||ni—1,2j+1), the parent node of [; is the
hash value of the concatenation of /; and the first node of the authentication path
sequence. The next node in the authentication path sequence is then again the sib-
ling of the just computed parent node. Those two yield the next node. This can be
done iteratively until the root is computed. The authentication path always provides
the necessary sibling node for each step.

In detail the reconstruction of the root works as follows. The receiver calculates
the path P; . As initial value he sets Py = H(Yj). For i =0,...,h — 1 he computes

-

~ JH(PBla;) if k is even
T\ H(wl|P) if ks odd

and

where k indicates whether the node P; is a left or a right child. When finished, P,
represents the reconstructed root. The leaf is only validated if the thus computed
root P, equals the MSS public key which actually is the prior arranged root of the
sender’s original tree.

2.3. MSS - Merkle Signature Scheme

The Merkle signature scheme basically is a /N-time signature scheme consisting of an
arbitrary one-time signature scheme and the Merkle’s tree authentication scheme.
The number of possible signatures N depends on the height h of the authentication
tree N = 2", This section describes the key pair generation, signature generation
and signature verification procedure of the Merkle signature scheme.

Assume that a cryptographic hash function H : {0,1}* — {0,1}* which maps an
arbitrary message to a s-bit hash value and a one-time signature scheme (OTSS)
are given. Let h € N and suppose that 2" signatures are to be generated that are
verifiable with only one MSS public key.
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2. MSS — Merkle Signature Scheme

MSS Key Pair Generation At first, generate the 2" OTSS key pairs (X;,Y5),
j =0,...,2" —1. The X are the OTSS signature keys, the Y, are the OTSS
verification keys. The sequence of the 2" signature keys X ; may be qualified as the
MSS private key. To determine the MSS public key a Merkle tree of height h has
to be constructed. The hash values of the one-time verification keys H(Y}) form the
leafs of the Merkle tree. According to section 2.2.1 the values of each inner node is
the hash value of the concatenation of its two children. The MSS public key is the

root of the thus computed Merkle tree.

MSS Signature Generation The OTSS key pairs are used sequentially. The MSS
signature of a document d using the jth key pair (Xj;,Y;) consists of four parts.
First the index j of the current one-time signature, second the OTSS signature o
of document d computed with the jth signature key Xj, third the jth verification
key Yj, and fourth the authentication path sequence A = (ao,...,ap—1) for the
verification key Y;. The authentication path consists of the siblings of the h — 1
nodes on the path from the jth leaf to the root which are calculated according to the
algorithm in section 2.2.1. The resulting MSS signature is the tuple (4,Yj, 0, 4;).

MSS Signature Verification To verify a MSS signature (j, Y}, 0, A;) of a docu-
ment d the verifier first verifies the one-time signature o with the verification key Y;.
If this verification fails, the verifier already rejects the whole MSS signature as in-
valid. Otherwise, he still has to validate the authenticity of the supplied verification
key Y;. Using the index j and the authentication path A; the verifier re-computes the
path from the jth leaf to the root. Beginning with the verification key Y; as initial
node, the verifier recursively generates the parent node by computing the hash value
of the concatenation of the node and its respective sibling from the authentication
path, as described in section 2.2.1. If the thus recovered root equals the MSS public
key, the signature is valid and accepted by the verifier.
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Signature Scheme

The Merkle Signature Scheme is limited to a tree height of h = 20 for performance
reasons. A higher tree would lead to a intolerable high key pair generation time.
Another disadvantage is the large private key size because the values of all leafs have
to be stored. Hence, the Merkle Signature Scheme permits only 22° signatures in an
efficient manner. Due to those limits some improvements were developed which tend
to make the scheme reasonable and competitive to common signature schemes.

In this thesis we propose GMSS [3|, a variant of MSS, that increases the signature
capacity from N = 220 to N = 280 and improves the timing properties. GMSS does
not just increase the height of the Merkle tree to come up to 289 possible signatures.
As mentioned above this would lead to an impractical high key generation time and
private key size. GMSS makes use of another technique. For this purpose, multiple
Merkle authentication trees, of arbitrary height, are arranged one upon the other.
The bottom tree is used by applying MSS in order to sign the data. However, the
root of this tree is not treated as the public key. In GMSS the root of a tree then
again is signed by using MSS with the tree on the next layer. Finally, the root of
the top tree is the new public key. When the a is depleted, that means 2" signatures
have been used, a new tree at this layer is constructed, whose root again will be
signed by the tree one layer above.

Using this method, 2" subtrees can be authenticated by each superior tree. Due
to the arbitrary number of tree layers this theoretically allows an unlimited number
of signatures, but the high key generation time and the increasing private key still
limit the possibilities. Using GMSS with 4 layers of Merkle authentication trees,
each having a height of h = 20, produces reasonable signature sizes and key gen-
eration costs. This permits a signature capacity of 280 which can be regarded as
cryptographically unlimited signatures.

GMSS can be customized for special applications by selecting parameters that
determine a trade-off between the possible number of signatures, the signature size
and the signing and verification time. GMSS is a key-involving signature scheme,
this means the private key is updated after every signature step. GMSS is designed
to use solely the Winternitz one-time signature scheme.

In the following, GMSS is described in detail. First, we explain the general con-
struction and principles of GMSS. Then the key pair generation, signature gener-
ation along with the necessary steps for the update of the private key, and the
signature generation are described. At last, we give an overview about the timing-
characteristics and the applicability of GMSS.
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3. GMSS — Generalized Merkle Signature Scheme

3.1. General Construction

The construction of GMSS can be considered as a tree with T layers where each
node of this tree is in turn a Merkle tree. The heights of the trees in a certain layer ¢
(¢=0,...,T —1) are denoted by h;. Trees of different layers are allowed to differ in
height. A Merkle Tree in layer i has 2% leafs. That implies, each Merkle tree in layer
i is parent to 2" Merkle trees. The first layer i = 0 contains only one Merkle Tree
denoted by 7g . Each further layer contains 2hot-+hi1 Merkle trees. A Merkle tree
in layer i is denoted by 7; j, where j = 0,...,2Ro%Fhi-1 _ 1 indicates their position
from left to right. In contrary to the MSS the leaf values of the Merkle trees used by
GMSS are the one-time verification keys Y; themselves, instead of their hash values
H(Y;). This is possible because the Winternitz OTSS verification keys are already
hash values with the same length.

The principle of the GMSS authentication tree is to construct an authentication
path from a Merkle tree on the deepest layer to the single tree on the top. This is
realized by the following relationship between a parent Merkle tree an its children
[3]: The root of a child tree is signed by the one-time signature key corresponding
to a leaf of his parent tree.

In the following, when talking about leafs in context of signing, we mean the
corresponding one-time signature key and in context of authentication in the MSS
we mean the leafs value, respective the one-time verification key.

T2,0 T2

*® @ S !’, S
.* . S D S
.
P Q .
:
.
.

Figure 3.1.: General construction of GMSS

The root of a tree 7 is denoted by ROOT7. SiGy denotes the one-time signature
of ROOT7, which is generated using the respective leaf I, of 7’s parent. For any
given signature S, there is a unique path p from the Merkle tree on layer 7" — 1 to
the Merkle tree 7p o on the top layer 0. This path involves one Merkle tree at each
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layer. In consideration of MSS each parent Merkle tree authenticates its 2% child
Merkle trees. The authentication path of a leaf [ of a Merkle tree 7 is denoted by
AuTH7 ;. That way, the root of the top Merkle tree recursively authenticates each
individual of the 2ho+-+h7—1 Jeafs of the Merkle trees on the deepest layer T — 1.
The leafs of the Merkle trees on the deepest layer T'— 1 are used to sign the message
digests d. Their signatures are called SIGg.

The main advantage of this construction is, that only one Merkle tree of each
layer has to be generated at the same time. This reduces the storage requirements.
If one tree 7; ; is depleted, the next one (7; j41) is generated, and its root is signed
by the next leaf of its parent tree. In the deepest layer, due to this layer hierarchy,
successively 2P0t +hr—2 Merkle trees are generated. Hence, 2/0F+hT-1 gignatures
can be generated using one GMSS key pair. The root of the top Merkle tree ROOTr ,
is the GMSS public key. In practice there are some additional information stored in
the public key. This is described more detailed in section 3.4.

The GMSS private key consists of all information that are necessary for immediate
signature generation. This means, that all the values, except of the one-time sig-
nature of d, that are necessary to generate a signature of a message m, are already
precomputed and are available in the moment of signing. The computation of the
one-time signature of d and the output of the GMSS signature is called the online
part. The ensuing prearrangements and precalculations to provide the necessary
information required for the upcoming signatures are called the offline part.

The sequences of leafs of each layer, or rather their corresponding Winternitz signa-
ture keys, are computed using a pseudo random number generator (PRNG) combined
with an initial prearranged random seed SEED7 for each layer. Consequently it is no
longer necessary to remember every leaf, as a leaf can be computed from this seed
anytime again. This reduces the private key size once more.

GMSS uses solely the Winternitz one-time signature scheme for signing digest d
and RooT7. The Winternitz parameter w; can be specified for each individual layer.
The sequence of Merkle tree heights and the sequence of the different Winternitz
parameters w; of each layer are combined to the GMSS parameter set

P == (T, (ho, e ,hT_l), (’wo, . ,wT_l)).

The variability of the parameter set allows a trade-off between the number of pos-
sible signatures, the signature size and the signature and key pair generation time.
Raising the height of the Merkle trees, for example, leads to more possible signa-
tures, but also to more necessary calculations for the generation of the tree. Another
example how the timings of signature and key pair generation can be affected, is to
alter the value of w. The greater w is chosen, the smaller the signature becomes be-
cause the Winternitz OTSS then processes more bits at once. On the other hand the
computional effort for signature and key generation increases as more hash function
calls are needed. This flexibility makes GMSS very adaptive to different applications.

GMSS uses just a sole prearranged hash function H for all hash calculations of the
Winternitz signature scheme, of the Merkle’s authentication tree as well as for the
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3. GMSS — Generalized Merkle Signature Scheme

generation of the seeds with the PRNG. This function can be chosen in advance but
then is applied all over the entire GMSS system. A commonly used hash function
for example is SHA-1.

In the following it is assumed that the chosen parameter set P and the chosen
hash function H are known. In a practical implementation it is a suitable solution
to append this information to the GMSS private and public key.

General Procedure

To generate a GMSS key pair the signer has to compute the first Merkle tree of
each layer to obtain the authentication paths AuTH7 ;, and except for the top tree,
to generate the their root signatures SiGy. Those together with each layer’s initial
seed SEED7; are part of the GMSS private key. The root of the top tree is the
essential part of the GMSS public key. The detailed key pair generation procedure
is described in section 3.4.

To sign a message m with GMSS the signer has to compute a message digest d of
m as the first part of the GMSS signature. The digest d is signed with the Winternitz
one-time signature key corresponding to the current leaf of the current deepest Merkle
tree. Note, that this leaf represents the Winternitz one-time verification key. To
make the verifier capable to authenticate this leaf the signer has to add some further
information. First, the authentication paths AuTH7z; of all Merkle tree on the path
p are needed and also the signatures of their roots SiGr, except for the top tree,
are added. Section 3.5 describes the GMSS signature generation process in detail.
Finally the GMSS signature contains the Winternitz signature of the message SiGg,
the T' — 1 signatures of the roots of the Merkle trees SiGyr and T authentication
paths AUTH7 ; of the involved Merkle trees.

The GMSS signature verification process is performed analogically. The one-time
signatures of the message digest d and the root signatures of the Merkle trees on path
p are verified. Therefore, the roots of the trees are necessary. The verifier obtains
them for free during the MSS verification procedure. The verification procedure of
MSS is applied successively for every signature SiG7 (or SiGg) on path p. If any part
of the GMSS verification fails, the signature will be rejected. The GMSS signature
verification is described in detail in section 3.6.

After a signature generation procedure, the next authentication path for the next
leaf has to be computed. If necessary, even new trees have to be generated and their
roots have to be signed. Since those information are part of the GMSS private key,
it has to be updated after every usage. For this reason GMSS is denoted as a key
wnwolving signature scheme. The amount of necessary recalculations varies depending
on the position of the upcoming leaf. At the best only the deepest tree is involved,
but at the worst the update requires the generation of new trees and the computation
of authentication paths on all layers. To minimize this variance of the computional
effort GMSS evenly distributes certain parts of the prospective calculations over all
leafs. The algorithms of those distributed calculations are described in section 3.5.
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3.2. Initial Seeds

For the generation of every leaf, or rather every Winternitz one-time verification
key, the generation of random data is required. Since the one-time keys as well
as the random data cannot be stored altogether, we need a pseudo random number
generator (PRNG) which provides the possibility to regenerate all the random values
at any time whenever they are required.

Let H : {0,1}* — {0,1}® be the cryptographic hash function with output length
s. The pseudo random number generator (PRNG) f : {0,1}* — {0,1}° x {0,1},
SEED|N — (SEEDoyuT, RAND) maps an incoming SEEDy to an random value RAND
and an outgoing seed SEEDoyTr. To assure interoperability we use the PRNG de-
scribed in [8], which requires only one single call to the hash function H:

RAND «— H(SEEDIN),
SEEDouT « (1 + SEED|N + RAND) mod 2"

This function generates an arbitrary number of random values which each depend on
one initial seed and therefore may be regenerated easily. Because of forward-security
and performance based reasons not all random values over all trees should depend
on only one seed. Hence, every layer of the GMSS tree has its own initial seed which
is denoted by SEEDT, 0. Starting with this initial seed, the PRNG sequentially
generates the random value for every leaf in that layer.

3.3. Winternitz OTSS Algorithms

Winternitz OTSS Key Generation

To generate the internal seed for the [th Winternitz OTS signature key of Merkle
tree 7; ; we need the seed for leaf | SEED7; ;; and apply the PRNG f to compute a
random value denoted as SEEDQTS.

(SEEDT, , 141, SEEDOTS) < f(SEEDT, ;1)

The SEED7; ;141 is stored and used to generate the (I + 1)th signature key, whereas
the random value SEEDoTs is used as initial value for the one-time signature key
generation within the Winternitz O'T'SS key pair generation algorithm. If the current
signature key is associated with the last leaf of tree 7; ; (I = 2Mi 1), the updated seed
is used as initial seed for the next Merkle tree 7; j.1,i.e. (SEED7, ,,, 0, SEEDOTS)

J(SEEDZ, on;_y)-
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SEEDOTS SEEDOTS SEEDOTS
SEEDT PRNG[> SEEDT ;41 PRNG[> SEEDT ;12 PRNG[> SEEDT ;13

Figure 3.2.: Generation of initial OTS seeds

The Winternitz OTS signature key is computed by applying
(SEEDQTs, xk) — f(SEEDOTs), k= 1, e 7twi

sequentially t,, times where t,, = [s/w;] + [([logy [s/w;i])] + 1 4+ w;)/w;]. X =
(x1,... ,a:twi) is the one-time signature key. The one-time signature key generation
is described in Algorithm 1.

Algorithm 1 Winternitz OT'SS private key generation

Input: a seed SEEDoTs €R {0,1}® chosen uniformly at random
Output: a Winternitz OTSS private key X
1: set s = SEEDQOTS
2: fork=1,...,tdo
3 compute (sk,zx) = f(Sk—1)
4
5

cset X = (x1,...,2¢)
: return X

Having computed the one-time signature key sequence X = (x1,... s Tty ), the one-
time verification key can be constructed. The value of leaf I of Merkle tree 7; ; which
actually also is the one-time verification key Y is given as

Y = HH* " "Yx)||... [|[H* Y ay,)).

H*(x) denotes the hash function applied k times and || the concatenation of two
strings.

The entire OTSS key pair generation process is described in Algorithm 2. The
input parameter of the key pair generation is the initial seed SEEDoTs. In the first
part, Algorithm 1 is applied, by passing the SEEDoTs as parameter. The output of
Algorithm 1 is the one-time signature key X which then is used in the second part of
Algorithm 2 to compute the one-time verification key Y. The output of Algorithm
2 is the generated Winternitz OTSS key pair (X,Y).
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Algorithm 2 Winternitz OTSS Key Pair Generation
Input: a seed SEEDors € {0, 1}® chosen uniformly at random
Output: a Winternitz OTSS key pair (X,Y)

1: compute the private key X, where X = (z1,...,x¢) :

X < Algorithm 1(SEEDOTS)

2: compute y, = H?"~Yayp) for k=1,...,¢

3: compute Y = H(y1||...||y:), where || denotes concatenation.

4: return (X,Y)

Winternitz OTSS Signature Generation

The Winternitz one-time signature generation works as described in section 2.1.2.
Given w; related to a layer ¢ and a hash function H : {0,1}* — {0,1}*. The
one-time signature is computed by splitting the the digest H(d) into [s/w;] blocks
b1, brsjw,) of length w;. Then compute a checksum C' which in turn is split in
[([logg [s/wil)|+14w;)/w;] blocks by /)41, - - -, be blocks of length w;. The content
of each of the resulting t blocks, t = [s/w; ] + [([logy [s/w;])] + 1 4+ w;)/w;], affects
the amount of hash function calls that are applied to the corresponding one-time
signature key part. The resulting one-time signature has a length of ¢ % s bits and is
defined by

o= (Hbl(ﬂj‘l),...,Hbt($t))

Algorithm 3 Winternitz OTSS Signature Generation
Input: document d, signature key X
Output: one-time signature o of d
1: compute the s bit hash value H(d) of document d.
2: split the binary representation of H(d) into [s/w] blocks b1, ..., bp,/, of length
w, padding H(d) with zeros from the left if required.
3: treat b; as the integer encoded by the respective block and compute the checksum

[s/w]

C = 22“’—
k=1

4: split the binary representation of C into [(|logy[s/w]| + 1 4+ w)/w] blocks
bis/w]+1s - - - » bt of length w, padding C' with zeros from the left if required.

5. treat by as the integer encoded by the respective block and compute o =
HY% (x), k=1,...,t, where H'(z) := .

6: return o = (01,...,0¢).
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Winternitz OTSS Signature Verification

The Winternitz O'TSS signature verification algorithm is slightly simplified compared
to the procedure described in section 2.1.2. Algorithm 4, which is used by GMSS does
not require the verification key as argument and for that reason does not return true
or false but just the such computed key which is expected to match the one-time
verification key Y corresponding to the signature o. The test, if the return value
actually equals Y has to be performed external. The fact, that the algorithm returns
the alleged verification key instead of a boolean, has the advantage, that it can also
be used to compute the verification key from an already generated signature. This is
possible because the signature is an intermediate value in the generation process from
the signature key X to the verification key Y. On average this halves the necessary
amount of hash function calls.

Algorithm 4 Winternitz OT'SS Signature Verification

Input: document d, signature o = (o1, ...,0¢)
Output: the one-time verification key ®
1: compute by,...,b; as in Algorithm 3.
2. compute ¢ = H?" "1 (o) for k=1,...,t.
3. compute ® = H(p1]]...||dt)-
4: return ¢

3.4. GMSS Key Pair Generation

The key pair generation computes the public and private keys for GMSS from the
parameter P and the initial seeds SEED7 0, - .., SEED7;_, ; 0-

GMSS Public Key

The main part of the GMSS public key essentially is the root of the top level tree
ROOTT,,. As the root is the value generated by the hash function H : {0,1}* —
{0,1}* its length is s bits. Additionally the parameter set P = (T, (ho,...,hr—1),
(wo, ..., wp—1)) is a component of the GMSS public key. This is necessary because
the information about the Winternitz parameter w; as well as the height h; of the
authentication path trees are needed during the verification process. The size of the
parameter set depends on the number of layers T' of the GMSS tree. For each layer
¢ the Winternitz parameter w; and the height h; is stored.

GMSS Public Key: (RooTg,, P)
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GMSS Private Key
The key pair generation step computes the following components of the GMSS pri-
vate key:

SEEDT; ,0, the seed of the first tree of layer ¢ =0,...,7 —1
AUTHT, o0, the authentication path of the first tree of layer i = 0,...,T — 1

SiGT, ,, the signatures of the roots of the first tree of layer i =1,..., 7 — 1
AUTHT, , 0, the authentication path of the second tree of layer i =1,...,7 — 1
RooTz;,, the root of the second tree of layer i = 1,...,7 — 1

SEEDT; , 0, the seed of the third tree of layer i = 1,...,7 — 1

GMSS Key Pair Generation Procedure

The key pair generation procedure is described in Algorithm 6. The first part of
the key pair generation is the computation of the root of the first tree in each layer
RooTz; 4,7 = 0,...,T — 1. This is realized by a classical algorithm referred to as
treehash [18]. GMSS uses a slightly modified version of this algorithm, described in
Algorithm 5, which additionally computes the authentication path AUTH7; ;o of the
first leaf by the way.

Algorithm 5 Modified Treehash Algorithm
Input: a leaf value Y, algorithm stack S, sequence of nodes A
Output: updated stack S and updated sequence A

1: pushl to S

2: while top two nodes of S have the same height do

3: pop np from S

if n; has greater height than last node in A or A is empty then
append top node of stack to A

4

5

6: pop ng from stack

7 push in = H(nsg||n1) to S
8

: return stack S, sequence of nodes A

The root of a tree can be computed by successively applying Algorithm 5 2 times,
where the input value are the 2" leafs of the tree, which are supplied in sequential
order from left to right. The necessary leaf values Y are generated using SEED7; ;
and Algorithm 2. For each call, the algorithm generates the highest interior nodes
which are computable with the leafs which have been passed so far. A stack S of
nodes is used to store those intermediate node values. Whenever a node , which

is part of the first authentication path, arises on the stack the algorithm appends
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it to the sequence of nodes A. This allows us to generate the first authentication
path AUTH7, , o for free, since all necessary nodes are passed during the calculation
of the root. After 2" calls, the stack S contains the root of the tree RooT7; , and
the sequence of nodes A is the authentication path of the first leaf AUTH7, 0.

Besides, the signatures of all roots, except of the top root, Sicz, ,,e =1,...,T—1
are generated. Algorithm 6 implements the root calculation in reverse order begin-
ning with tree 7p_1,0 up to tree 7o 0. Consequently the root ROOT7; , of the tree 7;
is available when the first leaf of tree 7;_; o is generated. The signature of the root
SIGT, , is an intermediate value of this leaf generation. This is realised by computing
the leaf not as usual, but by first singing the root with the signature key X which
is generated using Algorithm 1 and then verifying the just computed signature with
Algorithm 4 which yields the verification key or the leaf value Y. That way, the
signatures of the roots can be obtained for free during the generation of the first leaf.

Next, the roots ROOT7; ; and the authentication paths AUTHT7, , o of the succeeding
trees 7;1 in each layer are computed with Algorithm 5. The trees 7;; are only
generated for the layers ¢ = 1,...,7 — 1, because in the top layer ¢ = 0 there exists
only one tree. Having generated the last leafs of the first trees, the initial seeds for the
succeeding trees are already available as described above (SEEDTLO% = SEEDT; , 0)-
When ROOT7; ; and AUTHT, , o have been computed, the last generated seeds of the
trees 7;1 again are the initial seeds for the trees 7; 2 (SEEDT; ,0), which are stored
as part of the private key to allow an efficient precalculation of the trees 7; o during
the signing process.

Roorg, ,

SEEDTO’O,O >

Sic 4

AUTHTT 11,0

SEEDTT71’2’0

¥

Figure 3.3.: The values of the key pair generation
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Algorithm 6 GMSS Key Pair Generation

Input: parameter set P = (T, (ho,...,hr—1), (wo, ..., wr-1)),

T seeds (SEEDT; 4,0, - - - , SEEDT;._, o,0) chosen uniformly at random in {0, 1}*

Output: a GMSS key pair (priv, pub)

1

11:

12:

13:
14:

15:
16:

17:
18:

19

20:
21:
22:
23:

24:
25:

26:
27:

28:
29:

30:

:fore=T-1,...,0do

set N = 2M
compute seed for Winternitz key pair generation:
(SEEDT; 4,1, SEEDOTS) « f(SEEDT, 4,0)
initialize empty stack S; and empty sequence of nodes AUTHT, ;¢
if i=T—1 then
compute first Winternitz key pair (Xo,Yp) < Algorithm 2(SEEDoTS)
compute (S;, AUTHT, ,0) + Algorithm 5(Yp, S;, AUTHT, ;0)
else
compute Winternitz private key (Xo) «— Algorithm 1(SEEDoTS)
compute one-time signature of ROOTz,_, , :
RSIGT, , , « Algorithm 3(RoOT7,_, ,, Xo)
compute Winternitz public key Yy by verifying SiG;_,
Yp + Algorithm 4(ROOT7,_, 4, SIGT,_, )
compute (S;, AUTHT, ,0) + Algorithm 5(Yp, S;, AUTHT, ,0)
for/=1,...,N—-1do
compute seed for Winternitz key pair generation:
(SEEDT; 5,141, SEEDOTS) — f(SEEDT, 1)
compute Winternitz key pair (X;,Y;) « Algorithm 2(SEEDoTS)
compute (S;, AUTHT, ,0) + Algorithm 5(Y},S;, AUTHT, ;o)
ROOT7, , is the single node in S;;
set the initial seed of the next tree: SEED7, , o <~ SEED7, v

cfori=T-1,...,1do

set N = 2h
initialize empty stack S; and empty sequence of nodes AUTHT, | o
for[=0,...,N—1do
compute seed for Winternitz key pair generation:
(SEEDT; | 141, SEEDOTS) +— f(SEEDT, 1)
compute (X;,Y]) < Algorithm 2(SEEDOTS)
compute (S;, AUTHT; , o) + Algorithm 5(Y;,S;, AUTHT; , o)

ROOT7; , is the single node in §;
set the initial seed of the next tree: SEED7, , o < SEED7;, N

set pub = (ROOTT,, P)

set priv = ((SEEDTy 4,0, -, SEEDT;._, 4.0),
(SEEDT, 5,0, -+, SEEDT,_, ,0),
(AUTHT, 0,05+ -+ AUTHT;_, ,0)5
(AUTHZ, , 0, - .., AUTHT, | 0),
(RooTr ;. .., ROOTT_, ),
(SI1GT g5+ -+ SIGT;_ 1))

return (priv, pub)
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3.5. GMSS Signature Generation

The GMSS signature generation is carried out in an online and an offline part.
First, in the online part, the one-time signature of document d is computed and the
GMSS signature is generated. Then, in the offline part, the private key is updated
with the necessary values for the next signature. Due to the property of a changing
private key, GMSS is called a key evolving signature scheme. In the course of the
key update, authentication paths and one-time signatures required for upcoming
signatures are precomputed partially. The offline part for the first signature was
performed during the key pair generation process. For the nth GMSS signature
(n € {0,...,2M0*+hr—1 11} we want to indicate the leafs which are involved in
the path p. In the following, the values [; and j; are corresponding to the current
processed signature. The following equations recursively defines the indices j; of the
involved trees and the indices [; of their leafs for each layer ¢:

jT—l = I_n/QhTflJ, lT—l = n mod 2hT*1,

ji = Lira /2", li=jipamod 2", i=1,....T -1

The path p from the lowest tree 7r_; ;. , to the top tree 7g o used to authenticate
the nth signature is given as (Tr—1j; ., Tr—2 .»T15,,700). For every layer

Jr—2 -
i=1,...,T — 1, the one-time signature SIG7, ; of the root of tree 7; j, is generated
using leaf [;_1 of tree Ty j, ,. SIGTi’ji, i=1,...,T—1 as well as the AUTHT@'lei of

each leaf I; of path p, were computed during the offline part of the previous signature
or the key pair generation, and thus are already available as part of the GMSS private
key.

3.5.1. Online Part

During the online part of the GMSS signature generation the signature SiGz, of the
message digest d is calculated using leaf l7_q of tree 7r_1 j,—1 as one-time signature
key. Then the GMSS signature is generated. It consists of

1. The leafs l;,i=0,...,T —1
2. The one-time signature SIGy
3. The one-time signatures SIGTi,ji’ i=1,...,T—1

4. The authentication paths AUTHTi,j“li,i =0,...,7—1

See Appendix A for a detailed specification of the GMSS signature in Abstract
Syntax Notation number one (ASN.1). Algorithm 7 describes the online part of the
GMSS signature generation. In line 6 the offline part is carried out.
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Algorithm 7 GMSS Signature Generation

Input: document d, GMSS private key priv

Output: signature sig of d, updated private key priv, or STOP if no more signatures
can be generated

if 2hot-+hr—1 gjonatures have already been generated then STOP
obtain an OTSS signature key: (X) < Algorithm 1(SEEDT;_, 1 ;)
compute the one-time signature of d: o < Algorithm 3(d, X)

set sig = ((lo, ..., l7—1), 0, (SIGTM1 e SIGTTA,J'TA)’ (AUTHTo,jO,lo el
AUTHTTfl,jT,l,lTﬂ))

update the private key: priv < Algorithm 12(7 — 1, priv)

6: return the GMSS signature sig of d and the updated private key priv

ot

3.5.2. Offline Part

The basic task of the offline part of the GMSS signature generation is to calculate
the new authentication path for the upcoming leaf. If the currently used tree is
depleted the next one has to be generated and the authentication path of its first
leaf is calculated. Additionally, to ensure a continuous path p, the root of the new
tree has to be signed by using the next leaf of the tree one layer above. Therefor the
same procedure has to be applied to the layer above. In the worst case this recurs
up to the top layer.

Note that the higher the layer the less frequently changes of the tree are necessary.
This observation enables us to distribute the costs of prospective calculations by
precalculating them partially when advancing on lower layers.

Authentication Path Generation

The generation of the new authentication path for the upcoming leaf AUTH'Ti,jivli‘f‘l
is performed with an algorithm of Szydlo. Input to this algorithm are the authen-
tication path AUTH7, ; ;, and the SEED7; ; ;, of the current leaf and an algorithm
stack. Output are AUTHTi,ji,liJrl and the updated stack. The higher a node’s po-
sition in the authentication path, the less frequently it will change. The Szydlo
Algorithm takes advantage of this fact, and only computes the changing values. Ad-
ditionally, the stack is used to remember old values that will be required later again.
This turns the algorithm of Szydlo to an efficient method for the calculation of the
authentication path. A detailed description of the algorithm can be found here [18].

Distributed Signature Generation

When advancing from leaf 2hi of tree T; j; to leaf 0 of tree 7; j, 11, the signature of the
root of the next tree SIG7, ; , has to be ready because tree 7; j,+1 will be used by the

next GMSS signature. SIG7, ; ,, is generated using the one-tine signature key that
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3. GMSS — Generalized Merkle Signature Scheme

corresponds to either leaf [;_1 + 1 of tree 7;_1 j, , or leaf 0 of tree 7,1 j, ,4+1. The
latter case occurs if the tree 7;_1 ;,_, in the layer above (i — 1) is depleted. In this
case, we have to advance to the next tree in this layer 7;_1 j, ,4+1, too. We assume
that ROOT7; ; ., is available when tree 7; j, is used for the first time, i.e. signature
generation with /; = 0. The generation of SIG7; ; , is distributed evenly over the 2hi
leafs of tree 7; j,. Thus SiG7; ; ., is computed step by step when advancing in tree
7; ;, and will be ready when the tree is depleted (I; = 2"i).

lo 1

2hi —1

Figure 3.4.: S1G7; is precomputed from ROOT7

-, +1 While using tree 7; 5,

,Jit1

The first step, if [; = 0, is to perform an initialization of the Winternitz one-time
signature scheme, described in Algorithm 8. ROOT7; ; ,, and the initial one-time
signature seed corresponding to leaf [;_; + 1 are passed to the initialization algo-
rithm. Since the hash function calls are the time-critical elements, they have to be
distributed evenly over the 2" steps of computation. The necessary number of hash
function calls per step are calculated in the initialization algorithm by the following
formula:
t

[+ br)/2"]

k=1

where by, are the ¢ blocks of the message and t = [s/w] + [(|logs[s/w]] +1+w)/w],
assuming that s is the output size of the used hash function H : {0,1}* — {0,1}*.

The first ¢ hash function calls are needed for the generation of the ¢ one-time
signature keys (x1,...,2¢). The sum of by yields the number of hash function calls
needed during the signing process. Remember, each part of the one-time signature
key xp needs by calls of the hash function. To memorize the intermediate values,
GMSS uses a root-signature object sigstate, that represents the actual status of the
partially computed signature. This object can be initialized or updated. sigstate
contains the index k, the necessary steps steps, the message blocks (b1, ...,b;), the
internal seed SEEDo7g and the values (z1,...,z).
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Algorithm 8 Distributed Root Signature Initialization
Input: document d, initial seed SEEDoTS
1: compute the s bit hash value H(d) of document d.
2: split the binary representation of H(d) into [s/w] blocks by, ..., bf/,) of length
w, padding H (d) with zeros from the left if required.

3: treat by as the integer encoded by the respective block and compute the checksum
[s/w]
C= > 2% —b.
k=1
4: split the binary representation of C' into [(|logs[s/w]| + 1 4+ w)/w] blocks
bis/w]+1s - - - » bt of length w, padding C' with zeros from the left if required.
5: treat by as the integer encoded by the respective block and compute the necessary

number of hashtfunction calls
steps «— [(t+ > br)/2"].
k=1

6: initialize algoritim state variable k =0

Each time we advance one leaf in tree 7; j, we compute the next part of SiGz; ; ,,
by performing an update to the corresponding leaf object sigstate;. Algorithm 9
describes this update step. Each time the update is called, steps hash function
calls are performed depending on where they are needed. This can either be for
the generation of the next part of the one-time signature key or for the calculation
of a part of the signature. If [; = 2" — 1 the signature generation is completed.

x = (x1,...,2) now is the completely computed signature of the root SIGT; ;. -

Algorithm 9 Distributed Root Signature Update
1: for 1,...,steps do
2 if by =0V k=0 then
3 k=k+1
4: compute signature key part x : (SEEDoTs, ) < PRNG(SEEDOTS)
5: else if k <tV b; > 0 then
6
7

bp=0b, —1
compute the hash value of xy : z «— H(zy)

Distributed Root Generation

Above, we assumed that ROOT7; ; ., is available when we first use tree 7; ;. This
certainly holds if j; = 0, since ROOT7; ; was computed during the key generation
but for j; > 0 we must precompute ROOTTM » while proceeding in tree 7; ;. The
root must be ready when we switch to tree 7; j,11 and want to start the generation

of S1G7; ;. ,,. The distributed computation of ROOT7; ; ., is realized by successively
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computing the leafs of tree 7; ;12 and passing them to the modified treehash algo-
rithm introduced above (Algorithm 5). While using leaf I; of tree 7; j,, we compute
leaf I; of tree 7; j,4o and pass it to treehash. Since, treehash must be applied 2hi
times to finish the construction of the root, ROOT7; ; ,, will be ready when switching
from tree 7; j, to 7; j,+1 after processing the 2Mi leafs. Treehash additionally com-
putes AUTHT, ; ., 0. Both, the intermediate stack values for the root as well as the
intermediate authentication path values are stored and updated in the GMSS private
key each step. The computation of leaf 0 of tree 7 j,+2 requires the seed SEEDT; ;.\, 0
which is already part of the GMSS private key, because it was obtained during the

generation of ROOTy; ; ;.

ROOTq—i/7

@34

ROOTTiJrleer1

Figure 3.5.: ROOT;

2.2 Of tree 7 j 1o is precomputed while advancing in tree 7; j,

Distributed Leaf Generation

The distributed computation of the roots ROOT7; | ., necessitates the computation of
a new leaf of tree 7; j, o each step. Leaf l7_q of a tree 771 j,, ,+2 in the lowest layer
has to be computed at once, when advancing in tree 7r_y j,._,, but the computation
of a leaf of a tree 7; j,12 in a higher layer (i < T — 1) can again be distributed. We
compute leaf I; of tree 7; j, 4o, while using leaf [; of tree 7; ;,, or respectively while

processing the 2"+1 leafs of the underlaying tree 7;1 j, 1

Figure 3.6.: Leaf I; of tree 7; j,12 is precomputed while using tree 7;11j, ,
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Generating a leaf means to compute the corresponding one-time verification key
Y. Thus the Winternitz OTSS key pair generation has to be divided in 2%+ steps.
Compared with the distributed root signature this is easier, since the number of hash
function calls are constant and do not depend on a variable message. The first step
of the distributed leaf calculation, if /;11 = 0, is to perform an initialization wherein
the necessary hash function calls per step are calculated and the initial seed is passed
and the algorithm indices k, g are reseted. This is described in Algorithm 10.

The necessary number of hash function calls per step are calculated in the initial-
ization algorithm by the following formula:

[(2¥ —1xt+t+1)/2"]

where t = [s/w] + [(|logy]s/w]| + 1 4+ w)/w], assuming that s is the output size
of the used hash function H : {0,1}* — {0,1}*. The generation of the one-time
signature key X = (x1,...,2¢) costs ¢t hash function calls, the computation of the
one-time verification key costs 2* — 1 calls of the hash function for each of the ¢
signature key parts and one last call yields the leaf value Y, the hash value of the
concatenation of the t verification key parts.

Again an object, in this case a leaf-object leafstate, is used to represent the
actual status of the calculation. leafstate contains the internal indices k and g,
the necessary steps steps the internal seed SEEDots, the values (x1,...,z;) and the
value of the leaf LEAF.

Algorithm 10 Distributed Leaf Calculation Initialization

Input: the seed corresponding to the leaf
1: compute initial seed for one-time signature key: (_, SEEDoTs) < f(seed)
2: calculate necessary steps:steps < [(2¥ — 1 st +t 4 1)/2"]
3: initialize k = 0, g = 0 return state

Each time we advance one leaf in tree 7;;1 ., we compute the next part of leaf /;
of tree 7; j,+o by performing an update to the corresponding leaf-object lea fstate;.
Algorithm 11 describes this update step. Each time the update is called, steps
hash function calls are performed depending on where they are needed. This can
either be for the generation of the next part of the one-time signature key or for the
calculation of the 2 — 1 hash function calls needed to compute a verification key
part. If ;41 = 2"+1 — 1 the signature generation is completed. LEAF in leafstate;
now contains the completely computed leaf I; of tree 7; j,12. Thus the leaf is finished
just when its needed by the next step of the distributed root calculation of tree
T ji+2-
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Algorithm 11 Distributed Leaf Calculation Update
1: for 1,...,steps do

2 ifg=2Y—-1Ak=1t then

3 compute the hash value of LEAF : LEAF — H(z1]]. .. ||x¢)
4 else if g =2 -1V k=0 then

5: k=k+1

6 g=20

7 compute (SEEDoTS, Z%) < PRNG(SEEDoTS)

8 else

9 g=g+1

10: compute the hash value of zy : xp «— H(xg)

Private Key Update

Algorithm 12 describes the entire offline part of the GMSS signature generation. The
initial call of Algorithm 12 occurs when advancing from I7_q to I7—1+1 in the lowest
layer T'— 1. Algorithm 12 then basically works according to the following recursive
scheme:

1. if 7; ;, in layer i is depleted then

2: proceed to the next tree in this layer 7; ;41

3: recursively apply the algorithm to layer ¢ — 1

4: else

5: calculate necessary values for the succeeding leaf [; 4 1

Due to its recursivity, Algorithm 12 expects the current layer index ¢ as argument.
For the first call, after the online part of the signature generation, ¢ = T'—1 is passed.
In the case that for each layer ¢ =T — 1,...,1 a new tree has to be generated, the
algorithm will be recursively recall itself T' times, in the final step with ¢ = 0 as
argument. The if-clause in line 1 divides the algorithm in two parts.

The first part from line 2 to line 15 is executed if we simply advance to the next
leaf and the necessary computation and precalculation steps have to be performed.
In this part, first of all, the authentication path for the upcoming leaf AUTHTz‘u‘,— Lit1
is generated by applying the Szydlo Algorithm. After that, the next part of the
distributed signature and leaf computation may be performed depending on the
layer ¢ which is currently processed. For the next step of the distributed generation
of ROOT7; ; , the next leaf of tree 7; ;4o is required. For layer ¢ = T' — 1, the
leaf value must be computed at once, but for the layers ¢ < T — 1 the leaf can be
obtained from lea f state; which is ready at this time. The new values (AUTHZ,ji7li+17
SEEDTi,ji+2vli+17 AUTHTi,]ﬁz,O, stackR;, leafstate; and sigstate;) are updated to the
GMSS private key and replace their former counterparts. Finally the algorithm
retuns the updated GMSS private key.
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The second part, the else-case (line 16 - 23), is executed if a new tree has to be
generated. In this part the new seed SEED7; ; ., 0 Is calculated and the last steps

of the distributed calculation of ROOT7; ; ., and AUTH7, of SIG7; ; ., and of

i,5;4+2,07
leaf [;_1 of tree 7;_1 jyo are performed. The distributed sigg;ature computation has
been finished and statesig; provides SIGy; P After that, the distributed signa-
ture computation for the upcoming root ROOT7; ; ,, is initialized. The new values
SEEDT, ; .0, ROOTT, ; \,, AUTHT, ;. ,0, SIGT, ; ., the updated object leafstate;
and the new initialized sigstate; are updated to the GMSS private key, and replace
their former counterparts. Finally Algorithm 12 is applied recursively to the layer
above because switching to a new tree on layer ¢ necessitates switching to the next
leaf on layer ¢ — 1.

As we described above, the new values and intermediate precalculation states are
stored to the GMSS private key after each step. The former values in the key are no
more needed and thus are replaced. In doing so, the GMSS private key always keeps

a constant size, it permanently consists of the following parts:

l; the current leaf of layer ¢ =0,..., 7 —1

SEEDTZ.J.Z_ 1;»  theseed of the first tree of layer, ¢ =0,...,7 — 1

AUTHTmiJi7 the authentication path of the first tree of layer, i =0,...,T — 1
SIGT; ;. , the signatures of the roots of the first tree of layer, i =1,...,T — 1
AUTHTMH,O, the authentication path of the second tree of layer, i =1,...,T — 1
RooOT7 ;. 11, the root of the second tree of layer,:=1,...,7 —1

stgstate;, the signature object for SIGTMH, i=1,....,T—1

SEED?},jiHJw the seed of the third tree of layer, i =1,...,7T — 1

AUTHT, ;. 1,0, the partial authentication path of Tiji42,1=1,...,T =1

lea fstate;, the leaf object for l; of 7; j,42,1=1,...,T — 2

stackR;, the stack for the generation of Roory; ; ,,1=1,..., T —1
stackA;, the stacks used by the Szydlo Algorithm, i =1,...,7 —2
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Algorithm 12 GMSS Update of Private Key

Input: processed layer ¢, GMSS private key priv
Output: updated private key priv

1. if [; < 2hi then
compute the next authentication path for the current tree,

2:

10:
11:
12:
13:

14:

15:
16:
17:

18:

19:

20:

21:

22:
23:

24:

(AUTHT, ; 1,41, stackA;) < Szydlo.auth(AUTHT, ;
and replace AUTHT, L in priv by AUTHT” L1
if ¢ > 0 then
partial calculation of the signature of ROOT7; ;. ,:
update (sigstate;).Algorithm 9 in priv .
if ¢« > 1 then
partial calculation of leaf ;_; of tree 7;_1 j 1o,
update (leafstate;_1).Algorithm 11 in priv.

obtain the next leaf of tree 7; jo:

SEEDT

compute (SEEDT] +ali+1, SEEDOTS) f((SEEDT] voli)s

and replace SEEDT; L2l L PTEv by SEEDT, il
if i=T —1 then

((X, Y)) < Algorithm 2(SEEDQoTS)
else

set Y = the ready leaf value in leafstate;

initialize lea fstate; for next partial leaf generation:

(leafstate;).Algorithm 10(SEEDT, ; ,1,+1)

partial calculation of the root of tree 7; j,+o:

(stackR;, AUTHT, 2 0) < Algorithm 5(Y, stackR;, AUTHT

and update stackR; and AUTHT, P20 in priv
set [; =1; +1

else if the tree is not already the last one on this layer then

calculate seed: (SEEDT] 1,0 ) f(SEEDT” 1)

and replace SEEDT 0 in priv by SEEDTJ )

last step of partial calculatlon of the signature of ROOT7;

(sigstate;).Algorithm 9
and let SIGT; ;. .,

replace SIG7; ;. in priv by SIGT, ;

J+1

be the actual signature value in sigstate;,

last step of partlal calculation of leaf [;_1 of tree 7;_1 j4o,

update (leafstate;_1).Algorithm 11 in priv

perform last step of distributed root and authpath generation

(stackR;, AUTHT, ; ,,0) < Algorithm 9(stackR;),
and let RooTr; be the single value in stackR;,
replace Roory; ; ., in priv by RooTr,
initialize partial signature generation:

(SEEDT,_, Llio1+3s SEEDOTS) — f(SEEDT;

4,5;+2

2Jit+2

set [; =0

1,ji,171i—1+2)
(sigstate;) «— Algorlthm 8(RooTy ; ,,, SEEDOTS) in priv,

1, StackA;)

J+2,)

and AUTH7; 2,0 by AuTH7,

recursively recall Algorithm 12 with ¢ =4 — 1 and updated priv

return the updated private key priv

%05 +27

update
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3.6. GMSS Signature Verification

In this section we describe how a GMSS signature sig of a message m can be verified.
The GMSS verification algorithm, described in Algorithm 13, is based on the MSS
verification procedure (see section 2.3). Remember, the signature sig contains:

e The current processed leafs of each tree [;,: =0,..., T — 1
e The one-time signature SiGq

e The one-time signatures SIGTi,jia 1=1,...,T -1

e The authentication paths AUTHTi,ji,lpi =0,...,7—-1

The verifier knows the GMSS public key (ROOT7; o,P) of the alleged signer. At first,
he computes the digest d by applying the prearranged hash function H to message
m, d < H(m). Then, he verifies the one-time signature SiG, of the digest d using
the Winternitz OTS verification algorithm, Algorithm 4. The necessary value of wr
is part of the known parameter set P. Algorithm 4 yields the one-time verification
key of SiG4, which actually is leaf l7_1 of tree 7r_1 j, ,. Then the verifier uses leaf
l7_1 and AUTHTTfl,jT,l,qu to construct ROOTTT—l,jT,l' This is done according to
the MSS Signature Verification procedure (see section 2.3). The verifier repeats the
following steps for i =T —2,...,0.

(1) use RooTr,, ; , and verify SIG7;,, ; ., to obtain [;.

(2) use l; and AUTH7, ; 4, to compute ROOT, ;

In doing so, ROOT7,, successively is computed. Finally, the signature is only ac-
cepted if the such computed root matches the root of the signer’s public key.

Algorithm 13 GMSS Signature Verification
Input: document d, GMSS signature sig = (li,SIGd,SIGTi’ji,AUTHTMi,li), GMSS
public key R
Output: TRUE if the signature is valid, FALSE otherwise.
1: fori=1T,...,0do
2: obtain the one-time verification key Y':
Y; < Algorithm 4(Roory,, ,SiGr,_, ;. ),
where SiGg is substituted for SIGTT,]‘T and d is substituted for R‘OOTTT,]‘T
3: use Y; and AUTH7, ; ;, to compute ROOT7; ; as in the case of
MSS signature verification .
4: if RooTg,, is equal to the GMSS public key R then return TRUE
5: else return FALSE
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4. Implementation and Efficiency

This thesis included the implementation of GMSS using the Java programming lan-
guage. In this chapter we first describe the general concept of the implementation
and the data structures. Then we calculate the expected performance of GMSS by
the means of cost functions, and finally we present effective timings of a test using
our GMSS Java implementation

4.1. Java Implementation of GMSS

The idea of our implementation was to utilize the flexibility of the Java Crypto-
graphic Architecture (JCA) [14]. JCA is a part of the Java security API. It provides
the interfaces for the general cryptographic services of the Java Platform, such as
digital signatures, message digest, key pair generators and key factories. We im-
plemented GMSS as a module of the FleziProvider [10] which is a Cryptographic
Service Provider (JSP). The FlexiProvider is an open source toolkit for the Java
Cryptographic Architecture and Java Cryptographic Extension (JSE) [15] which pro-
vides various cryptographic modules. The FlexiProvider in conjunction with JCA
and JCE allows a dynamic exchange of cryptographic algorithms. Therefor GMSS
can be easily plugged into applications that are build on the basis of the JCA and
JCE. GMSS is implemented to be universal adaptable. For example the underlying
message digest can be exchanged easily. Some predefined configuration can be com-
fortably accessed by the use of Object Identifiers (OID) within the FlexiProvider. In
Appendix B the OIDs associated to GMSS are specified.

The implementation of GMSS can be divided in three components: key pair gener-
ation, signature generation and signature verification. The prearranged choice of the
message digest and the cryptographic service service provider are part of the certifi-
cate and have to be passed to the key pair generation and the signature generation
component. The input of the GMSS key pair generation is the prearranged parame-
ter set. The resulting private and public keys are encoded and stored using Abstract
Syntax Notation One (ASN.1) [1]. This ensures interoperability between different
applications and efficient generation of X.509 certificates. We decided to store the
parameter set in both, the public and the private key to ensure the availability of
the necessary values. The inputs of the signature generation are the encoded GMSS
private key and the message we want to sign.

The GMSS signature is defined as a sequence of bytes. The integer value of [; is
converted to a four byte sequence. The one-time signature consists of ¢ s-bit hash
values, and is represented by a byte sequence of length ¢ % s/8. The authentication
path AUTHTM“Q is represented by the node sequence (ao,...,an,—1) in ascending
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order. A node in turn is a s-bit hash value, which is represented by a s/8-byte
sequence. The GMSS signature bytes are arranged in the following order:

( (lT—17 SIGda AUTHTT—l,jT,17IT71)7

(lT—2v SIGTTfl,jT,l’ AUTHTsz,jT,lefz):

(lo, SIGTLJ.1 , AUTH%JO ,lo) )

The inputs of the verification procedure are the GMSS signature and the original
message as inputs. A detailed specification of the GMSS Key Pair and the GMSS
Signature using the Abstract Syntax Notation number One (ASN.1) can be found in
Appendix A.

In Appendix C we give an example of the GMSS key pair generation, signing and
verification procedure in the Java environment. The implementation of GMSS can
be found as part of the PQC packages in the FlexiProvider which can be downloaded
at [10].

4.2. Cost Functions

In [3] the authors develop formulas for the estimated costs for the GMSS algorithms.
The time critical values are the hash function H and the PRNG which basically
includes one hash function call. The cost of a hash function call is denoted by ciagn
and the cost of a PRNG are denoted by cprng. Thus the cost formulas are a function
of crasy and cppye- In the following we list the cost formulas of the several GMSS
parts and additionally the memory requirements for the keys and the signature.
A detailed proof and description can be found in [3]. The total cost for the key

generation is
T

Ckeygen — Z Ctree(i) + i Ctree(i) (4'1)

=1 =2

where Cyree (1) = (20 (tw, (291 —1)+1) 4 2" —1) cpasu + 2" (fw, +1) cprna. The aver-
age cost for the online signing part is

Conline = (2wT - 1)th/2 * CHasu T (th + 1)CPRNG- (4-2)

The offline signing costs consists of three parts. The distributed computation of a
signature csig, a leaf clear and a 100t crooy and the calculation of the authentication
path cyuen. For the distributed signature, we require on average,

, (291 —1)tw, tw; _,+1
Csig(z) = ’VTJ‘ CHasu T+ [#1 CPrNG (4.3)
operations each time we advance one leaf in 7; j, to compute SIG7; ;. The compu-
tation of the root requires
Croot (1) = hi - crasn (at most) (4.4)
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operations each time we advance one leaf in 7; ;;, to compute ROOT7; ; ,. The leaf
2 e
computation requires
, (2% —1)tw, +1 tu, +1
Clea,f(l) = ’7 oFit1 * CHasu T 2hzi+1 CPrNG (4.5)

operations each time we advance one leaf in T;yq j,.,. For the authentication path
computation we require at most

h;—2

Ca,uth(i) = h;- Clea,f(i) + ’7%1 CPryc T i CHasn (46)

operations each time we advance one leaf in 7; j, to compute AUTH7; ; ;,+1.- The

3Ji0
combination of csig, Croot; Cleat and caugn yields the worst case costs for the offline
part:

!

T
Coffline — Z (Csig(i)+croot (i)+cleaf(i))+z (Cauth(i) (47)
=2 =1
The average cost for the verification is
T
Cverify = Z ((21”1 - 1)twi/2 + hz) CHasH- (48)
i=1
The memory requirements for the keys are
Mpubkey = S bits
I I . (4.9)
Mprivkey = | 2, (hi +1) 4+ > (5h; + 2ty, | +2) + 3h; | s bits
i=1 i=2
The size of a signature is
T .
Megignature = (hi + ty,) - s bits. (4.10)
i=1

4.3. Timings

In this section, we present the practical timing analysis of our Java implementation
of GMSS and compare it to the estimated values that are calculated on the basis
of the cost functions of section 4.2. Therefor we use different parameter sets P, =
(T, (hi,...,h7), (wy,... ,wT)), which were developed in [3] and promise to provide
the optimal results.

Pro = (27 (207 20)7 (107 5)) Pso = (47 (207 20, 20, 20)7 (87 8,8, 5))
Plo (2,(20,20),(9,3)) Plo (4,(20,20,20,20),(7,7,7,3))

The experiment includes both, the timings for a signature capacity of 24 and the
timings for a signature capacity of 2%, In each case, two different configurations
of the parameter w are used. One configuration contains higher values for w and
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is expected to provide small signatures. The other one consists of small values for
w and is expected to provide significantly faster key pair generation, singing and
verification timings but at the expense of the signature size, i.e. larger signatures.
In all parameter sets, the w of the lowest layer is smaller than the w of the layers
above. This is expected to result in a better performance because the upper layers
are less frequently processed than the lower layer. Thus the frequent calculations in
the lowest layer can be processed faster.

Each parameter set was tested on two computers of different power. In the first
place, on a fast Sun Fire X2200 M2 (AMD Opteron 2218 2.6GHz, 5 GByte RAM,
Linux Ubuntu, Java 1.6.0-b105) and in the second place, on a Asus V6J (Intel Pen-
tium Core-Duo T2400 1.83 GHz, 1 GByte RAM, Windows XP, Java 1.6.0 _01-b06).
The test with the Asus V6J will provide more representative values while the Sun
Fire X2200 M2 will show the potentials of a fast machine.

Table 4.1 summarizes the expected values for the Sun Fire X2200 M2. The values
are calculated on the basis of the cost functions and the ratio ¢ygasy and cpgrne. The
hash function we use is SHA1. The costs for the hash and the PRNG is obtained by
using a Java implementation of SHA1 and our Java implementation of the PRNG
on the Sun Fire X2200 M2. This yields cpasy = 0.000743 and cprng = 0.000926.

Table 4.1.: Expected timings and memory requirements on Sun Fire X2200 M2

Mpublic key Myprivate key Msignature tkeygen tsign tverify

Pao 20 bytes 4800 bytes 1860 bytes 269 min 9.7 ms 7.3 ms
Plo 20 bytes 4880 bytes 2340 bytes 145 min 4.1 ms 4.0 ms
Pso 20 bytes 10740 bytes 3620 bytes 396 min 9.8 ms 6.7 ms
Pl 20 bytes 12000 bytes 4240 bytes 221 min 4.2 ms 3.7 ms

Table 4.2 shows the effective values measured when running our GMSS implemen-
tation on the Sun Fire X2200 M2. To obtain a conclusive result for the average
signing and verification times, a quantity of 22! signatures have been signed. This
assures that trees in upper layers are processed within the test procedure.

Table 4.2.: Measured timings and memory requirements on Sun Fire X2200 M2

Mpublic key Moprivate key Msignature Lkeygen tsign terify

Pio 67 bytes 5467 bytes 1868 bytes 228 min 9.6 ms 7.5 ms
Plo 67 bytes 5547 bytes 2348 bytes 125 min 5.1 ms 3.8 ms
Pso 79 bytes 14251 bytes 3636 bytes 339 min 9.5 ms 6.1 ms
Pso 79 bytes 14731 bytes 4256 bytes 198 min 5.1 ms 2.8 ms

Table 4.3 summarizes the expected values for the Asus V6J. The costs for the hash
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and the PRNG is obtained by using a Java implementation of SHA1 and our Java
implementation of the PRNG on the Asus V6J. cgasy = 0.0017 and cpgne = 0.0021.

Table 4.3.: Expected timings and memory requirements on Asus V6J

Mpublic key Myprivate key Msignature tkeygen tsign tverify
Pao 20 bytes 4800 bytes 1860 bytes 609 min 22.0 ms 16.5 ms
Plo 20 bytes 4880 bytes 2340 bytes 329 min 9.3 ms 9.0 ms
Pso 20 bytes 10740 bytes 3620 bytes 897 min 22.1 ms 15.2 ms
Pl 20 bytes 12000 bytes 4240 bytes 500 min 9.4 ms 8.5 ms

Table 4.4 shows the effective values measured when running our GMSS implemen-
tation on the Asus V6J.

Table 4.4.: Measured timings and memory requirements on Asus V6J

Mpublic key Moprivate key Msignature tkeygen tsign terify
Pao 67 bytes 5467 bytes 1868 bytes 579 min 22.6 ms 19.4 ms
Plo 67 bytes 5547 bytes 2348 bytes 321 min  11.6 ms 10.6 ms
Pso 79 bytes 14251 bytes 3636 bytes 868 min 22.6 ms 15.5 ms
Pso 79 bytes 14731 bytes 4256 bytes 498 min  11.6 ms 9.5 ms

The tables shows, that on the whole the estimated values are confirmed by the
experiment and that the GMSS implementation offers competitive signing and ver-
ification times even with a total signature capacity of 25°. Furthermore, this result
convincingly proves the flexibility of GMSS. The measured values show the expected
characteristics. High values of w produce a small signature size, small w produce
fast key generation, signing and verification times. The difference in the public key
size is caused by the public key information which we additionally store in the keys,
but key sizes are not crucial values and differences in this range do not affect the
applicability of GMSS.
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5. Conclusions

In this Thesis we present an efficient implementation of GMSS as a module of the
FlexiProvider. Due to the possibility to choose different parameter sets P, GMSS
is very flexible and thus is adaptable to the requirements of different applications.
Our implementation is based on the Java Cryptographic Service Provider and there-
for can be easily plugged into any application that uses the JCA. GMSS allows a
cryptographically unlimited signature capacity of 280 with competitive timings and
memory requirements. The moderate key pair generation times can be disregarded
for the most applications, because the high signature capacity requires no further key
pair generations. This additionally makes GMSS invulnerable to denial of service
attacks.

Not only the parameters w and h effect the performance of the implementation.
During the phase of implementing GMSS, especially when Java specific problems
occurred, we were frequently confronted with the trade off to either save memory or
to make the computation faster. There still exist improvements which are expected
to speed up the signature generation time, but which are not implemented yet.
One approach for example is to compute a needed leaf of an interior tree, which is
processed by the Szydlo algorithm, not at once, but by verifying the signature of the
root of the underlying tree. Our GMSS implementation supports this improvement
only within the key pair generation.

The variability of the computation costs of each individual signature is reduced
by algorithms for distributed computation. Until now, our implementation does not
support the distributed computation of the upcoming authentication path. The de-
velopment of a distributed Szydlo Algorithm is expected to balance the computation
timings of each signature once more.

The main intention of improving GMSS is to reduce the signature size. This is
realized by using large Winternitz parameters. Since large w’s lead to more com-
putional effort, any improvements of the performance of GMSS will also make smaller
signatures possible.

All in all, GMSS already now provides competitive timings. Of special interest
is the research of using GMSS on constraint devices, i.e. smartcards. Furthermore,
GMSS does not rely on number theoretic assumptions and thus will not become
insecure if a quantum computer will be build. This makes GMSS to an absorbing
alternative to common signature schemes.
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A. ASN.1 Encoding

This section describes the specification of the GMSS public and private keys and the
GMSS signature using Abstract Syntax Notation number One (ASN.1).[1]

GMSSPublicKey
publicKey

heightOfTrees
Parameterset

GMSSPrivateKey
algorithm
index
curSeeds

nextNextSeeds

curAuth
nextAuth

nextNextAuth

nextRoot
curRootSig
StackKeep
StackNeedO
StackNeedl

nextNextLeaf
nextNextRoot
nextRootSig
Parameterset
names

GMSSSignature

index
authpath
signature

AuthPath
Stack

SEQUENCE{
SEQUENCE OF
SEQUENCE OF
ParSet

SEQUENCE {

OCTET STRING
INTEGER

OBJECT IDENTIFIER

OF
OF
OF
OF
OF
OF
OF
OF
OF
OF
OF

SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE

INTEGER
OCTET STRING
OCTET STRING
AuthPath
AuthPath
AuthPath
OCTET STRING
OCTET STRING
Stack

Stack

Stack

SEQUENCE
SEQUENCE
SEQUENCE
ParSet

SEQUENCE

SEQUENCE{

SEQUENCE
SEQUENCE
SEQUENCE

OF
OF
OF

OF

OF
OF
OF

DistrLeaf
OCTET STRING
DistrRootSig

ASN1IASString

INTEGER
AuthPath
OCTET STRING

SEQUENCE OF
SEQUENCE OF

OCTET STRING
OCTET STRING
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DistrLeaf
name
statBytes
statInts

}

DistrRootSig
name
statBytes
statInts

}

ParSet
T
h
W

}
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SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE

SEQUENCE
SEQUENCE
SEQUENCE
SEQUENCE

SEQUENCE
INTEGER

SEQUENCE
SEQUENCE

{

OF
OF
OF

OF
OF
OF

OF
OF

ASN1IASString
OCTET STRING
INTEGER

ASN1IA5String
OCTET STRING
INTEGER

INTEGER
INTEGER



B. Object Identifiers

This section lists the object identifiers (OIDs) assigned to the GMSS implementation.

The main OID for GMSS as well as the OID for the GMSSKeyFactory is
1.3.6.1.4.1.8301.3.1.3.3

The OIDs for GMSS are summarized in the following table, where the column
"Hash function" denotes the hash function used in the OTSS and the authentication
trees.

Hash function Object Identifier (OID)

SHA1 1.3.6.1.4.1.8301.3.1.3.3.1
SHA224 1.3.6.1.4.1.8301.3.1.3.3.2
SHA256 1.3.6.1.4.1.8301.3.1.3.3.3
SHA384 1.3.6.1.4.1.8301.3.1.3.3.4
SHA512 1.3.6.1.4.1.8301.3.1.3.3.5

Table B.1.: OIDs assigned to GMSS
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C. Java Examples

Key Pair Generation

The GMSS KeyPairGenerator can be used as follows:

1. Get instance of GMSS key pair generator:
KeyPairGenerator kpg = KeyPairGenerator.getInstance ("GMSSwithSHA1",
"FlexiPQC") ;

2. Initialize the KPG with the desired Parameterset
kpg.initialize(parameterset);

3. Create GMSS key pair:
KeyPair keyPair = kpg.generateKeyPair();

4. Get the encoded private and public keys from the key pair:
encodedPublicKey = keyPair.getPublic().getEncoded();
encodedPrivateKey = keyPair.getPrivate().getEncoded();

Signature generation

The GMSS Signature generation works as follows:

1. Generate KeySpec from encoded GMSS private key:
KeySpec privateKeySpec = new PKCS8EncodedKeySpec(encPrivateKey);
KeyFactory keyFactory = KeyFactory.getInstance("GMSS",
"FlexiPQC");
3. Decode GMSS private key:
PrivateKey privateKey = keyFactory.generatePrivate(privateKeySpec);
4. Get instance of a GMSS signature:
Signature gmmsSig = Signature.getInstance("GMSSwithSHA1",
"FlexiPQC");
5. Initialize signing:
gmssSig.initSign(privateKey);
6. Sign message:
gmssSig.update (message.getBytes());
signature = gmssSig.sign();
return signature;
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Signature verification

The GMSS Signature verification works as follows:

1. Generate KeySpec from encoded GMSS public key:

KeySpec publicKeySpec = new X509EncodedKeySpec(encPublicKey) ;
2. Decode GMSS public key:

PublicKey publicKey = keyFactory.generatePublic(publicKeySpec);
3. Initialize verifying:

gmssSig.initVerify(publicKey);
4. Verify the signature:

gmssSig.update (message.getBytes());

return gmssSig.verify(signature);
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