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Abstra
tDigital signatures, today are one of the most important appli
ation of publi
 key
ryptography. Digital signatures are widely used in identi�
ation and authenti
ationproto
ols for example as a part of SSL/TLS in the s
ope of the internet. Commonlyuses digital signature s
hemes are RSA [16℄, DSA [9℄ and ECDSA [11℄. Those s
hemesare based on number theoreti
 assumptions. Even today there exist quantum algo-rithms, that will solve all those problems in polynomial time if a large s
ale quantum
omputer will be build [17℄[2℄. This means, all number theoreti
 assumptions 
ur-rently used in digital signature s
hemes will be
ome inse
ure. In 
onsideration of thepro
eeding resear
h of quantum 
omputers, it is important to look for alternativeswhi
h do not rely on number theoreti
 assumptions.A promising alternative are one-time signature s
hemes, su
h as the WinternitzOne-Time Signature S
heme [6℄. Their se
urity does not rely on number theory butsolely on the existen
e of 
ryptographi
 hash fun
tions. Unfortunately, the property,that they 
an only be used to generate one signature, leads to an unpra
ti
able keymanagement problem. The Merkle Signature S
heme (MSS) proposed by Merkle in[13℄ addresses this problem, introdu
ing the method of tree authenti
ation. MSSis superimposed on an arbitrary one-time signature s
heme. It uses a spe
ial treestru
ture to validate ea
h single one-time signature key. MSS allows to verify upto 220 signatures using solely one publi
 key. Be
ause of this bounded number ofsignatures, espe
ially in 
onjun
tion with its ine�
ient key pair generation times,MSS does not satisfy the demands of the most appli
ations.The fo
us of this thesis lies on the development of GMSS [3℄, a generalized variantof MSS, whi
h allows a 
ryptographi
ally unlimited signature 
apa
ity and provides
ompetitive timings by using more e�
ient algorithms. GMSS only supports theWinternitz Signature S
heme as underlying one-time signature s
heme. Among otherfa
tors, this makes GMSS extremely �exible be
ause it provides the possibility tosele
t appropriate parameters that determine the performan
e. The main task ofthis thesis was to implement a 
ompetitive and appli
able version of GMSS usingJava and integrate it as a module to the 
ryptographi
 servi
e provider FlexiProvider[10℄. This permits easy integration into appli
ations that use the Java CryptographyAr
hite
ture (JCA) [14℄. For the implementation, new e�
ient algorithms had to beformulated and those, that have already existed, had to be generalized. Parti
ularattention was given to algorithms that evenly distribute the varying 
omputation
ost of the signatures.Finally the timing 
hara
teristi
 of the implementation were tested using di�erentparameters. We show that GMSS with a 
apa
ity of 280 signatures, is 
ompetitive
ompared to 
ommon signature s
hemes under 
ertain 
ir
umstan
es. 7
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1. Introdu
tionOne of the basi
 properties of a 
onventional signature is, that the assertion repre-sented by the do
ument originates from the signatory, and this 
an be veri�ed bythe re
eiver of the do
ument. Therefore, only the signer shall be able to generatethe signature, but it shall be veri�able by anyone. Digital Signatures, designated tosubs
ribe digital do
uments, 
an be regarded as being the ele
troni
 
ounterpart tohandwritten signatures.In the following we assume that the reader is familiar with the general notion ofa 
ryptographi
 system. A detailed des
ription 
an be found in [4℄. This 
hapterdes
ribes the main prin
iples of digital signatures. The important role of one-wayfun
tions is explained and a brief introdu
tion in one-time signatures is given.1.1. Prin
iplesIn 
ontrast to 
onventional signatures a digital signature has to satisfy strongerrequirements. The fa
t, that any digital data inherently 
an be 
opied pre
isely,ne
essitates a stronger 
onne
tion between the data and the dedi
ated digital sig-nature. Otherwise one 
ould easily 
opy a known digital signature and atta
h it toan arbitrary do
ument. To provide su
h a 
onne
tion the signature is 
reated asa fun
tion of the message. A

ording to this, signing of di�erent messages by thesame signer must lead to di�erent signatures and it must not be possible to derive asignature of a message m2 from a signature of a message m1 (m1 6= m2).Digital Signatures are used whenever an information has to be de�nitely asso
iatedwith an origin or a sender. The sender is able to attest that the message originatesfrom him and was not modi�ed. The re
eiver is able to prove that only the sender
ould have been the signer of the message. After a signature is generated it 
an nolonger be repudiated by the sender.The requirements of a quali�ed digital signature are:
• Identity : the ability to prove the the 
onne
tion of signer and do
ument
• Non�Reusability : a signature 
annot be reused
• Integrity : modi�
ations of the do
ument after the signing 
an be dete
ted
• Non�Repudiation: the singer 
annot repudiate the a
t of signing.The most digital signature s
hemes used in pra
ti
al appli
ations are based on asym-metri
 
ryptosystems or more 
ommon publi
 key 
ryptosystems. Some of them are17



1. Introdu
tionat the same time en
ryption s
hemes, some are dedi
ated to signatures only. Themost 
ommon are RSA [16℄, DSA [9℄ and ECDSA [11℄.Asymmetri
 CryptographyThe basi
 
on
ept of asymmetri
 
ryptography is to use a pair of keys for ea
h
ommuni
ation partner. Ea
h key pair 
onsists of a private key d and a publi
 key
e. The private key is kept se
ret and the publi
 key is distributed. The keys aremathemati
ally related but it is not e�
iently possible to derive the private keyfrom the publi
 key (f−1 
annot be 
omputed). The private key is used to en
rypta message or to verify a signature, the publi
 key is used to de
rypt a 
iphertext orto sign a message. A message is signed by applying the en
ryption fun
tion E withthe publi
 key of the re
eiver to the message. It 
an only be de
rypted by using thede
ryption fun
tion D with the private key of the re
eiver. Hen
e, the re
eiver isthe only one who 
an de
rypt this message. The notation Ee(m) means, that themessage m is en
rypted using the en
ryption fun
tion E with the publi
 key e.An asymmetri
 
ryptosystem has the following properties [7℄:1. It is easy to generate key pairs (e,d), d = f(e),Dd(Ee(m)) = m2. The en
ryption fun
tion E and the de
ryption fun
tion D are easy to 
ompute3. It is not e�
iently possible to derive d from eAn asymmetri
 
ryptosystem that 
an be used for digital signatures must addition-ally satisfy the following requirement :

Ee(Dd(m)) = Dd(Ee(m)) = mTo sign a do
ument the signer uses the de
ryption fun
tion D with his private key
d. The veri�er 
an verify the message by applying the en
ryption fun
tion E andthe publi
 key e to the signature and 
he
k if the result mat
hes the message. In the
ontext of digital signatures the private key is also referred to as signature key, thepubli
 key as veri�
ation key, the de
ryption fun
tion as signature fun
tion and theen
ryption fun
tion as veri�
ation fun
tion.One-Way Fun
tionsThe basi
 prin
iple of any signature s
heme are one-way fun
tions. One-way fun
-tions are fun
tions that are easy to 
ompute but hard to invert.A fun
tion f : X → Y is 
alled one-way fun
tion, if1. for all x ∈ X the value of the fun
tion f(x) is easily to 
ompute and2. given y there is no e�
ient method to 
ompute the x = f−1(y).18



1.1. Prin
iplesA

ording to this de�nition, the one-way property of a fun
tion basi
ally dependson the e�
ien
y of existing algorithms that 
an be used to 
al
ulate the value of thefun
tion and its inverse. The existen
e of one way fun
tions is a open 
onje
ture, it
annot be proved that a fun
tion satis�es the one-way property. However, there arefun
tions that are one-way fun
tions a

ording to the today's state of knowledge.They are easy to 
ompute but there is no e�
ient inverting algorithm known.Before a message of arbitrary length 
an be signed, it has to be 
ompressed to a�xed length. This is done with a spe
ial type of one-way fun
tion, a 
ryptographi
hash fun
tion. A 
ryptographi
 hash fun
tion does not only 
ompress the message,but it also has to satisfy some se
urity requirements.Cryptographi
 Hash Fun
tionsGiven two �nite alphabets X and Y . A 
ryptographi
 hash fun
tion maps strings ofarbitrary length to strings of 
onstant length
H : X∗ → Y nand has the following properties:1. H is a one-way fun
tion. (preimage resistan
e)2. Given input m, the hash value h = H(m) is easy to 
ompute.3. Given hash value h = H(m) it is impossible to �nd a message m′ (m 6= m′)with H(m′) = h. (se
ond preimage resistan
e)4. It is impossible to �nd m and m′ (m 6= m′) with H(m) = H(m′). (
ollisionresistan
e)The preimage and 
ollision resistan
e of a 
ryptographi
 hash fun
tion prevent thatan atta
ker 
ould �nd other massages that �t to the signature and 
laim they weresigned.Trapdoor One-Way Fun
tionsThe signature and veri�
ation fun
tions of asymmetri
 
ryptosystems are realizedby another spe
ial variant of one-way fun
tion, the trapdoor one-way fun
tion. Atrapdoor one-way fun
tion is easy to 
ompute in one dire
tion and hard to invertunless some se
ret information, the trapdoor, is known. In a signature s
heme, thistrapdoor is the signature key. The veri�
ation 
an be easily 
omputed by anyone.The signature 
an only be 
omputed with the se
ret information, the signature key.Signature s
hemes like RSA, DSA and ECDSA for example are based on numbertheoreti
 assumptions. Their se
urity relies on the intra
tability of the integer fa
-torization problem (RSA) and the di�
ulty of 
omputing dis
rete logarithms in themultipli
ative group of a prime �eld (DSA) or in the group of points of an ellip-ti
 
urve over a �nite �eld (ECDSA). Those problems 
an only be solved with anadditional information, in
luded in the private key. 19



1. Introdu
tionA fun
tion f : X → Y is 
alled trapdoor one-way fun
tion, if1. for all x ∈ X the value of the fun
tion f(x) is easily to 
ompute and2. there exists some additional information, su
h that f−1(y) e�
iently 
an be
omputed.One-Time SignaturesOne-time signature s
hemes in 
ontrast are solely based on hash fun
tions [5℄. Theyare of spe
ial interest be
ause one-way fun
tions without a trapdoor are simpler toimplement and typi
ally more e�
ient to 
ompute. This espe
ially is an advantagefor implementations in 
onstraint devi
es. Additionally one-time signatures do notrely on number theoreti
 assumptions, hen
e they will remain se
ure even if a larges
ale quantum 
omputer will be build or if algorithms will be dis
overed that solvethe number theoreti
 problems e�
iently. The se
urity of one-time signatures re-lies only on the se
urity of 
ryptographi
 hash fun
tions. SHA-1 for example is a
ryptographi
 hash fun
tion.

20



2. MSS � Merkle Signature S
hemeThe Merkle signature s
heme (MSS) [13℄ is a method of tree authenti
ation. It
onsists of two parts. The �rst part is an arbitrary one-time signature s
heme, e.g.the Winternitz one-time signature s
heme. The se
ond part is the Merkle's treeauthenti
ation s
heme whi
h is superimposed on the underlying signature s
heme.It provides a me
hanism to authenti
ate multiple one-time signature publi
 keys withjust one "master" key and some additional information, the so-
alled authenti
ationpath. To 
ompute this authenti
ation path, Merkle's tree authenti
ation s
hememakes use of a spe
ial binary tree, 
alled Merkle tree, whose node values have tosatisfy a 
ertain 
onstraint. Summarily, the Merkle signature s
heme upgrades anyone-time signature s
heme to a multi time one.In this se
tion, �rst of all, the Winternitz Signature S
heme [6℄ is des
ribed on thebasis of the Lamport-Di�e Signature S
heme [12℄. Then, the prin
iple of Merkle'stree authenti
ation is des
ribed in detail and �nally, the Merkle Signature S
heme isspe
i�ed.2.1. One Time Signature S
hemesOne-time signature keys 
an be viewed as a set of publi
 arrangements to a set ofse
rets, 
hosen by the signer. These arrangements are delivered to the veri�er in anauthenti
ated manner in advan
e. The signer signs a message by revealing a subsetof his se
rets depending on the 
ontent of the message. The veri�er authenti
ates themessage by 
he
king if the se
rets that were revealed are valid and if they 
orrespondto the prior arrangements.Unfortunately one-time signatures have the big disadvantage of its "one-timed-ness", the property that they 
an sign only one single message. If more than onesignature would be generated using one key pair, an atta
ker may get enough infor-mation to forge a signatures. Hen
e, a new key pair is required for ea
h signature.This leads to a key management problem, be
ause for ea
h intended signature aseparate key pair has to be stored.The best known one-time signature s
heme is the Lamport-Di�e Signature S
hemewhi
h represents the basis of more advan
ed s
hemes like the Winternitz one-timesignature s
heme.2.1.1. Lamport Di�e Signature S
hemeThe Lamport-Di�e One-Time Signature S
heme is based on the 
on
ept of one wayfun
tions. In the following we des
ribe the basi
 idea of this s
heme and present21



2. MSS � Merkle Signature S
hemesome improvements.Let us suppose A wants to sign a n bit message d = (d1, . . . , dn) and B wantsto verify. Be F a one way fun
tion, A 
hoses 2n random values x1, . . . , x2n and
omputes yi = F (xi) and ex
hanges (y1, . . . , y2n) in authenti
ated manner with B.
A generates the signature S = s1s2 . . . sn−1sn by 
omputing

si =

{

x2i−1 if di = 0

x2i if di = 1
.To ensure the authenti
ity B 
an now verify S by 
he
king if

F (si) =

{

y2i−1 if di = 0

y2i if di = 1
,for i = 1, . . . , n. If all the 
he
ks were su

essful he 
an be sure that only A was thesender. B 
an also demonstrate that A a
tually sent the information by presentingthe re
eived xi. The only way B 
ould have learned xi is that A has revealed it.The one-time property of the s
heme 
an be demonstrated by a simple example.Assume that A would sign two messages M1 = 1001 and M2 = 0010. Signing M1,

A reveals x2, x3, x5, x8. Signing M2, he reveals x1, x3, x6, x7. With those informa-tion anyone 
ould for example sign the message 1011 on behalf of A by revealing
x2, x3, x6, x8. The 
he
ksum does not avert this atta
k. Though an atta
ker 
annotsign any message, he 
an sign some messages. And the more signatures are generatedby A, the more messages will be possible to forge. Thats why one-time signatures areonly se
ure for a single signature be
ause with ea
h signature a part of the privatekey is revealed.After all, this general method just signs every bit individually. In pra
ti
al signa-ture systems this results in a huge storage requirement for every parti
ipant. RobertWinternitz developed an improvement of the Lamport-Di�e method whi
h redu
esthe signed message size by an fa
tor w.2.1.2. Winternitz One-Time Signature S
hemeIn the Lamport Di�e method a user signs a bit by either make xi or xi+1 publi
.The idea in the Winternitz method is still the same but now we pro
ess multiple bitsat on
e and 
ompute y by applying F repeatedly. We will illustrate the pro
edurewith the following 
ase. If we want to sign 4 bits at on
e, we 
ompute y = F 16(x)and publish it. A 4 bit information is then signed by applying F j times, where j isnumeri
 value represented by the 4 bits.For example when signing the 4 bit message 1001, the signer 
omputes F 9(x) andreveals it. No one ex
ept the signer 
an generate this value, but anyone 
an verifythat F 7(F 9(x)) = y. The amount of simultaneously pro
essed bits is variable andwe 
all it the Winternitz parameter.22



2.1. One Time Signature S
hemesIn the Lamport Di�e s
heme an altering of the signed message was prevented byusing two se
rets per message In the Winternitz s
heme this is ensured by a 
he
ksum
C.This s
heme theoreti
ally allows to pro
ess bit-sequen
es of user-de�ned length.On the one hand more simultaneous pro
essed bits lead to a redu
ed signature sizebe
ause one signature bit represents multiple message bits, but on the other handthe 
omputional e�ort will in
rease when more bits are pro
essed at on
e. Everyraise of the Winternitz parameter by 1 will double the amount of ne
essary fun
tion
alls F for 
omputing the publi
 y. This is a trade-o� between time and spa
e andthe optimal parameter has to be found.The following se
tion des
ribes the key generation, signature generation and sig-nature veri�
ation pro
edures of the Winternitz One-Time Signature S
heme (Win-ternitz OTSS) in detail.De�nition of the S
heme
w denotes the Winternitz parameter. H denotes a hash fun
tion with domain {0, 1}and 
odomain {0, 1}s. t denotes the amount of simultaneously 
omputed blo
ks andis de�ned as

t = ⌈s/w⌉ + ⌈(⌊log2⌈s/w⌉⌋ + 1 + w)/w⌉.The �rst summand ⌈s/w⌉ refers to the message and the se
ond summand ⌈(⌊log2⌈s/w⌉⌋+
1 + w)/w⌉ refers to the 
he
ksum.Key Generation The key pair generation pro
ess produ
es t random values x1, x2, . . . , xt.The one-time signature key is

X = (x1, x2, . . . , xt).The publi
 veri�
ation key Y is then 
omputed by �rst 
omputing
yk = H2w−1(xk),for k = 1, . . . , t and then 
omputing

Y = H(y1||y2|| . . . ||yt),where F k(x) denotes the one-way fun
tion applied k times and || the 
on
atenationof two strings.Signature Generation The hash of the message m is divided into ⌈s/w⌉ blo
ks
b1, b2, . . . , b⌈s/w⌉ of w-bits length (padded with zero if ne
essary). Treating the bk asinteger we 
al
ulate the 
he
ksum

C =

⌈s/w⌉
∑

k=1

2w − bk 23



2. MSS � Merkle Signature S
hemeThe binary representation of C is again divided into ⌈(⌊log2⌈s/w⌉⌋+1+w)/w⌉ blo
ks
b⌈s/w⌉, . . . , bt of w-bits length (padded with zero if ne
essary). Finally, the signatureis 
omputed by 
al
ulating

σk = Hbk(xk),for k = 1, . . . , t. The signature of m is SIG = (σ1, σ2, . . . , σt). The signature size is
t ∗ s bits.Veri�
ation Given the hash of the message m , the signature SIG = (σ1, σ2, . . . , σt),and the veri�
ation key Y , the blo
ks b1, b2, . . . , bt are 
omputed as in the signingpro
ess and then the signature parts σk are hashed 2w − 1− bk times.

yk = H2w−1−bk(σk).Thereafter ea
h of them has been hashed 2w − 1 times in the signature and veri�-
ation pro
ess together. The hashed 
on
atenation of them should now equal theveri�
ation key Y . This means, the signature is a

epted if Y = H(y1||y2|| . . . ||yt).ImprovementsThere is still a large amount of data to be stored when signing multiple messages. Asthe name implies, one-time signatures, more pre
isely the key pair of the one-timesignature s
heme, 
an be used on
e only. This means, for all the messages A wantsto send to B, B has to store the same amount of veri�
ation keys Yi in advan
e. Toredu
e this spa
e requirement one 
ould transmit the respe
tive Yi together with thesignature. Just adding the veri�
ation keys Yi, when transmitting the signature, of
ourse does not solve the storage problem. Anyone 
ould 
laim to be A and send itsown veri�
ation key Yi. To authenti
ate those transmitted Yi, B still needs stored
opies of A's Yi. Hen
e, the problem is to authenti
ate A's Yi without storing all theveri�
ation keys. Merkle developed a method whi
h uses one single "master" publi
key to authenti
ate the transmitted Yi in turn. This method is 
alled Merkle's treeauthenti
ation s
heme. It authenti
ates any Yi of any user qui
kly and with minimalstorage requirements. The Merkle's tree authenti
ation s
heme in 
onjun
tion withan one-time signature s
heme (e.g. Winternitz signature s
heme) is referred to asthe Merkle signature s
heme (MSS) [13℄. As a basi
 prin
iple it turns every one-timesignature s
heme into a multi time one. The next 
hapter des
ribes how it works.2.2. Tree Authenti
ationComplete Binary Trees A 
omplete binary tree is a tree in whi
h ea
h node hasexa
tly two 
hildren and in whi
h all leafs are in the same depth. A 
omplete binarytree has height h if it has 2h leafs and 2h interior nodes. Leafs have the height 0,the root has the height h and thus the height of an interior node is the length of thepath to an underlying leaf. A node of the tree is denoted by ni,j. The index i labelson whi
h height 0, . . . , h of the tree the node is lo
ated. The i index of the root is24



2.2. Tree Authenti
ation
h, the i index of a leaf is 0. The index j labels the horizontal position 0, . . . , 2i − 1of the node related to the number of nodes on the respe
tive level. Ea
h node of abinary tree may have a value or a 
ondition or may even represent a separate datastru
ture. Figure 2.1 shows a 
omplete binary tree for height h = 2.PSfrag repla
ements
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Figure 2.1.: A binary tree of height 2Merkle Trees A Merkle tree is a 
omplete binary tree, equipped with a one wayfun
tion H and an assignment Φ, n → Φ(n) ∈ {0, 1}k , whi
h maps a node n to astring of length k. Φ(n) denotes the value of node n. H is typi
ally a hash fun
tionsu
h as SHA-1. The two 
hild nodes nleft and nright , of any interior node nparenthave to satisfy the following requirement:
Φ(nparent) = H(Φ(nleft)||Φ(nright))This means, that the value of an interior node always results from the hash valuesof the 
on
atenated values of its left and right 
hild. For ea
h leaf lj (lj is a simpli�ednotation for n0,j), the value Φ(lj) may be 
hosen randomly. The leaf values and theequation above, then determine the values of all the interior nodes. For simpli�
ation,in the following, we use the term "node" (ni,j) even if we a
tually mean the "node'svalue" (Φ(ni,j)). Figure 2.2 outlines the generation steps of a Merkle tree for height
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2. MSS � Merkle Signature S
heme2.2.1. Merkle's Tree Authenti
ation S
hemeMerkle Tree Generation The idea of Merkle's tree authenti
ation [13℄ is to use aMerkle tree to authenti
ate multiple one-time veri�
ation keys with one publi
 key.The hash values of the one-time veri�
ation keys H(Yi) are treated as the leafs of theMerkle tree. A Merkle tree of height h has 2h leafs and therewith it 
an authenti
ate
2h one-time veri�
ation keys. This means, the amount of possible one-time signaturesdepends on the height of the Merkle tree. The more one-time veri�
ation keys areto be authenti
ated the higher the Merkle tree has to be. A

ording to the equationdes
ribed in se
tion 2.2, the interior nodes ni,j up to the root are 
al
ulated dependingon the leaf values lj = n0,j, or rather in this 
ase the hash value of the one-timeveri�
ation keys H(Yj) = n0,j. The nodes ni,j on level i = 0, . . . , h are re
ursivelyde�ned as

ni,j = H(n(i−1),2j ||ni−1,2j+1),for j = 0, . . . , 2i − 1.The su
h 
omputed root node nh,0 represents the Merkle publi
 key referred to asMSS publi
 key. Instead of many one-time veri�
ation keys, the MSS publi
 key is theonly information whi
h has to be authenti
ated in advan
e. Thereafter additionallyto this key only a spe
i�
 set of nodes of the Merkle tree, the authenti
ation path,are needed to authenti
ate ea
h individual one-time veri�
ation key.Authenti
ation Path Generation Every leaf lj has its own authenti
ation path.The authenti
ation path A 
onsists of h nodes a0, . . . , ah−1. The authenti
ation pathis the sequen
e of sibling nodes of every node along the path from the leaf to the root.The nodes a0, . . . , ah−1 of the authenti
ation path of Yj are generated by 
al
ulating
k =

⌊

j

2i

⌋and
aj =

{

ni,k+1 if k is even
ni,k−1 if k is odd ,for i = 0, . . . , h− 1, where k indi
ates whether the node ni,k is a left or a right 
hild.PSfrag repla
ements
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Figure 2.3.: Authenti
ation path of l226



2.3. MSS - Merkle Signature S
hemeThis means, the authenti
ation path 
an be generated by following the path fromthe leaf to the root node by node. For ea
h node on the way, the 
orrespondingsibling node is added to the sequen
e of authenti
ation path nodes. When arrivingat the root all ne
essary sibling nodes have been added and the authenti
ation pathis generated. Figure 2.3 shows a Merkle tree for height h = 3. The authenti
ationpath nodes of leaf l2 are highlighted.Authenti
ation Pro
edure To authenti
ate a leaf lj, or rather the one-time ver-i�
ation key Yj, the re
eiver then just tries to re
onstru
t the root of the Merkletree. The �rst node in the authenti
ation path sequen
e is the sibling node of lj .A

ording to the equation ni,j = H(n(i−1),2j ||ni−1,2j+1), the parent node of lj is thehash value of the 
on
atenation of lj and the �rst node of the authenti
ation pathsequen
e. The next node in the authenti
ation path sequen
e is then again the sib-ling of the just 
omputed parent node. Those two yield the next node. This 
an bedone iteratively until the root is 
omputed. The authenti
ation path always providesthe ne
essary sibling node for ea
h step.In detail the re
onstru
tion of the root works as follows. The re
eiver 
al
ulatesthe path Pi . As initial value he sets P0 = H(Yj). For i = 0, . . . , h− 1 he 
omputes
k =

⌊

j

2i

⌋and
Pi+1 =

{

H(Pi||ai) if k is even
H(ai||Pi) if k is odd ,where k indi
ates whether the node Pi is a left or a right 
hild. When �nished, Phrepresents the re
onstru
ted root. The leaf is only validated if the thus 
omputedroot Ph equals the MSS publi
 key whi
h a
tually is the prior arranged root of thesender's original tree.2.3. MSS - Merkle Signature S
hemeThe Merkle signature s
heme basi
ally is a N -time signature s
heme 
onsisting of anarbitrary one-time signature s
heme and the Merkle's tree authenti
ation s
heme.The number of possible signatures N depends on the height h of the authenti
ationtree N = 2h. This se
tion des
ribes the key pair generation, signature generationand signature veri�
ation pro
edure of the Merkle signature s
heme.Assume that a 
ryptographi
 hash fun
tion H : {0, 1}∗ → {0, 1}s whi
h maps anarbitrary message to a s-bit hash value and a one-time signature s
heme (OTSS)are given. Let h ∈ N and suppose that 2h signatures are to be generated that areveri�able with only one MSS publi
 key. 27



2. MSS � Merkle Signature S
hemeMSS Key Pair Generation At �rst, generate the 2h OTSS key pairs (Xj , Yj),
j = 0, . . . , 2h − 1. The Xj are the OTSS signature keys, the Yj are the OTSSveri�
ation keys. The sequen
e of the 2h signature keys Xj may be quali�ed as theMSS private key. To determine the MSS publi
 key a Merkle tree of height h hasto be 
onstru
ted. The hash values of the one-time veri�
ation keys H(Yj) form theleafs of the Merkle tree. A

ording to se
tion 2.2.1 the values of ea
h inner node isthe hash value of the 
on
atenation of its two 
hildren. The MSS publi
 key is theroot of the thus 
omputed Merkle tree.MSS Signature Generation The OTSS key pairs are used sequentially. The MSSsignature of a do
ument d using the jth key pair (Xj , Yj) 
onsists of four parts.First the index j of the 
urrent one-time signature, se
ond the OTSS signature σof do
ument d 
omputed with the jth signature key Xj , third the jth veri�
ationkey Yj , and fourth the authenti
ation path sequen
e A = (a0, . . . , ah−1) for theveri�
ation key Yj. The authenti
ation path 
onsists of the siblings of the h − 1nodes on the path from the jth leaf to the root whi
h are 
al
ulated a

ording to thealgorithm in se
tion 2.2.1. The resulting MSS signature is the tuple (j, Yj , σ,Aj).MSS Signature Veri�
ation To verify a MSS signature (j, Yj , σ,Aj) of a do
u-ment d the veri�er �rst veri�es the one-time signature σ with the veri�
ation key Yj.If this veri�
ation fails, the veri�er already reje
ts the whole MSS signature as in-valid. Otherwise, he still has to validate the authenti
ity of the supplied veri�
ationkey Yj . Using the index j and the authenti
ation path Aj the veri�er re-
omputes thepath from the jth leaf to the root. Beginning with the veri�
ation key Yj as initialnode, the veri�er re
ursively generates the parent node by 
omputing the hash valueof the 
on
atenation of the node and its respe
tive sibling from the authenti
ationpath, as des
ribed in se
tion 2.2.1. If the thus re
overed root equals the MSS publi
key, the signature is valid and a

epted by the veri�er.
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3. GMSS � Generalized MerkleSignature S
hemeThe Merkle Signature S
heme is limited to a tree height of h = 20 for performan
ereasons. A higher tree would lead to a intolerable high key pair generation time.Another disadvantage is the large private key size be
ause the values of all leafs haveto be stored. Hen
e, the Merkle Signature S
heme permits only 220 signatures in ane�
ient manner. Due to those limits some improvements were developed whi
h tendto make the s
heme reasonable and 
ompetitive to 
ommon signature s
hemes.In this thesis we propose GMSS [3℄, a variant of MSS, that in
reases the signature
apa
ity from N = 220 to N = 280 and improves the timing properties. GMSS doesnot just in
rease the height of the Merkle tree to 
ome up to 280 possible signatures.As mentioned above this would lead to an impra
ti
al high key generation time andprivate key size. GMSS makes use of another te
hnique. For this purpose, multipleMerkle authenti
ation trees, of arbitrary height, are arranged one upon the other.The bottom tree is used by applying MSS in order to sign the data. However, theroot of this tree is not treated as the publi
 key. In GMSS the root of a tree thenagain is signed by using MSS with the tree on the next layer. Finally, the root ofthe top tree is the new publi
 key. When the a is depleted, that means 2h signatureshave been used, a new tree at this layer is 
onstru
ted, whose root again will besigned by the tree one layer above.Using this method, 2hi subtrees 
an be authenti
ated by ea
h superior tree. Dueto the arbitrary number of tree layers this theoreti
ally allows an unlimited numberof signatures, but the high key generation time and the in
reasing private key stilllimit the possibilities. Using GMSS with 4 layers of Merkle authenti
ation trees,ea
h having a height of h = 20, produ
es reasonable signature sizes and key gen-eration 
osts. This permits a signature 
apa
ity of 280 whi
h 
an be regarded as
ryptographi
ally unlimited signatures.GMSS 
an be 
ustomized for spe
ial appli
ations by sele
ting parameters thatdetermine a trade-o� between the possible number of signatures, the signature sizeand the signing and veri�
ation time. GMSS is a key-involving signature s
heme,this means the private key is updated after every signature step. GMSS is designedto use solely the Winternitz one-time signature s
heme.In the following, GMSS is des
ribed in detail. First, we explain the general 
on-stru
tion and prin
iples of GMSS. Then the key pair generation, signature gener-ation along with the ne
essary steps for the update of the private key, and thesignature generation are des
ribed. At last, we give an overview about the timing-
hara
teristi
s and the appli
ability of GMSS. 29



3. GMSS � Generalized Merkle Signature S
heme3.1. General Constru
tionThe 
onstru
tion of GMSS 
an be 
onsidered as a tree with T layers where ea
hnode of this tree is in turn a Merkle tree. The heights of the trees in a 
ertain layer i(i = 0, . . . , T − 1) are denoted by hi. Trees of di�erent layers are allowed to di�er inheight. A Merkle Tree in layer i has 2hi leafs. That implies, ea
h Merkle tree in layer
i is parent to 2hi Merkle trees. The �rst layer i = 0 
ontains only one Merkle Treedenoted by T0,0. Ea
h further layer 
ontains 2h0+...+hi−1 Merkle trees. A Merkle treein layer i is denoted by Ti,j, where j = 0, . . . , 2h0+...+hi−1 − 1 indi
ates their positionfrom left to right. In 
ontrary to the MSS the leaf values of the Merkle trees used byGMSS are the one-time veri�
ation keys Yi themselves, instead of their hash values
H(Yi). This is possible be
ause the Winternitz OTSS veri�
ation keys are alreadyhash values with the same length.The prin
iple of the GMSS authenti
ation tree is to 
onstru
t an authenti
ationpath from a Merkle tree on the deepest layer to the single tree on the top. This isrealized by the following relationship between a parent Merkle tree an its 
hildren[3℄: The root of a 
hild tree is signed by the one-time signature key 
orrespondingto a leaf of his parent tree.In the following, when talking about leafs in 
ontext of signing, we mean the
orresponding one-time signature key and in 
ontext of authenti
ation in the MSSwe mean the leafs value, respe
tive the one-time veri�
ation key.PSfrag repla
ements T1,0
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. . .. . .Figure 3.1.: General 
onstru
tion of GMSSThe root of a tree T is denoted by RootT . SigT denotes the one-time signatureof RootT , whi
h is generated using the respe
tive leaf l, of T 's parent. For anygiven signature S, there is a unique path p from the Merkle tree on layer T − 1 tothe Merkle tree T0,0 on the top layer 0. This path involves one Merkle tree at ea
h30



3.1. General Constru
tionlayer. In 
onsideration of MSS ea
h parent Merkle tree authenti
ates its 2hi 
hildMerkle trees. The authenti
ation path of a leaf l of a Merkle tree T is denoted byAuthT ,l. That way, the root of the top Merkle tree re
ursively authenti
ates ea
hindividual of the 2h0+...+hT−1 leafs of the Merkle trees on the deepest layer T − 1.The leafs of the Merkle trees on the deepest layer T − 1 are used to sign the messagedigests d. Their signatures are 
alled Sigd.The main advantage of this 
onstru
tion is, that only one Merkle tree of ea
hlayer has to be generated at the same time. This redu
es the storage requirements.If one tree Ti,j is depleted, the next one (Ti,j+1) is generated, and its root is signedby the next leaf of its parent tree. In the deepest layer, due to this layer hierar
hy,su

essively 2h0+...+hT−2 Merkle trees are generated. Hen
e, 2h0+...+hT−1 signatures
an be generated using one GMSS key pair. The root of the top Merkle tree RootT0,0is the GMSS publi
 key. In pra
ti
e there are some additional information stored inthe publi
 key. This is des
ribed more detailed in se
tion 3.4.The GMSS private key 
onsists of all information that are ne
essary for immediatesignature generation. This means, that all the values, ex
ept of the one-time sig-nature of d, that are ne
essary to generate a signature of a message m, are alreadypre
omputed and are available in the moment of signing. The 
omputation of theone-time signature of d and the output of the GMSS signature is 
alled the onlinepart. The ensuing prearrangements and pre
al
ulations to provide the ne
essaryinformation required for the up
oming signatures are 
alled the o�ine part.The sequen
es of leafs of ea
h layer, or rather their 
orresponding Winternitz signa-ture keys, are 
omputed using a pseudo random number generator (PRNG) 
ombinedwith an initial prearranged random seed SeedT for ea
h layer. Consequently it is nolonger ne
essary to remember every leaf, as a leaf 
an be 
omputed from this seedanytime again. This redu
es the private key size on
e more.GMSS uses solely the Winternitz one-time signature s
heme for signing digest dand RootT . The Winternitz parameter wi 
an be spe
i�ed for ea
h individual layer.The sequen
e of Merkle tree heights and the sequen
e of the di�erent Winternitzparameters wi of ea
h layer are 
ombined to the GMSS parameter set
P = (T, (h0, . . . , hT−1), (w0, . . . , wT−1)).The variability of the parameter set allows a trade-o� between the number of pos-sible signatures, the signature size and the signature and key pair generation time.Raising the height of the Merkle trees, for example, leads to more possible signa-tures, but also to more ne
essary 
al
ulations for the generation of the tree. Anotherexample how the timings of signature and key pair generation 
an be a�e
ted, is toalter the value of w. The greater w is 
hosen, the smaller the signature be
omes be-
ause the Winternitz OTSS then pro
esses more bits at on
e. On the other hand the
omputional e�ort for signature and key generation in
reases as more hash fun
tion
alls are needed. This �exibility makes GMSS very adaptive to di�erent appli
ations.GMSS uses just a sole prearranged hash fun
tion H for all hash 
al
ulations of theWinternitz signature s
heme, of the Merkle's authenti
ation tree as well as for the31



3. GMSS � Generalized Merkle Signature S
hemegeneration of the seeds with the PRNG. This fun
tion 
an be 
hosen in advan
e butthen is applied all over the entire GMSS system. A 
ommonly used hash fun
tionfor example is SHA-1.In the following it is assumed that the 
hosen parameter set P and the 
hosenhash fun
tion H are known. In a pra
ti
al implementation it is a suitable solutionto append this information to the GMSS private and publi
 key.General Pro
edureTo generate a GMSS key pair the signer has to 
ompute the �rst Merkle tree ofea
h layer to obtain the authenti
ation paths AuthT ,l, and ex
ept for the top tree,to generate the their root signatures SigT . Those together with ea
h layer's initialseed SeedT ,l are part of the GMSS private key. The root of the top tree is theessential part of the GMSS publi
 key. The detailed key pair generation pro
edureis des
ribed in se
tion 3.4.To sign a message m with GMSS the signer has to 
ompute a message digest d of
m as the �rst part of the GMSS signature. The digest d is signed with the Winternitzone-time signature key 
orresponding to the 
urrent leaf of the 
urrent deepest Merkletree. Note, that this leaf represents the Winternitz one-time veri�
ation key. Tomake the veri�er 
apable to authenti
ate this leaf the signer has to add some furtherinformation. First, the authenti
ation paths AuthT ,l of all Merkle tree on the path
p are needed and also the signatures of their roots SigT , ex
ept for the top tree,are added. Se
tion 3.5 des
ribes the GMSS signature generation pro
ess in detail.Finally the GMSS signature 
ontains the Winternitz signature of the message Sigd,the T − 1 signatures of the roots of the Merkle trees SigT and T authenti
ationpaths AuthT ,l of the involved Merkle trees.The GMSS signature veri�
ation pro
ess is performed analogi
ally. The one-timesignatures of the message digest d and the root signatures of the Merkle trees on path
p are veri�ed. Therefore, the roots of the trees are ne
essary. The veri�er obtainsthem for free during the MSS veri�
ation pro
edure. The veri�
ation pro
edure ofMSS is applied su

essively for every signature SigT (or Sigd) on path p. If any partof the GMSS veri�
ation fails, the signature will be reje
ted. The GMSS signatureveri�
ation is des
ribed in detail in se
tion 3.6.After a signature generation pro
edure, the next authenti
ation path for the nextleaf has to be 
omputed. If ne
essary, even new trees have to be generated and theirroots have to be signed. Sin
e those information are part of the GMSS private key,it has to be updated after every usage. For this reason GMSS is denoted as a keyinvolving signature s
heme. The amount of ne
essary re
al
ulations varies dependingon the position of the up
oming leaf. At the best only the deepest tree is involved,but at the worst the update requires the generation of new trees and the 
omputationof authenti
ation paths on all layers. To minimize this varian
e of the 
omputionale�ort GMSS evenly distributes 
ertain parts of the prospe
tive 
al
ulations over allleafs. The algorithms of those distributed 
al
ulations are des
ribed in se
tion 3.5.32



3.2. Initial Seeds3.2. Initial SeedsFor the generation of every leaf, or rather every Winternitz one-time veri�
ationkey, the generation of random data is required. Sin
e the one-time keys as wellas the random data 
annot be stored altogether, we need a pseudo random numbergenerator (PRNG) whi
h provides the possibility to regenerate all the random valuesat any time whenever they are required.Let H : {0, 1}∗ → {0, 1}s be the 
ryptographi
 hash fun
tion with output length
s. The pseudo random number generator (PRNG) f : {0, 1}s → {0, 1}s × {0, 1}s,SeedIN 7→ (SeedOUT,Rand) maps an in
oming SeedIN to an random value Randand an outgoing seed SeedOUT. To assure interoperability we use the PRNG de-s
ribed in [8℄, whi
h requires only one single 
all to the hash fun
tion H:Rand← H(SeedIN),SeedOUT ← (1 + SeedIN +Rand) mod 2nThis fun
tion generates an arbitrary number of random values whi
h ea
h depend onone initial seed and therefore may be regenerated easily. Be
ause of forward-se
urityand performan
e based reasons not all random values over all trees should dependon only one seed. Hen
e, every layer of the GMSS tree has its own initial seed whi
his denoted by SeedTi,0,0. Starting with this initial seed, the PRNG sequentiallygenerates the random value for every leaf in that layer.3.3. Winternitz OTSS AlgorithmsWinternitz OTSS Key GenerationTo generate the internal seed for the lth Winternitz OTS signature key of Merkletree Ti,j we need the seed for leaf l SeedTi,j ,l and apply the PRNG f to 
ompute arandom value denoted as SeedOTS.

(SeedTi,j ,l+1,SeedOTS)← f(SeedTi,j ,l)The SeedTi,j ,l+1 is stored and used to generate the (l + 1)th signature key, whereasthe random value SeedOTS is used as initial value for the one-time signature keygeneration within the Winternitz OTSS key pair generation algorithm. If the 
urrentsignature key is asso
iated with the last leaf of tree Ti,j (l = 2hi−1), the updated seedis used as initial seed for the next Merkle tree Ti,j+1, i.e. (SeedTi,j+1,0,SeedOTS)←
f(SeedTi,j ,2hi−1).

33



3. GMSS � Generalized Merkle Signature S
hemePSfrag repla
ements
SeedT ,l SeedT ,l+1 SeedT ,l+2 SeedT ,l+3PRNGPRNGPRNGl l + 1 l + 2SeedOTSSeedOTSSeedOTSFigure 3.2.: Generation of initial OTS seedsThe Winternitz OTS signature key is 
omputed by applying

(SeedOTS, xk)← f(SeedOTS), k = 1, . . . , twisequentially twi
times where twi

= ⌈s/wi⌉ + ⌈(⌊log2 ⌈s/wi⌉)⌋ + 1 + wi)/wi⌉. X =
(x1, . . . , xtwi

) is the one-time signature key. The one-time signature key generationis des
ribed in Algorithm 1.Algorithm 1 Winternitz OTSS private key generationInput: a seed SeedOTS ∈R {0, 1}
s 
hosen uniformly at randomOutput: a Winternitz OTSS private key X1: set s0 = SeedOTS2: for k = 1, . . . , t do3: 
ompute (sk, xk) = f(sk−1)4: set X = (x1, . . . , xt)5: return XHaving 
omputed the one-time signature key sequen
e X = (x1, . . . , xtwi

), the one-time veri�
ation key 
an be 
onstru
ted. The value of leaf l of Merkle tree Ti,j whi
ha
tually also is the one-time veri�
ation key Y is given as
Y = H(H2wi−1(x1)|| . . . ||H

2wi−1(xtw)).

Hk(x) denotes the hash fun
tion applied k times and || the 
on
atenation of twostrings.The entire OTSS key pair generation pro
ess is des
ribed in Algorithm 2. Theinput parameter of the key pair generation is the initial seed SeedOTS. In the �rstpart, Algorithm 1 is applied, by passing the SeedOTS as parameter. The output ofAlgorithm 1 is the one-time signature key X whi
h then is used in the se
ond part ofAlgorithm 2 to 
ompute the one-time veri�
ation key Y . The output of Algorithm2 is the generated Winternitz OTSS key pair (X,Y ).34



3.3. Winternitz OTSS AlgorithmsAlgorithm 2 Winternitz OTSS Key Pair GenerationInput: a seed SeedOTS ∈R {0, 1}
s 
hosen uniformly at randomOutput: a Winternitz OTSS key pair (X,Y )1: 
ompute the private key X, where X = (x1, . . . , xt) :

X ← Algorithm 1(SeedOTS)2: 
ompute yk = H2w−1(xk) for k = 1, . . . , t.3: 
ompute Y = H(y1|| . . . ||yt), where || denotes 
on
atenation.4: return (X,Y )

Winternitz OTSS Signature GenerationThe Winternitz one-time signature generation works as des
ribed in se
tion 2.1.2.Given wi related to a layer i and a hash fun
tion H : {0, 1}∗ → {0, 1}s. Theone-time signature is 
omputed by splitting the the digest H(d) into ⌈s/wi⌉ blo
ks
b1, . . . , b⌈s/wi⌉ of length wi. Then 
ompute a 
he
ksum C whi
h in turn is split in
⌈(⌊log2 ⌈s/wi⌉)⌋+1+wi)/wi⌉ blo
ks b⌈s/w⌉+1, . . . , bt blo
ks of length wi. The 
ontentof ea
h of the resulting t blo
ks, t = ⌈s/wi⌉+ ⌈(⌊log2 ⌈s/wi⌉)⌋+ 1 + wi)/wi⌉, a�e
tsthe amount of hash fun
tion 
alls that are applied to the 
orresponding one-timesignature key part. The resulting one-time signature has a length of t ∗ s bits and isde�ned by

σ = (Hb1(x1), . . . ,H
bt(xt))Algorithm 3 Winternitz OTSS Signature GenerationInput: do
ument d, signature key XOutput: one-time signature σ of d1: 
ompute the s bit hash value H(d) of do
ument d.2: split the binary representation of H(d) into ⌈s/w⌉ blo
ks b1, . . . , b⌈s/w⌉ of length

w, padding H(d) with zeros from the left if required.3: treat bi as the integer en
oded by the respe
tive blo
k and 
ompute the 
he
ksum
C =

⌈s/w⌉
∑

k=1

2w − bk.4: split the binary representation of C into ⌈(⌊log2⌈s/w⌉⌋ + 1 + w)/w⌉ blo
ks
b⌈s/w⌉+1, . . . , bt of length w, padding C with zeros from the left if required.5: treat bk as the integer en
oded by the respe
tive blo
k and 
ompute σk =
Hbk(xk), k = 1, . . . , t, where H0(x) := x.6: return σ = (σ1, . . . , σt). 35
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hemeWinternitz OTSS Signature Veri�
ationThe Winternitz OTSS signature veri�
ation algorithm is slightly simpli�ed 
omparedto the pro
edure des
ribed in se
tion 2.1.2. Algorithm 4, whi
h is used by GMSS doesnot require the veri�
ation key as argument and for that reason does not return trueor false but just the su
h 
omputed key whi
h is expe
ted to mat
h the one-timeveri�
ation key Y 
orresponding to the signature σ. The test, if the return valuea
tually equals Y has to be performed external. The fa
t, that the algorithm returnsthe alleged veri�
ation key instead of a boolean, has the advantage, that it 
an alsobe used to 
ompute the veri�
ation key from an already generated signature. This ispossible be
ause the signature is an intermediate value in the generation pro
ess fromthe signature key X to the veri�
ation key Y . On average this halves the ne
essaryamount of hash fun
tion 
alls.Algorithm 4 Winternitz OTSS Signature Veri�
ationInput: do
ument d, signature σ = (σ1, . . . , σt)Output: the one-time veri�
ation key Φ1: 
ompute b1, . . . , bt as in Algorithm 3.2: 
ompute φk = H2w−1−bk(σk) for k = 1, . . . , t.3: 
ompute Φ = H(φ1|| . . . ||φt).4: return Φ

3.4. GMSS Key Pair GenerationThe key pair generation 
omputes the publi
 and private keys for GMSS from theparameter P and the initial seeds SeedT0,0,0, . . . ,SeedTT−1,0,0.GMSS Publi
 KeyThe main part of the GMSS publi
 key essentially is the root of the top level treeRootT0,0
. As the root is the value generated by the hash fun
tion H : {0, 1}∗ →

{0, 1}s its length is s bits. Additionally the parameter set P = (T, (h0, . . . , hT−1),
(w0, . . . , wT−1)) is a 
omponent of the GMSS publi
 key. This is ne
essary be
ausethe information about the Winternitz parameter wi as well as the height hi of theauthenti
ation path trees are needed during the veri�
ation pro
ess. The size of theparameter set depends on the number of layers T of the GMSS tree. For ea
h layer
i the Winternitz parameter wi and the height hi is stored.GMSS Publi
 Key: (RootT0,0

,P)

36



3.4. GMSS Key Pair GenerationGMSS Private KeyThe key pair generation step 
omputes the following 
omponents of the GMSS pri-vate key:SeedTi,0,0, the seed of the �rst tree of layer i = 0, . . . , T − 1AuthTi,0,0, the authenti
ation path of the �rst tree of layer i = 0, . . . , T − 1SigTi,0
, the signatures of the roots of the �rst tree of layer i = 1, . . . , T − 1AuthTi,1,0, the authenti
ation path of the se
ond tree of layer i = 1, . . . , T − 1RootTi,1
, the root of the se
ond tree of layer i = 1, . . . , T − 1SeedTi,2,0, the seed of the third tree of layer i = 1, . . . , T − 1GMSS Key Pair Generation Pro
edureThe key pair generation pro
edure is des
ribed in Algorithm 6. The �rst part ofthe key pair generation is the 
omputation of the root of the �rst tree in ea
h layerRootTi,0
, i = 0, . . . , T − 1. This is realized by a 
lassi
al algorithm referred to astreehash [18℄. GMSS uses a slightly modi�ed version of this algorithm, des
ribed inAlgorithm 5, whi
h additionally 
omputes the authenti
ation path AuthTi,0,0 of the�rst leaf by the way.Algorithm 5 Modi�ed Treehash AlgorithmInput: a leaf value Y , algorithm sta
k S, sequen
e of nodes AOutput: updated sta
k S and updated sequen
e A1: push l to S2: while top two nodes of S have the same height do3: pop n1 from S4: if n1 has greater height than last node in A or A is empty then5: append top node of sta
k to A6: pop n2 from stack7: push in = H(n2||n1) to S8: return sta
k S, sequen
e of nodes AThe root of a tree 
an be 
omputed by su

essively applying Algorithm 5 2hi times,where the input value are the 2hi leafs of the tree, whi
h are supplied in sequentialorder from left to right. The ne
essary leaf values Y are generated using SeedTi,j ,land Algorithm 2. For ea
h 
all, the algorithm generates the highest interior nodeswhi
h are 
omputable with the leafs whi
h have been passed so far. A sta
k S ofnodes is used to store those intermediate node values. Whenever a node , whi
his part of the �rst authenti
ation path, arises on the sta
k the algorithm appends37



3. GMSS � Generalized Merkle Signature S
hemeit to the sequen
e of nodes A. This allows us to generate the �rst authenti
ationpath AuthTi,0,0 for free, sin
e all ne
essary nodes are passed during the 
al
ulationof the root. After 2hi 
alls, the sta
k S 
ontains the root of the tree RootTi,0
andthe sequen
e of nodes A is the authenti
ation path of the �rst leaf AuthTi,0,0.Besides, the signatures of all roots, ex
ept of the top root, SigTi,0

, i = 1, . . . , T − 1are generated. Algorithm 6 implements the root 
al
ulation in reverse order begin-ning with tree TT−1,0 up to tree T0,0. Consequently the root RootTi,0
of the tree Ti,0is available when the �rst leaf of tree Ti−1,0 is generated. The signature of the rootSigTi,0

is an intermediate value of this leaf generation. This is realised by 
omputingthe leaf not as usual, but by �rst singing the root with the signature key X whi
his generated using Algorithm 1 and then verifying the just 
omputed signature withAlgorithm 4 whi
h yields the veri�
ation key or the leaf value Y . That way, thesignatures of the roots 
an be obtained for free during the generation of the �rst leaf.Next, the rootsRootTi,1
and the authenti
ation pathsAuthTi,1,0 of the su

eedingtrees Ti,1 in ea
h layer are 
omputed with Algorithm 5. The trees Ti,1 are onlygenerated for the layers i = 1, . . . , T − 1, be
ause in the top layer i = 0 there existsonly one tree. Having generated the last leafs of the �rst trees, the initial seeds for thesu

eeding trees are already available as des
ribed above (SeedTi,0,2hi = SeedTi,1,0).When RootTi,1

and AuthTi,1,0 have been 
omputed, the last generated seeds of thetrees Ti,1 again are the initial seeds for the trees Ti,2 (SeedTi,2,0), whi
h are storedas part of the private key to allow an e�
ient pre
al
ulation of the trees Ti,2 duringthe signing pro
ess.PSfrag repla
ements
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3.4. GMSS Key Pair GenerationAlgorithm 6 GMSS Key Pair GenerationInput: parameter set P = (T, (h0, . . . , hT−1), (w0, . . . , wT−1)),
T seeds (SeedT0,0,0, . . . ,SeedTT−1,0,0) 
hosen uniformly at random in {0, 1}sOutput: a GMSS key pair (priv, pub)1: for i = T − 1, . . . , 0 do2: set N = 2hi3: 
ompute seed for Winternitz key pair generation:(SeedTi,0,1,SeedOTS)← f(SeedTi,0,0)4: initialize empty sta
k Si and empty sequen
e of nodes AuthTi,0,05: if i = T − 1 then6: 
ompute �rst Winternitz key pair (X0, Y0)← Algorithm 2(SeedOTS)7: 
ompute (Si,AuthTi,0,0)← Algorithm 5(Y0,Si,AuthTi,0,0)8: else9: 
ompute Winternitz private key (X0)← Algorithm 1(SeedOTS)10: 
ompute one-time signature of RootTi−1,0

:
RSigTi−1,0

← Algorithm 3(RootTi−1,0
,X0)11: 
ompute Winternitz publi
 key Y0 by verifying SigTi−1,0

:
Y0 ← Algorithm 4(RootTi−1,0

,SigTi−1,0
)12: 
ompute (Si,AuthTi,0,0)← Algorithm 5(Y0,Si,AuthTi,0,0)13: for l = 1, . . . , N − 1 do14: 
ompute seed for Winternitz key pair generation:

(SeedTi,0,l+1,SeedOTS)← f(SeedTi,0,l)15: 
ompute Winternitz key pair (Xl, Yl)← Algorithm 2(SeedOTS)16: 
ompute (Si,AuthTi,0,0)← Algorithm 5(Yl,Si,AuthTi,0,0)17: RootTi,0
is the single node in Si;18: set the initial seed of the next tree: SeedTi,1,0 ← SeedTi,0,N19: for i = T − 1, . . . , 1 do20: set N = 2hi21: initialize empty sta
k Si and empty sequen
e of nodes AuthTi,1,022: for l = 0, . . . , N − 1 do23: 
ompute seed for Winternitz key pair generation:

(SeedTi,1,l+1,SeedOTS)← f(SeedTi,1,l)24: 
ompute (Xl, Yl)← Algorithm 2(SeedOTS)25: 
ompute (Si,AuthTi,1,0)← Algorithm 5(Yl,Si,AuthTi,1,0)26: RootTi,1
is the single node in Si27: set the initial seed of the next tree: SeedTi,2,0 ← SeedTi,1,N28: set pub = (RootT0,0

, P )29: set priv = ((SeedT0,0,0, . . . ,SeedTT−1,0,0),
(SeedT1,2,0, . . . ,SeedTT−1,2,0),
(AuthT0,0,0, . . . ,AuthTT−1,0,0),
(AuthT0,1,0, . . . ,AuthTT−1,1,0),
(RootT1,1

, . . . ,RootTT−1,1
),

(SigT1,0
, . . . ,SigTT−1,0

))30: return (priv, pub) 39
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heme3.5. GMSS Signature GenerationThe GMSS signature generation is 
arried out in an online and an o�ine part.First, in the online part, the one-time signature of do
ument d is 
omputed and theGMSS signature is generated. Then, in the o�ine part, the private key is updatedwith the ne
essary values for the next signature. Due to the property of a 
hangingprivate key, GMSS is 
alled a key evolving signature s
heme. In the 
ourse of thekey update, authenti
ation paths and one-time signatures required for up
omingsignatures are pre
omputed partially. The o�ine part for the �rst signature wasperformed during the key pair generation pro
ess. For the nth GMSS signature
(n ∈ {0, . . . , 2h0+...+hT−1 − 1}), we want to indi
ate the leafs whi
h are involved inthe path p. In the following, the values li and ji are 
orresponding to the 
urrentpro
essed signature. The following equations re
ursively de�nes the indi
es ji of theinvolved trees and the indi
es li of their leafs for ea
h layer i:

jT−1 = ⌊n/2hT−1⌋, lT−1 = n mod 2hT−1 ,

ji = ⌊ji+1/2
hi⌋, li = ji+1 mod 2hi , i = 1, . . . , T − 1The path p from the lowest tree TT−1,jT−1

to the top tree T0,0 used to authenti
atethe nth signature is given as (TT−1,jT−1
,TT−2,jT−2

, . . . ,T1,j1,T0,0). For every layer
i = 1, . . . , T − 1, the one-time signature SigTi,ji

of the root of tree Ti,ji
is generatedusing leaf li−1 of tree Ti−1,ji−1

. SigTi,ji
, i = 1, . . . , T − 1 as well as the AuthTi,ji

,li ofea
h leaf li of path p, were 
omputed during the o�ine part of the previous signatureor the key pair generation, and thus are already available as part of the GMSS privatekey.3.5.1. Online PartDuring the online part of the GMSS signature generation the signature SigTd
of themessage digest d is 
al
ulated using leaf lT−1 of tree TT−1,jT−1 as one-time signaturekey. Then the GMSS signature is generated. It 
onsists of1. The leafs li, i = 0, . . . , T − 12. The one-time signature Sigd3. The one-time signatures SigTi,ji

, i = 1, . . . , T − 14. The authenti
ation paths AuthTi,ji
,li , i = 0, . . . , T − 1See Appendix A for a detailed spe
i�
ation of the GMSS signature in Abstra
tSyntax Notation number one (ASN.1). Algorithm 7 des
ribes the online part of theGMSS signature generation. In line 6 the o�ine part is 
arried out.40



3.5. GMSS Signature GenerationAlgorithm 7 GMSS Signature GenerationInput: do
ument d, GMSS private key privOutput: signature sig of d, updated private key priv, or STOP if no more signatures
an be generated1: if 2h0+...+hT−1 signatures have already been generated then STOP2: obtain an OTSS signature key: (X)← Algorithm 1(SeedTT−1,j ,lT−1
)3: 
ompute the one-time signature of d: σ ← Algorithm 3(d,X)4: set sig = ((l0, ..., lT−1), σ, (SigT1,j1

, . . . ,SigTT−1,jT−1
), (AuthT0,j0

,l0 . . . ,AuthTT−1,jT−1
,lT−1

))5: update the private key: priv ← Algorithm 12(T − 1, priv)6: return the GMSS signature sig of d and the updated private key priv

3.5.2. O�ine PartThe basi
 task of the o�ine part of the GMSS signature generation is to 
al
ulatethe new authenti
ation path for the up
oming leaf. If the 
urrently used tree isdepleted the next one has to be generated and the authenti
ation path of its �rstleaf is 
al
ulated. Additionally, to ensure a 
ontinuous path p, the root of the newtree has to be signed by using the next leaf of the tree one layer above. Therefor thesame pro
edure has to be applied to the layer above. In the worst 
ase this re
ursup to the top layer.Note that the higher the layer the less frequently 
hanges of the tree are ne
essary.This observation enables us to distribute the 
osts of prospe
tive 
al
ulations bypre
al
ulating them partially when advan
ing on lower layers.Authenti
ation Path GenerationThe generation of the new authenti
ation path for the up
oming leaf AuthTi,ji
,li+1is performed with an algorithm of Szydlo. Input to this algorithm are the authen-ti
ation path AuthTi,ji

,li and the SeedTi,ji
,li of the 
urrent leaf and an algorithmsta
k. Output are AuthTi,ji

,li+1 and the updated sta
k. The higher a node's po-sition in the authenti
ation path, the less frequently it will 
hange. The SzydloAlgorithm takes advantage of this fa
t, and only 
omputes the 
hanging values. Ad-ditionally, the sta
k is used to remember old values that will be required later again.This turns the algorithm of Szydlo to an e�
ient method for the 
al
ulation of theauthenti
ation path. A detailed des
ription of the algorithm 
an be found here [18℄.Distributed Signature GenerationWhen advan
ing from leaf 2hi of tree Ti,ji
to leaf 0 of tree Ti,ji+1, the signature of theroot of the next tree SigTi,ji+1

has to be ready be
ause tree Ti,ji+1 will be used by thenext GMSS signature. SigTi,ji+1
is generated using the one-tine signature key that41
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heme
orresponds to either leaf li−1 + 1 of tree Ti−1,ji−1
or leaf 0 of tree Ti−1,ji−1+1. Thelatter 
ase o

urs if the tree Ti−1,ji−1

in the layer above (i − 1) is depleted. In this
ase, we have to advan
e to the next tree in this layer Ti−1,ji−1+1, too. We assumethat RootTi,ji+1
is available when tree Ti,ji

is used for the �rst time, i.e. signaturegeneration with li = 0. The generation of SigTi,ji+1
is distributed evenly over the 2hileafs of tree Ti,ji

. Thus SigTi,ji+1
is 
omputed step by step when advan
ing in tree

Ti,ji
and will be ready when the tree is depleted (li = 2hi).

PSfrag repla
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is pre
omputed from RootTi,ji+1
while using tree Ti,jiThe �rst step, if li = 0, is to perform an initialization of the Winternitz one-timesignature s
heme, des
ribed in Algorithm 8. RootTi,ji+1
and the initial one-timesignature seed 
orresponding to leaf li−1 + 1 are passed to the initialization algo-rithm. Sin
e the hash fun
tion 
alls are the time-
riti
al elements, they have to bedistributed evenly over the 2hi steps of 
omputation. The ne
essary number of hashfun
tion 
alls per step are 
al
ulated in the initialization algorithm by the followingformula:

⌈(t +

t
∑

k=1

bk)/2
h⌉where bk are the t blo
ks of the message and t = ⌈s/w⌉+ ⌈(⌊log2⌈s/w⌉⌋+1+w)/w⌉,assuming that s is the output size of the used hash fun
tion H : {0, 1}∗ → {0, 1}s.The �rst t hash fun
tion 
alls are needed for the generation of the t one-timesignature keys (x1, . . . , xt). The sum of bk yields the number of hash fun
tion 
allsneeded during the signing pro
ess. Remember, ea
h part of the one-time signaturekey xk needs bk 
alls of the hash fun
tion. To memorize the intermediate values,GMSS uses a root-signature obje
t sigstate, that represents the a
tual status of thepartially 
omputed signature. This obje
t 
an be initialized or updated. sigstate
ontains the index k, the ne
essary steps steps, the message blo
ks (b1, . . . , bt), theinternal seed SeedOTS and the values (x1, . . . , xt).42



3.5. GMSS Signature GenerationAlgorithm 8 Distributed Root Signature InitializationInput: do
ument d, initial seed SeedOTS1: 
ompute the s bit hash value H(d) of do
ument d.2: split the binary representation of H(d) into ⌈s/w⌉ blo
ks b1, . . . , b⌈s/w⌉ of length
w, padding H(d) with zeros from the left if required.3: treat bk as the integer en
oded by the respe
tive blo
k and 
ompute the 
he
ksum
C =

⌈s/w⌉
∑

k=1

2w − bk.4: split the binary representation of C into ⌈(⌊log2⌈s/w⌉⌋ + 1 + w)/w⌉ blo
ks
b⌈s/w⌉+1, . . . , bt of length w, padding C with zeros from the left if required.5: treat bk as the integer en
oded by the respe
tive blo
k and 
ompute the ne
essarynumber of hash fun
tion 
alls
steps← ⌈(t +

t
∑

k=1

bk)/2
h⌉.6: initialize algorithm state variable k = 0Ea
h time we advan
e one leaf in tree Ti,ji

we 
ompute the next part of SigTi,ji+1by performing an update to the 
orresponding leaf obje
t sigstatei. Algorithm 9des
ribes this update step. Ea
h time the update is 
alled, steps hash fun
tion
alls are performed depending on where they are needed. This 
an either be forthe generation of the next part of the one-time signature key or for the 
al
ulationof a part of the signature. If li = 2hi − 1 the signature generation is 
ompleted.
x = (x1, . . . , xt) now is the 
ompletely 
omputed signature of the root SigTi,ji+1

.Algorithm 9 Distributed Root Signature Update1: for 1, . . . , steps do2: if bk = 0 ∨ k = 0 then3: k = k + 14: 
ompute signature key part xk : (SeedOTS, xk)←PRNG(SeedOTS)5: else if k < t ∨ bt > 0 then6: bk = bk − 17: 
ompute the hash value of xk : xk ← H(xk)

Distributed Root GenerationAbove, we assumed that RootTi,ji+1
is available when we �rst use tree Ti,ji

. This
ertainly holds if ji = 0, sin
e RootTi,1
was 
omputed during the key generationbut for ji > 0 we must pre
ompute RootTi,ji+2

while pro
eeding in tree Ti,ji
. Theroot must be ready when we swit
h to tree Ti,ji+1 and want to start the generationof SigTi,ji+2

. The distributed 
omputation of RootTi,ji+2
is realized by su

essively43



3. GMSS � Generalized Merkle Signature S
heme
omputing the leafs of tree Ti,ji+2 and passing them to the modi�ed treehash algo-rithm introdu
ed above (Algorithm 5). While using leaf li of tree Ti,ji
, we 
omputeleaf li of tree Ti,ji+2 and pass it to treehash. Sin
e, treehash must be applied 2hitimes to �nish the 
onstru
tion of the root, RootTi,ji+2

will be ready when swit
hingfrom tree Ti,ji
to Ti,ji+1 after pro
essing the 2hi leafs. Treehash additionally 
om-putes AuthTi,ji+2,0. Both, the intermediate sta
k values for the root as well as theintermediate authenti
ation path values are stored and updated in the GMSS privatekey ea
h step. The 
omputation of leaf 0 of tree Ti,ji+2 requires the seed SeedTi,ji+2,0whi
h is already part of the GMSS private key, be
ause it was obtained during thegeneration of RootTi,ji+1

.
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of tree Ti,ji+2 is pre
omputed while advan
ing in tree Ti,jiDistributed Leaf GenerationThe distributed 
omputation of the rootsRootTi,ji+2

ne
essitates the 
omputation ofa new leaf of tree Ti,ji+2 ea
h step. Leaf lT−1 of a tree TT−1,jT−1+2 in the lowest layerhas to be 
omputed at on
e, when advan
ing in tree TT−1,jT−1
, but the 
omputationof a leaf of a tree Ti,ji+2 in a higher layer (i < T − 1) 
an again be distributed. We
ompute leaf li of tree Ti,ji+2, while using leaf li of tree Ti,ji
, or respe
tively whilepro
essing the 2hi+1 leafs of the underlaying tree Ti+1,ji+1

.
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3.5. GMSS Signature GenerationGenerating a leaf means to 
ompute the 
orresponding one-time veri�
ation key
Y . Thus the Winternitz OTSS key pair generation has to be divided in 2hi+1 steps.Compared with the distributed root signature this is easier, sin
e the number of hashfun
tion 
alls are 
onstant and do not depend on a variable message. The �rst stepof the distributed leaf 
al
ulation, if li+1 = 0, is to perform an initialization whereinthe ne
essary hash fun
tion 
alls per step are 
al
ulated and the initial seed is passedand the algorithm indi
es k, g are reseted. This is des
ribed in Algorithm 10.The ne
essary number of hash fun
tion 
alls per step are 
al
ulated in the initial-ization algorithm by the following formula:

⌈(2w − 1 ∗ t + t + 1)/2h⌉where t = ⌈s/w⌉ + ⌈(⌊log2⌈s/w⌉⌋ + 1 + w)/w⌉, assuming that s is the output sizeof the used hash fun
tion H : {0, 1}∗ → {0, 1}s. The generation of the one-timesignature key X = (x1, . . . , xt) 
osts t hash fun
tion 
alls, the 
omputation of theone-time veri�
ation key 
osts 2w − 1 
alls of the hash fun
tion for ea
h of the tsignature key parts and one last 
all yields the leaf value Y , the hash value of the
on
atenation of the t veri�
ation key parts.Again an obje
t, in this 
ase a leaf-obje
t leafstate, is used to represent thea
tual status of the 
al
ulation. leafstate 
ontains the internal indi
es k and g,the ne
essary steps steps the internal seed SeedOTS, the values (x1, . . . , xt) and thevalue of the leaf Leaf.Algorithm 10 Distributed Leaf Cal
ulation InitializationInput: the seed 
orresponding to the leaf1: 
ompute initial seed for one-time signature key: (_,SeedOTS)← f(seed)2: 
al
ulate ne
essary steps:steps← ⌈(2w − 1 ∗ t + t + 1)/2h⌉3: initialize k = 0, g = 0 return stateEa
h time we advan
e one leaf in tree Ti+1,ji+1
we 
ompute the next part of leaf liof tree Ti,ji+2 by performing an update to the 
orresponding leaf-obje
t leafstatei.Algorithm 11 des
ribes this update step. Ea
h time the update is 
alled, stepshash fun
tion 
alls are performed depending on where they are needed. This 
aneither be for the generation of the next part of the one-time signature key or for the
al
ulation of the 2w − 1 hash fun
tion 
alls needed to 
ompute a veri�
ation keypart. If li+1 = 2hi+1 − 1 the signature generation is 
ompleted. Leaf in leafstateinow 
ontains the 
ompletely 
omputed leaf li of tree Ti,ji+2. Thus the leaf is �nishedjust when its needed by the next step of the distributed root 
al
ulation of tree

Ti,ji+2. 45



3. GMSS � Generalized Merkle Signature S
hemeAlgorithm 11 Distributed Leaf Cal
ulation Update1: for 1, . . . , steps do2: if g = 2w − 1 ∧ k = t then3: 
ompute the hash value of Leaf : Leaf→ H(x1|| . . . ||xt)4: else if g = 2w − 1 ∨ k = 0 then5: k = k + 16: g = 07: 
ompute (SeedOTS, xk)←PRNG(SeedOTS)8: else9: g = g + 110: 
ompute the hash value of xk : xk ← H(xk)

Private Key UpdateAlgorithm 12 des
ribes the entire o�ine part of the GMSS signature generation. Theinitial 
all of Algorithm 12 o

urs when advan
ing from lT−1 to lT−1+1 in the lowestlayer T − 1. Algorithm 12 then basi
ally works a

ording to the following re
ursives
heme:1: if Ti,ji
in layer i is depleted then2: pro
eed to the next tree in this layer Ti,ji+13: re
ursively apply the algorithm to layer i− 14: else5: 
al
ulate ne
essary values for the su

eeding leaf li + 1Due to its re
ursivity, Algorithm 12 expe
ts the 
urrent layer index i as argument.For the �rst 
all, after the online part of the signature generation, i = T−1 is passed.In the 
ase that for ea
h layer i = T − 1, . . . , 1 a new tree has to be generated, thealgorithm will be re
ursively re
all itself T times, in the �nal step with i = 0 asargument. The if -
lause in line 1 divides the algorithm in two parts.The �rst part from line 2 to line 15 is exe
uted if we simply advan
e to the nextleaf and the ne
essary 
omputation and pre
al
ulation steps have to be performed.In this part, �rst of all, the authenti
ation path for the up
oming leaf AuthTi,ji

,li+1is generated by applying the Szydlo Algorithm. After that, the next part of thedistributed signature and leaf 
omputation may be performed depending on thelayer i whi
h is 
urrently pro
essed. For the next step of the distributed generationof RootTi,ji+2
the next leaf of tree Ti,ji+2 is required. For layer i = T − 1, theleaf value must be 
omputed at on
e, but for the layers i < T − 1 the leaf 
an beobtained from leafstatei whi
h is ready at this time. The new values (AuthTi,ji

,li+1,SeedTi,ji+2,li+1, AuthTi,ji+2,0, stackRi, leafstatei and sigstatei) are updated to theGMSS private key and repla
e their former 
ounterparts. Finally the algorithmretuns the updated GMSS private key.46



3.5. GMSS Signature GenerationThe se
ond part, the else-
ase (line 16 - 23), is exe
uted if a new tree has to begenerated. In this part the new seed SeedTi,ji+1,0 is 
al
ulated and the last stepsof the distributed 
al
ulation of RootTi,ji+2
and AuthTi,ji+2,0, of SigTi,ji+1

and ofleaf li−1 of tree Ti−1,j+2 are performed. The distributed signature 
omputation hasbeen �nished and statesigi provides SigTi,ji+1
. After that, the distributed signa-ture 
omputation for the up
oming root RootTi,ji+2

is initialized. The new valuesSeedTi,ji+1,0, RootTi,ji+2
, AuthTi,ji+2,0, SigTi,ji+1

, the updated obje
t leafstateiand the new initialized sigstatei are updated to the GMSS private key, and repla
etheir former 
ounterparts. Finally Algorithm 12 is applied re
ursively to the layerabove be
ause swit
hing to a new tree on layer i ne
essitates swit
hing to the nextleaf on layer i− 1.As we des
ribed above, the new values and intermediate pre
al
ulation states arestored to the GMSS private key after ea
h step. The former values in the key are nomore needed and thus are repla
ed. In doing so, the GMSS private key always keepsa 
onstant size, it permanently 
onsists of the following parts:
li the 
urrent leaf of layer i = 0, . . . , T − 1SeedTi,ji

,li , the seed of the �rst tree of layer, i = 0, . . . , T − 1AuthTi,ji
,li , the authenti
ation path of the �rst tree of layer, i = 0, . . . , T − 1SigTi,ji

, the signatures of the roots of the �rst tree of layer, i = 1, . . . , T − 1AuthTi,ji+1,0, the authenti
ation path of the se
ond tree of layer, i = 1, . . . , T − 1RootTi,ji+1
, the root of the se
ond tree of layer, i = 1, . . . , T − 1

sigstatei, the signature obje
t for SigTi,ji+1
, i = 1, . . . , T − 1SeedTi,ji+2,li , the seed of the third tree of layer, i = 1, . . . , T − 1AuthTi,ji+2,0, the partial authenti
ation path of Ti,ji+2, i = 1, . . . , T − 1

leafstatei, the leaf obje
t for li of Ti,ji+2, i = 1, . . . , T − 2
stackRi, the sta
k for the generation of RootTi,ji+2

, i = 1, . . . , T − 1

stackAi, the sta
ks used by the Szydlo Algorithm, i = 1, . . . , T − 2
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3. GMSS � Generalized Merkle Signature S
hemeAlgorithm 12 GMSS Update of Private KeyInput: pro
essed layer i, GMSS private key privOutput: updated private key priv1: if li < 2hi then2: 
ompute the next authenti
ation path for the 
urrent tree,
(AuthTi,ji

,li+1, stackAi)← Szydlo.auth(AuthTi,ji
,li ,SeedTi,ji

,li , stackAi)and repla
e AuthTi,ji
,li in priv by AuthTi,ji

,li+13: if i > 0 then4: partial 
al
ulation of the signature of RootTi,j+1
:update (sigstatei).Algorithm 9 in priv .5: if i > 1 then6: partial 
al
ulation of leaf li−1 of tree Ti−1,j+2,update (leafstatei−1).Algorithm 11 in priv.7: obtain the next leaf of tree Ti,j+2:8: 
ompute (SeedTi,ji+2,li+1,SeedOTS)← f((SeedTi,ji+2,li),and repla
e SeedTi,ji+2,li in priv by SeedTi,ji+1,li+19: if i = T − 1 then10: ((X,Y ))← Algorithm 2(SeedOTS)11: else12: set Y = the ready leaf value in leafstatei13: initialize leafstatei for next partial leaf generation:

(leafstatei).Algorithm 10(SeedTi,ji+2,li+1)14: partial 
al
ulation of the root of tree Ti,ji+2:
(stackRi,AuthTi,ji+2,0)← Algorithm 5(Y, stackRi,AuthTi,ji+2,0)and update stackRi and AuthTi,ji+2,0 in priv15: set li = li + 116: else if the tree is not already the last one on this layer then17: 
al
ulate seed: (SeedTi,ji+1,0,_)← f(SeedTi,ji

,li),and repla
e SeedTi,ji
,0 in priv by SeedTi,ji+1,018: last step of partial 
al
ulation of the signature of RootTi,j+1

:
(sigstatei).Algorithm 9and let SigTi,ji+1

be the a
tual signature value in sigstatei,repla
e SigTi,ji
in priv by SigTi,ji+119: last step of partial 
al
ulation of leaf li−1 of tree Ti−1,j+2,update (leafstatei−1).Algorithm 11 in priv20: perform last step of distributed root and authpath generation

(stackRi,AuthTi,ji+2,0)← Algorithm 9(stackRi),and let RootTi,ji+2
be the single value in stackRi,repla
e RootTi,ji+1
in priv by RootTi,ji+2

and AuthTi,ji
,0 by AuthTi,ji+2,021: initialize partial signature generation:

(SeedTi−1,ji−1
,li−1+3,SeedOTS) ← f(SeedTi−1,ji−1

,li−1+2) update
(sigstatei)← Algorithm 8(RootTi,ji+2

,SeedOTS) in priv,22: set li = 023: re
ursively re
all Algorithm 12 with i = i− 1 and updated priv24: return the updated private key priv48



3.6. GMSS Signature Veri�
ation3.6. GMSS Signature Veri�
ationIn this se
tion we des
ribe how a GMSS signature sig of a message m 
an be veri�ed.The GMSS veri�
ation algorithm, des
ribed in Algorithm 13, is based on the MSSveri�
ation pro
edure (see se
tion 2.3). Remember, the signature sig 
ontains:
• The 
urrent pro
essed leafs of ea
h tree li, i = 0, . . . , T − 1

• The one-time signature Sigd

• The one-time signatures SigTi,ji
, i = 1, . . . , T − 1

• The authenti
ation paths AuthTi,ji
,li , i = 0, . . . , T − 1The veri�er knows the GMSS publi
 key (RootT0,0

,P) of the alleged signer. At �rst,he 
omputes the digest d by applying the prearranged hash fun
tion H to message
m, d ← H(m). Then, he veri�es the one-time signature Sigd of the digest d usingthe Winternitz OTS veri�
ation algorithm, Algorithm 4. The ne
essary value of wTis part of the known parameter set P. Algorithm 4 yields the one-time veri�
ationkey of Sigd, whi
h a
tually is leaf lT−1 of tree TT−1,jT−1

. Then the veri�er uses leaf
lT−1 and AuthTT−1,jT−1

,lT−1
to 
onstru
t RootTT−1,jT−1

. This is done a

ording tothe MSS Signature Veri�
ation pro
edure (see se
tion 2.3). The veri�er repeats thefollowing steps for i = T − 2, . . . , 0.(1) use RootTi+1,ji+1
and verify SigTi+1,ji+1

to obtain li.(2) use li and AuthTi,ji
,li to 
ompute RootTi,jiIn doing so, RootT0,0
su

essively is 
omputed. Finally, the signature is only a
-
epted if the su
h 
omputed root mat
hes the root of the signer's publi
 key.Algorithm 13 GMSS Signature Veri�
ationInput: do
ument d, GMSS signature sig = (li,Sigd,SigTi,ji

,AuthTi,ji
,li), GMSSpubli
 key ROutput: TRUE if the signature is valid, FALSE otherwise.1: for i = T, . . . , 0 do2: obtain the one-time veri�
ation key Y :

Yi ← Algorithm 4(RootTi,ji
,SigTi−1,ji−1

),where Sigd is substituted for SigTT,jT
and d is substituted for RootTT,jT3: use Yi and AuthTi,ji

,li to 
ompute RootTi,ji
as in the 
ase ofMSS signature veri�
ation .4: if RootT0,j0

is equal to the GMSS publi
 key R then return TRUE5: else return FALSE
49



3. GMSS � Generalized Merkle Signature S
heme

50



4. Implementation and E�
ien
yThis thesis in
luded the implementation of GMSS using the Java programming lan-guage. In this 
hapter we �rst des
ribe the general 
on
ept of the implementationand the data stru
tures. Then we 
al
ulate the expe
ted performan
e of GMSS bythe means of 
ost fun
tions, and �nally we present e�e
tive timings of a test usingour GMSS Java implementation4.1. Java Implementation of GMSSThe idea of our implementation was to utilize the �exibility of the Java Crypto-graphi
 Ar
hite
ture (JCA) [14℄. JCA is a part of the Java se
urity API. It providesthe interfa
es for the general 
ryptographi
 servi
es of the Java Platform, su
h asdigital signatures, message digest, key pair generators and key fa
tories. We im-plemented GMSS as a module of the FlexiProvider [10℄ whi
h is a Cryptographi
Servi
e Provider (JSP). The FlexiProvider is an open sour
e toolkit for the JavaCryptographi
 Ar
hite
ture and Java Cryptographi
 Extension (JSE) [15℄ whi
h pro-vides various 
ryptographi
 modules. The FlexiProvider in 
onjun
tion with JCAand JCE allows a dynami
 ex
hange of 
ryptographi
 algorithms. Therefor GMSS
an be easily plugged into appli
ations that are build on the basis of the JCA andJCE. GMSS is implemented to be universal adaptable. For example the underlyingmessage digest 
an be ex
hanged easily. Some prede�ned 
on�guration 
an be 
om-fortably a

essed by the use of Obje
t Identi�ers (OID) within the FlexiProvider. InAppendix B the OIDs asso
iated to GMSS are spe
i�ed.The implementation of GMSS 
an be divided in three 
omponents: key pair gener-ation, signature generation and signature veri�
ation. The prearranged 
hoi
e of themessage digest and the 
ryptographi
 servi
e servi
e provider are part of the 
erti�-
ate and have to be passed to the key pair generation and the signature generation
omponent. The input of the GMSS key pair generation is the prearranged parame-ter set. The resulting private and publi
 keys are en
oded and stored using Abstra
tSyntax Notation One (ASN.1) [1℄. This ensures interoperability between di�erentappli
ations and e�
ient generation of X.509 
erti�
ates. We de
ided to store theparameter set in both, the publi
 and the private key to ensure the availability ofthe ne
essary values. The inputs of the signature generation are the en
oded GMSSprivate key and the message we want to sign.The GMSS signature is de�ned as a sequen
e of bytes. The integer value of li is
onverted to a four byte sequen
e. The one-time signature 
onsists of t s-bit hashvalues, and is represented by a byte sequen
e of length t ∗ s/8. The authenti
ationpath AuthTi,ji
,li is represented by the node sequen
e (a0, . . . , ahi−1) in as
ending51



4. Implementation and E�
ien
yorder. A node in turn is a s-bit hash value, whi
h is represented by a s/8-bytesequen
e. The GMSS signature bytes are arranged in the following order:( (lT−1, Sigd, AuthTT−1,jT−1
,lT−1

),
(lT−2, SigTT−1,jT−1

, AuthTT−2,jT−2
,lT−2

),...
(l0, SigT1,j1

, AuthT0,j0
,l0) )The inputs of the veri�
ation pro
edure are the GMSS signature and the originalmessage as inputs. A detailed spe
i�
ation of the GMSS Key Pair and the GMSSSignature using the Abstra
t Syntax Notation number One (ASN.1) 
an be found inAppendix A.In Appendix C we give an example of the GMSS key pair generation, signing andveri�
ation pro
edure in the Java environment. The implementation of GMSS 
anbe found as part of the PQC pa
kages in the FlexiProvider whi
h 
an be downloadedat [10℄.4.2. Cost Fun
tionsIn [3℄ the authors develop formulas for the estimated 
osts for the GMSS algorithms.The time 
riti
al values are the hash fun
tion H and the PRNG whi
h basi
allyin
ludes one hash fun
tion 
all. The 
ost of a hash fun
tion 
all is denoted by cHashand the 
ost of a PRNG are denoted by cPrng. Thus the 
ost formulas are a fun
tionof cHash and cPrng. In the following we list the 
ost formulas of the several GMSSparts and additionally the memory requirements for the keys and the signature.A detailed proof and des
ription 
an be found in [3℄. The total 
ost for the keygeneration is

ckeygen =
T
∑

i=1
ctree(i) +

T
∑

i=2
ctree(i) (4.1)where ctree(i) =

(

2hi (twi
(2wi−1)+1) + 2hi−1

)

cHash + 2hi (twi
+1) cPrng. The aver-age 
ost for the online signing part is

conline = (2wT − 1)twT
/2 · cHash + (twT

+ 1)cPrng. (4.2)The o�ine signing 
osts 
onsists of three parts. The distributed 
omputation of asignature csig, a leaf cleaf and a root croot and the 
al
ulation of the authenti
ationpath cauth. For the distributed signature, we require on average,
csig(i) =

⌈

(2wi−1−1)twi−1

2hi+1

⌉

cHash +
⌈

twi−1
+1

2hi

⌉

cPrng (4.3)operations ea
h time we advan
e one leaf in Ti,ji
to 
ompute SigTi,ji+1

. The 
ompu-tation of the root requires
croot(i) = hi · cHash (at most) (4.4)52



4.3. Timingsoperations ea
h time we advan
e one leaf in Ti,ji
, to 
ompute RootTi,ji+2

. The leaf
omputation requires
cleaf(i) =

⌈

(2wi−1)twi
+1

2hi+1

⌉

cHash +
⌈

twi
+1

2hi+1

⌉

cPrng (4.5)operations ea
h time we advan
e one leaf in Ti+1,ji+1
. For the authenti
ation path
omputation we require at most

cauth(i) = hi · cleaf(i) +
⌈

2hi−2

2hi+1

⌉

cPrng + hi · cHash (4.6)operations ea
h time we advan
e one leaf in Ti,ji
to 
ompute AuthTi,ji

,li+1. The
ombination of csig, croot, cleaf and cauth yields the worst 
ase 
osts for the o�inepart:
co�ine =

T
∑

i=2

(

csig(i)+croot(i)+cleaf(i))+
T
∑

i=1

(

cauth(i) (4.7)The average 
ost for the veri�
ation is
cverify =

T
∑

i=1
((2wi − 1)twi

/2 + hi) cHash. (4.8)The memory requirements for the keys are
mpubkey = s bits
mprivkey =

(

T
∑

i=1
(hi + 1) +

T
∑

i=2
(5hi + 2twi−1

+ 2) + 3hi

)

s bits (4.9)The size of a signature is
msignature =

T
∑

i=1
(hi + twi

) · s bits. (4.10)4.3. TimingsIn this se
tion, we present the pra
ti
al timing analysis of our Java implementationof GMSS and 
ompare it to the estimated values that are 
al
ulated on the basisof the 
ost fun
tions of se
tion 4.2. Therefor we use di�erent parameter sets Pk =
(

T, (h1, . . . , hT ), (w1, . . . , wT )
), whi
h were developed in [3℄ and promise to providethe optimal results.

P40 =
(

2, (20, 20), (10, 5)
)

P80 =
(

4, (20, 20, 20, 20), (8, 8, 8, 5)
)

P ′
40 =

(

2, (20, 20), (9, 3)
)

P ′
80 =

(

4, (20, 20, 20, 20), (7, 7, 7, 3)
)The experiment in
ludes both, the timings for a signature 
apa
ity of 240 and thetimings for a signature 
apa
ity of 280. In ea
h 
ase, two di�erent 
on�gurationsof the parameter w are used. One 
on�guration 
ontains higher values for w and53



4. Implementation and E�
ien
yis expe
ted to provide small signatures. The other one 
onsists of small values for
w and is expe
ted to provide signi�
antly faster key pair generation, singing andveri�
ation timings but at the expense of the signature size, i.e. larger signatures.In all parameter sets, the w of the lowest layer is smaller than the w of the layersabove. This is expe
ted to result in a better performan
e be
ause the upper layersare less frequently pro
essed than the lower layer. Thus the frequent 
al
ulations inthe lowest layer 
an be pro
essed faster.Ea
h parameter set was tested on two 
omputers of di�erent power. In the �rstpla
e, on a fast Sun Fire X2200 M2 (AMD Opteron 2218 2.6GHz, 5 GByte RAM,Linux Ubuntu, Java 1.6.0-b105) and in the se
ond pla
e, on a Asus V6J (Intel Pen-tium Core-Duo T2400 1.83 GHz, 1 GByte RAM, Windows XP, Java 1.6.0_01-b06).The test with the Asus V6J will provide more representative values while the SunFire X2200 M2 will show the potentials of a fast ma
hine.Table 4.1 summarizes the expe
ted values for the Sun Fire X2200 M2. The valuesare 
al
ulated on the basis of the 
ost fun
tions and the ratio cHash and cPrng. Thehash fun
tion we use is SHA1. The 
osts for the hash and the PRNG is obtained byusing a Java implementation of SHA1 and our Java implementation of the PRNGon the Sun Fire X2200 M2. This yields cHash = 0.000743 and cPrng = 0.000926.Table 4.1.: Expe
ted timings and memory requirements on Sun Fire X2200 M2

mpubli
 key mprivate key msignature tkeygen tsign tverify
P40 20 bytes 4800 bytes 1860 bytes 269 min 9.7 ms 7.3 ms
P ′

40 20 bytes 4880 bytes 2340 bytes 145 min 4.1 ms 4.0 ms
P80 20 bytes 10740 bytes 3620 bytes 396 min 9.8 ms 6.7 ms
P ′

80 20 bytes 12000 bytes 4240 bytes 221 min 4.2 ms 3.7 msTable 4.2 shows the e�e
tive values measured when running our GMSS implemen-tation on the Sun Fire X2200 M2. To obtain a 
on
lusive result for the averagesigning and veri�
ation times, a quantity of 221 signatures have been signed. Thisassures that trees in upper layers are pro
essed within the test pro
edure.Table 4.2.: Measured timings and memory requirements on Sun Fire X2200 M2
mpubli
 key mprivate key msignature tkeygen tsign tverify

P40 67 bytes 5467 bytes 1868 bytes 228 min 9.6 ms 7.5 ms
P ′

40 67 bytes 5547 bytes 2348 bytes 125 min 5.1 ms 3.8 ms
P80 79 bytes 14251 bytes 3636 bytes 339 min 9.5 ms 6.1 ms
P ′

80 79 bytes 14731 bytes 4256 bytes 198 min 5.1 ms 2.8 msTable 4.3 summarizes the expe
ted values for the Asus V6J. The 
osts for the hash54



4.3. Timingsand the PRNG is obtained by using a Java implementation of SHA1 and our Javaimplementation of the PRNG on the Asus V6J. cHash = 0.0017 and cPrng = 0.0021.Table 4.3.: Expe
ted timings and memory requirements on Asus V6J
mpubli
 key mprivate key msignature tkeygen tsign tverify

P40 20 bytes 4800 bytes 1860 bytes 609 min 22.0 ms 16.5 ms
P ′

40 20 bytes 4880 bytes 2340 bytes 329 min 9.3 ms 9.0 ms
P80 20 bytes 10740 bytes 3620 bytes 897 min 22.1 ms 15.2 ms
P ′

80 20 bytes 12000 bytes 4240 bytes 500 min 9.4 ms 8.5 msTable 4.4 shows the e�e
tive values measured when running our GMSS implemen-tation on the Asus V6J.Table 4.4.: Measured timings and memory requirements on Asus V6J
mpubli
 key mprivate key msignature tkeygen tsign tverify

P40 67 bytes 5467 bytes 1868 bytes 579 min 22.6 ms 19.4 ms
P ′

40 67 bytes 5547 bytes 2348 bytes 321 min 11.6 ms 10.6 ms
P80 79 bytes 14251 bytes 3636 bytes 868 min 22.6 ms 15.5 ms
P ′

80 79 bytes 14731 bytes 4256 bytes 498 min 11.6 ms 9.5 msThe tables shows, that on the whole the estimated values are 
on�rmed by theexperiment and that the GMSS implementation o�ers 
ompetitive signing and ver-i�
ation times even with a total signature 
apa
ity of 280. Furthermore, this result
onvin
ingly proves the �exibility of GMSS. The measured values show the expe
ted
hara
teristi
s. High values of w produ
e a small signature size, small w produ
efast key generation, signing and veri�
ation times. The di�eren
e in the publi
 keysize is 
aused by the publi
 key information whi
h we additionally store in the keys,but key sizes are not 
ru
ial values and di�eren
es in this range do not a�e
t theappli
ability of GMSS.
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5. Con
lusionsIn this Thesis we present an e�
ient implementation of GMSS as a module of theFlexiProvider. Due to the possibility to 
hoose di�erent parameter sets P, GMSSis very �exible and thus is adaptable to the requirements of di�erent appli
ations.Our implementation is based on the Java Cryptographi
 Servi
e Provider and there-for 
an be easily plugged into any appli
ation that uses the JCA. GMSS allows a
ryptographi
ally unlimited signature 
apa
ity of 280 with 
ompetitive timings andmemory requirements. The moderate key pair generation times 
an be disregardedfor the most appli
ations, be
ause the high signature 
apa
ity requires no further keypair generations. This additionally makes GMSS invulnerable to denial of servi
eatta
ks.Not only the parameters w and h e�e
t the performan
e of the implementation.During the phase of implementing GMSS, espe
ially when Java spe
i�
 problemso

urred, we were frequently 
onfronted with the trade o� to either save memory orto make the 
omputation faster. There still exist improvements whi
h are expe
tedto speed up the signature generation time, but whi
h are not implemented yet.One approa
h for example is to 
ompute a needed leaf of an interior tree, whi
h ispro
essed by the Szydlo algorithm, not at on
e, but by verifying the signature of theroot of the underlying tree. Our GMSS implementation supports this improvementonly within the key pair generation.The variability of the 
omputation 
osts of ea
h individual signature is redu
edby algorithms for distributed 
omputation. Until now, our implementation does notsupport the distributed 
omputation of the up
oming authenti
ation path. The de-velopment of a distributed Szydlo Algorithm is expe
ted to balan
e the 
omputationtimings of ea
h signature on
e more.The main intention of improving GMSS is to redu
e the signature size. This isrealized by using large Winternitz parameters. Sin
e large w's lead to more 
om-putional e�ort, any improvements of the performan
e of GMSS will also make smallersignatures possible.All in all, GMSS already now provides 
ompetitive timings. Of spe
ial interestis the resear
h of using GMSS on 
onstraint devi
es, i.e. smart
ards. Furthermore,GMSS does not rely on number theoreti
 assumptions and thus will not be
omeinse
ure if a quantum 
omputer will be build. This makes GMSS to an absorbingalternative to 
ommon signature s
hemes.
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A. ASN.1 En
odingThis se
tion des
ribes the spe
i�
ation of the GMSS publi
 and private keys and theGMSS signature using Abstra
t Syntax Notation number One (ASN.1).[1℄GMSSPubli
Key ::= SEQUENCE{publi
Key SEQUENCE OF OCTET STRINGheightOfTrees SEQUENCE OF INTEGERParameterset ParSet}GMSSPrivateKey ::= SEQUENCE {algorithm OBJECT IDENTIFIERindex SEQUENCE OF INTEGER
urSeeds SEQUENCE OF OCTET STRINGnextNextSeeds SEQUENCE OF OCTET STRING
urAuth SEQUENCE OF AuthPathnextAuth SEQUENCE OF AuthPathnextNextAuth SEQUENCE OF AuthPathnextRoot SEQUENCE OF OCTET STRING
urRootSig SEQUENCE OF OCTET STRINGSta
kKeep SEQUENCE OF Sta
kSta
kNeed0 SEQUENCE OF Sta
kSta
kNeed1 SEQUENCE OF Sta
knextNextLeaf SEQUENCE OF DistrLeafnextNextRoot SEQUENCE OF OCTET STRINGnextRootSig SEQUENCE OF DistrRootSigParameterset ParSetnames SEQUENCE OF ASN1IA5String}GMSSSignature ::= SEQUENCE{index SEQUENCE OF INTEGERauthpath SEQUENCE OF AuthPathsignature SEQUENCE OF OCTET STRING}AuthPath ::= SEQUENCE OF OCTET STRINGSta
k ::= SEQUENCE OF OCTET STRING 61



A. ASN.1 En
odingDistrLeaf ::= SEQUENCE {name SEQUENCE OF ASN1IA5StringstatBytes SEQUENCE OF OCTET STRINGstatInts SEQUENCE OF INTEGER}DistrRootSig ::= SEQUENCE {name SEQUENCE OF ASN1IA5StringstatBytes SEQUENCE OF OCTET STRINGstatInts SEQUENCE OF INTEGER}ParSet ::= SEQUENCE {T INTEGERh SEQUENCE OF INTEGERw SEQUENCE OF INTEGER}
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B. Obje
t Identi�ersThis se
tion lists the obje
t identi�ers (OIDs) assigned to the GMSS implementation.The main OID for GMSS as well as the OID for the GMSSKeyFa
tory is1.3.6.1.4.1.8301.3.1.3.3The OIDs for GMSS are summarized in the following table, where the 
olumn"Hash fun
tion" denotes the hash fun
tion used in the OTSS and the authenti
ationtrees. Hash fun
tion Obje
t Identi�er (OID)SHA1 1.3.6.1.4.1.8301.3.1.3.3.1SHA224 1.3.6.1.4.1.8301.3.1.3.3.2SHA256 1.3.6.1.4.1.8301.3.1.3.3.3SHA384 1.3.6.1.4.1.8301.3.1.3.3.4SHA512 1.3.6.1.4.1.8301.3.1.3.3.5Table B.1.: OIDs assigned to GMSS
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C. Java ExamplesKey Pair GenerationThe GMSS KeyPairGenerator 
an be used as follows:1. Get instan
e of GMSS key pair generator:KeyPairGenerator kpg = KeyPairGenerator.getInstan
e("GMSSwithSHA1","FlexiPQC");2. Initialize the KPG with the desired Parametersetkpg.initialize(parameterset);3. Create GMSS key pair:KeyPair keyPair = kpg.generateKeyPair();4. Get the en
oded private and publi
 keys from the key pair:en
odedPubli
Key = keyPair.getPubli
().getEn
oded();en
odedPrivateKey = keyPair.getPrivate().getEn
oded();Signature generationThe GMSS Signature generation works as follows:1. Generate KeySpe
 from en
oded GMSS private key:KeySpe
 privateKeySpe
 = new PKCS8En
odedKeySpe
(en
PrivateKey);KeyFa
tory keyFa
tory = KeyFa
tory.getInstan
e("GMSS","FlexiPQC");3. De
ode GMSS private key:PrivateKey privateKey = keyFa
tory.generatePrivate(privateKeySpe
);4. Get instan
e of a GMSS signature:Signature gmmsSig = Signature.getInstan
e("GMSSwithSHA1","FlexiPQC");5. Initialize signing:gmssSig.initSign(privateKey);6. Sign message:gmssSig.update(message.getBytes());signature = gmssSig.sign();return signature;
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C. Java ExamplesSignature veri�
ationThe GMSS Signature veri�
ation works as follows:1. Generate KeySpe
 from en
oded GMSS publi
 key:KeySpe
 publi
KeySpe
 = new X509En
odedKeySpe
(en
Publi
Key);2. De
ode GMSS publi
 key:Publi
Key publi
Key = keyFa
tory.generatePubli
(publi
KeySpe
);3. Initialize verifying:gmssSig.initVerify(publi
Key);4. Verify the signature:gmssSig.update(message.getBytes());return gmssSig.verify(signature);
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