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Chapter 1

Introduction

Block ciphers are an important and omnipresent building block of modern cryptography.
In August 2000, the block cipher Rijndael was selected for the Advanced Encryption
Standard (AES). This happened in a then unprecedented way — an open contest with
international participation was held by the NIST to find a successor for the then 24-year
old Data Encryption Standard (DES).

Rijndael is a key-iterated block cipher with a very strong algebraic structure. The
block and key length are variable in steps of 32 bits between 128 and 256 bits. The only
valid block length for AES is 128 bits however; the key length for AES may be either
128, 192 or 256 bits.

1.1 Algebraic descriptions of AES

In late 2001, Ferguson, Schroeppel and Whiting showed how to write the Rijndael in
one algebraically closed equation [8], a continued fraction, over GF(2®). This equation
contains about 2% terms for a key and block size of both 128 bits.

In early 2002, Courtois and Pieprzyk described [4] how to express Rijndael and
Serpent as a system of multivariate polynomial equations over GF(2). The key property
of their representation is that the equations are quadratic, very sparse and the system
overdefined. The authors claim that Rijndael is susceptible to a new attack designed
by them which aims at exactly the task of solving sparse and overdefined systems of
quadratic equations. This technique is called Extended Sparse Linearization (XSL) and
is described in the same paper. Two versions of the attack are presented, one with and
one without taking the key schedule into account.

Subsequently Murphy and Robshaw establish an embedding of AES-128 into another
cipher called Big Encryption System (BES) [17] which can be expressed as a quadratic
system over GF(2%) that is even sparser. In a note submitted to the New European
Schemes for Signature, Integrity, and Encryption (NESSIE) process, Murphy and Rob-
shaw clarify the relationship between the BES and the XSL technique [16].

A slightly different version of the XSL paper [5] was presented at Asiacrypt 2002,
describing Compact XSL, a slight modification to the originally proposed XSL technique.

Most of the known attacks on block ciphers — such as differential [2] and linear crypt-
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6 CHAPTER 1. INTRODUCTION

analysis [15], the Square attack [7], the boomerang attack [21] etc. — are probabilistic and
assume a that the attacker has access to a large number of known plain-text/cipher-text
pairs.

This is what sets the proposed XSL attack apart. Depending on the key and block
size and whether the key schedule is used or not, 1—14 plain-text/cipher-text pairs
should be sufficient for determining a full AES cipher key.

1.2 Block ciphers

A block cipheris a family of invertible functions mapping an input string of fixed length
ny, the plaintext p to an output string, the ciphertert c. This family is indexed by the
cipher key K. Usually the input and output domain as well as the domain of the cipher
key are Boolean vector spaces. It is a reasonable choice to restrict the notion of a block
cipher to families of functions that can be represented as algorithms parameterized by
the cipher key.

Applying this algorithm to a plaintext is called encryption, the inverse operation is
called decryption.

1.2.1 Iterated Block Ciphers

A block cipher is called iterated block cipher if the ciphertext is obtained from the
plaintext by applying a round function R multiple times (N,) to the plaintext !

Si = R(Si_l,Ki) V1 <1< NR

We call the values S; the state of the cipher in round i, where the state Sy denotes the
plaintext and Sy, the ciphertext. The argument K; to the function R is called round
subkey; for K; fixed, the function R has to be invertible.

The round keys are computed from the cipher key with an algorithm that we call
the key schedule of the cipher. Concatenation of all round keys yields the expanded key,
denoted by K:

K = Ki|Ks|...|K,

The length of the binary expansion of the K is denoted by ng.

1.2.2 Key-Iterated Block Ciphers

Several options exist for combining the round key K; with the state S;_; in the round
function. Perhaps the most simple is to use addition over GF(2) — bitwise XOR. If
the round function is a composition of a key-independent round transformation and a
key addition over GF'(2), the cipher is a key-alternating cipher. Furthermore, a key-
alternating iterated block cipher is also called key-iterated block cipher.

literated block ciphers are a specialization of the class of iterative block ciphers, which allows for
several distinct round functions.
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1.3 Classification of attacks on block ciphers

Following the notation introduced in [13], we distinguish the following types of attack
on block ciphers:

Ciphertext-only: The adversary only has access to the ciphertext. The task for the
cryptanalyst is to determine information about either the plaintext or the keying
data.

Known plaintext: The adversary has access to plaintext and corresponding cipher-
text. The objective is to recover keying data.

Chosen plaintext: Not only does the adversary know the plaintext but he may use
the cipher as an oracle to which he can send plaintext and receive ciphertext from.
After one oracle call — which may involve sending more than one plaintext block
— his task is to recover keying data.

Adaptive chosen plaintext: Consider the same setting as in the chosen plaintext
scenario, however allow the adversary may make multiple calls to the oracle and
thus interactively choose the input from the observations/computations he made
on earlier plaintext/ciphertext pairs. Between oracle calls, the keying data will
not be changed.

Obviously these attacks are of different strength, meaning that the amount of informa-
tion and access to the encryption device required to successfully carry out the attack
varies. The above attacks are ordered by decreasing strength. Analogous chosen-text
attacks also exist for the ciphertext, requiring access to a decryption oracle/device.

1.4 Scope of this thesis

Even reduced-round versions of Rijndael induce systems of polynomial equations that
are too complex to be practically attacked with the XSL technique. Therefore it is
our goal to study the XSL on “miniature ciphers” that are designed with a structure
resembling the one found in Rijndael.

These ciphers which we will call “Mini-Rijndaels” are expected to yield systems of
equations that are practically solvable with today’s off-the-shelf computers.

We shall proceed in four steps — first, we show how the Mini-Rijndaels are con-
structed and which parameters are variable, then how to generate systems of quadratic
equations for these ciphers in an algorithmic fashion. This is followed by a detailed
description of the algorithms employed in our XSL implementation. We conclude by
giving experimental results on the viability of the attack.
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Chapter 2

The family of Mini-Rijndaels

When experimenting with new attack strategies, we usually cannot expect them to
immediately work against the full-blown block cipher — unless its design is so weak that
it succumbs to the attack without further detailed analysis. This is why cryptanalysts
usually first investigate “reduced” versions of the cipher they attack, “reduced” usually
meaning that the number of rounds of the cipher has been decreased. Attacks then are
attempted first on a small number of rounds of the cipher and are refined and adapted
to work on increasingly more rounds.

For our purposes it seems lucrative to scale Rijndael down not only in the number of
rounds but to also employ smaller S-Boxes as well as less entries in the state and the sub-
key matrix. Thus we are able to cut down the complexity of algebraic representations
we try use for the to attack enormously, yet still work with a structurally similar cipher.

In the following we identify the vector z = (zg,...,z,-1) € F} with the element
(S 0 = x) € Fy[f]/m(0) with m(0) € Fy[f] an irreducible polynomial. Hav-
ing fixed the minimal polynomial of the finite field, we also write F or Fsn instead of
Fy[0]/m(0), where n = deg(m). If the field in question is not unambiguous we may
sometimes also write 6 for the defining element instead of simply 6.

The internal state of the Rijndael as well as our family of Mini-Rijndaels for this
chapter is represented as a matrix with the elements being ordered columnwise.

0,0 cee Ao, N, —1
S = : : € FNaxNo

aN,-10 --- AN,—1,N,—1

In later chapters, when describing the cipher algebraically we will switch to interpreting
the state as a column vector with the following ordering of elements:

o T
S = (GO,O, ceey OAN,—1,05 -+ @105, -y AONp—1) -« aNa—l,Nb—l)

Since we are only interested in cryptanalysing the cipher algebraically and not actu-
ally using it, we only specify the encryption operation and the key schedule.



10 CHAPTER 2. THE FAMILY OF MINI-RIJNDAELS

2.1 Parameters

The following table lists parameters of our cipher that can be easily adapted. Note that
changes such as assigning A = 0 and b = 0 respectively may make algebraic cryptanal-
ysis easier, but then again does not reflect the Rijndael design criteria .

seN width of the S-Box in bits

m € Fy[0] minimal polynomial of the finite field Fas

N, eN number of rounds in the cipher

N, eN number of rows in the state/key matrix

Ny, e N number of columns in the state/key matrix

N e N number of columns in the key matrix

A € FYxNs matrix for affine transformation in SubElement
beFY vector for affine transformation in SubElement
Mk € IFSQ’XN” matrix for the MixColumns step

2.2 An algorithmic cipher description

The sequence of operations to be performed is the following:
e Add round key Kj in round zero (this effectively is the cipher key for Ny = Nj)
e N, — 1 rounds of the following transformations:

— Apply SubElement to each element of the state
— Shift rows cyclically to the left
— Diffuse internal state columnwise with MixColumns

— Add round key K; for round .
e In the last round the MixColumns step is left out:

— Apply SubElement to each element of the state
— Shift rows cyclically to the left
— Add round key K; for round i.

2.2.1 AddRoundKey

The function AddRoundKey simply performs a bitwise XOR of the internal state with
the round subkey.

since interpolation attacks are possible then
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Algorithm 1 MiniRijndaelEncrypt
Input: P ¢ FNoxM

Input: Ky,..., K, € FNaxNo
Output: C € FNaxNo

So < AddRoundKey (P, K)
for r — 1 to N, do

S; «— SubElement(S; ;)

S; < ShiftRows(5;)

if » # N, then

S; «— MixColumns(S;)

end if

S; < AddRoundKey(S;, K)
end for
C 85,

Algorithm 2 AddRoundKey
Input: S € FNaxN
Input: K ¢ FNaxN
Output: S’ € FNexMN

S S K

2.2.2 SubElement

SubElement applies the non-linear invertible function v — the S-Box function — to each
element a; ; of the state. The S-box uses the same construction as Rijndael, generalized
to an arbitrary input/output size of s bits. Rijndael’s design principles lean heavily on
the work of K. Nyberg [18].

The S-Box is composed of two functions f, g, which are defined as follows:

b ifx#£0
f.FZrL—)FQn’ x|—>{0 lfxzo

g:Fy — Fy, x+— Ar+b

with A invertible. The transformation v then is defined as a sequence of applying the
inversion f, the canonical mapping from Fos to 5, the affine transformation ¢g and finally
the canonical mapping from Fj to Fys Note that f can also be expressed as z +— 2" 2
for n > 2. We further require the matrix A used in the mapping ¢ to be circulant,
imposing the condition

Ai,j = AOJ‘—]‘ mod n fOI' all l,j

on its elements and the S-Box to have no fixed and no opposite fixed points.
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Algorithm 3 SubElement

S € FNaxNo
S/ c ]F‘NaXNb

Input:
Output:

fori<— 0to N, —1do
for j < 0to N, — 1 do
Sij — v(Sij)
end for
end for

2.2.3 ShiftRows

Each row ¢ of the internal state is cyclically shifted A; positions to the left by the
ShiftRows transformation. Since this operation is a permutation, it is invertible.
Assuming we have a 4 x 4-state such as in Rijndael, the operation looks as follows:

Qp,0 Ap,1 Qo2 Qo3
1o A1 Q12 Q13
—
G20 A21 Q22 23
aszo azi Gaz2 33

Qpo Adp1 Qo2 A03
a1 Air2 a1z Q1o
Q22 A23 Q20 0A21
assz aszo asil a2

Algorithm 4 ShiftRows

S € FNaxNo
S/ c ]FNEXN()

Input:
Output:

fori<— 0to N, —1do
for j <~ 0to N, — 1 do
[ — (j+ i) mod N,
Sz{,j 94
end for
end for

2.2.4 MixColumns

Each column of the state is multiplied by an invertible and circulant matrix M,;,. The
matrix M used in Rijndael was chosen such that its branch number is maximal — to
obtain optimal diffusion; thus for a Mini-Rijndael test cipher we should do likewise. For
a single column 7 of a 4 x NN, state the MixColumns transformation looks as follows:

Qag,;
ai g
a2
as;

Mmix :
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Algorithm 5 MixColumns
Input: S € FNaxM
Output: S’ € FNexMNs

for i — 0to N, — 1 do
U — SO...Na—l,i
v M- -v"

!
0..Ng—1,4 SV
end for

T

2.2.5 Key scheduling

The key schedule of Rijndael defines two types of key expansion, one variant for Ny < 6
and a slightly different one for N, > 6. For the sake of simplicity we only define one
version of the key expansion.

The columns of the expanded key are recursively computed. Columns (ko, ..., kn,—1)
of the expanded key are equal to the cipher key, column ¢ > N can be calculated as
follows:

(i) if Ny t i, column i is the bitwise XOR of column ¢ — Ny and column i — 1

(i) if N | ¢, column ¢ is the bitwise XOR of column ¢ — Nj and the result of the
application of a non-linear function to column ¢ — 1. This non-linear function

applies the S-Box transformation to each of the elements in the column, cyclically
a1
rotates the column and then adds the round constant p; := 0 %" .
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Algorithm 6 MiniRijndaelKeySchedule
Input: & € FNexNe
Output: Ky, ..., K, € FNaxN

for r — 1 to N, do
Kr — Kr—l
for i — 0to N, — 1 do
for j <~ 0to N, —1do
if =0 then
K, ;i — K, j; + SubElement (K, 1, (j41) mod Ny, m—1)
if 7 =0 then
Koo Kpoo+ 05"
end if
else
K, i Kji+ K i
end if
end for
end for
end for




Chapter 3

Systems of polynomial equations

In this chapter we will show how to represent the problem of a known-plaintext attack
on a certain class of block ciphers — nominally on the family of Mini-Rijndaels — as a
system of polynomial equations over a finite field of characteristic two. We consider two
algebraic descriptions of the cipher in detail, one of them being a quadratic system over
IF5, the other one a quadratic system over Fas, with s being the width of the S-Box in
the Mini-Rijndael cipher represented.

3.1 Terminology

For defining terms, monomials as well as term orders we follow the description of [1]. A
term in the variables of X := {z;,...,2,} is a power product of the form

aft--easr withe; € Ng VI <0 <n

n

Note that the constant 2% --- 2% = 1 also is a valid term by this definition. By T'(X) we
denote the set of all terms in variables of X. We define a monomial in the variables of
X over the field F as a polynomial of the form m = at with 0 # a € F and t € T'(X),
calling a the coefficient of m and t the term of m.

Let f be written as a sum of pairwise inequivalent monomials. Then the set of all
monomials occurring in this representation is denoted by M(f) and the set of all terms
of f, denoted by T'(f), is the set of all terms of monomials m € M(f). We define deg( f)
to be the total degree of the polynomial f.

Definition 3.1.1. Let < be a term order on T'(X). For any finite, non-empty subset A
of M consisting of pairwise inequivalent monomials, let max(A) be the unique maximal
element of A w.r.t. the order <. For any non-zero polynomial f € F[X] we define the
head term HT(f), the head monomial HM(f) and the head coefficient HC(f) of f
w.r.t. < as follows:

HT(f) = max(7T(f))
HM(f) = max(M(f))
HT(f) = the coefficient of HM(f)

15
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Definition 3.1.2. Let M be a non-empty set and » C M x M a relation on M. The
set

r~t = {(a,b)|(b,a) € 1}

is called the inverse relation to r. Furthermore, a partial order on M for which
r U r~' = M x M holds is called a linear order.

Definition 3.1.3. A term order is a linear order on 7'(X) that satisfies the following
conditions:

(i) 1<tforaltel.
(ii) t; <t implies t; - s < ty- s for all s,t1,t, € T.

Ezrample 3.1.4.

lexicographical order We say that X{il e X <y X Xen i (dy, ... dy) =
(€1,...,€,) or there exists 1 <i <n withd; =e; for 1 <j<i—1andd; <e,.

inverse lexicographical order X .. X e X5 X ifE (dy, L dy) = (61,5 e0)
or there exists 1 <i<n withd; =e¢;jfori+1<j<nandd; <e

total degree-lexicographical order Let < be a term order or an inverse term order
on T(X). Let f = X" - X% and X{'--- X, Set f <' g iff either deg(f) <
deg(g) or deg(f) = deg(g) and f < g.

3.2 Constructing the equations

Theorem 3.2.1. Letu,v € N, Py, ..., P, be variables representing the plaintext, Cy, ..., C,
the ciphertext and K, . .., K, the cipher key. Then every block cipher can be written as

a system of polynomial equations over Fy or Fon for some n € N with variables P;, C;
and K;.

Proof.

(i) By definition a block cipher is a function between boolean vector spaces that maps
an input P to an output C under a key K. Every boolean function of the block
cipher can be represented by a polynomial f in P;, K; and C;. Thus we can write
the block cipher as a system of polynomial equations over 5.

(ii) Pick an integer n such that n|Ny and n|Ns. Having fixed a minimum polynomial for
Fayn, express the key, the plaintext and the ciphertext as vectors of elements of Fon.
Each element of the ciphertext vector can then be interpolated by a polynomial
in the plaintext and key variables, i.e. by Lagrange interpolation.

]
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Since we are dealing with an iterated block-cipher having a non-trivial round func-
tion, a system with no variables for the intermediate states during execution will become
rather large both in the number of terms and in the total degree of the polynomials in-
volved.

Thus we wish to trade off the expression swell in a straightforward representation
of the flavor presented above against the inconvenience of having a larger number of
equations and variables. This has the advantage that the polynomial system is made
up of less terms, the total degree of the polynomials is smaller, and the polynomials
become more sparse, meaning there are less terms involved per polynomial.

The representation with the least maximum total degree of all polynomials involved
in the system is a quadratic system of equations.

Proposition 3.2.2. Every system of polynomial equations F € F[X] over a finite field
F can be transformed into an equivalent system of quadratic equations F' € F[X U X'
by introducing new variables {x ¢ X,...,x; ¢ X} := X', assigning each new variable
a sub-expression of at most degree two and rewriting the original equations accordingly.

Ezample 3.2.3. Consider the following polynomial system over F[z, ..., x3]
3xf + 22375 + wox} +2 = 0
To + x‘ll + 2211973 + xéﬁ =0
13 + 21’2 =0
3wz + 25 = 0
This is equivalent to the following quadratic system:
Ty — X1X2 = 0
ng + 2x6x9 + 294 +2 = 0 re —x4x5 = 0
To + 25 + 225235 + 15 = 0 :B7—x§ =0
T3 +29 = 0 l’g—l’? =0
?)ZL’()(L’g + ZTioxrs = 0 L9 — .I'g = 0
ry—127 = 0 T — Lglr 0

Consider a system of multivariate polynomial equations £ over a finite field F:

fl(l'l,...7$m) = 0

fl(xl,...,a:m) =0

Clearly every polynomial system can be transformed into the above form, for if we have
an equation f(z) = g(x) the difference h = f — g also is a polynomial and we can replace
the above equation by h(x) = 0.

The set of polynomials fi,..., fi € F[X] such that f;(x) = 0 for all 1 < 0 <1
generates an ideal Z in F[X]. If the number of zeros of this ideal in FX! is one, the
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corresponding system £ obviously only has one solution — in this case Z is called 0-
dimensional. !

3.3 Constructing a system over [

Constructing a system over [y is mostly straightforward. We need to build equations
for the S-Boxes of each round, the linear layer of each round and for the key schedule.
An algorithmic description of this procedure is given in generate_equations_gf2.

3.3.1 The S-Boxes

Assume the input variables of a S-Box are vy, ...,v,_1 € X and the output variables are
wo, ..., ws_1 € X. Write the following polynomials f;, fo € Fos[X]:

s—1 s—1
fi :Zviei, fzzzwz'@i
=0 i=0

Were the S-Box to perform a simple inversion in the field Fos, the following equations
would hold:

fi-fo = 0

However, since we also need to apply the affine transformation over Fy, the equations
become slightly more complicated:

fé = (90, s 798_1) ’ (A_l ' (w07 s 7w5—1)T + b)
The equation now looks as follows:

fi-fom1 =0

Going from the representation over the field Fos to one over the vector space F; we
obtain an equivalent system of s simultaneous equations over Fy. This is performed by
the function seperate polynomial. Of these equations, s — 1 hold with probability 1,
and the remaining equation only with probability 25221; this is due to the fact the S-Box
in contrary to inversion in a finite field is also defined for the value 0.

What Courtois and Pieprzyk observed is that one can get even more linearly inde-
pendent equations per S-Box by taking the following relations into account:

fiofs—fi =0
fi-f—fo = 0

INote however that a 0-dimensional ideal only needs to have finitely many zeros, not necessarily a
single one.



3.3. CONSTRUCTING A SYSTEM OVER T, 19

All of these equations are bi-affine, meaning the terms occurring in the polynomials
are either the constant term, terms of degree one such as v; or w; or from the set
{viw; | (0<i<s) A(0<j<s)}. The total number of equations per S-Box is 7, the
total number of terms occurring in these r equations is . Their objective is to maximize
the ratio 7, which is the main reason why we do not consider relations of the form
[ f3 = f3, yielding “fully quadratic” equations over Fy — meaning quadratic equations
that are not bi-affine.

For the case presented above r = 3s — 1 and t = s? + 25 + 1.
Ezxample 3.3.1.

110 1
m(z) =0 +60+1, F:=Fym(z), A:=|0 1 1|, b:=]|1
0 01 0

f1 = 02'I2+Q'ZE1+1‘0
fo = (+0+1) 25+ 0+1) 24 +33+0

ToXy + o + X124 + T 173 + ToT5 + Toxs + 29 =0

ToXy + Tos + X125 + X124 + T1 + 225 = 0

ToXy + To + T1T5 + T1X4 + T + ToZs + Toxy + T3 + Ty = 0
Tolks + To + T1X4 + Toxs + Toxy + 29 =0

ToXs + ToZ3 + T1T4 + 2123 + Tox5 =0

Ty + X4+ T3+ X2k + T124 + X1 + ToZs + ToxXg + Loz = 0

Ts + X4 + ToXs + oy + X2 + T125 + T123 + 1 + o5 +1 =0

T5 + ToX5 + Tog + To + 2125 + ToTy + 9 = 0

3.3.2 The linear layer

The linear layer of the cipher consists of an addition of the round key, of the ShiftRows
operation and of the MixColumns operation. Note that the internal state of the cipher is
represented by a column vector of F-elements. Key addition is quite trivially described
as the addition of the round key variables to the state variables, for ShiftRows and
the MixColumns steps we need to derive the (N,Ny) x (N,N,) matrices Mg and M¢
respectively.

Since MixColumns applies the same matrix M,;. to each column of the state, the
corresponding M¢ matrix is the block-diagonal matrix Mo = diag(4) ® Mpix.

The effect of the ShiftRows operation, cyclical shifts of each of the rows, can be
expressed by a matrix with exactly one l-entry in each row, which is calculated by the
function compute_shiftrows matrix.

Assume the vector of input variables to the linear layer is vy, ..., vn,.n,s—1 and the
output vector is wo, ..., WnN,.N,-s—1-
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We then write the vectors of polynomials

F= (fo’ T ’fNa'Nb*I) and G = (g07 SR 7gNa-Nb*1>
with X 1
fi= Z’Uis-i-jeja 9i = ZwiHiHj forall 0 <7 < (N,-Ny—1).
J=0 i=0

For round zero, the linear layer is a simple key addition, for every subsequent round
except the last, the effect of the linear layer can be expressed by the relation F' - Mg -
Me — G = 0 and for the last round by F' - Mg - Mc — G = 0. Taking each row of the
vector on the left-hand side of these equations and interpreting it over the vector space
F5 instead of the field Fys — again by using seperate_polynomial — yields a system of
N, - Ny - s simultaneous equations over [Fs.

3.3.3 The key schedule

Equations for round keys 1 to NV, can be directly read off from the algorithm
generate_subkey_equations_gf2.

3.4 Embedding the cipher

In [17] Robshaw and Murphy introduce a technique for embedding the AES cipher within
an extended cipher called Big Encryption System (BES) by replacing each element a of
the state with its vector conjugate a defined as follows:

a:= (a20, .,a%) e,

Now all transformations used can be expressed as simple Fys-operations, including the
affine map over the S-Box which for Rijndael is defined over F5. The same technique
can be applied to any of our Mini-Rijndaels.

3.4.1 The S-Boxes

For expressing the Fy-linear part of the S-Boxes we first need to compute the linearized
polynomial[14] for the affine matrix A:

s—1 )

L(a) =Y \ia* € Fald]

i=0
This polynomial has the desirable property of inducing a linear operator on F' if consid-
ering [Fos as a vector space over [Fs.

Set the Fos-vector av = (6°,...,6°71). Following a description given in [19] we com-

pute the coefficients \; as

0 s—1 —1
)\0 2 .. CKQ
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The following matrix then describes the Fao-linear part of the S-Box:

20 20 20
N LN
2 2 2
ML . AS—I )\O o .. )\5_2
25—1 23—1 28—1
Al AQ ... AO

The constant of the affine Fo-mapping can be moved either into the key schedule or into
the linear layer (which should then be called affine layer). The non-linear part of the
S-Box has thus been reduced to a simple inversion in Fys 2. Again assume the input
variables of a S-Box are v, ...,v,_1 € X and the output variables are wy, ..., ws_; € X.
Then the equations

virw; —1=0 forall0<i<s-—1

hold. However, knowing that the conjugacy property must also hold, we obtain the
additional equations

vf—viﬂmods = 0 forall0<i<s-—1
w?—wiﬂmods = 0 forall0<i1<s—1

and thus have an overdefined system of quadratic equations for each S-Box. In contrast
to the equations over [y we note that these equations do not contain any products
between input and output variables of the S-Box but rather only products of the form
v;v; or of the form w;w;. The total number of terms per S-Box is 5- s+ 1 and the total
number of equations per S-Box is 3s.

3.4.2 The linear layer

We first need to compute the matrices M and Mg as described in the Fy case. These
then need to be converted into a form compatible with the vector conjugated state by
the function compute_conjugated matrix, resulting in (N, - Ny-s) X (N, - Np-s) matrices
MY, and M{ with coefficients in Fos. Computing a product of the block diagonal matrix
diag(N, - Ny) @ M, Mg, and M{, we obtain a matrix completely describing the linear
layer.

The only thing missing is the affine part of the transformation which we inherited
from the S-Box. This situation can be rectified by considering the vector b as an element
of Fys which we shall call ¥'.

The vectors

Bi=Ms-Mc-( (1,....,1)" & @, "7

~—_———
Ny Ny, repetitions of 1

for every but the last round respectively and
B =Ms-( (1,....0)7 @ @®%,.. . p* 7
—_———
Ng- Ny, repetitions of 1

for the last round then represent the constant in the affine transformation.

2we assume that the value 0 never appears as input to the S-Box, because it is not a patched inverse

function.
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3.4.3 The key schedule

Just like for the Fy case, equations for round keys 1 to N, can be directly read off from
the algorithm generate_subkey_equations_gf2n. The only nit to be aware of is that
we have to add elements of the conjugated vector of the corresponding round constant
in the first column of the round key instead of single bits.
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Algorithm 7 generate equations_gf2
Output: F C F[X]

My « compute_shiftrows matrix(yp)
M1 — MQ . (dlag(Nb) & Mmix)
F « generate_linear _equations_gf2(0, M,)
for » — 0 to N, do
for: +— 0to N, —1do
for j —0to N, —1do
F «— F U generate _sbox equations gf2(r,1,7)
end for
end for
if » # N, then
F «— F U generate linear equations_gf2(r, M)
else
F «— F U generate linear equations gf2(r, M)
end if
F «— F U generate_subkey_equations_gf2(r)
end for

Algorithm 8 compute_shiftrows matrix
Input: (X\o,...,A\y,_1) € N)®
Output: M e F{YeNo)x(Nale)

for : — 0to N, — 1 do
for j < 0to N, — 1 do
— ((j — X + Ng) - Ny + i) mod (N, - Ny)

y<—j-Nb—|—i
My, —1
end for

end for
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Algorithm 9 generate_subkey_equations_gf2
Input: reN, 1<r<N,
Output: F C F[X]

N,+— N, -s
for i — r- Ny to (r+1)- Ny do
if i mod N, = 0 then
{ non-linear equations for key schedule }
for j — 0to N, —1do
u—((i—=1)-Ny+7j)-s
ve—((r—=1)-Ny,+7j)-s
F' «— gen_sbox_equations gf2((Ky, ..., Kurs—1), (Lo, tois—1))
F—FUUF
end for
{ linear equations for key schedule }
for j «—0toN,-s—1do
[ Kinesj + KG-Ny)-Net
J = [+ L(—1)-Net(j+s) mod N.
if j <s A 65 mod 6% # 0 then
f—f+1
end if
F—F U/
end for
else
{ linear equations for key schedule }
for i — 0to N, —1do
F—F U(Knoivj + Enoii-14j T KN =N +5)
end for
end if
end for
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Algorithm 10 generate_linear equations_gf2

Input: reN,0<r <N,
Input: M € Fgga'Nb)X(N“'Nb)
Output: F C F[X]

Fel
{ zero round is a simple key addition }
if » =0 then
fori —0to N, -Ny-s—1do
Je—=pi+ K+
F—FU/f
end for
else
for i — 0to N,-N,—1do
for j — 0tos—1do
a; < a; + (9]1]: * Thti-s+j
end for
end for
a<—M-a
for i — 0to N,-N,—1do
a' « seperate_polynomial(a;)
for j «— 0tos—1do
{ last round has ciphertext as output variables }
if » = N, then
J Ci-s+j
else
[ L2r-(Ng-Ny+i)-s+j
end if
[ f+ad+ KN, Nyri)sti
F—FU/f
end for
end for
end if
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Algorithm 11 generate_sbox equations gf2
Input: (vg,...,vs1) € X?

Input: (wp,...,ws 1) € X*

Output: F C F[X]

J1<0
Jfa0
F 10
fori—0tos—1do

fi— fi 40 - v;

for j < 0tos—1do

if Aifjl =1 then
fo = fot 05wy + b - 05
end if

end for
end for
F « seperate polynomial(f; - fo+ 1)
fori—0tos—1do

F—F UFE
end for
F « seperate_polynomial(f? - fo + f1)
for i — 0tos—1do

F—F UFL
end for
F « seperate_polynomial(f? - f1 + f2)
fori«—0tos—1do

F—F U F
end for

Algorithm 12 seperate polynomial
Input: f € Fos[X]
Output: (Fy,..., F, 1) € Fo[X]*

fr=1r
while [’ # 0 do
¢ «— HC(f')
fori<— 0tos—1do
if ¢ mod 6 # 0 then
F; «— F; + reduce(HT(£'))
end if
f/ - f/ _ HM(f/)
end for
end while
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Algorithm 13 generate_equations_gf2n
Output: F C F[X]

M3 «— compute_sbox matrix(compute_coeffs linpoly(A))
My « compute_shiftrows matrix(yp)
My — My - (diag(Ny) ® Mpix) - (diag(N, - Ny) ® Ms)
Mz — MQ . (diag(Na : Nb) (%9 Mg)
F < generate_linear equations_gf2(0, M,)
for r +— 0 to N, do
fort«— 0to N, —1do
for j —0to N, —1do
F «— F U generate_sbox_equations_gf2n(r,1, )
end for
end for
if » # N, then
F «— F U generate linear equations gf2n(r, M)
else
F «— F U generate_linear equations_gf2n(r, Ms)
end if
F «— F U generate_subkey_equations_gf2n(r, Ms)
end for

Algorithm 14 compute_conjugated element
Input: a€Fyp, neN
Output: o € F3,

fori<—0'ton—1 do
a/ — a21
end for

Algorithm 15 compute_conjugated matrix
Input: M € F4", n,u,v € N
Output: M’ e Fy*"

for k< 0Oton—1do
fori«—0tou—1do
for j — 0tov—1do
Mi/n—l—k,jn—i-k — Mf;
end for
end for

end for
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Algorithm 16 compute_coeffs_linpoly

Input: M e Fy*" neN
Output: ) € F3,

fori«—0tos—1do
(673 0]%
for j <~ 0tos—1do
Bij «— of
end for
end for
{ embed A into Fyn }
AN— B 1. AT . o

Algorithm 17 compute_sbox matrix
Input: ANe[Fj,, neN
Output: M’ e F5"

for i< 0ton—1do
for j <~ 0ton—1do
Mi,,j — A%fj+n mod n
end for

end for
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Algorithm 18 generate_linear_equations_gf2n

Input: reN0<r <N,
Input: M € ngsV“'Nb's)X(N“’Nb's)
Input: B e FYe"s

Output: F C F[X]

Fe
Ng«— N, -Np-s
{ zero round is a simple key addition }
if » =0 then
for i — 0to N, —1do
Je—pi+ K+
F—FUYf
end for
else
for i — 0to N, —1do
{ last round has ciphertezt as output variables }
if r = N, then
J—a
else
[ 22N, 1i
end if
for j — 0to Ny —1do
if M;; # 0 then
[ f+ M ;xo_1).N+
end if
end for
f—/+B
F—FUFf
end for
end if

Algorithm 19 generate_sbox_equations_gf2n

Input: (vg,...,v5-1) € X?
Input: (wp,...,ws 1) € X*
Output: F C F[X]

Fe
fori«—0tos—1do
f1<—vi-wi—|—1
szU?—FU(iH)mods
f3 — w? + W(i+1) mod s
F—FUfLU/fU/fs
end for
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Algorithm 20 generate_subkey_equations_gf2n
Input: reN, 1<r <N,
Output: F C F[X]

' < compute_conjugated_element(ff)
N,+— N, -s
for i < r- Ny to (r+1)- Ny do
if i mod N, = 0 then
{ non-linear equations for key schedule }
for j «— 0to N, —1do
u—((i—1)-N.+j-s)-s
ve—((r—=1)-N.+j-s)-s
F' — gen_sbox_equations_gf2n((Ky, ..., Kyts—1), (tvs .- tors—1))
F—FUUF
end for
{ linear equations for key schedule }
for j —~0toN,-s—1do
J = Kinj+ Ki-Ny)News
J = [+ (=1 Net(j+s) mod Ne
if j <s A 9} # 0 then
f—f+0;
end if
F—FU/f
end for
else
{ linear equations for key schedule }
fort«— 0to N.—1do
F—F U(KNeivj + Kne(i-1)+j + KNe-Np)+5)
end for
end if
end for




Chapter 4

Linearization attacks

The problem of solving multivariate quadratic systems of equations is generally known
as MQ-Problem. It can be shown that even for the smallest field of all, 5, and more
generally for any finite field F, deciding whether a multivariate quadratic system over
F actually has a solution is an NP-complete problem [9], [10] (though [9] contains no
proof but only a reference to an unpublished manuscript and personal communications).

The standard method for solving systems of polynomial equations is to compute
a lexicographically ordered Grobner basis (i.e. with the Buchberger algorithm) of the
system in question and then to determine solutions by incrementally solving univariate
equations and eliminating variables for which a solution already has been obtained.

However this method is usually only feasible for a low number of variables.

Algorithms for computing Grobner bases are quite general tools — in this chapter we
present more specialized algorithms and techniques which are being touted to be more
suited for the task and subexponential in running time.

4.1 Linearization

The basic idea necessary for understanding the contents of this chapter is the concept
of linearization. Consider an overdefined system of polynomial equations where the
number of equations is close to the number of terms occurring or even exceeds it. In
this case it may be fruitful to consider the terms of the polynomial system as basis of
a vector space. The polynomial equations then have a dual representation as linear
combinations of terms in this vector space. This gives rise to the following definition:

Definition 4.1.1. A set of multivariate polynomial equations L is called linearly inde-
pendent if the dual linear equations are linearly independent.

If the number of linearly independent equations in the polynomial system is very close
to the number of terms, we can reduce the problem of solving a multivariate polynomial
system of equations to the problem of solving a linear one. For this a multitude of
efficient algorithms exist, i.e. Gaussian elimination.

We are only interested in solutions lying in the base field F and not in the algebraic
closure F; therefore we reduce each equation modulo the ideal J := {27 — z | Vo € X }.

31
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This is done by the algorithm reduce, which is not specified. In 5 this has the conve-
nient consequence that the ¢ - x =t for all variables x of t.

4.2 The XL Algorithm

Again, consider a system of low-degree polynomial equations £ = {l; = 0} in variables
X over a finite field F. The XL algorithm incrementally increases the size of the initial
set of equations £ by adding new algebraically dependent, yet linearly independent
equations to it. This is achieved by multiplying each equation (I = 0) € £ with each
possible term t € T'(X) such that deg(¢ - 1) < D, where D is the degree bound — the
maximum degree an equation may have.

We first give a verbatim description from the original paper and then comment on
the individual steps of this basic, yet effective algorithm:

Multiply: Generate all the products H;?:l Ty, -l with k < D — 2.

Linearize: Consider each variable in the x; of degree < D as a new variable and
perform Gaussian elimination on the equations obtained in 1. The ordering on the
monomials must be such that all the terms containing one variable (say x) are
eliminated last.

Solve: Assume Step 2 yields at least one univariate equation in the powers of x;.
Solve this equation over the finite field.

Repeat: Simplify the equations and repeat the process to find the values of the
other variables.

Remark 4.2.1. The number of linearly independent equations obtained by combining all
of the equations obtained in step 1 is generally called Free. Let the number of terms —
including the constant term — in all of these equations be called T

We then hope to achieve Free = T — (' for obtaining a solution, ideally C' = 1.
If Free = T and one of the equations contains a constant term, then the polynomial
system obviously is insolvable.

If Free =T — 1, the term ordering chosen in step 2 is irrelevant, otherwise lexico-
graphically ordering the terms will fulfill the condition in step 2. Note well, however,
that a permutation of variables (swapping z; and x3 for example before lexicographically
ordering the terms) may lead to success if Gaussian elimination has failed to produce a
univariate equation for the current order of variables.

When solving the equations in step 3, the univariate equation obtained may have
more than one root in the field F.

4.3 Relinearization

Historically, relinearization [12] was an intermediate step to the XL algorithm. It has
been proven ([3]) that relinearization for a given parameter D generates a subset of
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equations the XL algorithm produces for the same degree bound D, therefore we will
not eleborate on it.

4.4 Extended Sparse Linearization

Instead of generating all equations of the equations up to degree D as in the XL case,
we can be more selective. What the XSL technique advocates is splitting a large system
of equations L into several smaller systems L, ..., L, and multiplying the equations
of each of these systems with products of terms occurring in other systems. The parti-
tioning chosen by the authors of [5] is to regard each S-Box and the linear layer of each
round as a separate system. Having reached a certain threshold of linearly independent
equations, a final step is applied to generate some more equations such that we can
linearize the system. In contrast to the XL algorithm, the goal of the XSL technique
is to not have to iteratively solve the system; the expectation rather is to have F'ree
linearly independent equations for F'ree+ 1 terms and thus being able to uniquely solve
the system.

In order to correctly identify the different polynomial systems after the partitioning
we need to name or tag them. In the algorithms presented this is done by having a
mapping from the natural numbers into the subsets of the polynomial ring F[X], thus
assigning each system a number.

The “expansion” step of the XSL technique can be found in the algorithm xs1_expansion.

Two avenues of attack are presented in [4] of which only the first is published in [5]:

1. Equations for N, + 1 executions of the cipher are used without paying attention
to the key schedule.

2. Equations for [ Ny /N, | executions of the cipher and equations for the key schedule
are used.

Equations for the second case are generated by the algorithms shown in the previous
chapter.

4.4.1 The final step

The final step tries to increase the number of linearly independent equations Free when
Free/T =~ 1 without increasing the number of terms 7'. Let F be a set of polynomials
over F and the set T'(F) the set of terms occurring in F.

Then we define T,(F) to be the set of all terms that can be multiplied by a variable
z € X and still are in T'(F):

T.(F)={teT(F)|(t-z)eT(F)}

For the final step we first need to pick two variables x;, z; € X. We then obtain a system
F.; by rewriting all polynomials of F such that each term t ¢ T'(F),, is represented as
a linear combination of terms in T'(F),,. A certain number of equations need not be
rewritten, because already all terms occurring in them are in T'(F),,). These equations
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are called “excessive equations” for z;. We do likewise for F,.. This procedure can
either succeed or fail. If it fails, depending on which rewrite step failed, we need to
choose either z; € X, x; € X or both x;, z; anew until it succeeds.

Now we can multiply the exceeding equations for ; with the variable z; — let us call
the set of those £,, — and the exceeding equations for x; with z; — which we shall call
L., — and obtain new equations, most likely linearly independent from the equations we
already have. By rewriting all terms of £, not occurring in £,; with the representation
we have in F,; we can iterate the process. A more precise description can be found in
the algorithm finalstep.

In [6] the above final step is called XL.2.

4.4.2 An example for XSL

Ezample 4.4.1. Consider the 0-dimensional ideal Z < Fyxzy,...,x3] generated by the
following equations:

$0I2+Ig+$1+1 =0
Tox1 + T2 + X3 = 0 L

T1T3 + Tox3 + 12 = 0
T3+ T1T2 + 1 =0 r
To+ X1+ X9 + 1 =0 2

The sets T; denote all terms occurring in system L£; except for the constant term:

Ty = { xoxe, T3, 1, ToT1, T2, T1X3, Tolz }

T2 - {l‘g, T1x2, To, T1, CC'Q}

We multiply all equations in £; with all terms occurring in £5 and vice versa:

ToTolsy + LoX1T3 + Lo =
Tox3 + ToT2 + Tox1
ToT3 + Toxa + ToT1 + To
T1X2
T1T2X3 + ToT122
T1ToX3 + T1To + ToxT1T2
T1X3 + ToT1Xo
T1%3 + ToTaT3
T1T3 + 1T + Tox1
X113 + T1Tox3 + X1
Loy + To + ToX1X2
Tol3 + ) + 1T + i)
ToT3 + To + T1T2T3
T3 + Tox3 + ToT1T3

T3 + Tok3 + T1X3 =

ToX1X9 + ToZy =
ToT1T3 + ToX1To + Loy
ToTo + ToT1T2
ToTox3 + ToTo + ToxT1To
T1To + ToTy
T1Zo + ToTa
T1X223
T1T203 + ToT123
T1X203 + ToT2Z3
T1T3 + T122 + T1
ToZ3 + To + T1X2
T3 + ToX3 + T1T3 + ToTy =

Ty - Ly

Ty - Ly

I
CoOoc o000 OoO0 OO

I
N =Nl el i el e i e R R e R e i e B R )
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{ Ly, Lo, Ty - Lo, Ty - Ly } including the constant term can now
be considered to be an independent variable, thus transforming the problem of solving
a multivariate polynomial system into solving a linear system:

Each term of £’

1

zo

TOT1

TOT1TQ

TOT2 XTOT1T3

TOT3 TOT2T3

1

T1T2T3 T1T2

T1T3

x2

ToT3

OO0 0O0O00O00Q0O00O0O0O0O000O0O0O OO0 O =000 C

OO0 HOO—HOO0OOO0OOO0OOOOO0OOOOHOODOODODODODODODOOO

OO0 HHOHOO0OO0OOOOOOHOOOOOOOOOOHOOO

F IO 1000000 OO H 1000000 HOOODOOOOOO

O-HO-HOOO0OO0OO0OO0OO0OOHOOOOOOODOODODODODOOOO-HOO

OCO~O =~ —=00~00000000O0O0O0O0O0O0O~O~0O0OOOO

OO0 0000000000 HOOODOODOODOODOOOOOO

[elejoleBol ol i i=lolclololojojeoojojooleojojololololololololol}

OO0 O00O0O0O0O0O0O0O0O0O0O0O0O0OH-HOOOOO~0O0OOOO

OO0 000CO0O 0000 HOOHHOO0OO0OO 0O —-HOOOO

OO0 00000O0O0-HHHHHOOOO~-00O0OO0OO—-OOOOOO

OO0 000000000O0O0O0OHHHHHOHOOOOQOOOO H™

COO0O0O0O0O0O0O0O0O0O0O0COO0O0O0O0OCOHOHHAHOO-HOOO

OCOO0OO000O0O0OO00O0O0O0O0OCO00CO00CO0OO0 A= —=000O ==

COO0O0O00O0O00O00O0CO0OO0O0O0O0O0O0O0OO0O0O0O0OO = =

Diagonalizing this system yields:

1

TOT3 TOT2T3 TOT2 TOETIT3 TOT1T2 TOET1 TQ

1

T1X3 L1T2TL3 T1T2

x2

r2%3

x3

OO0 O0OO00OO0OOO0O0OO

[slololololololololoNoloNol S

OO0 OO0O0O0OO0O O

[sNoleloleloNololooNoR S~ =]

jsleolololololololoNaol sie=Nole)

OCOOCOCOCOCOCO0OOHOOOO

OO0 O0CO0O0O0OO0OHOOOOO

OO0 O0O0O0O0OHOOOOOO

OO0 O0CO0O-HOOOOOOO

OO0 O0O0O-HOOOOOOOO

OO O0OO0OHOOOOOOOOO

OO0~ O0OO0OOO0OOOOOOO0O

OO -HOOOOOOOOOOO

O—HOOCO0OOO0OO0OOOO0O0OO

inllelelolojoojoloolololeio]

=x1=0,29 =23 =1.

from which we can read off the solution x

Algorithm 21 collect_terms

. FCFX]
: T CT(X)

Input
Output

T — 7T U HT(f)
[l f—HM(f)
end while

while [’ # () do
end for

T 0
for f € F do
fr=1rf




36

CHAPTER 4. LINEARIZATION ATTACKS

Algorithm 22 linearize

Input: F C F[X]
Input: A\:T(X)—=Y, p: Y - T(X)
Output: F' C F[X]

for f € F do
fr—=17
while ' # 0 do
J — AHT(f))
Mi,j — HC(f/)
[ —HM(f)
end while
end for
M «— gauss(M)
Fs—10
for i — 0 to Rows(M) — 1 do
[0
for j < 0 to Cols(M) —1do
if M;; # 0 then
fe—f+M;- p(j)
end if
end for
Fs—Fs U f
end for
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Algorithm 23 xsl_expansion

Input: (F, C F[X],...,Fy_1 C F[X]))
Input: PeN
Output: F’ € F[X]

F' 0
fori—0to N —-1do
" — F UF
(moy -, Tp_g) «— (0,1,..., P —2)
while do
for j —0to P—2do
if 7; # ¢ then
T" + collect_terms(F;,)
T—TxT
end if
end for
F'— F' U multiply._selectively(F;, T)
7 < next_selection(m, P — 2,n)
end while
end for

Algorithm 24 can be multiplied with

Input: 7 C T(X)
Input: z€ X
Output: 7' C T(X)

T — 0
fort € 7 do
if (x-t) € 7 then
T T Ut
end if
end for
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Algorithm 25 multiply selectively

Input: F C F[X]
Input: 7 € T(X)
Input: D e N
Output: F' C F[X]

F 10
for f € F do
fort € T do
flret-f
if D=0 vdeg(f) <D then
Fr—F U f
end if
end for
end for

Algorithm 26 create_rewrite_map

Input: M € F*?
Input: neN

Input: x:N— T(X)
Output: w:7T — F[X]
Output: F' C F[X]

for i = 0 to Rows(M) do
f<0
for j = n to Cols(M) do
[ F+E() M
end for
if ¢ < n then
w(k(j)) < f
else
if f # 0 then
F U f
end if
end if
end for
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Algorithm 27 create_equiv_map

Input: 7 CT(X)
Input: re X

Output: A:7T(X)— N
Output: x:N — T(X)
Output: n e N

T, < can bemultiplied with(7, x)

T, —T\T,

ve1

fort €T, do
A(t) — v
K(v) — t
ve—ov+1

end for

fort €T, do
A(t) — v
K(v) «— t
ve—ov+1

end for

n<«— 1T,

Algorithm 28 create_rewrite map

Input: 7 C T(X)
Input: z€ X

Output: N:7T(X)— N
Output: x:N — T(X)
Output: neN

T, «+ can bemultiplied with(7, x)

T, —T\T,

v 1

for t € T, do
A(t) — v
K(v) «— t
ve—v+1

end for

fort € T, do
A(t) «— v
K(v) «—t
v—uv—+1

end for

n <« T,




40 CHAPTER 4. LINEARIZATION ATTACKS

Algorithm 29 final step
Input: F C F[X])
Input: vg,v; € X
Output: F' C F[X])

7T < collect_terms(F)
for i =0to 1do
(A, k,n) < create_equiv.map(7,v;)
M « linearize(F, \)
if rank(M) < n then
return failure
end if
if diagonalize(M,n) < n then
return failure
end if
(Gi, p;) < create_rewrite map(M,n, k)
end for
10
success « 2
while success > 0 do
Fe
for g € G; do
F—FuU g - v;
end for
F rewrite(ﬁ,pl,i)
if #(G; U F) = #G,; then
success <« success — 1
else
Gi—G; UF
success « 2
end if
i—1—1
end while
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Algorithm 30 diagonalize

Input: M € F**¥
Output: M’ e F*xv

{ compute row-echolon form of matriz M }
M’ — gauss(M)
for £k < n — 1 downto 0 do
if My, =0 then
return failure
end if
if Mj , # 1 then
¢ My,
for [ «— k to Cols(M’) do

My, — Mcllc’l
end for
end if
for | — k+1tondo
if M; ;=0 then
{ subtract row l from row k }
M — M — M]
end if
end for
end for
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Chapter 5

Observations and experimental
results

5.1 Implementation

The author has implemented all algorithms presented in C++4. For the finite field
arithmetic and the linear algebra operations the package NTL [20] was used. The
Standard Template Library (STL) was employed for building data structures such as
terms, polynomials and sets thereof.

Two programs were the result of this activity

GREG The Generalized Rijndael Equation Generator. A tool to quickly build equa-
tions from a set of Mini-Rijndael parameters. For consumption by the XSL pro-
gram, the equations are partioned into sets — one for each linear layer of a round
and one for every S-Box for example — and given short symbolical names. A first
generation prototype of this program was built in Singular [11], a computer algebra
system for polynomial computations which was also used to verify the correctness
of the equations generated.

GREG can also be used to trace the cipher in question step by step and to scan
the key space for duplicate keys, given a plaintext/ciphertext pair — if the key
space is small enough. The last option can be used to make sure a unique solution
exists for a known plaintext attack in the simulations.

XSL A program which allows the user to experiment with the XSL strategy. The
program executes the following steps:
1. Parse several named systems of equations

2. Read in specification which systems shall be multiplied with the terms of
which other systems. l.e. if systems Ly, ... L, exist which are named 11, ..., 1k
the line containing the specification 11 12 means that the program is to mul-
tiply the equations of IL; with all terms occuring in L.

3. For a pair of variables z;, z; specified perform the Final Step operation
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4. Linearize the system

5. Find all univariate equations and print possible solutions for each.

5.2 The original examples

Unfortunately, the simulations presented in the appendix of [3] do not demonstrate that
XSL indeed works. The final step computation apparently has been left out.

The tables in C.1 of the paper among other parameters lists % for each toy cipher
variation — however =25 > 1 only is a necessary but not a sufficient condition. Finding
variables for which the final step works is not always possible.

Indeed, when the author tried to reproduce the results for toy ciphers with 2 and
10 rounds (for which example files are available for download), he found that for no
variable x the set T is suitable for rewriting the equations. However, we note that
solving both systems of equations by computing a suitable lexicographical Groebner
basis using SINGULAR is readily possible and does neither require extensive amounts of
memory nor does it consume much time.

Free

5.3 Applying XSL to a Mini-Rijndael

The authors of [5] in section 6.4 estimate the the parameter P for which an XSL attack
of the first type should work (without key schedule equations) to be

p= F‘ﬂ T o(1)
s
Note that the attack described in the paper is the Compact XSL variant, this approxi-
mation however applies to both the original XSL [4] as the optimized Compact XSL.
For a 3-bit S-Box we find the number of equations to be r = 8 and the number of
terms occuring in these equations to be ¢ = 16. We thus expect the attack to work for
P = 2. We choose the following parameters for our Mini-Rijndael:

O’I“Zl, NGZQ,NbZQ,NkZQ

e m(f) =603+ 0+ 1. This an irreducible polynomial for the modulus 2 according to
(9) poly g

[14].
110 1
eA=1011],b=]1
00 1 0

C(o+1 1
'Mmi"_< 1 0+1>

We obtain 84 equations in 109 terms. After applying XSL expansion, we obtain 8226
equations, of which 5226 are linearly independent. Trying to find max({#7, | x € X})
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we obtain 4566 equations to rewrite 4627 terms. This obviously means we are missing
60 linearly independent equations to perform the final step. Moreover, the author toyed
with different variations of this, e.g. not all S-Boxes were included in the XSL expansion
step, terms which had variables in common with the active equation were not used when
expanding, however in all cases 60 linearly independent equations were missing.

When going from 1 to 2 rounds, the situation became even worse: Now we were
missing > 400 equations for a successful final step!

5.4 QOur own toy example
For another test of the XSL technique, we constructed the following 4-bit block cipher

which is comprised of only two S-Boxes, one per round. Due to its very simplistic
structure, the linear diffusion layer is completely absent.

x(0)  x(1) X2 x(3) X

| k(0)
k(1) Y
K
E% k(2) 6
—k® Y

x(4)  x®) x6) x(7)

4-bit S—-Box T—= T
X(8) x(9) x(10) x(11)
k(@3)+1
k(0)+k(1)+k(3) 4
4 E}J P He——— (0+1)K +1
k(L)+k(2)
L k@)+k(@3) y

x(12) x(13) x(14) x(15)
4-bit S—-Box T T
x(16) x(17) x(18) x(19)

k(0)+k(1)+k(3)
k(0)+k(2)+k(3)+1 v
E}J P De——— (B3 +0+ 1)K +0
k(1)+k(3)
— k(0)+k(2)
Y
yO) y1) y@ y@d) Y

Applying XSL to a quadratic system of equations over [F5 for the above construction
works remarkably well. The system is in 20 variables, contains 53 terms and 34 equa-
tions. After the XSL expansion step we obtain 142 linearly independent equations for
155 terms. Using the final step multiple times with different variables we find a unique
solution for the key variables.

5.5 XSL over an extension field of F

Our analysis and experiments suggest that an an attack with XSL on Rijndael over an
extension field Fys with the final step proposed is unlikely to succeed.
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Consider the case I := Fy: Let F C F[X] be a set of polynomials over F and T),(F)
be the set of terms for any variable x € X. The final step then seems to work because of
the inter-relationship of terms ¢ and ¢’ in the set T, (F) such that t = x-t'. In extension
fields however, the exponent of any variable in a term may be > 1 and thus the chance
we had before of obtaining a term of total degree < d from another term with total
degree d when multiplying with a variable z € X has almost completely vanished.
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