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1 Introduction

The subject of the thesis at hand is the description of the Satoh-FGH algorithm for counting
points on elliptic curves over finite fields. Moreover, we provide an implementation of the
algorithm for curves over finite fields of characteristic two.

The group of rational points of an elliptic curve over a field F' of characteristic p is the
set of solutions of a so-called Weierstrass equation

y2 + a1xy + azy = 2%+ ayx® + agr + ag

over the field F', where the a; are elements of F. Formal definitions will be given in Section
2.2.

In recent cryptography, elliptic curves have become a popular and powerful tool. One
major application are the several encryption systems based on the discrete logarithm prob-
lem. The advantage over multiplicative groups lies in the much smaller bitsizes needed for
successful encryption.

There are basically two reasons why the number of points on an elliptic curve is of great
importance. The first lies in the fact that some cryptographic protocols need the number
of points on a curve as an input for their algorithms.

The second reason deals with the usefulness of certain elliptic curves. In fact, not all
elliptic curves are useful in cryptosystems. There are certain demands made on the group
order of a curve. Therefore, the cardinality of the group of rational points is one of an
elliptic curve’s most importants aspects.

In [Sat00], Takakazu Satoh described a p-adic algorithm with runtime in O(log®"*(p?))
for small fixed characteristic p > 5 and suggested the extension to characteristics two and
three. This suggestion was acted on by Mireille Fouquet, Pierrick Gaudry and Robert
Harley in [FGHO00| and by Berit Skjernaa in [Skj03]. Considering the strong dependency of
Satoh’s algorithm on the characteristic, the case of characteristic two is the most important
one for the algorithm’s use in cryptography.

The basic idea of Satoh’s p-adic algorithm is completely different from [-adic algorithms
such as Schoof and SEA. In [-adic methods, one computes the trace that leads to the
number of points modulo several primes [ and uses the Chinese Remainder Theorem to
obtain the actual trace. In p-adic methods however, the trace is computed modulo powers
of one prime p, the characteristic of the ground field. An overview of the most significant
earlier point counting algorithms is given in Section 5.

Structure and content of this thesis
Chapter 2 will give the necessary mathematical background. It covers an introduction
to p-adic rings and fields, elliptic curves and some general theory needed for the algorithm.
In Chapter 3, we describe the Satoh-FGH algorithm for point counting on elliptic curves
over fields of odd characteristic and of characteristic two. We left out characteristic three,
since it is usually not applied in cryptography. After the description, we present a small
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example. At the end of the chapter, we present the most significant extensions of Satoh’s
algorithm.

Chapter 4 contains the documentation of our implementation of the Satoh-FGH al-
gorithm in characteristic two. We say a few words on its complexity and present some

computational results.

Some earlier important point counting algorithms are shortly presented in Chapter 5.
They will be compared, mostly with respect to their complexities. In the end, we can draw
a conclusion on the usability in cryptography.



2 Mathematical Background

In this section, the mathematical background needed for Satoh’s algorithm is presented.
Some background in general algebra is assumed and can be found for example in [Lan02].
For further information on the arithmetic of elliptic curves we refer to [Sil92] and [Hus87|.

2.1 p-Adic Rings and Fields

This section provides some useful facts about p-adic rings and fields. We use the concept
of an ultrametric norm.

Definition 2.1. Let K be a commutative ring, with zero element 0 and unit element 1.
Let v: K — N be a mapping satisfying the following properties (for z,y € K):

(vl) v(z) =0 if and only if x = 0,
(v2) v(1) =v(=1) =1,
(v3) v(zy) < v(z)o(y),
(v4) vz +y) < max{v(z),v(y)}-
The map v is called an ultrametric norm on K.
Fix a prime p and let a # 0 € Z. Then we define
ord,(a) = max{i € N | a = 0 mod p'}.

By definition, we set ord,(0) = oo, so ord,: Z — N U {oo}. The function ord, can be
extended to Q by defining

ord, (%) = ord,(a) — ord,(b) for a,b € Z, b # 0.

The function ord, has some useful properties.

Proposition 2.2. The function ord, satisfies the following properties:
Forr,s € Q,
ord,(rs) = ord,(r) + ord,(s)
ord,(r +s) > min{ord,(r),ord,(s)}

These properties imply that the function
Q@ — Q

T = p—ordp (x)

defines an ultrametric norm on Q. With respect to this norm, we can build a completion

of Q.
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Definition 2.3. A wvaluation on a field K is a function v: K — R satisfying the following
properties for all x,y € K:

L. v(z) >0, v(z) =0 2 =0,

3. vz +y) <v(r)+rviy).
The function v is called a discrete valuation if its image is a discrete subset of R.

Definition 2.4. The field Q, of p-adic numbers is the completion of Q with respect to the
p-adic norm | - |,. The ring Z, of p-adic integers is defined as

Zy={2€Q,: |z, <1} ={zr €Q,: ord,(xz) > 0}.
Then Z, is a local ring with discrete valuation ord, and unique maximal ideal
M ={z €Z,:ord,(x) > 0}.

The residue field Z,/M is isomorphic to F,, the finite field with p elements. By @ € F,, we
denote the reduction of an element a € Z, modulo M.

Proposition 2.5. The units in Z, are precisely the elements with valuation zero:
Ly =17y, \ M,
and thus U # 0 for u € Z), since ord,(0) = ooc.

With this characterisation of units, we can see that every element a € Z, can be written
as
a=pF-u,
where £ > 0 and w is a unit in Z,. The integer k is called the valuation of a and the inverse
of a in QQ, is

al=p .yl
~
¢7Zp €Ly

Another, sometimes more useful, representation is the following. An element of @, can
be approximated by a truncated Laurent series as stated in the next Theorem.

Theorem 2.6. Every element a € Q, can be represented uniquely as a Laurent series

(S

_ 7

a = a;p-,
i=m

with a; € Fp, an, # 0 and m = ord,(a).
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2.1.1 Extensions of Q,

Let K be a finite extension of Q, of degree d. The norm |- |, can be extended in a unique
way from @Q, to K. This norm also defines a valuation on K given by

ord,(a) = — logp(‘@‘p)

for a € K.
The following definition explains the concept of the valuation ring of K.

Definition 2.7. Let R be a ring and S an extension of R. An element s € S is called
integral over R, if it is a root of a monic polynomial with coefficients in R.
The ring S" C S of integral elements over R is called the integral closure of R.

The integral closure of Z, in K is given by
R={reK:|z|, <1}

and M = {z € K : |z|, < 1} is the unique maximal ideal of R. The ring R is called the
valuation ring of K and the residue field of K is defined as R/M.

Definition 2.8. Let K be a finite extension of Q, of degree d, then K is called unramified
if its residue field R/M is isomorphic to F,, where ¢ = p?.

An unramified extension of QQ, of degree d is unique up to isomorphism and is denoted

by Q,, with ¢ = p?. The valuation ring of Q, is denoted by Z,.

2.1.2 Representation of Q,

In the same way that F, can be represented as

Fy = F,[t)/(f(2)),
where f(t) € Z,[t] is an irreducible monic polynomial of degree d, we can write Q, as
Q, = Qult)/(£(2)),
where f(t) € Z,[t] is any lift of f(t). The valuation ring Z, can be represented as
Z, = T,lt)/ (f(1))
and its elements a are written as
d—1
a= a;t’, a; € Zy.
1=0

Figure 1 gives an idea of how [F,,F,, Z, and Z, are related.
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Figure 1: Relation of F,,F,, Z, and Z, ([FGH00|)

2.1.3 The Little Frobenius of Z,

To define the so-called little Frobenius of Z,, note that it is not a simple p-powering like
the p-th power Frobenius action of the field F,. Still, it is the lift of the p-powering map
of FF,. This leads to the following construction.

Definition 2.9. The litte Frobenius on F, is the field automorphism
o:x+— 2P,
fixing the prime subfield F,,.

The following definitions will lead to the little Frobenius X of Z,. They are stated here
mainly for completeness, since computing > as indicated here is rather slow in practice.
The Satoh and FGH algorithms avoid computing > explicitly as will be explained in chapter
3.

The first step will be to define a particular lift of scalars from [F, to Z, which respects
the multiplicative structure.

Definition 2.10. The Teichmiiller lift is the map w: F, — Z, defined by

e and for x non-zero, w(x) is the unique (¢ — 1)-th root of unity in Z, such that
m(w(x)) = x, where 7 denotes the projection to F,,.
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The following concept is basically a particular decomposition of elements of Z,. It is
close to the representation of Witt vectors (see Chapter II of [Ser79| for details on Witt
vectors).

Definition 2.11. The semi- Witt decomposition of x € Z, is a sequence (z;);>¢ of z; € F,
such that .
r = Z w(z;)p'.
i>0

The coordinates z; can be computed from x inductively by

rg = w(x

T, = W(L(mi_l)), for ¢ > 1.
b

Remark 2.12. In fact, the semi-Witt decomposition defines the unique sequence with the
above property.

Now we can define X, the little Frobenius lifted from F, to Z,. It satisfies the natural
property mo Y = o where o is again the little Frobenius on [F,.

Definition 2.13. The little Frobenius X: Z, — 7Z, is defined as follows.
For any x € Z,, let (z;);>0 be its semi-Witt decomposition. Then ¥(z) is defined to be
the element of Z, with decomposition (27);>0. In other words,

which is equivalent to saying

2.2 Elliptic Curves

In this section we will give the definition of an elliptic curve over a finite field [F;, where
q = p? for some prime number p. We will consider the group of rational points and some
other important properties of an elliptic curve.

Definition 2.14. An elliptic curve E over a field K is a non-singular (see 2.16) plane
curve defined by a Weierstrass equation of the form

y: + arzy + asy = 2 + asx? + aux + ag, (2.1)
where ay, as, a3, aq, ag € K, together with a distinguished basepoint O.

In his algorithm, Satoh uses different quantities of elliptic curves to lift the curves and
the Frobenius map to an extension of F,.
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(a) E:y? =x(x —1)(z+1) (b) BE:y?=a—ax+1
Figure 2: Two elliptic curves over R

Definition 2.15. Let E: y? = 2% 4+ ax + b be an elliptic curve defined over a finite field
[F, of characteristic p > 5. Then the j-invariant of £ is

21233a3 2833a3
A dddf2T

J(E) =
where
A = —16(4a® + 27b%).
The tnvariant differential of E is

dr  dy
2y  3a2+4a’

In the case of an elliptic curve E: y?>+xy = x°+ax?+0b over a finite field of characteristic
two, the j-invariant is

jB) =1,

In the case of characteristic two, the criterion for supersingularity reduces to the equiv-
alent condition that j(E) = 0.



2.2 Elliptic Curves

Definition 2.16. (a) A curve over a field of characteristic p > 0 is called non-singular

if
A #0.

If the field K is of characteristic 0, a curve is called non-singular if
A #0.

Geometrically, the non-singularity means the curve has no cusps or self-intersections.

(b) An elliptic curve E over a field of characteristic p > 0 is said to be supersingular if

there are no points of order p on E, that is

{PeE:p-P=0}=0.

Throughout this thesis, we will assume the elliptic curves to be ordinary, that is,

non-supersingular.

Transformation of the curve’s equation An appropriate change of variables can in
some cases lead to an easier form of the equation of the curve. Consider, for example, the

curve given by the equation
E:y* =2+ a2z’ +br +c
over a field of characteristic different from 2 and 3. If now we set

/ a
r=r+ <

3
the equation becomes
2 13 /1 /
y =2"+bz +c,
where
2 2a%  ab

b’:b—% and c’:c+2—7—§.

The following lemma generalizes how the curve’s equation can be simplified.

hand, we need the following definition.

Definition 2.17. The trace of an element = € F,, where ¢ = 2%, is defined by

Further information on the trace can be found in [BSS99|.

Before-

Lemma 2.18. (a) In the case where we consider the curve E over a finite field F, where

q = p? for some prime number p > 5, we can simplify the equation to
y? =23+ ax + b,

where a,b € F,,.

(2.2)
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2 Rl
/
/ " —
b= =57s 0.5 1 1
||'|l
\ —
N \,

Figure 3: Addition of two points P and () on an elliptic curve

(b) If the characteristic is p = 3, the curve’s equation can be reduced to the form

y? = 2® + ax® + br + ¢,

where a,b,c € .

(c) In the case of p =2, the curve’s equation can be transformed to

v+ ay =2 + ax® + b,

where a,b € F,. Note that this equation is only valid for the ordinary case.

In fact, b is a unit in F, and a € {0,7}, where v is a fived element in F, of trace

Tr(v) = 1.

In his algorithm, Satoh only considered primes p > 5. Following his work, M. Fouquet,
P. Gaudry and R. Harley extended the algorithm to the cases p = 2 and p = 3. In the
following this will be referred to as the Satoh-FGH algorithm.

In this work, we will consider the cases p > 5 and p = 2 only, since the case p = 3 is

usually not applied in cryptography.

Furthermore, the implementation was done only for

curves over fields of characteristic two, since this is the most relevant case.

2.2.1 The Group Law

Let E be an elliptic curve given by

a Weierstrass equation. Let P and @ be two (not

necessarily distinct) points on E. Let L be the line connecting P and @ (the tangent line
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to E if P = Q). Then L intersects F in a third point R. Let L’ be the line connecting R
and O. Then we define the composition P + @ to be the intersection point of L’ with F
(compare Figure 3).

Proposition 2.19. An elliptic curve E defined over a field K together with the composition
+ forms an abelian group with neutral element O.

A proof and the formal properties of the composition + can be found in [Sil92], III.2.

2.2.2 Isogenies

Having studied some important properties of elliptic curves, we now turn to consider the
maps between them. Since an elliptic curve has a distinguished zero point O, it is natural
to focus on maps that respect that property.

Definition 2.20. Let F; and E5 be two elliptic curves defined over a field K. An isogeny
between F, and E, is a morphism!

o: Ey — By

satisfying 0(O) = O. If o(E;) # {O}, we say that E; and E, are isogeneous. We let
[0]: Ey — E5 denote the zero isogeny.

A non-trivial isogeny o: F; — FEs is actually a surjective group homomorphism and
induces an injection of function fields

o*: K(Ey) — K(E)).

The degree deg(o), the separable degree deg (o) and the inseparable degree deg,(o) are
defined by the corresponding properties of the finite extension

0" (K(Ey)) € K(Ey).

If deg (o) = deg(o), we say the o is separable. If deg;(c) = deg(o), we say the o is (purely)
inseparable. By convention, we set
deg[0] = 0.

Note that an isogeny of degree 1 is an isomorphism.
An isogeny is called cyclic if its kernel is a cyclic group.

Actually, the degree of an isogeny plays an important role as can be seen in the following
proposition.

Proposition 2.21. If o is a separable isogeny,

dego = #ker(o).

'For an exact definition see [Sil92].
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The next Theorem shows that being isogenous is in fact a symmetric relation.

Theorem 2.22. Let o be an isogeny of degree d between two elliptic curves E; and Es.
Then there exists an isogeny 6: Ey — FEy such that

g o0 = |[dega],

where [m] denotes the by-m-multiplication on F,

mi(P) =P+ P+ + P,

m

The map & is called the dual isogeny to o and is unique up to isomorphism. An important
property of the dual isogeny is the following:

Q>

= 0.

A proof for this Theorem can be found in [Sil92|[TT1.6].

An isogeny o: Ey — FEj is either constant or surjective, hence
o(Ey)={0} or o(E)) = E,.
The following observations are useful for the handling of elliptic curves.

Lemma 2.23. (a) Let
gblEl—)EQ and @Z)2E1—>E3

be non-constant isogenies and assume that ¢ is separable. If
ker ¢ C ker ),

then there exists a unique isogeny
A By — Es

such that 1 = Ao ¢.
Ey

E

Es

(b) Let E be an elliptic curve and let ® be a finite subgroup of E. Then there is a unique
elliptic curve E' and a separable isogeny

¢: E— E

such that
ker p = .
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Remark 2.24. The elliptic curve E’ from Lemma 2.23 is often denoted by the quotient
E/®. Further information on this can be found in [Sil92|, I1I.4.

Lemma 2.25. Let ¢: Fy — FE5 be a non-constant separable isogeny between two elliptic
curves. Then ¢ is unramified and

# ker(¢) = deg(¢).
Proof. A proof can be found in [Sil92], I11.4.10. O
Since elliptic curves are groups, the maps between them form groups as well. We set
Hom(F,, Ey) = {isogenies o: £} — FEs}.
Then Hom(E}, E») is a group under the addition law
(c+7)(P)=0(P)+7(P).
If we let £ = E; = Es, then we can also compose isogenies. Thus, we denote by
End(F) = Hom(E, E)
the ring with the addition as above and the multiplication given by composition,
(07)(P) = o(7(P)).
The ring End(F) is called the endomorphism ring of E.

Definition 2.26. Let E be an elliptic curve and m € Z, m # 0. The m-torsion subgroup
of E, denoted E[m], is the set of points of order m in E,

Elm] = {P € E: [m]P = O}.

The torsion subgroup of E is the set of all points of finite order on F.

Elliptic Curves over Finite Fields

Elliptic curves over finite fields have some special properties that are used in Satoh’s
algorithm. First of all, let us define an important map. In section 2.1.3 we introduced the
Little Frobenius on Fy and Z,. This map extends to an isogeny on an elliptic curve in the
following way.

Definition 2.27. We denote by E® the curve defined by raising the coefficients of the
equation for E to the p-th power. We can define the so-called Little Frobenius isogeny on
E by

¢, E — EW

(z,y) — (2 9").
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In the context of elliptic curves, the name Frobenius is also used for another map.

Definition 2.28. Let K be a field of characteristic p > 0 with ¢ = p? elements. Let E be
an elliptic curve defined over K. The Frobenius endomorphism (in short Frobenius) on E
is given by

o B — E
(z,y) — (2% y9).

Note that the difference in the names arises from the fact that the Little Frobenius on
FE only takes the point coordinates to the power p, whereas the Frobenius endomorphism
takes them to the power g = p?.

Definition 2.29. Over the finite field K = [F;, the number of rational points on F is finite
and will be denoted by #E(F,). The quantity ¢ defined by

#EF,)=q+1-1
is called the trace of Frobenius at q.

The trace t of the Frobenius endomorphism ¢, plays a crucial role, when it comes to
point couting. Note that it sometimes is defined as the unique integer t satisfying the
equation

2 _
g —tpg+q=0.

Theorem 2.30 (Hasse). Let F, be the finite field with ¢ = p® elements. Then the trace t
of Frobenius satisfies
1t] < 2./4.

The next Theorem shows that the values of E[p] and End(FE) are closely related.

Theorem 2.31. Let K be a finite field of characteristic p and E/K an elliptic curve. For
each integer r > 1, let

va: E— EP)  and ¢4 B - E
be the p"-power Frobenius isogeny and its dual. Then the following properties are equivalent:
(i) E[p?] =0 for one (all) r > 1, that is, the curve is supersingular.
(ii) The map ¢4 is purely inseparable for one (all) d > 1.
(ili) The map [p]: E — E is purely inseparable and j(E) € F .
If none of these equivalent conditions hold, the curve is ordinary and

E[pY =Z/pZ  for alld > 1.
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2.2.3 Reduction

We next look at the operation of reduction modulo p. For example, the natural reduction
map
Lq — ¥y = Zy/pZ,

is denoted ¢ — £. We represent a curve £ over Q, as
E:y* =2°+ax? +0.

Now we reduce its coefficients modulo p to obtain a (possibly singular) curve over F,,
namely

E:y?=2°+ax+0.

Definition 2.32. The curve E over I, is called reduction of &€ modulo p. The equation
for E is unique up to the standard change of coordinates (|Sil92],I11.3.1b) for Weierstrass
equations over [F,.

We assume the curves £ to have good reduction modulo p, that is, the resulting curves
E to be non-singular.

2.2.4 The Canonical Lift

For an ordinary elliptic curve E over the finite field F, we denote its canonical lift by &
which is an elliptic curve over some unramified extension of Q,.

Definition 2.33. Let E over F, be an elliptic curve. The canonical lift, £, of E is charac-
terized by the following two properties:

1. The reduction of £ modulo p of £ is E,
2. End(F) = End(€) as a ring.

A classical result of Deuring [Deu4l| shows that £ exists and is unique up to isomor-
phism.

The following result, which can be found in [Mes72|, Cor. V.3.4., is relevant when one
wants to lift a dual isogeny.

Theorem 2.34. Let E, E' be two ordinary elliptic curves over F, and £,E’ their respective
canonical liftings. Then

Hom(E, E') = Hom(&, E").

The following Proposition provides more details on the structure of the homomorphism
ring of an elliptic curve.
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Proposition 2.35. As in Theorem 2.34, let E, E' be two ordinary elliptic curves over F,
and £, &' their respective canonical liftings. Denote the isomorphism between End(E) and
End(&) by

¢: End(F) — End(&).

Then there exist

¢: Hom(E,E') — Hom(&, &)
¢: Hom(E,&') — Hom(E, E')

with the following properties. Let A € Hom(E, &) and A € Hom(FE, E’) such that

W(A) =\
(i) Then o A
P(A) = A
(ii) Furthermore, 1 and zZAJ satisfy the following equation:
(Ao A)=1(A)orh(A) = Ao A (2.3)
g2t oA ¢
E 3 £’ R E

2.2.5 Division Polynomials

The significance of the division polynomials can be seen in Corollary 2.38. It tells us that,
for odd m, the division polynomial ,,(z) has as roots exactly the points of order m on F.

Definition 2.36. Let E: %> = 2% + ax + b. Then we define the division polynomials
1/)m € Z[a7 ba CE, y]

inductively as follows:

v = 1,
Yo = 2y,
Yy = 3z + 6ax’® + 120z — o,
Yy = 4dy(a® + 5az* 4 20b2® — 5a’2? — dabr — 8b* — a?),
Yomst) = YmryUm = Vm-1)Ulmi1) (m > 2),
Vem) = Um(Vmi2)ln-1) = Cm-2)Vims1) (m = 3).
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One can show by induction that for even m the polynomial 1, (x,y) is divisible by
Py = 2y. We define for m > 2

é’—m if m even
y

i {¢m if m odd

The polynomial f,,(x,y) defines a function on E.

Proposition 2.37. Denote be K the algebraic closure of a field K. Consider an elliptic
curve

EK): y*=2*+ar+0
over K. Then the function
St (@) = fm(2,y)

has a factor

Y. degm](P) —m*(0),

PeE[m)(K)

where deg,[m] denotes the inseparable degree of the isogeny [m|: E — E.

Assuming in the following that m is odd, one can prove by induction that the variable
y in fn(x,y) occurs only with even exponent. Successively substituting y* by 23 + ax + b
we get a univariate polynomial in the variable x. We denote the resulting polynomial by
(7). Let again K denote the algebraic closure of K and choose S C E[m](K) such that

SN(=8)=0 and E[m|(K)=SuU(-S)u{O}.
Corollary 2.38 (Skjernaa). There exists a constant ¢ € K such that

Um(2) = ¢ H(m — xp)desilm],

pPesS

where xp denotes the x-coordinate of P. If deg;im| = 1, then

2

deg(Vn,) = m 5 and ¢ = m.

A proof can be found in [Car04].

Characteristic Two Considering elliptic curves over finite fields of characteristic two,
they are of the form

y2 +ay = 1:3—|—a2:c2 + ag.
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Thus in (2.1), we have a; = 1, ag = a4 = 0 and consequently by = 1, by = bg = 0, bg = ag.
The recursive formulas for the polynomials v, are

v = 1,

Yy = uw,

vy =zt + 2+ ag,
vy = 2%+ aga?,

Vomt) = Yme2yli + Pm-1)Ving1y, M > 2,
77ZJ(2m) = ¢m(¢(m+2)¢(2m—1) + ¢(m—2)w(2m+1))7 m > 3.

Again, one can show by induction that for even m the polynomial v,,(x) is divisible by
1y = x. We define for m > 2

me if m even

. {wm if m odd

2.3 Modular Polynomials

One of the main steps in Satoh’s algorithm uses a system of modular polynomial equations.
In this section, we will briefly explain their important properties.

Let F; and E5 be two elliptic curves over a finite field K. Then we can easily test if
there exists a cyclic isogeny of degree n between E; and Es.

Theorem 2.39. Let n € N and define d by
d= nH (1 + 1)
)

Then there ezists a symmetric polynomial ®,(X,Y) € Z[X,Y] of degree d such that the
following properties are equivalent:

(i) Ey and Ey are related via a cyclic isogeny of degree n

(ii) ‘Dn(j(El)aj(EQ)) =0.

If n is a prime [, the degree of ®; equals d = [ + 1, as one can easily see by considering
the definition of the degree stated in the above Theorem. Furthermore, ®; satisfies the
so-called Kronecker relation

(X, Y)= (X' —Y)(X =Y mod L

The polynomial ®,(X,Y) is called the n-th modular polynomial and can be computed
using the Fourier expansion of the modular function j(7). Further information regarding
this aspect can be found in [BSS99], [Sch95] and [Sil94].

The symmetry of ®,, will be important in its later application in the algorithm.
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Examples The coefficients become rather large as p increases, as one can see in the
modular equations for ®, and ®3 presented here.

Py(X,Y) = X34+Y? - X2 4o (XY? 4+ X)) — (X2 +Y?)
+ CgXY —|—C4<X +Y) — Csy,

where
c; = 1488, co = 162000, c3 = 40773375,
cy = 8748000000, cs = 157464000000000.
P3(X,Y) = X4V X33 4 di(XPY? + X2Y?) — dy(XPY + XYP)
+ d3(XP+ Y3+ dy X2Y? +d5(X?Y + XY?) +dg(X? +Y?)
— XY +ds(X+Y),
where
d = 2232, dy = 1069956, ds = 36864000,
dy = 2587918086, ds = 8900222976000, ds = 452984832000000,
d; = 770845966336000000, ds = 1855425871872000000000.

2.4 Newton Iteration

Some of the inner computations in Satoh’s algorithm are based on Newton iteration. There-
fore, we will present it here.

Newton iteration is a root-finding algorithm that uses the first two terms of the Taylor
series of a function f(x) in the vicinity of a suspected root. It is related to Hensel’s lemma
in such a way that it forms an algorithm out of the results from the lemma.

2.4.1 The General Case

The Taylor series of f about the point xg + ¢ is given by

o0

f(l’o—F&) _ Z%(gnf(n)(xo)

n=0

= f(SCO) + 8]”(33‘0) + %82]0”(.1'0) —+ ...

Keeping terms only to first order,

fxo +e) =~ f(zo) + e f'(wo)- (2.4)
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This expression can be used to estimate the amount of the offset € needed to find a better
approximation to the root starting from an initial guess zo. Setting f(z) = f(zo+¢) =0
and solving (2.4) for € = ¢ gives

[ (o)

 f'(wo)
which is the first-order adjustment to the root’s position. By setting x1 = xg + ¢, calcu-
lating a new ¢1, and so on, the process can be repeated until it converges to a root.

In this way, we find a new x,,, in each iteration step, by calculating

Eo =

Tyt = Ty — f(zn)
n+ n f/(ilj'n) 9
forn = 1, 2, 3, ... An initial point that provides safe convergence of Newton’s method

is called an approximate zero.
If the iteration converges to a zero, it does so quadratically, that is, the precision
approximately doubles after each iteration.

2.4.2 The p-Adic Case

We will now consider the p-adic case, since this is the specific iteration we will need in the

algorithm. Let R be a p-adic ring. The following Newton iteration allows us to improve

an approximate root of a polynomial. Given an already good approximation to a root, we

can efficiently compute a better approximation with approximately twice the precision.
Let us first take a look at the meaning of the word precision. We write

pPle if =0 mod pF.
In this case, p~*z is in R. We write
PPz if pFlz but PP

In such a case, p~*x is invertible in R.

Let € R and f € R[t]. Let k € N be such that p* || f’(x) and assume p"** | f(z) for
some n > k. Under these conditions, we will say that z is an approzimate root of f known
to precision n. This is meant in the sense that there exists an exact root y of f in R with
r =y mod p".

We will first state a lemma showing how a Newton iteration improves a root known to
precision n into one known to precision 2n — k.

Lemma 2.40. Let x € R and f € R[t]. Let k € N be such that p* || f'(z) and assume that
p" | f(x) for some natural number n > k. Define

_ @)
T r@

and y = — A.
Then y == mod p", p** | f(y) and p* || f'(y).
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The definition of A corresponds to the summand ¢ in the standard Newton iteration.
The difference in the p-adic case is the division by f’(z), which in general is not possible in
a ring. We therefore make the assumption p* || f/(z), so that p~* f/(z) becomes invertible
in R, as we remarked earlier.

The conclusions p*| f(y) and p* || f/(y) ensure, that, by our above notation, y is a root
known to precision 2n — k.

Repeated application of this lemma gives rise to an algorithm to compute a root of a
polynomial to any desired (but finite) precision, from a sufficiently precise initial root.

The input values for the algorithm NEWTONITERATIONS (|[FGHO0]) are a desired preci-
sion n, a polynomial f € R[t], a starting solution zy € R and an integer k with p* || f'(x)
and p**1 | f(x¢). Tt returns an approximate root y € R with y = 2, mod p**! and

P f().

Algorithm 1 Newtonlterations [FGHOO0|
1: procedure NEWTONITERATIONS(n, f, o, k)
2 if n <k-+1 then

3 return z

4: end if

5: n
6
7
8
9:

n_+lq
2
x < NEWTONITERATIONS (7', f, xo, k)

f(z)
f'(=z)

Yy—r—
: return y
end procedure

For our implementation, we will include some strategies to improve the efficiency of the
algorithm. These will be described in Chapter 4.

2.4.3 Hensel’s Lemma

In the process of the algorithm, Satoh uses a modification of Hensel’s Lemma. To under-
stand the problems which arise in the use of the original Lemma, we state it here.

Let K be a complete field with non-Archimedian norm |- | and valuation ring R. Given
an initial approximation 7y € R to a root of a polynomial f € R[z], then Hensel’s lemma
provides the existence of a unique root r € R of f close to rg.

Lemma 2.41 (Hensel’s Lemma). Let K be a complete field with non-Archimedian norm
| - | and valuation ring R. Let f € R[z] be a polynomial and assume that ro satisfies

£ (ro)| < |f'(ro) >
Then there exists a unique element r € R such that
f(ro)
f'(ro)

f(r)=0 and |r —ro| < ‘ <|f'(ro)|-
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The last inequality is just an application of the assumption made on | f(r)].
The proof of Hensel’s lemma is constructive in the sense that it provides an algorithm
to compute r starting from ro. We first define a sequence {ry }ren by

f(re)

T P

One can prove by induction that

f(ro)
f’(?“o)z

Fre)] < &1 f(ro)| with ¢ = ‘ <1

This also shows that the convergence of the sequence {ry}ren is quadratic.
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3 Satoh’s Algorithm

The starting point Satoh’s algorithm shares with its predecessors is the equation
LEF,) —q+1t, (3.1)

where |t| < 2,/q denotes the trace of the ¢g-th power Frobenius endomorphism F' on IF,.
Since ¢ is given, the problem of determining the number of points on E reduces to deter-
mining the trace ¢.

The condition |t| < 2,/q allows us to work only up to a certain precision. This plays
an important role in the implementation.

Apart from that, Satoh’s point counting algorithm is of quite a different nature than
the former methods. Algorithms like Schoof or SEA determine the trace modulo many
primes [ and apply the Chinese Remainder Theorem in order to compute the group order.
Satoh computes it directly, not modulo different primes but modulo powers of one fixed
prime p.

The basic idea of Satoh’s algorithm is to use the lift of both the curve F and the Frobenius
endomorphism F' to a local ring in a canonical way. Lifting ' to F in a canonically preserves
the trace and we can compute Tr(F) instead. This turns out to be easier than computing
the trace of F.

We start with a curve E given over F,, where ¢ = p?. We want to lift this curve to

a curve & defined over the p-adic ring Z, with residue class field F,. Intuitively, one can

think of Z, as an extension of IF, in the same way as the p-adic integers Z, relate to the

prime field IF,. In a more precise way, Z, is the unramified valuation ring of Q,, where Q,
is the unique unramified extension of degree d over QQ,,, with residue field F,.

A Theorem by Lubin, Serre and Tate proves the existence of a unique lifted j-invariant

J € Z, corresponding to the canonical lift £ of E/F,. Moreover, they obtain the equation

®,(J,2(J)) =0 , where J =3 mod p, (3.2)

where @, is the p-th modular polynomial as defined in Section 2.3. Note that X denotes
the lifted Frobenius isogeny of £. This leads to the idea of computing the lifted j-invariant
by solving (3.2).

However, it has turned out that using this approach directly would be slow due to the
complicated structure of the Frobenius of Z, (cp. 2.1.3).

Satoh points out a much more efficient algorithm using the following approach: rather
than lifting j to J in isolation, it is much faster to lift j simultaneously along with its
conjugates j;(= jp(d_i)). For this purpose, we build a cycle of curves (E;)o<i<q from E,
where E; = 097(E).

0d—1 Od—2 o o
Eq E, 1 LB R,
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Similarly, we get a graph for the cycle of j-invariants:

. Od—1 . Od—2 o1 . oo .
Jo—Jd-1—— = J1——Jo

The equations ®p(J, X(J)) = @,(Jit1, J;) for 0 < i < d, given by the Lubin-Serre-Tate
Theorem, now yield an algebraic system over Z, that does not involve Frobenius. This
system can be solved using multivariate Newton iteration.

The iteration yields all the J;’s to p-adic precision O(p™) where n = (%ﬂ + 1. Next, for
each ¢, we find a corresponding curve &; defined over Z, having J; as its j-invariant. This
time an ordinary Newton iteration suffices to compute the curves’ coefficients to desired
precision.

Since we lifted the curve F in a canonical way, its Endomorphism ring is preserved,
and hence the trace of the Frobenius F' of E is unchanged. Moreover, the trace of an
endomorphism is the same as the trace of its dual. Denoting the dual of the Frobenius,
the Verschiebung, by V and its canonical lift by V, we have

End(£) = End(€) = Tr(F) =Te(F) = Tr(V).

As explained above, the Frobenius F' can be decomposed into the product of little
Frobenius isogenies which build a cycle of the curve E and its d conjugates. Similarly, we
can decompose the dual of Frobenius and its lift. Thus, for V), we have

TI'(V) =Tr (i}d,1 @) 26172 0--+0 io) .

The next step is to consider the action of VV on the invariant differential of the curve
E. Let w be the invariant differential on £. Satoh proves a proposition which gives the
following very elegant and simple formula for the trace of V:

Tr(V) =c+ %,

with V*(w) = cw being the action of V on w.

Using the decomposition of ¥V, we can compute ¢ from the action of 3; on the invariant
differential w;.1 of &1 for i = 0,...,d — 1. For the computation of each of the ¢;, the
kernel of 3; is needed. This computation is done with the help of Vélu’s formulae [VéI71].

Computing ker(fli) turns out to be the most delicate step of the algorithm. The idea is
to find a factor of the p-division polynomial W,(z) by using a type of quadratic Hensel lift
(which resembles a Newton iteration). This factor gives us the z-coordinates of the points

A

in ker(;) which lead immediately to the trace of Frobenius.

3.1 The Cycle of Curves and their j-Invariants

The first step is the computation of the cycle of d curves F; and their j-invariants j;.

The input of the algorithm was an elliptic curve E defined over a finite field F,, where
q = p for some prime number p. Following (3.1), obtaining the number of elements on E
reduces to computing the trace of the ¢g-th power Frobenius endomorphism on F.
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Definition 3.1. Let E(F,) be an elliptic curve. The conjugate curve E® of E is obtained
by applying o, the p-th power Frobenius endomorphism on F,, to the coefficients of £.

In fact, the map o: E — E® is an isogeny. Furthermore, the construction can be
repeated, giving an isogeny from E® to E®) and so on. Since the coefficients of E are
elements of IF;, applying o to them d times will set them back to their original value, since
the g-th power Frobenius on [F, is just the identity map. Hence, repeating the construction
d times will provide a cycle of isogenies returning to the initial curve E.

We write E, for E, E;_, for E®) g,_; for the isogeny between them and so on. With this
notation, we can draw the figure:

0d—1 0d—2 o1 oo
Ey Eq - —= B — Ey

Remark 3.2. The q-th power Frobenius on E is the curve endomorphism F' = o0go000...0
Od—1-

In the same way we constructed a cycle of curves over [Fy, if we have a curve & over Z,,
the p-th power Frobenius ¥ on Z, , see (2.1.3), can be extended to a map between £ and
the conjugate curve £*. Repeating this construction d times brings us back to the initial
curves, yvielding another cycle of isogenies and curves:

Ya-1 Ya—2 by o
Ed—1 R

&o

Computing the j-invariants of each of the curves E; is really just calculational work.

3.2 Lifting the j-Invariants

The following Theorem by Lubin, Serre and Tate allows us to lift a curve E over F, to a
curve £ over Z, canonically, by lifting its j-invariant.

Theorem 3.3 (Lubin-Serre-Tate). Let E be a curve over F, with j-invariant j € Fy\ F e,
then there is a unique J € Z, such that

®,(J,3(J)) =0 and J =j mod p, (3.3)
and J is the j-invariant of the canonical lift £ of E (up to isomorphism).

Recall that the curve &£ is the unique lift of F having the same endomorphism ring.

It is possible to use this Theorem directly by lifting j together with its conjugate o(j).
Unfortunately, the computation of the polynomial ®,(J,%(J))/p", which appears in the
algorithm, requires computations of ¥ and this is slow in practice. Furthermore, ©(d) such
steps are required.

It turns out to be much faster to use the whole cycle of J;’s. Writing out all the
equations ®,(J;, Jiy1) for 0 <14 < d produces an algebraic system over Z, without X. This
system can be solved quickly by O(logd) steps of a multivariate Newton iteration, which
will be described later on in this section.
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The hypothesis j(E) ¢ F,2 in (3.3) is necessary to ensure that a specific partial deriva-
tive of ®, does not vanish modulo p. This condition is therefore necessary to guarantee
the uniqueness of the solution of (3.3).

Aside from that, the case j(E) € F,2 can be solved easily. Since j(E) € F, there
exists an elliptic curve E’ defined over F,» with m =1 or m = 2, which is isomorphic to
E over F, (for details see [Sil92](V.2.4)). Now, let

th=p™ + 1 — #E (Fpmr),
then
thy1 = bty — p"tg—1
with ty = 2 and therefore
#EF,) =p"+1- bn/m-
We can therefore leave this case out of our considerations. Since supersingularity implies
that j(E) € F,2 ([Sil92], V.3.1), cancelling out this possibility also implies that we will not

be working with supersingular curves,
The cycle of lifted curves is:

Ya-1 Yd—2 )
g() — gd—l : 51

S |
EO E} Ed—]. a2 7 E]_ 70 E()

With F' being the composition of the o;, the curve endomorphism F, as the lift of F,
is the composition of the ;. Hence, this diagram can be shortly written as:

3o

&o

s I, ¢

E-LF
Due to difficulties that arise when one wants to lift o, we consider its dual isogeny &,
which is called the Verschiebung. Since we are working with ordinary curves, the map & is
separable, whereas o is purely inseperable. The lift of an inseparable map is very difficult,
whereas a separable map can be lifted in a canonical way. Satoh makes use of this property
by working with the dual isogeny, since it can be lifted easily via its kernel. This lift will
be discussed in detail in 3.3.2.

When considering the duals, we get the same cycles of curves, just in the opposite order:

o

21 XA:(i—Q zA:d—l

g(] 51 gd—l - 80

nl ﬂl ”l (3.4)

6’0 6’1 &4—2 é'd—l
E(] E1 Ed,1 e E()
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Naturally, we also get the dual endomorphism F =64 1064 90 00 as the composition
of the dual isogenies 4;’s and its lift F:

e L. ¢

E-1. B
The existence of a lift of 6; is not trivial and follows from 2.34 which can be found in
|Mes72].
The Theorem of Lubin, Serre and Tate ensures that the cycle of J; we want to construct
is characterized by ®,(.J;, X(J;)) = 0, that is, ®(J;, Jiy1) = 0 for all 0 < i < d, where the

indices are taken modulo d. Computing this cycle from the cycle of the j; is done by
applying a Newton iteration based on the function ©: Z¢ — Z? defined by

@(.To, ceey .Cl}d,1> = (q)p<xo, .f(,’l), (I)p(l'l, I‘Q), ey (I)p(l’d,b JZO)) (35)
Then we clearly have
O(J(E), J(EL), ..., T(Ear)) = (0,0,...,0). (3.6)

The basic Newton iteration algorithm can be adapted to this multivariate case rather
easily. The consideration of the derivative of © leads to its Jacobian matrix

. (zo,21) P (w1, T0) 0 0
0 D (z1,22) @ (22,71) ... 0
DO(xg, ..., x4-1) = : : : : : ;
0 0 0 oo O(T42,7a-1)
® (20, 24-1) 0 0 o @ (wa-1,70)

where @ (X,Y) denotes the partial derivative of ®,(X,Y’) with respect to X. Note
that @ (Y, X) is the partial derivative of ®,(X,Y) with respect to Y since ®,(X,Y) is
symmetric. The iteration is essentially done as follows:

(s o Ta1) (20, oons Tar) — (DO)1O) (0, ..., Ta_1)- (3.7)

During the iteration, one has to take care of the working precision at each stage. Also,
we need to consider the difficulty of inverting the Jacobian matrix.

If the computations are oganized in a suitable way, the inversion can be done with a
linear (in d) number of arithmetic operations. The diagonal elements & (z;,7;,1) are all
invertible, so elimination can be done without having to look for a pivot. Furthermore,
the off-diagonal elements are all divisible by p. This ensures that the matrix is diagonally
dominant which in turn implies the invertibility of DO.
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To compute the j-invariants of the lifted curves to precision n, we apply a Newton
iteration to the function © as defined above. We wish to find a root of © to precision n.
As mentioned before, we have that

O(J(&), (1), - .., J(Ear)) = (0,0,...,0).

Hence finding a root (zg,z1,...,24-1) of © to precision n would mean to have found the
cycle of j-invariants of the lifted curves & mod p".
Starting with the desired precision n and a cycle j; € F, \ F,2 such that

®,(ji,Jiv1) =0 mod p for all 0 <i < d,
we wish to retrieve a cycle J; € Z, such that
7(J;) =i and ®,(J;, Jix1) =0 mod p" for all 0 <i<d.
The p-th modular polynomial satisfies the Kronecker relation
P,(X,Y)=(X?-Y)(X —-Y?) mod p, (3.8)
and we can derive a formula for the partial derivative mod p, with respect to X we obtain:
P(XY)=(p+1DXP—Y —pXP'Y?P=XP—Y mod p.
Now since j; ¢ F,» and j; = j7,;, we have
) (Jir Jiv1) = (ji+1)p2 —Ji #0 mod p,
@, (jir1,Ji) = (Jir1)’ — (Jir1)’ =0 mod p.
The above equations imply that DO(x,...,z4-1) mod p is a diagonal matrix with
non-zero diagonal elements. Therefore, the Jacobian matrix is invertible over Z, and we

conclude that
§ == ((DO)'O)(xo, ..., xa—1) € Z.

Note that we can simply apply Gauss elimination to solve
(D@)(Q?(), L1y .- ,.%d,l)(s = @(.Z’o, L1y ... ,l’d,1)
since the diagonal elements are all invertible. Using row operations we move the bottom

left element @ (¢, 24-1) towards the right. After n row operations this element becomes

( 1)n(I)/ ( )ﬁ (I);Q(xi+l7 wz)
P10 Fa q);)(xiaxi—&-l)’

=0

(3.9)

which clearly is divisible by p" since @ (2;41,2;) =0 mod p for all 0 <7 < d.

Hence it rapidly becomes zero within working precision. Then the matrix has a simple
upper triangular form which can be solved directly, from bottom to top.

The input values for the algorithm LIFTJINVARIANTS ([FGHO00|) are a desired precision
n and a cycle j; € F, \ Fp2 such that ®,(j;, ji+1) =0 mod p for all 0 <i < d. It returns a
cycle J; € Z, such that w(J;) = j; and ®,(J;, Jiy1) mod p” for all 0 <i < d.
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Algorithm 2 LiftJInvariants [FGHOO0]

1:
2
3
4
5:
6
7
8
9

10:

—_

10:
11:
12:
13:
14:
15:
16:
17:

18:
19:
20:
21:
22:
23:
24:
25:

procedure LIFTJINVARIANTS(n, (j;))

if n =1 then
Pick arbitrary J; such that 7(.J;) = j;
return (Jo, J1,...,J4_1)
end if
n — [§]
(Jo, J1, .-+, Jg—1) < LIFTJINVARIANTS(7, (Jo, J1s- - -5 Jd—1))
(Jo, J1, .., Ja—1) < UPDATEJS(n, (Jo, J1, ..., J4_1))

return (Jo, Ji, ..., Jg_1)

end procedure
: procedure UPDATEJS(n, (j;))

Allocate arrays D[0...(d—2)], P[0...(d—1)] and J[0...(d —1)] of elements of Z,

> D stores the off-diagonal entries, P contains the result vector and J will contain the
updated cycle of j-invariants.

fori=0tod—2do
1 1/(I)I(J1'7Ji+1>

D; —t-9'(Jiy1, Ji) > Divide rows by the diagonal entries.
P —t-®(J;, Jiy1) > Divide the result vector by the diagonal entries.
end for
m — @' (Jo, Jy_1) > The matrix’ lower left entry.
f—®(Js1,Jo) > The result vector’s bottom entry.
fori=0tod—2do
f—f—-m-PB > Introduce zeros in the last row.
m«— —m - D; > Move the lower left entry to the right.
if m =0 mod p" then
go to .. > We can stop here, since m is zero to the desired precision.
end if
end for

m «—m+ ®(Jy_1,Jo) > Form the bottom right element from m and the former

lower right entry.

Py — f/m > Retrieve the result vector.
fori=d—2to0do

P,—PFP—-D; - P > Solve the system by inserting what is known.
end for
fori=0tod—1do

Ji— Ji— P > Update the j-invariants.
end for
return (Jo, J1, .-, Ja-1)

26: end procedure
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3.3 Characteristic p > 5

In this Section, we describe Satoh’s original algorithm for point counting on elliptic curves
over finite fields of characteristic p > 5.

3.3.1 Lifting each Curve

When the characteristic p is at least 5, we consider that the elliptic curve E over F, has
an equation of the form
E:y* =2 +azx +0b.

In this case, we want to lift £ to a curve
EyP=a+Ax+ B

over Z, whose j-invariant is already known. Fouquet, Gaudry and Harley proposed to do
this by arbitrarily lifting one of the coefficients and lift the other with a univariate Newton
iteration based on the equation

—1728(4A4)3
J::__jlgé——l-Wh@%‘A::-—HK4A3%—27BQL
yielding
691247
443 4+ 27B?

Note that the hypotheses p > 5 and J ¢ F 2 ensure that the denominator in the iteration
is non-zero. Hence, the precision exactly doubles at each iteration.
Skjernaa suggested to simply take A = 3~y and B = 2 with

i)
T8 — (B

This model is minimal, has the correct j-invariant and reduces to E. In fact, it requires
only one inversion in Z,, so this method is much faster than the above algorithm.

3.3.2 Lifting each Curve’s Torsion Subgroup

To finally compute the trace of Frobenius, we recall that the canonical lift £ of an el-
liptic curve E over F, has the property that End(£) = End(FE). If F' is the Frobenius
endomorphism on E and F the image of F under this ring isomorphism, then we have
Tr(F) = Te(F).

Furthermore, since QQ, has characteristic zero, we will be able to compute the exact
value of Tr(F") and not just modulo p. The following proposition by Satoh gives a relation
between the trace of an endomorphism f € Endg, (£) and its action on the invariant
differential of E.
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Proposition 3.4 (Satoh). Let £ be an elliptic curve over Q, having good reduction modulo
p and let f € Endg, (E) be an endomorphism of degree d. Let w be the invariant differential
on E and let f*(w) = cw be the action of f on w. Then the trace of f is given by

Tr(f) :c—i—%l.

In our case, we want to apply the above proposition to the Frobenius endomorphism
F. We get that

Tr(f):”y—i-% with  F*(w) = yw.

Lemma 3.5. With the above notation, either v or % s a unit mn Zqg.

Proof. Recall that F is an ordinary elliptic curve. Suppose neither of v and % was a unit

in Z,. Then

q
Y — € qu
Y

Hence, their sum v + % lies in pZ,, too, since pZ, is an ideal. But v + % € Z,, and hence
q
’y+;€quﬂZp:p.

This would imply that p | Tr(F) = Tr(F') which is impossible, since E is ordinary.
Hence one of v and % has to be a unit in Z,. U

However, since F is inseparable, F*(w) = 0 (by [Sil92|,I.4.2). Hence v = 0 mod p,
which implies 7 = 0 mod ¢ since £ has to be a unit in Z,; by lemma (3.5).

So, if we tried to compute Tr(F) mod p", we would need to determine v mod p™. Tt
also turns out to be quite difficult to compute ~ directly. We will show later that it would
be necessary to know ker(3;). However, since ker(o;) is trivial, it cannot be simply lifted
to ker(%;), but we would need to factor the p-division polynomial of £.

To avoid these problems, Satoh works with the Verschiebung V', which is separable
since F is ordinary. Thus ker(V') can be lifted to ker(}V) in a canonical way. Furthermore,
the trace of an endomorphism equals the trace of its dual, so we have

Te(F) = Te(V) = ¢ + %

with V*(w) = cw and ¢ a unit in Z,, by a similar argument as above.
As we saw before, )V can be written as

A

V=3410% 50 0%

and thus we can compute ¢ from the action of 21 on the invariant differential w;., of E;;
fort=0,...,d — 1. Explicitely, let ¢; be defined by

A

2: (%’H) = C;W;,
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where w; denotes the invariant differential of F;. Then

Since V is separable, by [Sil92],11.4.2, ¢ will be non-zero modulo p and we conclude
Tr(F) = H ¢; mod gq.
0<i<n

In Section 3.3 we computed the equations for & and &;;. Let us now consider the
following diagram:

Gi

Ei

~

Given the kernel ker(3;) of the lifted dual isogeny between &; and &1, we can use

~

Vélu’s formulae [VéI71]| to compute an equation for the curve &;/ker(¥;) and the isogeny
V;.

Theorem 3.6. The explicit formula for the isogenies v; € Isog(E;, E;/ ker(f]i) is the fol-
lowing:

vi(X)Y) = (X + Z Xx,y)+p — Xp, Z Y(X,Y)JrP)v

Peker(3,)\O Peker ()

where the plus sign in (X,Y) + P is the addition on the elliptic curve.

By way of construction, v; and 3.; are both separable. Since by 2.25(b) also ker(v;) =
ker(X;), there exists an isogeny

>\i: 52/ ker(f)l) — Ci—1

which makes the diagram commutative, by 2.25(a).
By lemma 2.25,

deg () = # ker(3;) = # ker(v;) = deg(v;).

Now, since

deg(v;) = deg(X;) and  deg(X;) = deg(y;) deg(\y),

it follows that deg()\;) = 1, hence the isogeny )\; is an isomorphism.
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Now we need to compute
27 (wir1) = v (A (wig1))-

Let w;; denote the invariant differential on the curve &;/ ker(f)i). Due to Vélu’s construc-
tion, v; acts trivially on w, that is

I/;(u}i’k) = Wj.
It is therefore sufficient to compute the action of \; on w; ;.

Proposition 3.7. The subgroup ker(3;) of &p| is of order p.

Proof. Consider the following diagram:

Ei 5 Ei+1 o EﬁZ

Since our lift is canonical, End(&;) is isomorphic to End(F;). Let ¢ denote the isomorphism
between these two rings. Let ¢ and 1 be defined as in (2.35).
We need to show that # ker(X;) = p. As we saw in 2.25, this is equivalent to showing

~

that deg(>;) = p. Hence, we have to show that

We know that
which is equivalent to

The equality

which was to be shown. O
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Let H;(z) be defined as
Hi(z) = [J (@ = zp),

PesS

where S is defined as in 2.2.5 (with m = p), then H;(z) divides the p-division polynomial
U, (z) of & by (2.38).
To find the correct factor of W, ;(x), Satoh proves the following lemma.

Lemma 3.8 (Satoh). Let p > 3.

A

(i) Then ker(X;) = &lp] N E(ZY"), where Zy" is the valuation ring of the mazimal un-
ramified extension Qp" of Q.

(i) The polynomial H;(x) is square free.

We will prove part (ii) of the lemma, the proof of (i) can be found in [Sat00], Corollary
3.3.

The lemma implies that H;(z) is a monic polynomial of degree (p — 1)/2 which divides
\prﬂ'(l’).

Proof. Suppose there exist two points P and @ in S such that zp = 2o mod p. Then
we know that the reduction of their z-coordinates modulo p is equal. Therefore, 7(P) =
+7(Q). Without loss of generality, suppose 7(P) = m(Q). Since 7 is a homomorphism, we
have that
(P —-Q)=0.
Hence,
P — Q € ker(m) Nker(3;).

It remains to show, that ker(m) Nker(3;) = {O}. Now, by Proposition 3.7 we know that
#ker(¥;) = p. Thus #(ker(m) N ker(X;)) is either 1 or p, because (ker(r) N ker(3;)) is

certainly a subgroup of ker(%;). But since ker(¥;) C &(Zy"), it follows from the theory of

A

the formal group of an elliptic curve ([Sil92], IV) that ker(X;) contains only one element
whose projection is O. Therefore

(ker(m) Nker(%;)) = {O}.

Hence, P — @ = O and we conclude that P = Q). Thus, H;(z) mod p is square free. [

Definition 3.9. An irreducible polynomial f over a field K of characteristic p is of insep-
arable degree p if there exists a separable irreducible polynomial g € K|x] such that

f(z) = g(a) for some e > 1 € N.

The inseparable degree of f is denoted by deg;(f).
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By construction, H;(x) is a monic polynomial of degree (p —1)/2 which divides ¥, ;(x)
and H;(z) mod p is square free. Since E; is ordinary, Lemma (2.31) implies that ker(az) =
E;[p] and ¥, ;(x) mod p has inseparable degree p.

Lemma 3.10. The degree of (¥, ;(x) mod p) is p(p —1)/2.

Proof. We know that deg;(V,;(z) mod p) = p, hence deg(V,;(z) mod p) has to be divis-
ible by p. Now

2_
U,i(z) = pz" 7 + lower order terms.

Therefore, the degree of U, ;(z) mod p is strictly smaller than p22_1 = (p+1)2(p_1). We need
to find the biggest factor k such that

p’—1

kp <
P 2

p+1( )>p22_1,weﬁndthatk—1’7 Hence,

Since k has to be an integer and

p(p—1)
G

deg(V,;(z) mod p) =
Now deg(H;(z)) = &5+ and deg(¥,;(z) mod p) = p- &+, Hence it follows that
H;(z)? =V, ,;(z) mod p.

This implies that we cannot apply Hensel’s lemma, since H;(z) mod p and ¥,,;(x)/H;(z) mod
p are not coprime. To solve this problem, Satoh uses a modified Hensel lifting, which also
has quadratic convergence.

Lemma 3.11 (Satoh (|[FGHO00])). Let p > 3 be a prime and V(z) € Z,[z] a polynomial
satisfying
V() =0 modp and ¥'(x)#0 mod p’.

Let h(x) € Zy[z] be a monic polynomial known to precision n such that
1. h(xz) mod p is square-free and coprime to (V' (x)/p),
2. h(z) divides ¥ (x) to precision n + 1.

Then the polynomial

has the following properties
e H(x)=h(x) mod p",
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o H(x) divides V(z) to precision 2n + 1.

A proof for this Lemma can be found in [Sat00].

To turn this lemma into an algorithm, it remains to initialize the iteration. For
this, we need a way to construct the first approximation h(z) for the factor H(x) of
U, (x). To obtain this, we investigate the p-th division polynomial U, ; of &. Note that
m(Vy(z, A;, B;)) factors as cf (z)? with a monic and square free factor f € F,[z], that is,
deg;(m(V, (7, As, Bi))) = p, and ¢ € F.

Actually,

Up—1
k=0 5

where wy, is the coefficient of 2P¥ in the p-th divison polynomial of &1, ¥, (z, Ai1, Bit1).
Furthermore, f is coprime to ﬂ(%\I/;,(x, A;, B;)). Hence, we can use f as the polynomial
h(z).
The input values for the algorithm LiFTH (|[FGHO00|) are a desired precision n, an
elliptic curve E;;; over IF, and an elliptic curve &; over Z,. It returns a monic factor H(x)
of the p-th division polynomial of &;, representing the kernel of 5.
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Algorithm 3 LiftH [FGHOO]

1: procedure LIFTH(n, E;y 1, E;)

2:
3:

U(z) < the p-th division polynomial of &;

¥ (x) « the p-th division polynomial of E;
degree ’%1

h(z) <0

for £k =0 to p%l do

h(z) « h(z) + u:—flxk , with uy, as above

end for ’

H(x) « LirTHBIS(n, ¥(x), h(x))

return H(x)
end procedure

: procedure LIFTHBIS(n, ¥(z), h(z))

if n =1 then
return h(x)
end if

W o]

H(z) « LirTHBIS(n/, V(z), h(z))
H(z) « H(x)+ (‘IJ(””) H'(x) mod H(x))

()
return H(z)

9: end procedure

> Note deg(¥) = 1%

> Note 1» = h? for some h(x) with
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3.3.3 The Formal Group Approach

Originally, Satoh formulated the situation in terms of formal groups of elliptic curves. This
is not much different from the method described above using the invariant differential.
However, it might give some more insight into Satoh’s original idea, so we will state it here
for completeness, referring to [Sat00] for more details.

Proposition 3.12 (Satoh). Let € be an elliptic curve over a field K and let f € End(E)
be of degree q. We denote its local parameter at O by 7. Assume that the reduction 7(f)
of f modulo p is separable and that f(kerm) C kerm. Let f be the homomorphism induced
from f over the formal group £ of £. Then,

Tr(f) = 1 + —, (3.10)

&1
where f =32 ¢, 7"

Satoh’s proof is quite straightforward, in fact, Satoh reckoned that his observation
was already known, although he could not find any evidence for it in the literature. For
completeness, we will just state Satoh’s proof here.

Proof.[[Sat00]] Since f satisfies the equation

fof=Te(f)f+q=0

in End(&), we have
(& —Te(fla+ )T +0(7*) =0

on & , and hence the coefficient of 7 must vanish, so that
ci+q="Tr(f)cr.

On the other hand, separability of 7(f) implies 7(c1) # 0 and hence ¢; # 0. (Cf. the proof
of case 2 of Silverman ([Sil92], Cor. IV.7.5).) Therefore, (3.10) holds. O

Now the Frobenius endomorphism F is separable, so we cannot apply the proposition
to it. However, since we are working with an ordinary elliptic curve, the Verschiebung V
is separable and thus we have

To(F) = Te(V) = ¢ + %

with l:/(T) — ¢7 + O(72). From (3.4) we know that V can be written as V = 341 0 3g_s 0
+ 0 X and hence ¢ can be computed as the product of the leading coeflicients of the
morphism induced by >;. More precisely, let ¢; be defined by

Ti+1 o 21 == CiTi + O(T,?),
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with 7; the local parameter of & at O, then

Since V is separable, ¢ is non-zero modulo p and we can conclude

Tr(F) = H ¢ mod gq.

0<i<d

Remark 3.13. Since all the commutative squares in (3.4) are conjugates of each other, we
can also recover the trace of Irobenius as the norm of ¢, from Q, to Q,, i.e.

Tr(F) = Ng,/0,(co) mod gq.

Definition 3.14. If K is a field and L is a Galois extension of K, the norm of an element
a € L is defined as the product of all conjugates g(«) of a, for g in the Galois group G of
L/K.

Since N(«) is immediately seen to be invariant under G, it follows that the norm lies
in K.

From this property, we can conclude that Tr(F) € Q,, in fact, it lies in Z,, since all
computations leading to it were carried out in the ring.

3.3.4 Computing the Trace from the Lifted Data

The remaining step is to compute the trace from the lifted data. Let E; be given by the
equation y* = 23 + A;z + B;. The isogeny constructed in (3.6) was explicitly given by the
equation

vi(X,Y) = (X + Z Xxy)y+r — Xp, Z Y(X,Y)-i—P)a

Peker(3;)\O Peker(%;)

where the plus sign in (X,Y’) + P was the curve addition. Vélu’s [VéI71| formula also gives
the Weierstrass model of &/ ker(3;). Denote by s, the coefficient of 2"k in H;(z). Then

(c:l/ ker(ﬁl) = y2 + ;T + ﬂl
with
a = Ai—=5- Y (B4 A
Peker(2)\{0O}
= (6 —5p)A; —30(s? — 2s5),

Bi = Bi—7- > (52} +3Awp+2B;)
Peker(3;)\{O}
= (15— 14p)B; — T0(—s5 + 35155 — 3s3) + 424;51,
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where we set s3 = 0 in the case that p%l —k<0.
Given the equation for &;/ ker(f]i), we can now compute the isomorphism A; to

Eivi:y? =2+ Az + By
Since the only change of variables preserving the form of these equations is

with
2 a; Bitq

9; = )
"B A
the coefficients ¢; are completely determined. The action of \; on w;, is given by

A (wis1) = g7 'wig
and therefore we find the following formula for the ¢?:

2 Bi Ai—H
c;, = — .
Q; Bz’+1

7
It remains to compute ¢? = H?;Ol ¢? and to take the square root. This gives the trace of
Frobenius up to the sign. As it is shown in the proof of [Sil92|, Theorem V.4.1, we have

O.'nfl

t=vy7 ...y mod p,

where 7 is the coefficient of 27~ in the polynomial (z® 4+ ax + b)*z . Hence, we can
determine the trace of E uniquely.

The input values for the algorithm COMPUTETRACEODDCHAR (|[FGHO00|) are an el-
liptic curve E;yq over Fa, with j(E) ¢ F,, given by its equation y* = 2® + ax + b. It

returns the trace of the Frobenius of F.
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Algorithm 4 ComputeTraceOddChar [FGHO0]

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

procedure COMPUTETRACEODDCHAR(FE: y? = 2 + az + b)

n — [log, 4+ 4]
(Ji)o<i<ds (@i)o<i<d, (bi)o<i<a < Conjugates of j(E), of a, of b
(Ji)o<i<a < LIFTJINVARIANTS(n, (4;))
N «—1
D1
fori=0tod—1do
(%) — T,
A— 3y
B« 2~
H LIFTH(?’L, Aiy1, bi—&—l’ A, B)
51, 89, 83 « coefficients of "7 1, "7 ~2 and 2" 3 in H(x)
a «— (6 —5p)A — 30(s? — 2sy)
B (15 — 14p)B — 70(—s3 + 35185 — 3s3) + 42As,
N «— NjBA
D «— DaB
end for
c—+/N/D
hg < Hasse invariant of £
if ¢ # hg mod p then ¢ — —c
end if
Reduce ¢ to an integer in 0...p"
if ¢ > 2,/q then
c«—c—p"
end if
return c

27: end procedure
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3.4 Characteristic p = 2

In this Section, we describe the extension of Satoh’s algorithm to characteristic two by
Mireille Fouquet, Pierrik Gaudry and Robert Harley [FGHO0].

3.4.1 Lifting each Curve

In characteristic two, every non-supersingular elliptic curve E (i.e. j(E) # 0) can be
written in the form
y2 +xy = 3+ axx® + ag.

Recall from chapter 2 that ag is a unit in F; and as € {0,7}. For a given value of ag, the
two curves, with as = 0 and as = 7, respectively, are twists of each other.

Twist: To an elliptic curve £, a non-isomorphic curve E’ whose trace is the negation of
Tr(FE) is called a twist of E.

Hence, either F or its twist are of the form
y2+xy:x3+a6.

Since from computing the trace we can trivially obtain its negation, we can confine ourselves
to this form in order to simplify the calculations.

To obtain the coefficient A in the equation 3? + xy = 2® + A of the lifted curve &, we
perform a Newton iteration to lift the coefficient a of our initial curve E. We are already
given the j-invariant J of the lifted curve. Since J = %, where A = —A — 432A? is the
discriminant of the curve, the polynomial on which we base our Newton iteration is

f(x) =14 J(x + 43227).

Finding a root A of precision n of f(x), we have found the coefficient A of our lifted curve
& to precision n.

In this case f'(z) = J(1 4 864x). Omne way to proceed would be to apply a simple
Newton iteration , since we know that 7(.J) # 0. This way, we could go from precision n
to 2n at each step. In fact, there is a slightly better algorithm than the generic method.
With this special algorithm, we can instead go to precision 2n + 4.

Let = be an approximate root at precision n, with error term f(x) = O(2"). Let

)
YT )

be the improved root after one step. Then the new error term can be written explicitly as

fly) = 1+ J(y+432y°%)
f(x)?

82505
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Since we know that 2 f’(z) and 2% || 432, we can conclude that f(x) = O(22"4).

Since the precision increases not only by a factor but also by the summand +4, it
follows that an initial approximate root is not actually needed to start the iteration. For
efficiency we might as well use —% mod 16.

The input values for the algorithm LIFTA ([FGHO00]) are a desired precision n and the
J-invariant J of a curve & in Z,, with precision n. It returns the coefficient A of the lifted
curve & in Z, with precision n.

Algorithm 5 LiftA [FGHOO]

1: procedure LIFTA(n, J)
2 if n <4 then

3 return —%
4 end if

5: n' «— [%=2]
6
7
8
9:

2
A «— LIFTA(n/, J)

1+J(A+432A2)
A—A- J(1+8644)
return A

end procedure

3.4.2 Lifting the 2-Torsion

This algorithm for lifting the 2-torsion is again based on a Newton iteration.
Let E; be given by the equation y*+xy = 2*+a; with a € F, and &; by y*+zy = 2*+ A,
with A; € Z,. Since Y; is separable and of degree 2,

~

ker($) = {O, P}

To compute the lifted non-trivial torsion point P;, Fouquet, Gaudry and Harley use the
fact that

~

ker(X) C &[2].
This implies that the X-coordinate of P; satisfies the 2-division polynomial

o) = 42® 4+ 2% + 4A,.

A root X € Z, of this polynomial is necessarily 0 modulo 2. Hence, we compute Z; = szi
as a zero of the modified division polynomial f(z) = 82% + Z% + A,.

We have to overcome the problem that there are two candidate roots in Z, of which
only one can correspond to the non-trivial point in the kernel of 3 Actually, it suffices to
initialise the Newton iteration with the correct square root of —A mod 8.

The following description by Fouquet, Gaudry and Harley shows how to do this in a
deterministic way. This solves the problem Satoh enountered in his paper while avoiding
the probabilistic polynomial factorization modulo 8 that he suggests.
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Choosing the correct root Using Vélu’s formulae again to compute the j-invariant
Jiz1 of & explicitly in terms of A; and the as-yet-unknown Z; yields
J, J(Ei1) -t d4
1= 1) = mod 4.
i T2 7+ A
Since Z; is a root of f(z), we have Z? + A; =0 mod 4 (in fact even modulo 8, but this is

not needed here) and thus
1

Jit1
This determines Z; uniquely and provides a sufficiently precise initial root Z;, for the
Newton iteration. Indeed,

Zi mod 4.

@) =2(122" 4+ x) and 1227+ Z;p = mod 4

i+1

and ﬁ is non-zero modulo 2. Hence, following the notation from 2.4.3, we have k = 1
and we need

f(Zip) =0 mod 2%+t = 23

to start the iterations. Now

f(Zio) = Z}y+A; mod8

1
= 5+ A (the value of Z; o mod 4 determines Z2, mod 8)
Jin ’
1 1
= - — = (from lifting of A; in section 3.4.1)
‘]i—l—l Ji

Hence it remains to show that J2,, = J; mod 8. By definition, J; = X(J;4+1), so the
desired result certainly holds modulo 2. A short calculation shows that the Kronecker
relation

Dy(X,Y) = (X2—Y)(X - Y?)

actually holds modulo 16 and not just modulo 2:

Py(X,Y) = X +Y? - X?Y?+15XY mod 16
X3 4+Y? - X% - XY mod 16
= (X2-Y)(X -Y?).

We therefore have
Dy (w(ji),w(jiz1)) =0 mod 16,

where w denotes the Teichmiiller lift as defined in (2.10). Considering the semi-Witt
decomposition (2.11) of J;;1, we see that the terms z1, x5 and 3 are zero. Thus J; = Jz'2+1
mod 16 and hence certainly modulo 8 as required.
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Lifting the root. To finally compute the correct root Z, we use the procedure NEW-
TONITERATIONS with & = 1 and initial root J%l mod 4.

As we saw in 2.4.3, the precision increases at each step from n to 2n — k, so in this case,
to 2n — 1. Let x be the approximate value at precision n with error term f(z) = O(2"+1).

Let y =2 — ]{c,(é)) be the improved root after one step. Then the new error term is

fly) = 8’+y°+A
flx)?
f'(x)?

From k£ = 1 we have that 2 || f’(x) and therefore

(24x +1) — ESLCC)3

f'(x)*

f(y) _ O(zmin(2n73n+3)> _ 0(2271)

as expected.

The input values for the algorithm LIFrTZ ([FGHO00]) are a desired (integer) precision
n, the j-invariant J;,; to precision 2 and the coefficient A to precision n 4+ 1. It returns
the Z of the lifted curve £ to precision n.

Algorithm 6 LiftZ [FGHO0O|
1: procedure LIFTZ(n, Ji11, A)
2 if n <2 then

3 return —
4: end if

5: n «— ("TH—‘

6

7
8
9:

1
Jit1

7 — LIFTZgn', Jiv1, A)
8Z347Z2+A

Z =7 = 2(12+Z“2++Z)

return 7

end procedure

3.4.3 Computing the Trace from the Lifted Data

Recall the equation of &;,
v +ay =2’ + A,
and that of &4,
y2 +ay = 3+ A1
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Consider again the following diagram:

& Eir
_ 7
x _ e /)\Z
T SZ/ ker( y z) ™
E; % Eip

In the case of characteristic two, the kernel of 3; is a subgroup of order 2 of the 2-torsion
of the form

A

ker(%;) = {0, Qi}.
Let Q; = (Xq,, Yo,) be the non-trivial point of this subgroup.

Once we have computed X,, we can recover ();, since (); = —(@); implies that
Xa
Yoi =~

The curve &/ ker(3;) given by Vélu’s formulae [Vél71] has the equation
y2+xy:x3+A4x+A6,

where

Ay = =5t and Ag=A;, —t — Tw,

with
t=3X3 — Yo, and w= Xgt.

Here again, the knowledge of the equations for &;/ ker(f]i) and &; 1 allows us to compute
the isomorphism ); and then the coefficient ¢?. The isogeny v; is explicitly given by the
equation

yi(aj? y) = (LL’ + X(fﬁ,y)JrXQi - XQN X(x:y)+Qi)'

The isomorphism \; has the general form
(z,y) = (Wix +riuly +ulsio + 1), (ui,ri,86,t) € Qg X Q2>

compare [Sil92|, ITI.1. From the formal group expansion of the isomorphism, we learn that
c? = u;? [Skjo3]. Solving the equations satisfied by (u;, 7:, 54, ;) given in [Sil92], Table 1.2,

finally leads to
8640; — 72a; + 1
= - - : 3.11
G T T 48y — 1)(1 + 864A;4y) (3:11)

Alternatively, one can compute the ¢? using the equations of £, and &;/ ker(f]i). For
this, a translation of the axes is needed, which does not affect the first coefficient in the
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formal group expansion of the isomorphism (compare [SkjO3]). After this translation, the
equations are as follows:

1 1
& ST VoL p— — + A
+1 y =z 48x+864+ +1
R 1 1 Ay
Jker(Sh) =4 S PRI P )
&/ ker(%;) y ="+ (Ay 48>x+864+A6 T

In this case, the isomorphism ); is again of the form (z,y) — (g2, ¢?y), where

s ;B

9= Bi Aig1’
hence . LA
go ol wtAe
which simplifies to
9 72A, — 1 — 864 A4

I = U84, — 1)(1 + 86441,

Replacing A, and Ag with their expressions in terms of A; and X, leads to the following

term:
s —18144X€’21_ — 4536X221_ — 252XQ1. + 1+ 864.A;

ST T I+ 120X, + 720X3)(1 + 8644,.1)

A further simplification is made by reducing this formula modulo the minimal polyno-
mial of X¢,, which is 4X3 + X3 +4A;. We get

, 1 — 252x; + 190084,
I = (11 120(z; + 622)) (1 + 86441,
and hence
, 1 — 252x; + 190084,
T L 120(z; + 622)(1 + 864A,,,)’
as above.

Note that we lifted Z; = Xg,/2 instead of X, and that we need one extra bit of
precision for the 2-adic square root. Remembering this, we get the following algorithm.

The input values for the algorithm COMPUTETRACECHAR2 (|[FGHO0]) are an elliptic
curve E over Fyu, with j(E) ¢ Fy, given by its equation y? + xy = 23 + a. It returns the
trace of the Frobenius of the curve.
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Algorithm 7 ComputeTraceChar2 [FGHO0|

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:

procedure COMPUTETRACECHAR2(E)

Jo < J(E)
fori=d—1to1do
Ji < ji2+1
end for
n—[41+1
(Ji)o<i<a < LIFTJINVARIANTS(n, (7;))
N —1
D1
fort=0tod—1do
A «— LIFTA(n, J;)
Z — LirTZ(n — 1, Jiy1, A)
A« 864A
N «— N(1—-504Z + 22A)
D «— D(1+240(Z +122?%))(1 + A)
end for
c—+/N/D
if ¢ % 1 mod 4 then
c— —cC
end if
Reduce ¢ to an integer in 0...2" ",
if ¢ > 2,/q then
¢+ c— 2"t
end if

return c

26: end procedure

> N has precision n + 2
> D has precision n + 2

Recall from (3.13) that in step 17, both the numerator N and denominator D are in Zy

and hence c is, too. Further, the 2-adic square root can be found via a Newton iteration

for the inverse square root, i.e. via a Newton iteration on

s(X) =X~ 1.

We have the following properties:

Furthermore, we know that E has a point of order 4, hence

s(1/e)=0 and §'(1/¢)=0 mod 2.

§'(1/c) 20 mod4 and c¢=1 mod 4.

The vanishing of s'(1/c) modulo 2 means that we lose exactly one bit of precision in the

computation of the square root and therefore we need to compute ¢ modulo o1,
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Algorithm 8 TwoAdicSqrt [FGHOO]

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:

procedure TWOADICSQRT(A, m)

X «—1

1 +— —1

while (X? — A) mod 2° =0 do
1+—1+1

end while

while 1 < m do

7 (X;_A) mod 2
X — X+ 721
1+—1+1

end while

return X

13: end procedure

The algorithm TwOADICSQRT ([FGHO00]) computes the 2-adic square root S of an
element A with precision m, such that S? = A mod 2™ and S =1 mod 4.
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3.5 An Example

We present an example of a curve E over the finite field Fgs = F[t]/(t> +t*+1). The curve
is given by the equation
By +ay=a° 413

We are working to precision m = [2] + 1 = 4.

The cycle of lifted j-invariants J; is as follows:

Jo = 12 + 9 + 7 + 1082 + 13t
Jio= 5 + 2t + 9 + 93 + 13t
Jy = 12 + 12t + 52 + 1062 + 9t
Js = 14 + 11t + 32 + 83 4+ 444
Jy = 3 + 14 + 82 + 112 + 9t

From that, the coefficients A; of the lifted curves & are computed using a Newton
iteration on the function

f(A) =1+ Ji(A; +4324,),

as explained in Section 3.4.1.

Ay = -8 — 6t — 122 — T3 — 24
A = =5 - t — 23— 5t
A, = —-10 — 11t — 152 + 53— T7t4
Ay = =8 — 15t — 9 4+ 73— 10t
Ay = —4 — 15t — 122 4+ 113 — 8tt

Finally, the lifted 2-torsion points Z; are computed from the A; via Newton iteration

applied to the function
f(Z) =872+ 7%+ A.

Computed to precision 4, the resulting sequence is:

Zo = 5 + 9 + 82 + 62 + 5t
Z, = 6 + 15t + 152 + 53 + 3t
Zy = 11t + 132 + 113 + 6!
Zy = 4 + 3t + 7t

Z, = 8 + 2t + 122 + 118 4+ ot

The square of the trace can now be computed modulo 27 by the formula
s [1,(1 —504Z; + 19008 4;) 57

_ 969.
[1(1 + 240(Z; + 1222))(1 + 8644;) ~ 49

The two square roots modulo 2° are

c==+3,
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and we choose the one that is congruent 1 modulo 4. Hence
c= —3,

and the number of points on F is
#E = 36.

3.6 Extensions of Satoh’s Algorithm

Apart from the extension by Fouquet, Gaudry and Harley [FGHO00] which was described
in Section 3.4, some further extensions were published in order to enhance both time and
memory efficiency.

Independently from Fouquet, Gaudry and Harley, Berit Skjernaa [SkjO3| extended
Satoh’s algorithm to characteristic p = 2. Based on this, a memory efficient algorithm
was developed by Frederik Vercauteren, Bart Preneel and Joos Vandewalle [VPV01] with
memory usage reduced from O(d?) to O(d?) (see Section 4.5).

SST 1In 2001, Satoh, Skjernaa and Yuichiro Taguchi [SST03| developed an improved
algorithm which reduced the runtime to O(d®*%/?)(logd)(loglogd)) using precomputed
traces for a basis. It uses two new ideas. The first is the actual computation of the Frobenius
of Z,. While all former algorithms avoided computations of the Frobenius since this was
assumed to be very slow, Satoh, Skjernaa and Taguchi used an alternative representation
of Z, that allows fast Frobenius computations.

Let E be an ordinary elliptic curve over F,« with j(E) ¢ F,.. Satoh, Skjernaa and
Taguchi obtain an algorithm to compute the j-invariant j(€) mod p®@ of the canonical
lift £ of E in time O(d?*T1/(1+#)) (where p is a constant such that the time for multiplying
to m-bit integers is O(m*)) , not including precomputations, and using O(d?) memory.

The second idea is a fast norm computation algorithm which runs in O(d?*t%%) bit-
operations and uses O(d?) memory.

Kim et al. In [KPC'02], Kim, Park, Cheon, Kim and Hahn proposed to use finite
fields with a Gaussian Normal Basis (GNB) of small type as an improvement of the SST
algorithm. Such a basis can be lifted trivially to Z, and allows fast computation of arbi-
trary iterates of Frobenius. Combined with a norm computation algorithm suggested by
Kedlaya, the obtained a point counting algorithm for elliptic curves over F,. with Gaus-
sian Normal Basis which requires O(d?*+1/0+1) bit-operations and O(d?) space, without

precomputation.

Mestre’s AGM Algorithm In a letter to Gaudry and Harley, Mestre [Mes00| described
a very elegant method based on the Arithmetic Geometric Mean (AGM) to count the
number of points on ordinary curves of genus 1 and 2 over Fya. The resulting algorithm
runs in O(d? + 1) bit-operations and requires O(d?) memory.
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The AGM algorithm was reformulated in the language of schemes and extended to
characteristic 3 by Carls [Car04].

In the following, we will briefly describe the main ideas of Mestre’s AGM method. We
will only consider the case of ordinary elliptic curves over finite fields of characteristic 2.

The objects computed by this algorithm are the same as those computed in Satoh’s al-
gorithm, but the computation is done in a different way. The canonical lift is approximated
using the so-called AGM sequence.

Definition 3.15. Let a,b € R be two non-negative real numbers. We define a sequence of

numbers by setting
n b’ﬂ
Api1 = ? —2i_ and bn+1 =V anbna

for n > 0, where ap = a and by = b. The sequence (a,, b, )nen is called AGM sequence.
The limits of the sequences a,, and b,, exist and

lim a,, = lim b,

n—oo n—oo

The common limit is called the arithmetic geometric mean of a and b.

We can now use the AGM sequence to work with elliptic curves. Starting with an
elliptic curve E: y?> = x(x — a)(x — b), we define a sequence E, of elliptic curves by setting

E,: y2 =z(r — a2)(x — bi),

n

where a,, and b,, are elements in the AGM sequence of a and b.
Now we are given a rational map F,, — FE, 1 by

(2.1 ((a: —|—4anbn)27 y(anb, — :L’)ganbn + Jc))
x 8x
This map is a 2-isogeny, that is to say, an surjective morphism of groups whose kernel is a
subgroup of order 2 of F,,.
Mestre considered the sequence of curves over the 2-adic field Q,. As a result, the
sequence of j-invariants

ot B
atbt (a2 — bn?)?
of the curves FE, converges if Fy has ordinary reduction, that is, the reduction of Ej is an
elliptic curve with a rational point of order 2.
The sequence E, has a higher dimensional analogon, a sequence of 2-isogenous abelian
varieties over Qy which build the foundation of Mestre’s algorithm for ordinary hyperelliptic
curves over finite fields of characteristic 2.

MSST At first sight, combining the AGM and the SST algorithm seems difficult. How-
ever, in [Gau02] Pierrick Gaudry devised a simplified modular polynomial Ys(x, y) based on
the AGM iteration and then uses the SST algorithm to find a solution of Ys(z, ¥(z)) = 0.
The time and space complexities are the same as those of the SST algorithm. However,
Gaudry’s algorithm is much faster since the polynomial )s(x,y) has lower degree than

Dy (z,y).
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Harley In an email to the NMBRTHRY list [Har02| in December 2002, Harley announced
an algorithm to count the number of points on an ordinary elliptic curve over F,q, which
runs in O(d?* log d) bit-operations and uses O(d?) space for fixed p. A complete description
including the missing routines can be found in [Ver03].

Lercier-Lubicz In [LLO03|, Reynald Lercier and David Lubicz presented a p-adic point
counting algorithm without precomputation which runs in O(d**) and uses O(d?) space
for finite fields with Gaussian Normal Basis.
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4 Implementation

In this chapter, we will explain the idea and structure of our implementation. We will
discuss the representation of the mathematical structures Z, and Zgy» as well as the algo-
rithms used for the inner arithmetic. We are going to relate the implementation to the
pseudo code shown in the previous chapter.

Finally, we will discuss how our program is integrated in the project FlexiECProvider?
developed by the institute of theoretical computer science at the TU Darmstadt.

4.1 Representation of Z; and Zs.

Recall from Section 2.1 the rings Z, and Zyn. Every element a € Z, can be represented by
an infinite sequence
(a1,a9,...,4n,...),

where a;, € Z/2*7 for k > 1. This sequence has the property, that
ap—1 =ap mod 2%,  forall k> 1.

This means that once we know the sequence element a,,, we can compute all a for £ < m

by

ap = appr mod 28 =qp0 mod 282 =...=q, mod 2™

Since an implementation can only store a finite number of sequence elements, we can
only represent a by a finite sequence

(a1, a9, ..., a4y).

In this case we say that we know a to precision m, meaning we know a,, = a mod 2™.
Hence, an element a € Z, is represented by its precision m and its m-th sequence ele-
ment a,,. Due to the above property, the remaining sequence elements are stored implicitly.

Arithmetic operations in Zy are performed componentwise. Naturally, we simply perform
the operation on a,, and retrieve the correct result. Assuming the elements a and b are
represented in the same precision m, the following rules of arithmetic apply:

atb = (apn=Lb, mod2™) mod 2™,

a-b (@m - by, mod 2™) mod 2™.

Since Zs is a ring, division is more complicated. An element a € Zs is invertible if and
only if a =1 mod 2. In this case, division is performed componentwise, too.
Every element a € Z, can be written as

a:2k~u,

http://www.flexiprovider.de
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where £ > 0 and w is invertible, that is, u = 1 mod 2. The integer k is called the valuation
of a.

In our implementation, elements of the ring Z, are almost exclusively used as coefficients
of polynomials representing elements from Zgn.

Elements from Zsn are represented as polynomials in Zs[t]/(f(t)), where f(t) is a monic
irreducible trinomial or pentanomial of degree n over Z,. Most of the arithmetic is based
on polynomial arithmetic. Special cases are the division and calculation of inverses. These
will be discussed later in this chapter.

The ring structure is implemented in the class Z2nRing. java where the defining poly-
nomial f(t) is stored.

4.2 The Subsidiary Classes

Before going into the details of the main classes SatohFGH and Skjernaa, we are going to
focus on the subsidiary classes Z2nRing and Z2nRingElement first.

The class Z2nRing This class stores the information necessary to characterize the ring
Zon. The field Fon, its degree n and the ring polynomial f(t). The ring class also contains
the constants 0, 1 and 2, since these are used frequently.

Moreover, the class stores an indicator whether the ring polynomial is a trinomial or a
pentanomial. Tt also contains the array globalPrecMask which plays an important role in
the precision handling, which is described in 4.4.

The class Z2nRingElement This class does most of the arithmetic work. A Z2nRing-
Element contains the Z2nRing in which it lies, the polynomial representing this element,
as described in 4.1, and the degree of this polynomial.

From outside the class, such an element can be created from a java.math.BigInteger[]
s, a de.flexiprovider.ec.arithmetic.gf .Bitstring b or a single BigInteger x. The
former two constructors create the polynomial directly from the given sequence of ele-
ments before reducing it modulo the ring polynomial. The latter constructor creates a
Z2nRingElement with a constant polynomial x.

All the external constructors need a parameter prec to make sure the element is rep-
resented to the right precision. From within the class, two private constructors can be
used which do not need the precision parameter. These are used for internal arithmetic
operations which cut the polynomials to the right precision before constructing a new
element.

Most of the arithmetic operations are performed in the usual polynomial arithmetic.
Exceptions are division and inversion, since we are working with polynomials over a ring.

The most time consuming operation is the multiplication of two elements. We im-
plemented the Karatsuba multiplication algorithm for polynomials, which increased the
performance significantly. More on the program’s performance can be found in section 4.4.
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4.3 The Main Classes

The class SatohFGH This class implements the Satoh-FGH algorithms as described in
section 3.4. The program was implemented, as far as possible, directly from the pseudo
code by Fouquet, Gaudry and Harley in [FGHO00|.

The class SkjernaaVPV This class implements the algorithm developed by Berit Skjer-
naa [SkjO3] and extended by Frederik Vercauteren, Bart Prenecel and Joos Vandewalle
[VPVO01]. We implemented both algorithms to compare their respective runtimes when
using the same underlying arithmetic. The main differences between the two main classes
are described in 4.5.

4.4 Encountered Difficulties

During the process of implementing the Satoh-FGH algorithm, several problems had to be
faced and solved.

Since the implementation was based on the pseudo code from |[FGHOO0|, we basically
followed the instructions. This was however not always as simple as it sounds. The major
difficulties were the precision handling, the implementation of some arithmetic operations
in Zon and, last but not least, the performance.

Let us start by describing the arithmetic difficulties occurring during inversion, division
and reduction modulo the ring defining polynomial.

Inversion The inversion of an invertible element a € Zs» is done in a fairly straightfor-
ward way. We perform a Newton iteration on the function x +— % —a.

For an efficient implementation of this (and every other) Newton iteration, it was im-
portant to work with the lowest precision possible at each stage of the algorithm. Starting
with precision one, we double the precision at each iteration until the required precision
is reached. This way, we run a predetermined number of iterations to receive the correct
result.

Another approach would have been to calculate with the required precision. In general,
this reduces the number of iterations. Anyway, the expense of calculating with a higher
precision weighs too heavy, so that this approach was not applicable here.

Division Closely related to the concept of inverting elements is the division by elements
from Zgyn. The naive way of dividing one ring element by another would be the multipli-
cation by its inverse. This however can and will lead to many exceptions. As discussed
earlier, an element of Zy» is invertible if and only if at least one of the coefficients of its
representing polynomial is not divisible by 2. Hence an element like

x = 68 + 42t + 38t% + 4¢3 + 94¢*
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is certainly not invertible. However, the quotient

y 12+ 44t 4 36t% + 8t° + 50t

x 68+ 42t + 38¢2 + 4¢3 + 94¢4

can be computed, since we can simply cancel out a 2 in both numerator and denominator.
This leads to the quotient

6 + 22t + 18t% + 4¢* + 25¢*

34 + 21t + 192 4 2¢3 4 47t4
where the inverse of the denominator can be computed by the method INVERSE.

Finding the highest power of 2 by which both numerator and denominator are divisible
is done using the java.math.BigInteger function getLowestSetBit. It determines the
position of the lowest bit of both elements. Naturally, if the denominator’s lowest bit is
higher than the numerator’s, the quotient cannot be computed.

Reduction modulo the ring polynomial The representation of Zs» elements by poly-
nomials requires reducing these representing polynomials by the defining ring polynomial.
Since the ring polynomial is always chosen to be a trinomial or, if that is not possible, a
pentanomial, reduction is done more efficiently than simply computing the remainder of a
division by the ring polynomial.

The ring polynomial is simply the lifted field polynomial of the underlying field Fn.
Hence, its coefficients are either 0 or 1. During the construction of our ring, we determine
whether it is a trinomial or a pentanomial and store the positions of the non-zero coefficients
in an array. This array is then used for reduction. Suppose the ring we are dealing with is
represented as

Lo = Lot/ (f(1)),
where f(t) = t" + t* + 1. Now assume the element a is, prior to reduction modulo f(t),
given by a polynomial a(t) = >_ ¢;t' of degree s > n with leading coefficient c¢,. The naive
i=0
approach would be to multiply f(¢) by ¢st°~™ and to subtract the resulting polynomial from
a(t). Repeating this process yields the desired polynomial of degree r < n representing a.

To avoid the multiplication, we utilize that multiplication by a monomial ¢°*~" equals
shifting all the coefficients (s —n) positions to the left. Since we already know the positions
of the 1sin f(t), we don’t actually have to perform the multiplication. We can immediately
write down the product

Csts—nf<t) — Cstn+(s—n) + Cstk—l-(s—n) + Csts—n — Csts + Csts—(n—k') + Csts—n'

Subtracting this result from a(t) is simulated by setting the new ¢, to zero and subtracting
the old ¢, from c¢,_(,—x) and from c,_,. After that, s is replaced by the highest exponent
r such that ¢, # 0. This process is repeated until r < n.

The input values for the algorithm REDUCETRINOMIAL are a nonzero polynomial a(t) =
Soi_pcit' of degree s, integers n and k marking the positions of the 1s in f(¢). It returns
a polynomial b(t) of degree r < n with a(t) = b(t) mod f(t).
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Algorithm 9 reduceTrinomial

1: procedure REDUCETRINOMIAL(a(t), n, k)
2 for d = s down to n do

3 lead « ¢,

4 if lead # 0 then

5: c, «— 0

6 Cs—(n—k) < Cs—(n—k)— lead
7 Co—p < Cs_p— lead

8 end if

9: end for

10: for d down to 0 do

11: if ¢; # 0 then

12: r = d break

13: end if

14: end for

15: b(t) — >i_,cit’
16: return b(t)

17: end procedure

An analogous procedure is used for the reduction modulo a pentanomial.

Precision handling This was one of the crucial points of the implementation. The first
intention was to equip each Z2nRingElement with a field precision. It turned out to be
faster and easier to follow a different approach. Each arithmetic operation is called with
a precision parameter which determines the precision of the output. Also, each external
constructor is called with a precision parameter as described in 4.2. Hence, at every point
during the algorithm, each element is represented to the currently needed precision.

In comparison to the former approach, this simplifies for example the addition of two
elements with different precisions.

The second part of the precision handling consisted of developing a method to set an
element to a certain precision. Instead of computing the specific power of 2 each time,
we create an array globalPrecMask in which all the needed precisions are stored. So the
process of setting an element to precision m works as follows: we check the array global-
PrecMask at entry m for a value. If this is not null, the entry will be 2™ — 1. If there is
no entry at position m yet, we set it to 2™ — 1. Now we can simply use the BigInteger
operation and to set our element to precision m.

The array globalPrecMask is stored in the class Z2nRing.

Program performance Performance was an important factor although some restric-
tions had to be accepted. A plain JAVA implementation without underlying arithmetic
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libraries can certainly not compete with C++ based programs like Magma® or GAP*.

For example, the arithmetic structures are based on the type java.math.BigInteger.
This is an immutable class and therefore takes up a lot of time while initialising new
objects.

The class Z2nRingElement . java is mainly immutable, too. Only operation like addi-
tion, subtraction and negation are implemented as element-changing operations. This is
mainly due to the immutability of BigInteger, since the more complex operations cannot
work on the element itself, so there is no benefit from making the more complex operations
mutable.

To enhance the performance of our program, we replaced most of the recursions ap-
pearing in the pseudo code by faster algorithms.

4.5 Satoh-FGH vs Skjernaa-VPV

The implementation contains two main classes. The Skjernaa-VPV algorithm runs, with
our underlying arithmetic, faster than the implementation of Satoh-FGH. Since perfor-
mance was an important factor, we included it in our implementation. We will now shortly
describe the differences. A more detailed description of the Skjernaa-VPV algorithm can
be found in [VPVO1].

We can structure the algorithms in two main parts: the first part includes lifting the
j-invariants, the second part deals with the lift of the curve and the torsion subgroup and
the explicit formula for the trace. We will consider these parts separately.

Lifting the j-invariants This part of the Skjernaa-VPV algorithm was developed by
Vercauteren, Preneel and Vandewalle. They work around the multivariate Newton iter-
ation described in Section 3.2 by using a univariate Newton iteration on the polynomial
Do (X, Jir1), where @5 is the second modular polynomial (cp. Section 2.3).

The algorithm LiftPrevJInv computes coefficients A, B, C' € Zy» mod 2%V such that

Dy(X, Jip1) = X2+ AX? + BX +C  mod 2V,

and then calls the recursive algorithm LiftPrevJInvRec which perfoms the Newton iter-
ation on the cubic polynomial X3 + AX? + BX + C.

With every call of the algorithm LiftPrevJInv one bit of precision is gained. So suppose
we would like to compute Jy = j(&) mod 2%, then it suffices to start with j(Eyx_;) =
J(En—1) mod 2 and iterate this algorithm N — 1 times. This leads then to the algorithm
LiftFirstJInv, which computes the lift of the first j-invariant as a basis for the former
two algorithms.

3http://magma.maths.usyd.edu.au/magma,/
thttp:/ /www.gap-system.org/
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Lifting the curve and the torsion subgroup While the Satoh-FGH algorithm explic-
itly computes the lifted curve coefficients A;, Skjernaa gives an expression for the square
of the trace just in terms of the lifted j-invariants and the non-trivial torsion points Z;.
The formula for Z; given by

J2 1+ 195120011 + 4095.J; + 660960000
8(J2, + Ji11(563760 — 512.J;) + 372735.J; + 8981280000)

Zi:

Given the lifted J; and Z;, Skjernaa-VPV computes the square of the trace using the
formula

o [L Ji — (504 4 12096 Z,)T;
B [1, J: + 2407, ’

c
where T; = (1222 + Z;)(J; — 1728) — 36.
Given the lifted A; and Z;, Satoh-FGH computes the square of the trace via the formula

- [1,(1 —504Z; + 190084;)
©TL(L+240(Z; +1222))(1 + 864A;)

Not computing the Z; externally but directly from the J; accelerates the second part
of the algorithm significantly.

4.6 Integration in the FlexiECProvider

The FlexiProvider is a powerful toolkit for the Java Cryptography Architecture (JCA/JCE).
It provides cryptographic modules that can be plugged into every application that is built
on top of the JCA.

One section of the FlexiECProvider is concerned with the generation of public keys.
For this purpose, elliptic curve parameters are generated in a way that ensures the security
of a public key. The parameters are chosen so that the curve resists all known attacks on
the Ellipic Curve Discrete Logarithm Problem (ECDLP).

Our algorithm was built into the FlexiECProvider class GF2nParameterGenerator.
This class initialises a set of curve parameters consisting of the size of the field F,, the
equation for the curve E(F,): y? +zy = 23+ a, a point P on E of large prime order r, the
cofactor h = #E(F,)/r and the field polynomial f(t).

The parameters need to comply with the following requirements. In the following, let
N denote the number of points on F and ¢ the size of the field F,.

1. Verify that N is divisible by a large prime r so that h := N/r € {1,2,3,4}.
2. Verify that r J ¢® — 1 for 1 < k < 20.

3. Verify that r # q.

4. Choose a point P’ on E such that P := hP’ # cc.

Then P has order n and the curve is secure against all known attacks on the ECDLP.
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4.7 Numerical Results

In this section, we will present running times for elliptic curves over fields Fon, where n
varies between 63 and 300. The tables contain a column for the total runtime and a col-
umn labeled Multiplication. This allows the reader to see how much of the total time was
used to multiply Z2nRingElements. To simplify the comparison of both algorithms, the
percentage of time for multiplication is given in the third column.

n Total runtime Multiplication Percentage
63 11.64s 9.56s 82.12%
65 29.45s 26.46s 89.84%
126 92.22s 82.34s 89.28%
130 278.48s 254.50s 91.39%
160 386.26s 354.19s 91.69%
200 619.18s 564.09s 91.10%
230 780.90s 704.58s 90.23%
256 1182.61s 1076.13s 91.00%
260 2124.55s 2024.96s 95.31%

Table 1: Runtimes using SatohFGH. java

n Total runtime Multiplication Percentage
63 6.90s 5.81s 84.29%
65 16.22s 14.69s 90.56%
126 56.01s 49.86s 89.01%
130 116.85s 107.74s 92.20%
160 161.32s 147.55s 91.46%
200 265.37s 244.35s 92.08%
230 367.12s 337.12s 91.83%
256 488.61s 449.45s 91.98%
260 884.30s 834.16s 94.33%

Table 2: Runtimes using SkjernaaVPV. java

Obviously, the highest potential to increase the performance lies in the multiplication
algorithm for Z2nRingElements which is the most frequently called operation. Hence, one
could reach better results by modifying the arithmetic to reduce the number of mulitplica-
tions. A more extensive approach would be to implement one of the extensions of Satoh’s
algorithm.
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Parameter Generation We tested the class ECGF2nParameterGenerator for the field
Fsi01. We found the secure curve

E:y* +ay=2®+ax® + b,
where (in hexadecimal notation)
a = 00000007 a98ab689 50070980 9f£db7db2

and
= 0000001b bdcdcd4lc 757142db a155d061.

The seed which was used for the SHA-256 hash-function while computing b is

S = T94dbab2 9adlclce 47a65437 abeel0b8 £18ab5807 e7be9fed
eb304483 48f908ff 2ec94ba2 58c01df9 10b0354a 6fale206
da6fcb06 fbe81d41 1blOeaael 7d929148.

The number of points on E is
#FE = 2535301200456457404178519631926,

the cofactor is 2.
A point of order

#E/2 = 1267650600228228702089259815963 = 0000000f ffffffff fffd83e4 83c8941b
on F is

P = (00000004 17b2d256 b51bbd56 4a44a7a2,
0000001b 22b25ceb 3d7adad9 278cbbee).

The number of iterations needed to find a secure curve varied from 1 to 183 (for 11
to 107 bits) during the test runs. Without further detailed research we cannot make a
comment on how long it takes to generate the parameters on average. The number of
iterations usually increases with the bitsize, although a large bitsize never rules out the
possibility of a quick parameter generation.
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5 Earlier Point Counting Algorithms

Elliptic curves and the number of their rational points have been used in cryptography
for a long time. Over the years, several mathematicians developed algorithms for point
counting on elliptic curves.

In general, one distinguishes [-adic and p-adic methods. In [-adic methods, one com-
putes the trace that leads to the number of points modulo several primes [ and uses the
Chinese Remainder Theorem to obtain the actual trace. In p-adic methods however, the
trace is computed modulo powers of one prime p, the characteristic of the ground field.

The first polynomial time (with respect to log,) l-adic algorithm was obtained by René
Schoof [Sch95|. Based on his result, Elkies and Atkin developed faster algorithms and their
combination led to the so-called SEA (Schoof-Elkies-Atkin) algorithm [E1k98|. Further
contributions to the SEA algorithm were made by J.M. Couveignes [CM94|, M. Fouquet
and I. Morain [FM02]. J. Pila succeded to generalize Schoof’s algorithm to abelian varieties
of higher dimension [Pil90]. Both algorithms are restricted to elliptic curves, whereas other
algorithms were developed to count points on arbitrary algebraic varieties.

5.1 Schoof

We will briefly describe the basic ideas and the main steps of Schoof’s algorithm.
Let E be an elliptic curve defined over the finite field F, of characteristic p > 5. On
this curve the Frobenius isogeny ¢: F — FE is given by

(2,y) = (29,y") and O — O.

Denoting by (;Aﬁ the dual isogeny of ¢, the trace of the Frobenius isogeny is defined as the
number ¢ such that ¢ + ¢ = [t]. The trace also satisfies the equation

#EF,)=q+1—-1t
Also, for any point P € E we have that
O = ¢(P) — [t](P) + &(P).
Applying ¢ again and using the fact that ¢ o ¢ = [q] gives us
O = ¢*(P) — [t]o(P) + [al(P). (5.1)
By Hasse’s Theorem we have a bound on ¢, namely
1t] < 2./4.
The set of [-torsion points on F, where [ is any integer, is

El]={PeE:l-P=0).
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Now (5.1) holds for any point on E, hence naturally also for any point in E[l]. Let [ be
a prime. Denoting by ¢, and ¢; the numbers in {0,...l — 1} such that ¢ = ¢ mod [ and
t; =t mod I, we see that the following holds for a point P € E|[l]:

¢*(P) — [tl¢(P) + [a](P) = O.

Since |t| < 2,/g, if we can find ¢ mod [ for so many primes [ that their product is greater
than 4,/q, we can recover ¢ using the Chinese Remainder Theorem. If we can find a number
7 €{0,...,1— 1} such that

¢*(P) + a](P) = [T]o(P), (5.2)

we have found ¢ mod [. If [ is small, it will be feasible to find 7 by trial and error.
The crucial point is to find a way to see if [-torsion points exists such that (5.2) holds.

Time Complexity Assuming a naive multiplication algorithm, Schoof’s algorithm runs
in O(log®q) bit operations.

e The number of primes [ needed for fixed characteristic p lies in O(log q),
e every prime [ has a magnitude in O(logq),

e the calculation of ¢ mod [ for each prime [ includes the computation of greatest
common divisors of polynomials of magnitude in O(log® ¢).

Taking all this together, we get a complexity in (9(10g7 q) for each prime [ and thus the
complexity of the algorithm lies in O(log® q).

5.2 Schoof-Elkies-Atkin

While Schoof’s algorithm requires the computation of greatest common divisors of division
polynomials (of degree O(I?)), Elkies and Atkin construct a factor of degree O(l) of the
division polynomial and work with it instead. Finding such a factor is done by factoring
the modular polynomial to find eigenspaces of the Frobenius endomorphism F' restricted
to E[l].

N. Elkies improved its running time and his algorithm supposed to run in O(log® ¢) bit
operations for most elliptic curves. Its running time depends on how many primes split in
the quotient field of the given elliptic curve. For the rest of primes, there is an algorithm
by A.O.L Atkin. The combination of these algorithms is called the SEA algorithm.

5.3 Comparison

When counting the number of points on a given curve, one has to decide between the
different algorithms. The most popular algorithms are SEA and Satoh-FGH. Two cases
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have to be dealt with differently: the case of large characteristic and the case of small
characteristic.

While Satoh’s algorithm is very efficient in small characteristic, it has a bad depen-
dency on the characteristic of the base field. When p is large, it is not efficient at all. This
behaviour is due to the use of the modular polynomial ®, for the lifting of the curves.
This polynomial has O(p?) coefficients that have to be known at least modulo p(@/2+0(1),
Thus a complexity which is exponential in p appears to be unavoidable. The SEA algo-
rithm, however, is polynomial-time independently of p. So curves over fields with large
characteristic should be dealt with using SEA.

In small characteristic, however, Satoh’s algorithm is efficient. In particular in charac-
teristic 2, Satoh-FGH is definitely faster than SEA in practice.

Running time comparisons for SEA and Satoh-FGH can be found in [FGHO1].

Remark 5.1. In some cases, the SEA and Satoh-FGH algorithm can be combined to speed-
up the point-counting. A particular application is the point counting on curves over fields
of a size such that the maximum precision required in Satoh-FGH is a little more than a
multiple of the machine word-size.

Overview of runtimes and memory usage

Time Dependency on p  Memory
Satoh  O(log®q) badly dependent  O(log® q)
Schoof O(log®¢q) independent O(log? q)
SEA  O(log’q) independent O(log?q)

5.4 Conclusion

The Satoh-FGH algorithm was clearly proven to be the best choice whenever one wants to
compute the number of points on a random elliptic curve defined over a field of character-
istic two. Anyway, one should not abandon the SEA algorithm tool quickly. Over fields of
larger characteristic, it is the only practical method available.

Moreover, Lercier [Ler97| developed an early-abort strategy which is used while search-
ing for cryptographically good curves with the SEA algorithm. Even in small characteristic,
this strategy in combination with the SEA algorithm is valuable when looking for a curve
for cryptographic use.

Fouquet, Gaudry and Harley proposed a way of combining the early-abort strategy
with the Satoh-FGH algorithm [FGHO1|. This yields an efficient way of computing secure
curves and the use of precomputed curves in cryptography is no longer necessary.
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A On Time Complexity

Complexity theory as a section of theoretical computer science deals with the complexity of
problems in algorithmic form on different mathematically defined formal computer models,
and with the quality of the solution algorithms. The analysis of complexity thereby refers
to the usage of resources by the algorithms, the most common resources are time (how
many steps of a certain size it takes to solve a problem) and space (how much memory it
takes).

The difference between complexity theory and computability theory is that the latter
deals with wether a problem can be solved at all, regardless of the resources required,
whereas the former analyses given solvable problems to narrow down the amount of effi-
ciently solvable problems.

A.1 Aspects of Complexity Theory

Classification of Complexity in Theoretical Computer Sciences Along with com-
putability theory and formal language theory, complexity theory is one of the three major
sections of theoretical computer science. Its essential research objective is the classification
of problems with respect to the resources needed to solve them. Thereby, the confine of
efficiently solvable problems plays an important role. Complexity theory therefore narrows
down those problems for which the other disciplines of computer science should search for
efficent solutions at all.

Problems from the View of Complexity Theory The central topic of complexity
theory are problems. In this context, a problem describes an abstract question: Actually,
one wants to achieve conclusions for arbitrary instances of this question.

Solutions of instances of certain abstract questions are only of limited value, they are
only applicable to similar problems. Hence, complexity theory is concerned with statements
that are independent from concrete instances.

Problem Sizes Once a problem is defined in a mathematical formal way, one wants
to make statements about the behaviour of an algorithm when computing the problem.
Potentially, there are many different aspects of the problem to be considered. However,
there usually there exists one quantity which influences the behaviour of the algorithm
decisively with respect to the usage of resources. This quantity is referred to as the problem
magnitude or problem size.

The next step is to analyse the algorithm’s behaviour with respect to different problem
magnitudes. The interest of complexity theory lies in the following question: What is the
additional expense relative to increasing problem magnitudes? Is the increase of resources
linear, polynomial, exponential or even more than that?

Best, Worst and Average Case Not only while comparing different problem sizes,
within the problem there are also different behaviour patterns of algorithms to observe.
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One cannot expect an algorithm to work equally well or fast when given different conditions,
even when the magnitude stays the same. Since the amount of instances for a given problem
is practically infinte, there is a way of grouping them roughly into three groups: best case,
worst case and average case.

Upper and Lower Bounds for Problems The observation of best, worst and average
case corresponds an arbitrary but fixed problem size. Even though this consideration is
of great interesent in practice, complexity theory demands even more abstractness. Due
to permanent advances in technology, problem sizes that are considered big or practically
relevant can turn irrelevant pretty fast. It is therefore justifiable to analyse the behaviour
of algorithms with respect to a problem independently from concrete problem magnitudes.
For this purpose, one considers the comportment of the algorithms for increasing, poten-
tially infinitely large, problem sizes. In this case, we speak of the asymptotical behaviour
of the algorithm.

In this analysis of the asymptotic consumption of resources, upper and lower bounds
play a central role. It is of interest, how much resources are needed at least or at most
for the decision of a problem. Complexity theory is primarily interested in the lower
bounds: One wants to show what minimal amount of resources is needed for a certain
type of problem to eliminate the possibilty that there is an algorithm that counsumes less
resources.

Contrary to the verification of upper bounds, which can usually be obtained by analysing
concrete algorithms, the research of lower bounds needs to consider algorithms which have
not been developed yet, hence the set of all, also unkown, algorithms deciding a certain
problem. This demands an fundamentally different and more abstract approach than the
analysis of already known algorithms. Hence, this is considered a difficult to access section
of computer science.

A.2 Big O Notation

The Big O Notation is a frequently used way to compare complexities. It is defined as
follows.

Definition A.1. Suppose f(z) and g(x) are two functions defined on some subset of the
real numbers. We say that

f(z) € Og(a)) as & — o
if and only if there exist xg € R such that
|f(z)] < M|g(x)| for x> zy and some M € R.

The notation can also be used to describe the behavior of f near some real number a.
We say that
f(z) € O(g(x)) as z—a
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if and only if there exist 6 > 0 and M € R such that
|[f(@)] < Mlg(x)] for |z—af <é.

If g(x) is non-zero for values of x sufficiently close to a, both of these definitions can be
unified using the limit superior:

f(x) € O(g(z)) as x—a

if and only if
< o0

x
lim sup ‘M
r—a | 9(T)

In mathematics, both asymptotic behaviors near oo and near a are considered. In
computational complexity theory, only asymptotics near oo are used; furthermore, only
positive functions are considered, so the absolute value bars may be left out.

Beside the big O, there are some other notations that are also frequently used in
complexity theory. The respective symbols are o, {2, w, ©.

During the analysis of magnitudes of the amount of resources, complexity theory makes
ample use of the O notation. Thereby, one leaves constants or factors out of the consider-
ation. This might seem surprising at first, since in practice the bisection of an amount of
needed resources is often already of big importance.

This position is justifiable by a certain technique called linear acceleration or Speedup-
Theorem. For this, we confine ourselves to the case of time complexity. There are analogous
methods for space and other resources.

Simplified, the Speedup-Theorem indicates that, for every Turing machine solving a
problem in O(f) time, one can build a new Turing machine solving the problem in O(f")
time, where f' = ef, € > 0. Another way of saying that would be that every Turing
machine solving a certain problem can be accelerated by a linear factor. The price for this
acceleration consists in significantly enlarged magnitude of working alphabet and set of
states, which ultimately means hardware.

This acceleration is achieved independently of the problem size. Hence, there is no
point in taking linear factors into account. Neglecting linear factors, which is phrased in
the O notation, is therefore not only of practical use but also helps to avoid falsifications
in complexity theoretical considerations.
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B The JAVA Code

In this section, we provide the code for the parameter generating class GF2nParameter-
Generator, the algorithm classes SatohFGH and SkjernaaVPV and the arithmetic classes
Z2nRing and Z2nRingElement.

B.1 The class ECGF2nParameterGenerator

This class provides the integration in the FlexiECProvider as described in 4.6.

package de.flexiprovider.ec.ecparameters;

import java.math.Biglnteger;

import java.security.SecureRandom;

import java.security.NoSuchAlgorithmException;

import java.security.spec.InvalidParameterSpecException;
import java.security.x*;

import satoh.SkjernaaVPV;
import satoh.SatohFGH;

import de.flexiprovider.ec.ecparameters.spec.ECParameterSpec;

import de.flexiprovider.ec.arithmetic.curves.EllipticCurveGF2n;

import de.flexiprovider.ec.arithmetic.curves.PointGF2n;

import de.flexiprovider.ec.arithmetic.curves.exceptions.InvalidPointException;
import de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialElement;

import de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialField;

import de.flexiprovider.ec.arithmetic.gf.Bitstring;

/**

This class generates ec domain parameters over GF(2<sup>m</sup>). They are
used by ECDSA (see <a href =

. ./ecdsa/package-summary.html#package_description> <i>Package
de.flexiprovider.ec.ecdsa Description</i></a>), ECNR (see <a href
=../ecnr/package-summary.html #package_description><i>Package
de.flexiprovider.ec.ecnr Description</i></a>) and ECDH see <a href =
../ecdh/package-summary.html#package_description><i> Package
de.flexiprovider.ec.ecdh Description</i></a>).

<p>

@see SkjernaaVPV
Osee SatohFGH

LT I R G I R R R R R

*/

public class ECGF2nParameterGenerator extends ECParameterGenerator {

/%%
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Oparam size th

e desired key length

B THE JAVA CODE

Initializes this class with the desired key length <code>size</size> and
an instance <code>random</code> of the class <code>SecureRandom</code>.

O@param random an instance of the class <code>SecureRandom</code>

protected void engineInit(int size, SecureRandom random) {

if (random !=
mRandom =
else {
try {
mRando
} catch (N

null)
random;

m = SecureRandom.getInstance("SHA1");
oSuchAlgorithmException NSAExc) {

throw new RuntimeException("NoSuchAlgorithmException: "

+ NSAExc.getMessage());

// Check the input size for primality and whether it is big enough (at

// least 163 b
if (size <= 16

size = 163
else {

it).
2)

3

while (!BigInteger.valueOf(size).isProbablePrime(100)) {

size++

3

final int 1
final int s =
final int v
final int g
byte[] S = new
bytel[]l h;

Bitstring[] bi
Bitstring[] si

3

256;

(size - 1) / 1;
size - s *x 1;
512;

bytelg / 8];

new Bitstring[s + 1];
new Bitstring[s + 1];

GF2nPolynomialField F = new GF2nPolynomialField(size);

GF2nPolynomial

Element a, b, j, j4;

BigInteger number;

BigInteger cof
EllipticCurveG
boolean safe;
do {

actor = Biglnteger.ONE;
F2n E;
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safe = true;
do {
do {
// Choose a random curve parameter b, not zero.
try {
// Choose a random byte array S (the seed), hash it
// using the SHA-256 algorithm and compute b from it.
mRandom.nextBytes(S) ;
MessageDigest md = MessageDigest.getInstance("SHA-256");
md .update(S);
h = md.digest();
// Choose the v rightmost bits of h.
bi[0] = new Bitstring(v, (new BigInteger(h))
.mod (BigInteger.ZERO.setBit(v)));
BigInteger z = new BigInteger(S);
// If we require more than 1 bits, we have to do hash
// the other parts of the random bits and concatenate
// them.
for (int i = 1; i <= s; i++) {
si[i] = new Bitstring(g, (z.add(Biglnteger
.valueO£f(i)))
.mod (BigInteger.ZERO.setBit(g)));
md.reset();
md.update(si[i].toByteArray());
h = md.digest();
bi[i] = new Bitstring(v, (new BigInteger(h))
.mod (BigInteger.ZERO.setBit(v)));
}
} catch (NoSuchAlgorithmException NSAExc) {
throw new RuntimeException("NoSuchAlgorithmException: "
+ NSAExc.getMessage());
}
// Compute b from the hash (concatenate if necessary).
Bitstring bBit = bi[0];
for (int 1 = 0; i < s; i++) {
bBit.shiftLeft(1l);
bBit = bBit.add(bil[i + 11);

}

b = new GF2nPolynomialElement(F, bBit);
} while (b.isZero()); // b = 0 does not give us a valid curve.
// Prevents that j lies in F_4 by checking whether j~4 == j.

j = b.invertEEAQ);
j4 = (GF2nPolynomialElement) j.multiply(j).multiply(j)
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.multiply(j);
} while (j4.equals(j));

// Select the coefficient a randomly such that either a = 0 or
// Tr(a) = 1.

a = new GF2nPolynomialElement (F, mRandom) ;

if(a.trace() == 0) a = new GF2nPolynomialElement (F, "ZER0");

// From the chosen parameter b, construct a curve E.
E = new EllipticCurveGF2n(a, b, F);

// This is where the work is done: computing the number of points on
// E using SkjernaaVPV, since this is the faster of the two

// algorithms. The other option, SatohFGH, is commented out.

number = SkjernaaVPV.NumberOfPoints(E);

// number = SatohFGH.Number0fPoints(E);

// Now the security checks take place.

// Computation of the cofactor. In the case of a = 0, we know that
// the cofactor has to be 4 for the curve to be "good". If Tr(a) != 0,
// it has to be 2.
if (a.isZero()) {
cofactor = BigInteger.valueOf (4);

}
else {

cofactor = BigInteger.valueOf(2);
3

// Checks whether the cofactor is small enough. If not, try a new curve.
number = number.divide(cofactor);
if (!number.isProbablePrime(100)) {

safe = false;

continue;

// Checks if number = fieldsize (=2"(size)). If so, try a new curve.
if (number.equals(BigInteger.ZERQO.setBit(size))) {

safe = false;

continue;

else {
// Checks if number divides (2"size)~k for some 1 <= k <= 20. If
// so, try a new curve.
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BigInteger div = BigInteger.ZERO.setBit(size);
for (int 1 = 1; i <= 20; i++) {
if ((div.pow(i).subtract(BigInteger.ONE)) .mod (number)
.equals(BigInteger.ZER0)) {
safe = false;
break;

}
} while (!safe); // Checks if all conditions are fulfilled. If not,
// go back and try a different curve.

PointGF2n P;

// Choose a random point P on E so that order(P) = number/cofactor.
do {

P = new PointGF2n(E, false);

P = (PointGF2n) P.multiply(cofactor);
} while (P.isZero());

// Create the ECParameterSpec mSpec from the size, the point, its order,
// the cofactor and the middle exponent(s) of the field polynomial.
if (F.isTrinomial()) {
try {
mSpec = new ECParameterSpec(BigInteger.valueOf (size), P,
number, cofactor, BigInteger.value0Of(F.getTc()));
} catch (InvalidParameterSpecException IPExc) {
throw new InvalidPointException("InvalidParameterException: "
+ IPExc.getMessage());

if (F.isPentanomial()) {
try {
mSpec = new ECParameterSpec(BigInteger.valueOf(size), P,
number, cofactor, BigInteger.valueOf (F.getPc()[0]),
BigInteger.valueOf (F.getPc() [1]), BigInteger.valueOf (F
.getPc() [2]));
} catch (InvalidParameterSpecException IPExc) {
throw new InvalidPointException("InvalidParameterException: "
+ IPExc.getMessage());

// Return the seed in some way... Maybe by adding a mSeed field to the
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// ECParameterSpec class.

B.2 The class SatohFGH
This class provides the implementation of the Satoh-FGH algorithm described in 3.4.

package satoh;

import java.math.Biglnteger;

import de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialElement;
import de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialField;
import de.flexiprovider.ec.arithmetic.curves.x*;

/**

* This class computes the trace of Frobenius of an elliptic curve <i>E</i>

* over a finite field <i>F</i> with <i>q = 2<sup>n</sup></i> elements via

* the algorithm by Fouquet, Gaudry and Harley (based on Satoh’s algorithm for
* odd characteristic). From the trace, it computes the number of rational

* points on that curve.

*

* Qauthor Lea Poeplau

* Q@see SkjernaaVPV

*/
public class SatohFGH {

/*x*
* Lifts the given cycle of GF2nPolynomialElements <i>j<sub>i</sub></i>
to the Z2nRing <i>r</i> with precision <i>N</i>.

Oparam j
the cycle of j-invariants to be lifted

*

*

*

*

* Qparam N

* the precision

* Qparam r

* the Z2nRing to which <i>j</i> will be lifted

* Qreturn a new Z2nRingElement[], containing the cycle of lifted

* j-invariants

*/

private static Z2nRingElement[] LiftJInvariants(GF2nPolynomialElement[] j,

int N, Z2nRing r) {

int n = j[0].getDegree();

Z2nRingElement[] J = new Z2nRingElement[n];
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for (int i = 0; i < n; i++) {
J[i] = new Z2nRingElement(r, j[i].getBitstring());

}

int k = 1;

do {
k = Math.min(N, 2 * k);
J = UpdateJs(J, k);

} while (k < N);

return J;

/**
Used by LiftJInvariants to perform the multivariate Newton iteration.

*

*

* Qparam J

* the cycle of j-invariants to precision N/2

* Qparam N

* the desired precision

* Qreturn the cycle of <i>j</i>-invariants lifted to precision <i>N</i>
*/

private static Z2nRingElement[] UpdateJs(Z2nRingElement[] J, int N) {

int n = J.length;

Z2nRingElement[] sqJ = new Z2nRingElement [n];
Z2nRingElement[] D = new Z2nRingElement[n - 1];
Z2nRingElement[] P = new Z2nRingElement[n];
Z2nRingElement t;

for (int 1 = 0; i < n; i++) {
sqJ[i] = J[i]l.multiply(J[i], N);

Z2nRing r = J[0] .ring;
Z2nRingElement c5 = new Z2nRingElement(r, N, BigInteger
.value0f (157464000000000L)) ;
for (int 1 =0; i < n - 1; i++) {
t = (modPolyDeriv(J[i], J[i + 1], sqJ[il, sqJ[i + 11, N))
.inverse(N);

D[i] = t.multiply(modPolyDeriv(J[i + 11, J[il, sqJ[i + 11, sqJ[il,
N, N;
P[i] = t.multiply(

modPoly (J[il, J[i + 1], sqJ[il, sqJ[i + 11, c5, N), N);
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*
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*

*
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Z2nRingElement m
Z2nRingElement f

modPolyDeriv(J[0], J[n - 11, sqJ[0], sqJ[n - 11, N);
modPoly(J[n - 1], J[0], sqJ[n - 1], sqJ[0], c5, N);

for (int 1 =0; i < n - 1; i++) {
f = f.subtract(m.multiply(P[i]l, N), N);
m = m.negate() .multiply(D[i], N);
if (m.isZeroWithPrec(N))
break;

m = m.add(modPolyDeriv(J[n - 1], J[0], sqJ[n - 1], sqJ[0], N), N);
Pln - 1] = f.divide(m, N);

for (int i =n - 2; i >= 0; i--) {
P[i] P[i] .subtract(D[i] .multiply(P[i + 1], N), N);

for (int i = 0; i < n; i++) {
J[i] J[i] .subtract(P[i], N);

return J;

Computes the 2-modular polynomial applied to <i>x</i> and <i>y</i>.

Oparam x
the first parameter
Oparam y
the second parameter
Qreturn <code>\Phi<sub>2</sub>(x,y)</code>

protected static Z2nRingElement modPoly(Z2nRingElement x, Z2nRingElement y,

Z2nRingElement x2, Z2nRingElement y2, Z2nRingElement c5, int N) {

Z2nRingElement term2 = ((x.multiply(y2, N).add(x2.multiply(y, N), N)))

.multiply (1488, N).subtract(
((x.multiply(x, N).add(y.multiply(y, N), N))).multiply(
162000, N), N);

Z2nRingElement term3 = x.multiply (40773375, N).multiply(y, N).add(
(x.add(y, N)).multiply(8748000000L, N), N).subtract(c5, N);

return x.multiply(x2, N).add(y.multiply(y2, N), N).subtract(
x2.multiply(y2, N), N).add(term2, N).add(term3, N);
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/**
Computes the derivative with respect to X of the 2-modular polynomial
applied to <i>x</i> and <i>y</i>.

*
*
*
* Qparam x
* the first parameter
* Q@param y
* the second parameter
* Qreturn <code>\Phi’<sub>2</sub>(x,y)</code>
*/
protected static Z2nRingElement modPolyDeriv(Z2nRingElement x,
Z2nRingElement y, Z2nRingElement x2, Z2nRingElement y2, int N) {
Z2nRingElement terml = (x2.multiply(3, N)).subtract(x.multiply(2, N)
.multiply(y2, N), N);
Z2nRingElement term2 = ((y2.add(x.multiply(y.multiply(2, N), N), N)))
.multiply (1488, N).subtract(x.multiply(324000, N), N);
Z2nRingElement tmp = new Z2nRingElement(x.ring, N, BigInteger
.valueOf (8748000000L)) ;
Z2nRingElement term3 = y.multiply (40773375, N).add(tmp, N);
return terml.add(term2, N).add(term3, N);

/**
Computes the coefficient <i>A</i> of the Z2nRing-curve characterized by
the j-invariant <i>J</i> to precision <i>N</i>.

*
*
*
* Qparam J
* the j-invariant of the curve
* Q@param N
* the desired precision
* Q@return the coefficient of the curve in a new Z2nRingElement
*/

protected static Z2nRingElement LiftA(Z2nRingElement J, int N) {

if (N <= 4) {

J = new Z2nRingElement(J.ring, 4, J.poly);
return ((J.inverse(4)).negate());

}

Z2nRing ring = J.ring;

J = new Z2nRingElement(ring, N, J.poly);

Z2nRingElement A = LiftA(J, (N - 3) / 2);

Z2nRingElement num = ring.ONE.add(J.multiply(A.add(A.multiply(A

multiply(432, N), N), N), N), N);
Z2nRingElement den = J.multiply(ring.ONE.add(A.multiply (864, N), N), N);
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/%%
*

*
*
*
*
*
*
*
*
*
*

*/

pro

/**

EE I K R T R R
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A = A.subtract(num.divide(den, N), N);
return A;

Computes the non-trivial 2-torsion point of the Z2nRing-curve
characterized by <i>J</i> to precision <i>N</i>.

@param A

the curve’s coefficient
Oparam J

the curve’s j-invariant
Oparam N

the desired precision
Oreturn the non-trivial 2-torsion point of the curve in a new
Z2nRingElement

tected static Z2nRingElement LiftZ(Z2nRingElement A, Z2nRingElement J,
int N) {
if (N <= 2) {
J = new Z2nRingElement(J.ring, 2, J.poly);
return (J.inverse(2));
}
Z2nRing ring = J.ring;
J = new Z2nRingElement(ring, N + 1, J.poly);
A = new Z2nRingElement(ring, N + 1, A.poly);
Z2nRingElement Z = LiftZ(A, J, (N + 2) / 2);
Z = new Z2nRingElement(ring, N + 1, Z.poly);
Z2nRingElement num = Z.multiply(Z, N + 1) .multiply(
Z.multiply(8, N + 1).add(ring.ONE, N + 1), N + 1).add(A, N + 1);
Z2nRingElement den = (Z.multiply(2, N + 1) .multiply(Z.multiply(12,
N + 1).add(ring.ONE, N + 1), N + 1));
Z = Z.subtract(num.divide(den, N + 1), N + 1);
return Z;

Computes the trace of the Frobenius of the GF2n-curve characterized by
the j-invariant <i>j<sub>0</sub></i>.

Oparam F
the curve’s field
Oparam jO
the curve’s j-invariant
Q@return the trace of the Frobenius of the curve
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*/
public static BigInteger ComputeTrace(GF2nPolynomialField F,

GF2nPolynomialElement jO) {

int n = jO.getDegree();

Z2nRing.initGlobalPrecMask((n + 1) / 2 + 4);

int N=(+1) /2 +1;

GF2nPolynomialElement[] j = new GF2nPolynomialElement[n];

j[0]l = jo;

for (dnt i =n - 1; i > 0; i--) {
j[i] = (GF2nPolynomialElement) j[(i + 1) % n].multiply(j[(i + 1)

% nl)s

Z2nRing ring = new Z2nRing(F);

Z2nRingElement[] J = LiftJInvariants(j, N, ring);
System.out.println("J-invariants are lifted!");

Z2nRingElement A;
Z2nRingElement Z;

Z2nRingElement Num = ring.ONE;
Z2nRingElement Den = ring.ONE;

for (int i = 0; i < n; i++) {
A = LiftA(J[i], N);

Z = LiftZ(A, J[(1 + 1) % nl, N - 1);

A = A.multiply(864, N + 2);

Num = Num.multiply(ring.ONE.subtract(Z.multiply(504, N + 2), N + 2)
.add(A.multiply (22, N + 2), N + 2), N + 2);
Den = Den.multiply(

ring.0NE.add((Z.add(Z.multiply(12, N + 2)
.multiply(Z, N + 2), N + 2)).multiply (240, N + 2),
N + 2), N+ 2).multiply(ring.ONE.add(A, N + 2),
N+ 2);

BigInteger num = Num.reduce();

BigInteger den = Den.reduce();

BigInteger c2 = num.multiply(den.modInverse(BigInteger.ZERO
.setBit (N + 2)));

BigInteger t = Z2nRingElement.TwoAdicSqrt(c2, N + 2);

if (!'t.mod(BigInteger.valueOf (4)).equals(BigInteger.0ONE)) {



B THE JAVA CODE

t = t.negate() .mod(BigInteger.ZERO.setBit(N - 1));

}

if (t.multiply(t).compareTo(BigInteger.ZERD.setBit(n + 2)) == 1) {
t = t.subtract(BigInteger.ZERO.setBit(N + 1));

}

return t;

Computes the number of points on E from the trace. The algorithm works
with curves of the form E: y"2 + xy = x”3 + b, i.e. a=0. Since the curves
E and E’: y°2 + xy = x°3 + ax”2 + b (for Tr(a) = 1) are twists of each
other, trace(E) = -trace(E’). We therefore compute the trace of E and
check whether a = 0 or a != 0 for the computation of #E.

Q@param E

the curve’s equation
@return the number of points on E.

public static BigInteger NumberOfPoints(EllipticCurveGF2n E) {

80
}
/%%
*
*
*
*
*
*
*
*
*
x/
}
¥
B.3

GF2nPolynomialElement jO = (GF2nPolynomialElement)E.getB().invert();
GF2nPolynomialField F = (GF2nPolynomialField)jO.getField();
BigInteger trace = ComputeTrace(F, jO);
if (E.getA().trace() !'= 0)
trace = trace.negate();
return trace.negate().add(
BigInteger.ZERO.setBit (F.getDegree()) .add(Biglnteger.ONE));

The class SkjernaaVPV

This class provides the implementation of the Skjernaa-VPV algorithm which was shortly
presented in 4.5.

package satoh;

import
import
import

import

/**

java.math.BigInteger;

de.flexiprovider.ec.arithmetic.curves.EllipticCurveGF2n;
de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialElement;
de.flexiprovider.ec.arithmetic.gf.GF2nPolynomialField;

* This class computes the trace of Frobenius of an elliptic curve <i>E</i>
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over a finite field <i>F</i> with <i>q = 2<sup>n</sup></i> elements via

the algorithm by Skjernaa and Vercauteren, Preneel and Vandewalle (based on
Satoh’s algorithm for odd characteristic). From the trace, it computes the
number of rational points on that curve.

Q@author Lea Poeplau
O@see SatohFGH

L R S T

*/
public class SkjernaaVPV {

/**
* This method lifts the first <i>j</i>-invariant. It provides the
base-case for the recursion.

Oparam jO
the <i>j</i>-invariant to be lifted.

the required precision
@param ring
the ring <i>j<sub>0</sub></i> is lifted to.
Qreturn the lifted first <j>-invariant <i>J<sub>0</sub></i>.
*/
protected static Z2nRingElement LiftFirstJInv(GF2nPolynomialElement jO,
int N, Z2nRing ring) {

*
*
*
*
* Qparam N
*
*
*
*

int n = ring.getDegree();
int M = (o + ((-(N - 1)) % n)) % n;
int 1i;

for (1 = 0; 1 < M; ++1i)

jO = (GF2nPolynomialElement) jO.multiply(jO);
Z2nRingElement J = new Z2nRingElement(ring, jO.getBitstring());
for (1 = 2; 1 <= N; ++i)

J = LiftPrevJInv(J, 1i);

return J;
}
/%%
* This method computes coefficients <i>A, B, C</i> in Z<sub>2<sup>n</sup></sub>
* such that <i>Phi<sub>2</sub>(X,J<sub>i+1</sub>) = X<sup>3</sup> +
* AX<sup>2</sup> + BX + C mod 2<sup>N</sup></i> and then calls the
* recursive method <code>LiftPrevJInvRec</code>. This leads to the
* method <code>LiftFirstJInv</code>.
*
* Qparam J
* the <i>j</i>-invariant of the preceeding curve.
* Q@param N
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* the required precision.
* Qreturn the lifted <i>j</i>-invariant.
*/

protected static Z2nRingElement LiftPrevJInv(Z2nRingElement J, int N) {

Z2nRingElement J2 = J.multiply(J, N);

Z2nRingElement J3 = J2.multiply(J, N);

Z2nRingElement A = J2.negate().add(J.multiply(1488, N), N).subtract(
162000L, N);

Z2nRingElement B = J2.multiply(1488, N)
.add(J.multiply(40773375L, N), N).add(8748000000L, N);

Z2nRingElement C = J3.add(J2.multiply(-162000L, N), N).add(
J.multiply(8748000000L, N), N).add(-157464000000000L, N);

Z2nRingElement[] Jarray = { J.ring.ONE, J.ring.ONE };

Jarray = LiftPrevJInvRec(J, A, B, C, N, Jarray);

return Jarray[0] .divide(Jarray[1], N);

b
/**
* This method performs the Newton iteration on the cubic polynomial
* <i>X<sup>3</sup> + AX<sup>2</sup> + BX + C</i>.
*
* Qparam J
* the <i>j</i>-invariant of the preceeding curve.
* Qparam A
* the coefficient <i>A</i> of <i>X<sup>3</sup></i>.
* Qparam B
* the coefficient <i>B</i> of <i>X<sup>2</sup></i>.
* Qparam C
* the coefficient <i>C</i> of <i>X</i>.
* Qparam N
* the required precision
* Q@param J2
* the returned <code>Z2nRingElement[]</code> containing
* numerator and denominator of the lifted <i>j</i>-invariant.
* Qreturn the numerator and denominator of the lifted <i>j</i>-invariant.

*/
protected static Z2nRingElement[] LiftPrevJInvRec(Z2nRingElement J,

Z2nRingElement A, Z2nRingElement B, Z2nRingElement C, int N,
Z2nRingElement[] J2) {

if (N ==1) {
J2[0] = J.multiply(J, 1);
return J2;

} else {
int N2 = (N + 1) / 2;
J2 = LiftPrevJInvRec(J, A, B, C, N2, J2);
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boolean first = true;

Z2nRingElement F, G;

if (first) {
Z2nRingElement T

J2[1] .multiply (J2[1], N);

Z2nRingElement U = J2[1] .multiply(T, N);

Z2nRingElement V = A.multiply(J2[1], N);

F = J2[0] .multiply(J2[0], N).multiply(
J2[0] .multiply(2, N).add(V, N), N).subtract(
C.multiply (U, N), N);

G = (J2[0] .multiply(J2[0] .multiply(3, N).add(V.multiply(2, N),
N), N).add(B.multiply(T, N), N)).multiply(J2[1], N);

} else {
Z2nRingElement X = J2[0];
Z2nRingElement Y = J2[1];
Z2nRingElement U = X.multiply(2, N);
Z2nRingElement V = X.multiply(X, N);
Z2nRingElement W = V.multiply(Y, N);
Z2nRingElement T = Y.multiply(Y, N);
Z2nRingElement S = Y.multiply(T, N);

F = V.multiply(U, N).add(A.multiply(W, N), N).subtract(
C.multiply(S, N), N);
G = W.multiply(3, N).add(T.multiply(U.multiply(A, N), N), N)
.add(B.multiply(S, N), N);
}
J2[0] = F;
J2[1] = G;
return J2;
}
¥
/%%

Computes the trace of the Frobenius of the GF2n-curve characterized by
the j-invariant <i>j<sub>0</sub></i>.

*
*
*
* Qparam F
* the curve’s field
* Q@param jO
* the curve’s j-invariant
* Qreturn the trace of the Frobenius of the curve
*/
public static BigInteger ComputeTrace(GF2nPolynomialField F,
GF2nPolynomialElement jO) {
int n = jO.getDegree();
Z2nRing.initGlobalPrecMask((n + 1) / 2 + 4 + 20);
int N=(n+ 1) / 2 + 13;
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int N2 = (n+ 1) / 2 + 3;
// int N2 = N - 10;

Z2nRing ring = new Z2nRing(F);
Z2nRingElement J;
Z2nRingElement S = ring.0NE;
Z2nRingElement T = ring.0NE;

J =

LiftFirstJInv(jO, N, ring);

for (int i = 0; i < n; i++) {

Z2nRingElement Z, V, tmp;
Z2nRingElement J2 = LiftPrevJInv(J, N);

tmp = J.multiply(J, N);
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Z = tmp.add(J.multiply(195120L, N), N).add(J2.multiply(4095, N), N)

.add (660960000L, N);

tmp = tmp.add(J.multiply(563760L, N), N).subtract(

J.multiply(J2, N).multiply(512, N), N);

tmp = tmp.add(J2.multiply (372735, N), N).add(8981280000L, N);

tmp = tmp.shiftRight(9) .negate();

Z = Z.shiftRight(12) .multiply(tmp.inverse(N), N);

V = Z.multiply(Z.multiply(12, N2).add(ring.ONE, N2), N2);

V = V.multiply(J2.subtract(1728, N2), N2);
V = V.subtract(36, N2);

S = S.multiply(J2.subtract(

V.multiply(ring.ONE.add(Z.multiply (24, N2), N2), N2)

.multiply (504, N2), N2), N2);

T = T.multiply(V.multiply (240, N2).add(J2, N2), N2);

J = 7J2;

BigInteger num = S.reduce();

BigInteger den

T.reduce();

BigInteger c2 = num
.multiply(den.modInverse(BigInteger.ZERQO.setBit(N2)));

BigInteger t = Z2nRingElement.TwoAdicSqrt(c2, N2);

if (!t.mod(BigInteger.valueOf (4)).equals(Biglnteger.ONE)) {
t = t.negate() .mod(BigInteger.ZERD.setBit(N2 - 3));

}
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if (t.multiply(t).compareTo(BigInteger.ZERD.setBit(n + 2)) == 1) {
t = t.subtract(BigInteger.ZERO.setBit(N2 - 1));

}
return t;
}
/**
* Computes the number of points on E from the trace. The algorithm works
* with curves of the form E: y"2 + xy = x"3 + b, i.e. a=0. Since the curves
* E and E’: y°2 + xy = x°3 + ax”2 + b (for Tr(a) = 1) are twists of each
* other, trace(E) = -trace(E’). We therefore compute the trace of E and
* check whether a = 0 or a != 0 for the computation of #E.
*
* Qparam E
* the curve’s equation
* Q@return the number of points on E.

*/
public static BigInteger NumberOfPoints(EllipticCurveGF2n E) {
GF2nPolynomialElement jO = (GF2nPolynomialElement)E.getB().invert();
GF2nPolynomialField F = (GF2nPolynomialField)jO.getField();
BigInteger trace = ComputeTrace(F, jO);
if (E.getA().trace() !'= 0)
trace = trace.negate();
return trace.negate().add(
BigInteger.ZERO.setBit (F.getDegree()) .add(Biglnteger.ONE));

B.4 The class Z2nRing
In this class, we implement the structure of the ring Zon.

package satoh;

import de.flexiprovider.ec.arithmetic.gf.x*;
import java.math.Biglnteger;

/**
* This class implements the abstract class <code>pAdicRing</code> for <i>n>1</i>.
It holds the ringpolynomial.

Z2nRing is used by Z2nRingElement which implements the elements of this ring.

Q@author Lea Poeplau

*
*
*
*
*
* @see Z2nRingElement
*
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*/
public class Z2nRing {

/**
* The degree of the ring over Z_2.
*/

private int degree;

/*%

* The underlying field F_{2~degree}.
*/

private GF2nPolynomialField field;

VAL
* The zero element.
*/
final public Z2nRingElement ZERO;

/**
* The one element.
*/
final public Z2nRingElement ONE;

/**
* The element two.
*/
final public Z2nRingElement TWO;

/*%

* Type of the ring polynomial (tri- or pentanomial).

*/
int polyType;

/**
* Specifier for the polyType (trinomial).
*/
static final int IS_TRINOM_POLY_TYPE = 1;

/*x*
* Specifier for the polyType (pentanomial).
*/
static final int IS_PENTANOM_POLY_TYPE = 2;

/%%

B THE JAVA CODE
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* The positions of the nonzero coefficients of the ring polynomial.
*/
int[] ringPolyCoefs;

protected static Biglnteger[] globalPrecMask; // the precision mask array

/**

* Reads the <i>m</i>th entry of the globalPrecMask array and returns it if
* it is not null. Otherwise, it sets it to <i>2<sup>m</sup>-1</i> and

* return it.

*

* Q@param m

* the requested entry

* Qreturn <i>2<sup>m</sup>-1</i>

*/
static BigInteger getGlobalPrecMask(int m) {
if (globalPrecMask[m] == null)
globalPrecMask[m] = BigInteger.ZERO.setBit(m).subtract(
BigInteger.ONE);
return globalPrecMask[m];

/%%
* Initialites the globalPrecMask array that is used for faster calculations
* in the required precision.
*
* Q@param N
* the length of the array, set to the maximal needed length.
*/
static void initGlobalPrecMask(int N) {
globalPrecMask = new Biglnteger[N];

// *kkxkxkkkkk CONSTRUCTOR sk kskokskskokkokkokx

/*%

* Constructs an instance of the ring <i>Z<sub>2<sup>n</sup></sub></i>
* using the fieldpolynomial of <i>F</i> as ring polynomial.

*

* Q@param F

* the GF2nPolynomialField providing the fieldpolynomial.
*/
public Z2nRing(GF2nPolynomialField F) {
field = F;

degree = F.getDegree();
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//

/%%
*
*
*
*
*/

pub

/*%
*
*
*

*/
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ZERO = new Z2nRingElement(this, 2, BigInteger.ZERO);
ONE = new Z2nRingElement(this, 2, BigInteger.ONE);
TWO = new Z2nRingElement(this, 2, BigInteger.value0f(2));
Bitstring rp = new Bitstring(F.getFieldPolynomial());
ringPolyCoefs = new int[3];
int count = 0;
for (int i = 1; i < rp.getlength() - 1; i++) {
if (rp.testBit(i)) {
ringPolyCoefs[count] = i;
count++;

}
if (count == 1)
polyType = IS_TRINOM_POLY_TYPE;
else if (count == 3)
polyType = IS_PENTANOM_POLY_TYPE;
else
throw new RuntimeException("Wrong poly");

fxkokkokkdkokkkkx METHODS sk kskkskokkkokskok

Decides, whether the given ring <code>a</code> is the same as this
ring.

@return (this == other)

lic boolean equals(Z2nRing a) {

if (degree != a.getDegree()) {
System.err.println("Not the same degree!");
return false;

3

for (int i = 0; i < 3; i++) {
if (ringPolyCoefs[i] != a.ringPolyCoefs[i])

return false;
X

return true;

Returns the degree of this ring.

Q@return this.degree
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public int getDegree() {
return degree;

}

/**
* Returns the field underlying this ring.
*
* Qreturn this.field
*/
public GF2nPolynomialField getField() {
return field;

}

/**
* Returns a String representing this ring by its degree, its ring
* polynomial and its precision.

* Qreturn a String (degree, ringPoly, prec)

*/

public String toString() {

StringBuffer sb = new StringBuffer();
sb.append("Degree = " + degree + ", ringPoly = 1");
for (int 1 = 0; i < 3; i++) {

if (ringPolyCoefs[i] !'= 0)

sb.append(" + t~" + ringPolyCoefs[i] + " ");

}
sb.append(" + t~" + degree);
return sb.toString();

B.5 The class Z2nRingElement

In this class, we implemented the arithmetic structure of the elements of the ring Zon.

package satoh;

import de.flexiprovider.ec.arithmetic.gf.x*;
import java.math.Biglnteger;

/**
* This class implements the abstract class <code>Z2nRingElement</code> for
* <i>n>1</i>. It holds the coefficients of the element in polynomial

* represenation (over <i>Z<sub>2</sub></i>) to precision <id>m</i>.
*

89
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* Qauthor Lea Poeplau

* @see Z2nRing
*

*/
public class Z2nRingElement {

/**

* The Z2nRing this element lies in.
*/

final protected Z2nRing ring;

/**

* The coefficient array of this element in polynomial representation.
*/

final protected BigInteger[] poly;

VAL
* The degree of the polynomial representation of this element.
*/

final protected int degree;
// *%kxkxkkkkkk CONSTRUCTORS s*skkskkskkkskkk

/**
Creates a new Z2nRingElement using the given ring and array. The
BigInteger[] poly has as coefficient array the given array.

*
*
*
* Qparam r
* the Z2nRing to use.
* Qparam s
* the coefficient array poly
* Q@param prec
* the precision of this element.
*/
public Z2nRingElement(Z2nRing r, int prec, BigInteger[] s) {
ring = r;
poly = new BigInteger[s.length];
System.arraycopy(s, O, poly, O, s.length);

// Reduce mod ringpoly

if (r.polyType == 1)
reduceTrinomial () ;

else
reducePentanomial() ;
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// Reduce mod 2°N
BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
for (int i = 0; i < poly.length; i++)

poly[i] = poly[i].and(precMask);

// Compute degree
degree = computeDeg();

/*%

* Creates a new Z2nRingElement using the given ring and array. The

* BigInteger[] poly is the given array. This private constructor is only
called during the arithmetic operations, where the precision is already
dealt with.

*

*
*
* Q@param r
* the Z2nRing to use.
* Qparam s
* the coefficient array poly
*/
private Z2nRingElement(Z2nRing r, BigInteger[] s) {
ring = r;
poly = s;
degree = computeDeg();

/**
Creates a new Z2nRingElement using the given ring and the BigInteger <i>x</i>
as the value. The constant coefficient is set to <i>x mod 2<sup>prec</sup></i>.

*
*
*
* Qparam r
* the Z2nRing to use.
* Qparam prec
* the precision of this element

* Qparam x

* the BigInteger value of this element.

*/
public Z2nRingElement(Z2nRing r, int prec, BigInteger x) {

this(r, x.and(Z2nRing.getGlobalPrecMask(prec)));

h

/*x

* Creates a new Z2nRingElement using the given ring and the Biglnteger <i>x</i>
* as the value. This private method is only called with a BiglInteger <i>x</i>

* that is already reduced to the required precision.



92

B THE JAVA CODE

*

* Qparam r

* the Z2nRing to use.

* Qparam x

* the BigInteger value of this element.

*/

private Z2nRingElement(Z2nRing r, BigInteger x) {

ring = r;
poly = new BigInteger[1];
poly[0] = x;

degree = computeDeg();

// The following method doesn’t reduce the resulting poly mod the ringpoly!
/**

* Creates a new Z2nRingElement from the given Bitstring by setting the

* corresponding coefficients to 1. Since this is only called with
Bitstrings that are already reduced modulo the ring polynomial, this is
not done here.

*

*
*
* Qparam r

* the Z2nRing to use.
* Qparam b

*

the Bitstring representing this element.
*/

public Z2nRingElement(Z2nRing r, Bitstring b) {

ring = r;

poly = new BigInteger[b.getLength()];

// Lift bitstring

for (int i = 0; i < b.getLength(); i++) {
poly[i] = b.testBit(i) ? Biglnteger.ONE : Biglnteger.ZERO;

degree = computeDeg();
// Fxkxkskokkkkkk METHODS sk kskokkok kokkk

Returns a Z2nRingElement whose coefficient’s value is
<code>poly[i] >> n</code>.

Oparam n
the shift distance
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* Q@return a new Z2nRingElement whose coefficient’s value is

* <code>poly[i] >> n</code>.

*/

public Z2nRingElement shiftRight(int n) {
BigInteger[] newCoeff = new BigInteger[degree + 1];
for (int i = 0; i <= degree; i++)
newCoeff[i] = poly[i].shiftRight(n);
return new Z2nRingElement(ring, newCoeff) ;

/**

* Returns a Z2nRingElement whose value is <code>this/B</code> in

* precision <i>prec</i>.

*

* Qparam B

* the Z2nRingElement by which this is to be divided
* Qparam prec

* the precision the result is represented in.

* Qreturn <code>this/B</code>

*/

public Z2nRingElement divide(Z2nRingElement B, int prec) {

if (!ring.equals(B.ring))
throw new ArithmeticException("Elements are not in the same ring!");

Z2nRingElement

int lowestBitA
int lowestBitB

if (lowestBitB

throw new ArithmeticException("Division not possible!");

A

>

= this;

A.lowestBit();
B.lowestBit();

lowestBitA)

// Cancel out factor (2~ (lowestBitA+1))
A = A.shiftRight(lowestBitB);
B = B.shiftRight (lowestBitB);

Z2nRingElement Q = A.multiply(B.inverse(prec), prec);

return Q;

/%%

93

* Returns true if two Z2nRingElements have the same ring and polynomial and

* are thus equal.
*
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* Qparam a
* the other Z2nRingElement
* Qreturn true if <i>this</i> equals <i>a</i> (<Ki>this</i> == <i>a</i>)
*/
public boolean equals(Z2nRingElement a) {
if (degree != a.degree)
return false;
if (!ring.equals(a.ring))
return false;
for (int i = 0; i <= degree; i++) {
if (!poly[i].equals(a.poly[i]l))
return false;
}

return true;

/**
Returns the Z2nRingElement <code>this</code><sup>-1</sup> to
precision <code>prec</code>.

the precision the result is represented in.
Q@return <code>this</code><sup>-1</sup>
*/
public Z2nRingElement inverse(int prec) {
GF2nPolynomialField F = ring.getField();
GF2nPolynomialElement k = reduceF2n(F);
k = k.invertEEA(Q);
Z2nRingElement x = new Z2nRingElement(ring, k.getBitstring());
int n = 1;
do {
n

*
*
*
* Qparam prec
*
*

Math.min(2 * n, prec);

x.multiply(ring.TWO.subtract (this.multiply(x, n), n), n);
} while (n < prec);

return x;

X

/**
Returns the Z2nRingElement <code>this</code>+<code>a</code> to
precision <code>prec</code>.

Q@param a

the Z2nRingElement to be added to this element.
Oparam prec

the precision the result is represented in.

L I I R
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* Q@return <code>this</code>+<code>a</code>
*/
public Z2nRingElement add(Z2nRingElement a, int prec) {
if (!ring.equals(a.ring))
throw new ArithmeticException("Elements are not in the same ring!");

int minDeg, maxDeg;

if (degree < a.degree) {

minDeg = degree;

maxDeg = a.degree;
} else {

minDeg = a.degree;

maxDeg = degree;

BigInteger[] newCoeff = new BigInteger [maxDeg + 1];
BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
int 1i;

for (i = 0; i <= minDeg; i++)

newCoeff[i] = poly[i].add(a.poly[i]).and(precMask);
for (; i <= degree; i++)

newCoeff[i] = poly[i].and(precMask);
for (; i <= a.degree; i++)

newCoeff[i] = a.poly[i].and(precMask) ;

return new Z2nRingElement(ring, newCoeff) ;

/**
* Adds the Z2nRingElement <code>a</code> to <code>this</code> and
writes the result to precision <code>prec</code> to <code>this</code>.

*
*
* Qparam a
* the Z2nRingElement to be added to this element.
* Qparam prec
* the precision the result is represented in.
*/
public void addToThis(Z2nRingElement a, int prec) {
if (!ring.equals(a.ring))
throw new ArithmeticException("Elements are not in the same ring!");

int minDeg = (degree < a.degree) ? degree : a.degree;
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BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
int 1i;

for (i = 0; i <= minDeg; i++)

poly[i] = polyl[il.add(a.poly[i]).and(precMask);
for (; i <= degree; i++)

poly[i]l = poly[i].and(precMask);
for (; i <= a.degree; i++)

poly[i]l = a.polyl[il.and(precMask);

/**
Returns the Z2nRingElement <code>this</code>+<code>a</code> to
precision <code>prec</code>. The long <code>a</code> is added to the
constant coefficient of the array <code>poly</code>.

the long to be added to this element.
Oparam prec
the precision the result is represented in.
Q@return <code>this</code>+<code>a</code>
*/
public Z2nRingElement add(long a, int prec) {
return add(BigInteger.valueOf(a), prec);

*
*
*
*
* Qparam a
*
*
*
*

}

/**
Returns the Z2nRingElement <code>this</code>+<code>a</code> to
precision <code>prec</code>. The BigInteger <code>a</code> is added
to the constant coefficient of the array <code>poly</code>.

the Biglnteger to be added to this element.

Q@param prec

the precision the result is represented in.
Q@return <code>this</code>+<code>a</code>

*/

public Z2nRingElement add(BigInteger a, int prec) {
BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
if (degree == -1)

return new Z2nRingElement(ring, a.and(precMask));

*
*
*
*
* Qparam a
*
*
*
*

BigInteger[] newCoeff = new BigInteger[degree + 1];
System.arraycopy(poly, O, newCoeff, O, degree + 1);
newCoeff [0] = newCoeff[0].add(a).and(precMask);
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return new Z2nRingElement(ring, newCoeff) ;

/**
Returns the Z2nRingElement <code>this</code>-<code>a</code> to
precision <code>prec</code>. The long <code>a</code> is subtracted
from the constant coefficient of the array <code>poly</code>.

the long to be subtracted from this element.
Oparam prec
the precision the result is represented in.
Q@return <code>this</code>-<code>a</code>
*/
public Z2nRingElement subtract(long a, int prec) {
return add(-a, prec);

*
*
*
*
* Q@param a
*
*
*
*

3

/%%
Returns the Z2nRingElement <code>this</code>-<code>a</code> to
precision <code>prec</code>. The BigInteger <code>a</code> is
subtracted from the constant coefficient of the array <code>poly</code>.

the BigInteger to be subtracted from this element.
Oparam prec
the precision the result is represented in.
Q@return <code>this</code>-<code>a</code>
*/
public Z2nRingElement subtract(BigInteger a, int prec) {
return add(a.negate(), prec);

*
*
*
*
* Qparam a
*
*
*
*

¥

/%%
* Returns the Z2nRingElement <code>this</code>-<code>a</code> to

* precision <code>prec</code>.

*

* Qparam a

* the Z2nRingElement to be subtracted from this element.
* Q@param prec

* the precision the result is represented in.

* Qreturn <code>this</code>-<code>a</code>

*/
public Z2nRingElement subtract(Z2nRingElement a, int prec) {
if (!ring.equals(a.ring))
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throw new ArithmeticException("Elements are not in the same ring!");
int minDeg, maxDeg;
if (degree < a.degree) {

minDeg = degree;
maxDeg = a.degree;

} else {
minDeg = a.degree;
maxDeg = degree;

3

BigInteger[] newCoeff = new BigInteger [maxDeg + 1];
BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
int 1i;

for (i = 0; i <= minDeg; i++)

newCoeff[i] = polyl[i].subtract(a.poly[i]).and(precMask);
for (; i <= degree; i++)

newCoeff[i] = polyl[i].and(precMask);
for (; i <= a.degree; i++)

newCoeff[i] = a.poly[i] .negate() .and(precMask) ;

return new Z2nRingElement(ring, newCoeff) ;

~
*
*

Subtracts the Z2nRingElement <code>a</code> from <code>this</code>
and writes the result to precision <code>prec</code> to
<code>this</code>.

Oparam a

the Z2nRingElement to be subtracted from this element.
Q@param prec

the precision the result is represented in.

* O K K X K ¥ ¥

*/
public void subtractFromThis(Z2nRingElement a, int prec) {
if (!'ring.equals(a.ring))
throw new ArithmeticException("Elements are not in the same ring!");

int minDeg = (degree < a.degree) 7 degree : a.degree;

BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
int 1i;



B.5 The class Z2nRingElement

for (i = 0; i <= minDeg; i++)

poly[i] = poly[i].subtract(a.poly[i]).and(precMask);
for (; i <= degree; i++)

poly[i] = poly[i].and(precMask);
for (; i <= a.degree; i++)

poly[i] = a.polyl[i].negate() .and(precMask);

/*x
Returns the largest integer <i>k</i> such that
<i>this</i> mod <i>2<sup>k</sup></i> = 0.

Qreturn the largest integer <code>k</code> such that <code>this</code>
mod <code>2<sup>k</sup></code> = 0.

public int lowestBit() {
int lowestBit = java.lang.Integer .MAX_VALUE;
for (int i = 0; i <= degree; i++) {
int tmp = poly[i].getLowestSetBit();
if (tmp >= O && tmp < lowestBit)
lowestBit = tmp;

}
return lowestBit;
}
/**
* Returns true if <code>this</code> = 0 <i>mod 2<sup>m</sup>.
*

* Q@param m

* the precision to which <code>this</code> is checked to be
* Zero.

* Qreturn <code>this</code> == 0 <i>mod 2<sup>m</sup>.

*/

public boolean isZeroWithPrec(int m) {
if (m <= lowestBit())
return true;
return false;

Returns the Z2nRingElement <code>this</code>*<code>a</code> to
precision <code>prec</code>.

Oparam a
the Z2nRingElement this element is to be multiplied by.

99
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* the precision the result is represented in.

* Qreturn <code>this</code>*<code>a</code>

*/

public Z2nRingElement multiply(Z2nRingElement a, int prec) {

if (!ring.equals(a.ring))

throw new ArithmeticException("Elements are not in the same ring!");

if (degree == -1 | a.degree == -1)
return ring.ZERO;
int N = Math.max(degree, a.degree) + 1;

if (N!'=1&& N7 2 !=0)
N++;

bl

BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);

BigInteger[] p = new Biglnteger[N];
for (int i = 0; i < degree + 1; i++) {
pli] = polyl[il;

}
for (int i = degree + 1; i < N; i++) {
pli] = BigInteger.ZEROD;

if (this.equals(a))

return new Z2nRingElement(ring, prec, square(p, N, precMask));

BigInteger[] q = new Biglnteger[N];
for (int i = 0; i < a.degree + 1; it++) {

qli] = a.polyl[il;

}

for (int i = a.degree + 1; i < N; i++) {
q[i] = BigInteger.ZEROD;

}

BigInteger[] result = new BigInteger[2 * N - 1];
for (int i = 0; i < 2 *x N - 1; i++) {
result[i] = BigInteger.ZERO;

Z2nRingElement x = new Z2nRingElement(ring, prec, multiplyKA(p, q, N,

precMask)) ;
return x;
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* This method implements Karatsuba polynomial multiplication.

*

* Qparam p

* a BigInteger[] representing the first factor.

* Q@param q

* a BigInteger[] representing the second factor.

* Q@param N

* the maximum of the degrees of the polynomials rounded to an
* even number.

* Q@param precMask

* Qreturn a BigInteger[] containing the product of <code>p</code> and
* <code>qg</code>.

*/
private BigInteger[] multiplyKA(BigInteger[] p, BigInteger[] g, int N,
BigInteger precMask) {
if (N <= 4)
return multiplyNaive(p, q, 2 * N - 1, precMask);

BigInteger[] r = new Biglnteger[2 * N - 1];
for (int i = 0; i < 2 *x N - 1; i++) {
r[i] = BigInteger.ZEROD;

int N2 = N / 2;
N2 = N2 + N2 % 2;

BigInteger[] t1 = new BigInteger[N2];
BigInteger[] t2 = new BigInteger[N2];

BigInteger[] rtmp;
int i;

for (i =0; i <N/ 2; i++) {
t1[i] = p[i].add(p[i + N / 21);
t2[i] = q[i].add(q[i + N / 2]);

if (N / 2 1=0N2) {
t1[N / 2] = BiglInteger.ZERO;
t2[N / 2] = BigInteger.ZERO;

rtmp = multiplyKA(tl, t2, N2, precMask);
for (i = 0; i <N - 1; i++) {
r[N / 2 + i] = rtmp[il;
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for (i =0; i < N / 2; i++) {
t1[i] = p[i + N / 21;

t2[i] = q[1i + N / 21;
}
if (N2 =N/ 2) {
p[N / 2] = BigInteger.ZERD;
q[N / 2] = BigInteger.ZERO;
}

rtmp = multiplyKA(p, q, N2, precMask);
for (i =0; i <N - 1; i++) {
r[i] = r[i].add(rtmpl[il);
r[N / 2+ i] =[N / 2 + i].subtract(rtmp[i]);

rtmp = multiplyKA(tl, t2, N2, precMask);
for (i =0; i <N - 1; i++) {

r[N + i] = r[N + i].add(rtmp[i]);
r[N / 2+ i] = r[N / 2 + i].subtract(rtmp[i]);

return r;

Q@param p

B THE JAVA CODE

This method squares an element using Karatsuba polynomial multiplication.

a BigInteger[] representing the polynomial to be squared.

Oparam N

the degree of the polynomial rounded to an even number.

Oparam precMask
Q@return a BigInteger[] containing the square of <code>p</code>.

BigInteger[] r = new Biglnteger[2 * N - 1];
for (int i = 0; i < 2 *x N - 1; i++) {
r[i] = BigInteger.ZEROD;

if (N <= 9)

return multiplyNaive(p, p, 2 * N - 1, precMask);

private BigInteger[] square(BigInteger[] p, int N, BigInteger precMask) {
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int N2 = N / 2;
if (N2 % 2 '= 0)
N2++;

BigInteger[] tl1 = new BigInteger[N2];
BigInteger[] rl;

BigInteger[] rm;

BigInteger[] rh;

int 1i;

for (i = 0; i < N / 2; i++)
t1[i] = pli].add(p[i + N / 2]);

if (N / 2 '=1N2)
t1[N / 2] = BigInteger.ZERO;

rm = square(tl, N2, precMask);

for (i =0; i < N/ 2; i++)
t1[i] = pli + N / 21;

if (N2 =N/ 2)
p[N / 2] = BigInteger.ZERD;

rl = square(p, N2, precMask);

rh = square(tl, N2, precMask);

for (i =0; i <N - 1; i++) {
r[i] = r1[i];

}

for (1 =0; i <N - 1; i++) {
r[N + i] = rh[i];

for (i =0; i <N - 1; i++) {
r[N/ 2+ i] = r[N / 2 + i].add(rm[i]) .subtract(rl[i]);
if (i < rh.length)
r[N / 2+ i] = r[N / 2 + i].subtract(rh[il);
}

return r;

103
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* Multiplies two elements naively and returns the result in a BigInteger[].
*

* Qparam p

* a BigInteger[] representing the first factor.

* Q@param q

* a BigInteger[] representing the second factor.

* Q@param N

* the maximum of the degrees of the polynomials rounded to an
* even number.

* Qparam precMask

* Qreturn a BigInteger[] containing the product of <code>p</code> and

* <code>qg</code>.

*/
private BigInteger[] multiplyNaive(BigInteger[] p, BigInteger[] q, int N,

BigInteger precMask) {

intn= N +1) / 2;

BigInteger[] prod = new BigInteger[N];

for (int i = 0; i < N; i++) {
prod[i] = BigInteger.ZERO;

}

for (int i = 0; i < n; i++) {
for (int j = 0; j < n; j++) {

prod[i + j] = prod[i + j].add(p[i].multiply(q[j1));

3

}

for (int 1 = 0; 1 < N; i++) {
prod[i] = prod[i].and(precMask);

}
return prod;
}
VLS
* Multiplies this element by <code>a</code> and returns the result to
* precision <code>prec</code>.
*
* Qparam a
* the long this elements is multiplied by.
* Q@param prec
* the precision the result is represented in.
* Q@return <code>this</code>*<code>a</code>

*/
public Z2nRingElement multiply(long a, int prec) {
if (prec < 64)
a=a% (1L << prec);
if (a == OL)
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return ring.ZERO;
BigInteger precMask = Z2nRing.getGlobalPrecMask(prec);
BigInteger A = BigInteger.valueOf(a).and(precMask);
BigInteger[] k = new BigInteger[poly.length];
for (int i = 0; i < k.length; i++) {

k[i] = poly[i] .multiply(A).and(precMask) ;

}
return new Z2nRingElement(ring, k);
}
/**
* Returns -<code>this</code>.
*
* Qreturn -<code>this</code>.
*/
public Z2nRingElement negate() {
if (degree == -1)
return this;
BigInteger[] ret = new Biglnteger[degree + 1];
for (int i = 0; i <= degree; i++) {
ret[i] = poly[i].negate();
}
return new Z2nRingElement(ring, ret);
3
VAL

* Negates this element by setting its polynomial coefficients to their
* negative.
*/
public void negateThis() {
if (degree == -1)
return;
for (int i = 0; i <= degree; i++) {
poly[i] = poly[i].negate();

Reduces <i>this</i> to a new BiglInteger.

O@throws ArithmeticException

*
*
* Qreturn a new BiglInteger (<code>this.poly.getCoAt(0)</code>)
*
* <code>poly[i] != 0</code> for some <i>i != 0<\i>

public BigInteger reduce() {
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boolean allZero = true;
for (int i = 1; i < degree; i++) {
if (!(polyl[il.equals(BigInteger.ZERD))) {
allZero = false;
break;

}
if (lallZero)
throw new ArithmeticException(

"Reduction not possible since the element does not lie in Z_p!");

return poly[0];

Computes the 2-adic square root of <i>a</i> to precision <i>N</i>.

Oparam a
the BigInteger who’s square root is computed
Oparam N
the precision
Q@return the 2-adic square root of <i>a</i> to precision <i>N</i>

tected static BigInteger TwoAdicSqrt(Biglnteger a, int N) {
if (a.equals(BigInteger.ONE))
return a;
BigInteger y = Biglnteger.ONE;
int i = a.getLowestSetBit();

while (i < N) {
if ((y.multiply(y).subtract(a)).abs().testBit(i))
y = y.add(BigInteger.ZERO.setBit(i - 1));
i++;

¥

return y;

Reduces <i>this</i> to a new GF2nPolynomialElement in the given field
<i>F</i>.

Oparam F
the GF2nPolynomialField this.reduceF2n will be in

Oreturn a new GF2nPolynomialElement

lic GF2nPolynomialElement reduceF2n(GF2nPolynomialField F) {
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Bitstring b = new Bitstring(degree + 1);
for (int i = 0; i <= degree; i++) {
if (poly[il.testBit(0))
b.setBit(i);
}

return new GF2nPolynomialElement(F, b);

/**
* Returns the polynomial String representation of this Z2nRingElement.
*
* Qreturn polynomial String representation of this Z2nRingElement.
*/
public String toString() {
StringBuffer sb = new StringBuffer();
if (poly.length == 0) {
sb.append(0) ;
return sb.toString();

if (poly[0].intValue() !'= 0)
sb.append (poly[0]);
if (poly.length > 1 && (poly[1].intValue() != 0)) {
if (sb.length() > 0) {
if (poly[1].intValue() == 1)
sb.append(" + t");
else {
sb.append(" + " + poly[1] + "t");
}
} else {
if (poly[1].intValue() == 1)
sb.append("t");
else
sb.append(poly[1] + "t");

}
for (int i = 2; i < poly.length; i++) {
if (poly[i].intValue() !'= 0) {
if (sb.length() > 0) {
if (poly[i].intValue() == 1)
sb.append(" + t~" + 1i);
else {
sb.append(" + " + poly[i] + "t~" + 1i);
}
} else {
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if (poly[i].intValue() == 1)
sb.append("t~" + 1i);

else {
sb.append (poly[i] + "t~" + 1i);

if (sb.length() == 0)
sb.append("0");
return sb.toString();

/**
* Reduces this element modulo the ring polynomial, if that is a
* pentanomial.
*/
private void reducePentanomial() {
int n = ring.getDegree();
int[] k = ring.ringPolyCoefs;
int d;

for (d = poly.length - 1; d >= n; d--) {
BigInteger lead = polyl[d];
if (!lead.equals(BigInteger.ZERD)) {
poly[d] = BigInteger.ZERO;
polyld - (n - k[2])] = polyld - (n - k[2])].subtract(lead);
polyld - (n - k[1])] poly[d - (n - k[1])].subtract(lead);

polyld - (n - k[0])] = polyld - (n - k[0])].subtract(lead);
poly[d - n] = polyl[d - n].subtract(lead);
b
3
}
/**
* Reduces this element modulo the ring polynomial, if that is a trinomial.
*/

private void reduceTrinomial() {
int n = ring.getDegree();
int[] k = ring.ringPolyCoefs;
int d;

for (d = poly.length - 1; d >= n; d--) {
BigInteger lead = polyl[d];
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if (!lead.equals(BigInteger.ZER0D)) {
poly[d] = BigInteger.ZERO;
poly[d - (n - k[0])] = polyld - (n - k[0])].subtract(lead);
poly[d - n] = poly[d - n].subtract(lead);

/**
* Computes the degree of the array <code>poly</code> and returns the
* result as an integer.
*
* Qreturn the degree of the array <code>poly</code>.
*/
private int computeDeg() {
int d;
for (d = poly.length - 1; d >= 0; d--)
if (!polyl[d].equals(BigInteger.ZERO))
break;
return d;
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