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1 In tro duction

1.1 Outline

Digital signatures are one of the most p opular applications of cryptographical tec h-

nics, b esides encryption. The concern is to allo w iden ti�cation, authen tication,

in tegrit y , and liabilit y in electronic applications. Digital signatures are used for

secure in teraction o v er the in ternet b y signing emails or protecting w eb bro wser

comm unications b y SSL/TLS. They are necessary for pro cedures lik e digital v oting

or bureaucratic solutions o v er the in ternet.

T o da y digital signatures are mostly implemen ted using asymmetric, also called pub-

lic k ey cryptograph y . F amous examples are the RSA, ECDSA, or DSA signature

sc hemes. In the ma jorit y of cases the securit y of these metho ds is based on math-

ematical, n um b er theoretical assumptions, lik e the factoring of big n um b ers or the

discrete logarithm problem. T o da y all of these algorithms and sc hemes can b e con-

sidered as su�cien tly secure. Ho w ev er, new algorithms already exist to solv e these

n um b er theoretical problems on quan tum computers [1, 2]. The established sig-

nature algorithms can b e used without w orries, as long as no practically useable

quan tum computers exist. But additionally , new tec hniques m ust b e found to b e

prepared for the case of w orking quan tum computers. This �eld of w ork is called

p ost quan tum computing (PQC). Another w eakness of the established tec hniques is

the increasing k ey size. Because to da y's computers p erformance dev elops rapidly ,

the k ey size of the used public k ey sc hemes m ust b e raised to assure securit y [3]. This

pro cedure of rising k ey lengths ends, if algorithms indep enden t of n um b er theoretical

assumptions are found.

An alternativ e w a y is to use so called one time signatures (OTS). These signature

sc hemes are considered to b e secure also on quan tum computers. Their securit y

relies on the securit y of hash functions. A hash function is a mathematical function

whic h is easy to compute but hard to in v ert. While the k eys of a usual signature

algorithm can b e used more often, the k eys of a one time signature m ust not b e used

more than once. Otherwise the securit y of the signature sc heme w ould b e reduced,
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1.2 Ab out This Thesis

as an OTS signature rev eals parts of the securit y of the sc heme. The problem with

one time signatures is that the n um b er of k eys that ha v e to b e stored and deliv ered

increases enormously . This is a w ell kno wn problem b y symmetric cryptograph y .

T o solv e this k ey managemen t problem, Merkle prop osed his idea of using binary

trees for authen tication of big amoun ts of OTS public k eys in 1989 [4 ]. Using this

new idea, it is p ossible to authen ticate up to 220
(and ev en more) OTS priv ate k eys

with one single public k ey . This leads to e�ciency in storage concerns, as only

one k ey has to b e p ermanen tly stored instead of man y . Merkle's idea o�ered the

p ossibilit y to create a m ulti-time signature sc heme, called Merkle signature sc heme

(MSS), based on an y one time signature sc heme. Extending this idea of MSS some

extensions and andv ancemen ts w ere prop osed: CMSS [5, 6] and GMSS [7], whic h is

a generalization of CMSS. The adv an tage of GMSS (Generalized Merkle signature

sc heme) compared to the original merkle sc heme is the smaller size of the signatures

and a b etter sc heduling of the signature generation. F urthermore the GMSS sc heme

is parameterized. This feature allo ws to customize the sc heme for di�eren t applica-

tions, lik e usage on smartcards or comparable lo w computation devices where lo w

storage space pla ys an imp ortan t role. One imp ortan t part of the Merkle signature

sc heme is the tra v ersal of the authen tication tree. Whereas simple tra v ersal algo-

rithms arrest the signature generation, a fast tra v ersal algorithm enhances the whole

sc heme. Th us it is imp ortan t to dev elop go o d authen tication path algorithms.

1.2 Ab out This Thesis

The sub ject of this thesis is the in tro duction of a new tra v ersal algorithm for Merkle

trees and the in tegration of this algorithm in GMSS, including an implemen tation

in Ja v a for the FlexiPro vider. Section 2 giv es the bac kground information needed,

while section 3 describ es former kno wn tra v ersal algorithms. In section 4 the new

tra v ersal algorithm is in tro duced. Correctness and e�ciency pro ofs complete this

section. The Ja v a implemen tation for the FlexiPro vider is considered in section 5. In

section 6 the comparison of GMSS using the new authen tication path algorithm with

other established signature algorithms is dra wn. Section 7 �nally giv es a conclusion

of the thesis.

12



1.2 Ab out This Thesis

The reader of this thesis is supp osed to b e familiar with fundamen tal mathematical

notations of cryptographic considerations lik e signing or encryption functions, as

w ell as simple mathematical principles lik e geometric series. Understanding of basic

complexit y theoretical ideas (lik e the O -notation) and algorithm notation migh t also

b e necessary to understand the main parts of this thesis.

13



2 Bac kground

This section informs ab out the basic mathematical and cryptographical principles

and tec hniques needed for the considered applications. First an in tro duction of digi-

tal signatures is giv en. Then the principles of hash functions and one time signatures

are explained, follo w ed b y an example one time signature sc heme, the Win ternitz

OTS sc heme, whic h will b e used for the implemen tation of the new algorithm. After

that the idea of Merkle trees and the Merkle signatures are illustrated. Finally , a

short explanation of the GMSS extension is giv en.

2.1 Digital Signatures

The purp ose of a digital signature is to o�er sp ecial securit y purp oses lik e iden ti�-

cation, authen tication, in tegrit y or liabilit y . It can, in some parts, b e compared to a

handwritten signature: only one p erson can create its o wn signature, ev ery forgery

can b e determined. One big di�erence is that the digital exp onen t is a mathematical

function of the message. If the do cumen t c hanges, the signature c hanges as w ell.

The digital signature could otherwise b e mo v ed from one do cumen t to another, as

all digital data can b e easily copied.

Not only do cumen ts are signed digitally . Digital signatures are also used for pac k age

transp ort securit y in transp ort proto cols. In principle ev ery kind of digital data can

b e signed. In most applications not the data or do cumen t itself is signed but a

message digest of it. That is a kind of �ngerprin t of the data. The principles of

message digests are explained in section 2.2.

Digital signatures are alw a ys based on asymmetric cryptograph y . Suc h a system

w as �rst in tro duced b y Di�e and Hellman in 1976 [8 ], whic h w as one of the greatest

adv ances in mo dern cryptology . F or suc h a digital signature, t w o di�eren t t yp es

of k eys are needed: a priv ate k ey for signature generation and a public k ey for

v eri�cation. The priv ate k ey in this purp ose is also called the signing k ey and the

public k ey is also called the v eri�cation k ey . As one could guess from the name,

the priv ate k ey has to b e k ept secret, whereas the public k ey can b e spread widely .

14



2.1 Digital Signatures

Ev ery one kno wing this public k ey can v erify the signature, but only the o wner of

the priv ate k ey is able to create one. F or one time signature sc hemes, these k eys are

generated newly for ev ery signature. In con trast, for m ulti-time signature sc hemes

b oth k eys are used for bigger amoun ts of signatures. Some of the commonly used

signature algorithms are also used for encryption (lik e RSA), whereas some of the

systems are only applicable to signatures (lik e DSA and ECDSA). Some attributes

of a digital signature sc heme are:

Authen ticit y: Ev ery one should b e able to con trol that the signer really is the

originator of a signature. This is p ossible b ecause ev ery one can use the public

v eri�cation k ey . Nob o dy else shall b e able to sign a do cumen t in the signers

name. F or this purp ose the priv ate signing k ey m ust b e k ept secret.

Non-Repudiation: This prop ert y means that the signer can not successfully den y

the fact of ha ving signed a do cumen t. Ev ery one p ossessing the signature and

the original do cumen t can pro v e that the signature w as really created with the

signer's priv ate k ey .

Since a signature is also a function of the priv ate k ey and no one b esides the

signer kno ws this signing k ey , then nob o dy is able to construct signatures

whic h can b e v eri�ed b y the corresp onding public k ey . The signer can nev er

den y ha ving signed a message if a v eri�able signature exists.

When the liabilit y has to b e pro v ed, a third p erson (for example a court)

has to con trol if a signature really b elongs to the p erson it should. The non-

reusabilit y prop ert y of a signature in this concern means that this action can

b e p erformed without rev ealing the priv ate k ey , so that it can b e used again

b y the user.

In tegrit y: If a do cumen t c hanges or is manipulated, the signature of the origi-

nal do cumen t (a con tract for example) will not matc h this forged do cumen t

and will b e refused. Therefore c hanges in data can b e pro v ed using digital

signatures.
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2.2 Hash F unctions

Mathematically , digital signatures are based on one-w a y functions with trap do or.

A one-w a y function is a mathematical function whic h is easy to compute in one

direction. Ho w ev er to compute the in v ersion of the function is hard. If y = f (x)

(with a one-w a y function f ) it is easy to compute y giv en x and f , but it is hard

to get x , if only y and f are kno wn. A trap do or means a secret (e.g. a secret

n um b er) whic h allo ws to apply the in v erse function easily b y kno wing the secret. In

a signature sc heme the priv ate k ey can b e considered as the trap do or. Creation of

the signature is the in v erse function, whic h is hard or imp ossible to compute when

the signing k ey is unkno wn. When it is said that a function is hard to in v ert it is

mean t in to da y's con text: it is p ossible that in a few y ears (when the p erformance

of computers has raised furthermore or ev en quan tum computers exist) to da y's one-

w a y functions will b e in v ertible without problems.

A digital signature sc heme consists of three parts: a k ey generation algorithm, the

signature construction, and the v eri�cation phase. As the name implies, the �rst part

serv es for the creation of the priv ate and the public k ey . The second part is the use

of the priv ate signing k ey for creating the signature of a message. Finally , using the

public k ey and the original message the auten ticit y of the signature is revised. The

individual phases will b e describ ed later in the in tro duction of particular signature

sc hemes.

2.2 Hash F unctions

Most of the kno wn m ulti-signature sc hemes are based on mathematical assumptions

lik e factoring of big n um b ers or the discrete logarithm problem. Ho w ev er, one time

signatures are mostly based on cryptographic hash functions. F or this reason, those

message digest principles are illustrated in this section.

A hash function maps an y kind of digital data to a shorter, random lo oking sequence

of n um b ers called the hash v alue or message digest of the data, whic h can b e seen

as kind of a '�ngerprin t.' It is mostly represen ted b y a hexadecimal depiction. As

an example, the hexadecimal depiction of the 160 bit long SHA1 hash v alue of the

16



2.2 Hash F unctions

string 'Impro v ed Authen tication P ath Computation' is

0fa 072597154f 81ba39b841f 265acc8fa 2d47d9370

Changing only one letter in the original data will c hange the whole message digest:

the SHA1-hash of ' i mpro v ed Authen tication P ath Computation' is

070e053246a5e9f 591bcae5b47173295899e62cba0

More mathematically , a hash function can b e denoted as the follo wing:

Hash : X = f 0; 1g� ! Y = f 0; 1gn

where the domain X includes all bitstrings with arbitrary length and the co domain

Y consists of all n bit strings. An imp ortan t attitude of a hash function is it's abilit y

to only go one w a y . This means that it is not p ossible to generate the original data

out of its hash v alue. A hash function can b e considered secure if it assures the

follo wing assumptions:

� pre-image resistance

Giv en the hash function Hash and a v alue y , it is not p ossible to �nd an x

with Hash (x) = y .

� second-pre-image resistance

Giv en Hash and x , it is not p ossible to �nd an x0
(with x 6= x0

) and

Hash (x) = Hash (x0) .

� collision resistance

Giv en Hash , it is not p ossible to �nd x; x0
(with x 6= x0

) and Hash (x) =

Hash (x0) . As the size of the co-domain Y is smaller than the domain size it is

clear that there are collisions b et w een di�eren t messages out of X . Collision

resistance means the imp ossibilit y of �nding suc h a collision with non random

propabilit y .

In [6] Coronado sho ws that, for the securit y of the Merkle signature sc heme, one-

w a y-ness and collision resistance of the in tegrated hash function are su�cien t.
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2.3 One Time Signatures

Hash functions ha v e di�eren t applications in cryptograph y . They are used for �n-

gerprin ting or message authen tication co des (MA C) to securely iden tify data. In

most signature algorithms, the message is hashed b efore it is signed, so that the

securit y increases. F or example, without application of a hash function to the mes-

sage the RSA sc heme is not secure against c hosen message attac ks [9]. Most famous

represen tativ es of hash functions are the SHA-family [10] and the Message Digest

Algorithm 5 (MD5) [11 ].

In this thesis Hash : f 0; 1g� ! f 0; 1gn
is alw a ys an arbitrary hash function.

The consecutiv e application of this function is denoted with sup erscript n um b ers:

Hash

2(m) stands for Hash ( Hash (m)) .

2.3 One Time Signatures

As men tioned in the in tro duction, one time signature (OTS) sc hemes are sp ecial

kinds of signature algorithms where the signing k ey m ust not b e used more than

once, as ev ery further use of these k eys w ould rev eal information whic h could w eak en

the securit y of the signature. Most OTS sc hemes are based on hash functions [12].

The securit y do es not rely on mathematical problems, but only on the securit y of

the hash function. As men tioned ab o v e this is dep enden t on prop erties lik e collision

resistance. The securit y of most algorithms used to da y for m ulti-time signatures

can only b e increased b y raising the length of the used k eys. In the last 20 y ears,

the k ey lengths of algorithms lik e RSA or ECDSA ha v e b een constan tly increasing

[3]. F urthermore if large scale quan tum computers exist, the searc h for collisions of

hash functions is hard, whereas the underlying problems of ECDSA and RSA can

b e computed in linear time. These sc hemes can b e brok en on quan tum computers,

while one time signature sc hemes based on hash functions remain secure.

As the computation of hash functions is fast, one time signatures are v ery e�cien t.

Their application is p ossible on lo w computation complexit y devices lik e smart cards.
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2.3 One Time Signatures

2.3.1 The Win ternitz One Time Signature Sc heme

In this thesis, as in the actual GMSS, the Win ternitz One Time Signature Sc heme

is used [4] [12 ]. The usage of other one time signature sc hemes lik e the BiBa sc heme

[13 ] w ould b e p ossible as w ell. The Win ternitz sc heme uses a parameter w , whic h is

t ypically c hosen a small p o w er of t w o. This parameter w allo ws a trade-o� b et w een

generation cost and signature size. It de�nes the bit length of the single parts of the

priv ate k ey , whereas tw is the coun t of comp onen ts. With n as length of a hash, w e

de�ne

tw =
l
n=w

m
+

l�
blog2(dn=we)c + 1 + w

�
=w

m

The priv ate signature k ey is X = ( x1; : : : ; xtw ) , where x1 : : : xtw are random v alues.

F or the generation of random data, a pseudo random n um b er generator ( Prng ) is

used:

Prng : f 0; 1gn 7! f 0; 1gn � f 0; 1gn : Seed in 7! ( Seed out ; Rand )

It uses a v alue Seed in to generate t w o random lo oking v alues Seed out and Rand .

If Seed out is again used as input for the same Prng w e get a c hain of v alues Rand i

whic h can alw a ys b e repro duced b y kno wledge of only the �rst Seed in . In this

thesis the used Prng is alw a ys the one describ ed in the Digital Signature Standard

(App endix 3.1) [14 ] whic h requires only one call to a hash function Hash :

Rand  Hash ( Seed in ); Seed out  (1 + Seed in + Rand ) mod 2n

Key Generation. F or the public k ey w e apply the hash function 2w � 1 times to

eac h x i , i.e. w e calculate yi = Hash

2w � 1(x i ) for i = 1 : : : tw . The v eri�cation k ey is

then created out of the concatenation of the yi -v alues:

Y = Hash (y1k : : : kytw )

Signature Generation. F or generation of the signature of a message �rst of all

the n-bit message digest of this message is created. The digest md is then split
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2.3 One Time Signatures

in to dn=we parts md1 : : : mddn=we, eac h with a length of w (if necessary zeros are

padded �rst). Then the c hec ksum C =
P dn=we

i =1 2w � mdi is built. This c hec ksum is

also divided in to blo c ks of length w , namely mddn=we+1 : : : mdtw . The �nal signature

is created b y concatenating the hash-v alues si = Hash

md i (x i ) for i = 1 : : : tw . The

signature is then

Sig = ( s1k : : : kstw )

V eri�cation. F or v erifying the message digest, the signature and the v eri�cation

k ey are needed. First the v alues mdi are computed in the same manner as in

the signing pro cess. Then vi = Hash

2w � md i � 1(si ) is generated. No w the v ector

V = Hash (v1k : : : kvtw ) can b e compared to the v eri�cation k ey . Eac h of the x i

v alues should no w ha v e b een hashed 2w � 1 times. The signature is declared to

b e v eri�ed if and only if V = Y . Example 1 explains a Win ternitz OTS sample

instance.

Without using the c hec ksum an attac k er could hash again some of the si v alues. The

result w ould b e a v alid signature whic h could not b e v eri�ed b y the original public

k ey . Therefore the sc heme w ould not b e secure against kno wn signature attac ks

leading to existen tial forgery . F or this, the c hec ksum is app ended to the signature,

so that ev ery additional hash to one of the si can b e detected.

Example 1. Consider a 15 bit message digest to b e signed: md = 101100000010010.

Cho ose w = 4 .

Key Gener ation

Prng ) X = (0101| {z }
x1

1100| {z }
x2

1010| {z }
x3

1110| {z }
x4

0011| {z }
x5

1111| {z }
x6

) (Priv ate k ey)

tw =
l
15=4

m
+

l�
blog2(d15=4e)c + 1 + 4

�
=4

m

= 4 +
l
(2 + 1 + 4) =4

m
= 6

) Public k ey: Y = ( Hash

15(x1); : : : ; Hash

15(x6))
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2.4 Merkle T rees

Signatur e Gener ation

md = 0101| {z }
b1

1000| {z }
b2

0001| {z }
b3

0010| {z }
b4

C = (10000� 0101) + (10000� 1000) + (10000� 0001) + (10000� 0010)

= 1011 + 1000 + 1111 + 1110 = 110000

) b5 = 0011 and b6 = 0000

Sig =
�

Hash

5(x1) k Hash

8(x2) k Hash (x3) k Hash

2(x4) k Hash

3(x5) k x6

�

= ( s1k : : : ks6)

V eri�c ation ( bi the same as ab o v e)

V =
�

Hash

10(s1) k Hash

7(s2) k Hash

14(s3) k

Hash

13(s4) k Hash

12(s5) k Hash

15(s6)
�

=
�

Hash

15(x1) k : : : k Hash

15(x6)
�

!= Y

�

2.4 Merkle T rees

A problem whic h o ccurs b y usage of one time signatures is w ell kno wn from sym-

metric cryptograph y applications: the space needed to store all in v olv ed k eys rises

to o fast. F or ev ery message a user A w an ts to send to another user B, a priv ate

k ey m ust b e created for user A. A dditionally , user B has to store one public k ey for

ev ery message.

Merkle's idea w as to use a complete binary tree for v eri�cation of one time signatures.

With this approac h man y signatures can b e v eri�ed b y one single public k ey . The

storage needed for the v eri�cation k ey is extremely small (only one k ey has to b e

stored). Ev ery one time signature sc heme can b e extended to a m ulti-time one b y

using suc h an authen tication tree.
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2.4 Merkle T rees

A complete binary tree of heigh t H consists of 2H
lea v es and 2H � 1 inner no des.

The heigh t of a leaf is de�ned to b e 0, whereas the heigh t of inner no des denotes

the length of a path do wn to a leaf. Th us, the ro ot no de has heigh t H . The lea v es

are n um b ered consecutiv ely from left to righ t, starting with 0. An example tree can

b e seen in Figure 1.

��

��

���
H HH

��

��

��

��

�� @@ �� @@

��

��

��

��

��

��

��

��

ro ot

0 1 2 3

h = 2

h = 1

h = 0

Figure 1: A complete binary tree of heigh t H = 2. The v alues 0: : : 4 are the leaf indices,

h denotes the no des' heigh t

Merkle trees w ere �rst in tro duced b y Merkle in 1989 [4]. A Merkle tree is a complete

binary tree equipp ed with a hash function Hash . The v alues �( n) of a leaf can b e

c hosen arbitrarily , whereas the v alues of inner no des are calculated b y the follo wing:

for eac h inner no de nparent the v alue �( nparent ) is de�ned to b e the hash of the

concatenation of the left and righ t c hild no des nlef t and nright :

�( nparent ) = Hash (nlef t k nright )

By this construction the Merkle tree is completely determined b y the leaf v alues. A

sample tree is sho wn in Figure 2.

���
H HH

�� @@ �� @@

Hash

�
Hash (AB )






Hash (CD )
�

Hash (AB ) Hash (CD )

A B C D

Figure 2: A Merkle tree with leaf v alues A; B; C; D
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2.5 The Merkle Signature Sc heme

Merkle trees are used for authen ticating the leaf data using the ro ot v alue. F or this

purp ose additional data is required, called the authentic ation data . F or authen ti-

cating leaf i , on eac h heigh t h ( h = 0 : : : H � 1) one no de v alue A uth h is stored,

namely the sibling of the no des on the path from leaf i up to the ro ot. An example

for the authen tication path is illustrated in Figure 3. F or authen ticating leaf i , one

starts at the b ottom of the tree. Using the leaf v alue and the authen tication data on

eac h heigh t b y concatenating and hashing the ro ot v alue can b e computed. If the

original stored ro ot v alue is iden tical to the newly calculated one, the leaf v alue is

truely authen ticated.

PSfrag replacemen ts

A uth 0 '

A uth 1

A uth 2

Figure 3: Authen tication data of leaf ' . Hashing the concatenation of A uth 0 and �( ' )

giv es the upp er no de, con tin uing up the ro ot �nally giv es the ro ot v alue. The dashed no des

denote the authen tication path for leaf ' . The arro ws indicate the path from leaf ' to the

ro ot.

Besides digital signatures Merkle trees ha v e b een implemen ted for other useful ap-

plications lik e wireless securit y [15 ]. As authen tication is the real purp ose of the

Merkle tree and not signature v eri�cation, lots of other applications are imaginable.

Ho w ev er, this thesis will only fo cus on the application of digital signatures.

2.5 The Merkle Signature Sc heme

2.5.1 MSS - Merkle Signature Sc heme

The Merkle Signature Sc heme (MSS) prop osed in [4] consists of a one time signature

sc heme lik e the Win ternitz OTSS and a Merkle tree. A Merkle tree of heigh t H can

b e used to authen ticate 2H
OTS k eys (one for eac h leaf of the tree). The leaf v alues
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2.5 The Merkle Signature Sc heme

of the tree are formed b y the OTS public k eys Yi . More precisely the three signature

steps are:

MSS Key Generation. The MSS priv ate k ey is the set of OTS priv ate k eys

(Y1; : : : ; Y2H ) whic h are computed as usual, dep ending on the used sc heme (for the

Win ternitz sc heme e.g. see section 2.3.1). The OTS public k eys are hashed and

stored as the tree's leaf v alues. By concatenating and hashing eac h t w o c hild no des,

the no de lab els of the tree can b e computed from b ottom up to the ro ot. The ro ot

v alue of the tree forms the MSS public k ey for v eri�cation.

The k ey pair generation uses an algorithm called tr e ehash (Algorithm 1) [16]. This

algorithm is used to compute the ro ot of a Merkle tree using a stac k structure

equipp ed with the usual push and p op op erations

1

. It consecutiv ely computes

the 2H
leaf v alues consisting of the OTS v eri�cation k eys Yj from left to righ t and

pushs them on the stac k. When t w o no des of the same heigh t lie on the stac k,

they are concatenated and hashed to the next upp er no de. After complete 2H
leaf

calculations and 2H � 1 hash ev aluations, the ro ot of the Merkle tree is the upp er

no de on the stac k. Figure 4 illustrates an example.

Algorithm 1 T reehash

Input: Leaf l , stac k St a ck

Output: up dated stac k St a ck

1. push l to St a ck

2. while top t w o no des of St a ck ha v e same heigh t do

(a) p op n1 from St a ck , p op n2 from St a ck

(b) push Hash (n1kn2) to St a ck

3. return St a ck .

MSS Signature Generation. Complete 2H
signatures can b e created using one

Merkle T ree. F or eac h new signature the next OTS k ey is used so that eac h OTS

1

A stac k is a data structure using a '�rst in - �rst out' strategy: push stores a no de on top of

the stac k, pop deliv ers the top no de of the stac k.
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2.5 The Merkle Signature Sc heme

D heigh t 0

C heigh t 0

Hash (AB ) heigh t 1

Stac k b efore hashing

Hash ( Hash (AB kHash (CD))) heigh t 2

Stac k after hashing

Figure 4: Sample of the treehash algorithm: v alue 'D' is pushed on the stac k. Then 'C'

and 'D' are hashed to a heigh t 1 no de whic h is then again hashed with the b ottom no de

to a heigh t 2 no de.

k ey is only used once. The MSS signature consists of the index ' that app oin ts

whic h OTS k ey is used for the curren t signature. F urthermore the OTS signature,

the OTS v eri�cation k ey Y' and the authen tication data of leaf ' are comp onen ts

of the MSS signature: Sig MSS = ( '; Sig OT S ; Y' ; f A uth ' g) .

MSS V eri�cation. The �rst step of v eri�cation is the con trol of the OTS sig-

nature using the k ey Y' . If this phase fails, the whole MSS signature is rejected

as in v alid. Otherwise the authen tication of this k ey is necessary . This happ ens b y

calculating the ro ot v alue of the tree using the v alue Y' and the authen tication data

stored in the MSS signature. First Y' is concatenated and hashed with A uth 0 on

the lo w est lev el, then the result is hashed again with A uth 1 and so on up to the

ro ot. If the th us computed ro ot is equal to the public MSS k ey , the signature is

considered to b e v alid.

Seed calculation. Ev ery leaf of the Merkle tree requires a random v alue Seed OT S

for the generation of the xk v alues needed for generation of the Win ternitz OTS k eys.

This random data is calculated using the Prng as describ ed in section 2.3.1:

( Seed ' +1 ; Seed OT S)  Prng ( Seed ' )(1)

( Seed OT S; xk)  Prng ( Seed OT S); k = 1 : : : twi(2)

As input a random v alue Seed 0 is required. F orm ula (1) generates the seeds needed

for the lea v es. F orm ula (2) deliv ers the random data xk . This seed calculation can
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2.5 The Merkle Signature Sc heme

b e seen as a lattice of seed v alues, as Figure 5 illustrates: the upp er line sho ws the

consecutiv e calculation of the Seed OT S v alues, whereas the do wnside lines sho w the

generation of the xk v alues.

Seed 0 -
Seed 1 -

Seed 2 � � � -
Seed ' � � � -

Seed 2H

?
Seed OT S

?
x1

.

.

.

?
xk

.

.

.

?
x t !

?
Seed OT S

?
x1

.

.

.

?
xk

.

.

.

?
x t !

?
Seed OT S

?
x1

.

.

.

?
xk

.

.

.

?
x t !

?
Seed OT S

?
x1

.

.

.

?
xk

.

.

.

?
x t !

Figure 5: Seed generation for a single Merkle tree. Eac h arra y indicates one call to

the Prng .

With this construction of the seed v alues w e get a v alue Seed 2H as output of the

seed calculation. This output will b e used in GMSS later on. Here w e conclude

that for the generation of all priv ate and public k eys only one initial seed v alue is

required.

Securit y Of MSS. The securit y of MSS w as regarded in [6]. It can b e pro v ed

that the Merkle signature sc heme resists an y adaptiv e c hosen message attac k if

1. a secure, that means collision resistan t hash function exists and

2. the underlying one time signature sc heme resists an y forgery .

A c hosen message attac k is an attac k where the adv ersary has the p ossibilit y to get a

v alid signature to ev ery c hosen message. He can use this message/signature pairs ei-

ther to forge a signature or to break the priv ate k ey . A daptiv e in this concern means

that the attac k ers messages can b e c hosen dep enden t on further message/signature
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2.5 The Merkle Signature Sc heme

pairs. As Coronado sho ws in [6], this attac k will fail if the ab o v e men tioned assump-

tions hold. The Merkle signature sc heme can b e constructed using an arbitrary hash

function. So if a hash function should get insecure, it can b e easily substituted b y

a secure one. The MSS remains secure.

2.5.2 GMSS - Generalized Merkle Signature Sc heme

As men tioned ab o v e GMSS is an expansion of the Merkle signature sc heme. GMSS

stands for gener alize d Merkle signatur e scheme and w as prop osed in 2007 [7]. One

instance of GMSS is CMSS, whic h w as prop osed in 2006 [5]. When MSS and CMSS

ha v e relativ ely large sized signatures, GMSS is adressed to allo w smaller signatures,

and faster generation and v eri�cation. A dditionally with GMSS it is p ossible to sign

up to 280
and ev en more messages, while with MSS this n um b er is only applicable

up to 220
. This attribute is helpful considering practical appliances lik e w eb serv er

applications, where big amoun ts of signatures are necessary . The parameterization of

GMSS allo ws the c hoice of either fast run time, small signatures or a trade-o� b et w een

b oth dep ending on the application. This section in tro duces the main c haracteristics

and giv es an o v erview ab out GMSS. A more detailed description can b e found in [7]

and [17].

General Construction. The general GMSS construction is made up of a tree

with heigh t T . The no des of this tree are again Merkle trees. Eac h of the Merkle

trees on la y er i of the basic tree has heigh t hi and is paren t of 2h i
Merkle trees on

the la y er i + 1 . The Merkle trees are lab eled Ti;j , where i is the lev el in the basic

tree and j is the n um b er of the no de on heigh t i , consecutiv ely n um b ered from left

to righ t with 0: : : 2h1+ h2+ :::+ h i � 1 � 1. The ro ot tree is lab eled T1;0 .

Again the Win ternitz OTS sc heme is used for the signatures in the Merkle trees. F or

eac h la y er a di�eren t parameter wi , i = 1 : : : T is allo w ed. GMSS is parameterized b y

the heigh t of the basic tree, the heigh ts of the trees on eac h la y er and the Win ternitz

parameters. Altogether the parameter set P of GMSS is

P = ( T; (h1; : : : ; hT ); (w1; : : : ; wT ))
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2.5 The Merkle Signature Sc heme

CMSS is the v arian t de�ned b y the parameters P = (2 ; (h; h); (w; w)) .

The ro ot of eac h Merkle tree Ti;j is lab eled R oot Ti;j . It gets signed with the OTS

k ey of the corresp onding paren t leaf: the ro ot of tree Ti;j is signed using the signature

k ey of a leaf of the paren t tree on heigh t i � 1. The signature of tree T 's ro ot is

called Sig T . T o sign a message digest the signature k eys of the Merkle trees on the

deep est la y er T are used. These signatures are denoted with Sig d . F ollo wing this

construction the n um b er of message digests that can b e signed is 2h1+ h2 :::hT
. The

general construction of GMSS is illustrated in �gure 6.

PSfrag replacemen ts

TT; 0 TT; 1 TT;j

T2;0 T2;1

T1;0

T

Sig T

R oot T

Figure 6: Basic construction of GMSS. Only the lea v es on the lo w est la y er are used for

GMSS signatures.

As on upp er la y ers the lea v es adv ance less frequen tly , the precomputation of these

trees can b e distributed o v er man y steps. This prop ert y allo ws an adv ance in sig-

nature generation time. As w ell it allo ws the c hoice of higher parameters wi for the

OTS sc heme, whic h leads to a smaller signature size in total.

A GMSS signature. As kno wn from MSS for eac h signature there is a unique

path from the leaf ' up to the ro ot. Here this path con tains one Merkle tree on

eac h la y er. A dditional to the one time signature of the message digest, the one time

signatures of the ro ot v alues of these trees are stored in the GMSS signature. Also

the authen tication data on the path existing of A uth T ;l for eac h tree T is app ended

to the GMSS signature. Hereb y l is the index of the leaf of tree T used for signing
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the ro ot of the tree on the la y er b elo w. On the deep est la y er the authen tication data

of the leaf used to sign the message digest is app ended. An example of this pro cess

is depicted in �gure 7.

T otally the GMSS signature consists of the follo wing:

� the index ' of the leaf used

� the one time signature Sig d of the do cumen t d signed with the k ey corresp ond-

ing to a leaf of the lo w est la y er

� the one time signatures Sig Ti;j of the ro ots

� the authen tication paths A uth T i;j of eac h tree on the path from the b ottom

leaf ' to the GMSS ro ot

PSfrag replacemen ts

'; Sig d

Sig TT; 0

Sig T i;j

A uth TT; 0

A uth T i;j

A uth T1; 0

TT; 0

Ti;j

T1;0

Figure 7: Example of a GMSS signature
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Seed calculation in GMSS. F or ev ery single Merkle tree of the GMSS construct

the seed generation pro cedure describ ed on page 25 is used. There an initial seed

for ev ery tree is needed. F or ev ery tree of the GMSS structure this is an initial seed

v alue Seed in Ti;j
. The Seed in for the �rst tree in eac h la y er ( Seed in Ti; 0

) is required

as input. The follo wing seedin v alues are computed as the output of the last leaf of

the previous tree:

( Seed in Ti;j +1
; Seed OT S)  Prng ( Seed 2h i )

Here Seed 2h i is the seed of the last leaf of tree Ti;j . Hence using one initial seed for

eac h la y er all required seed v alues can b e constucted.

GMSS Key Generation. This phase uses the initial seed v alues for constructing

the public and priv ate k eys needed for GMSS. The GMSS public k ey is the ro ot of

the top Merkle tree: R oot T1;0 . The priv ate k ey is built b y the follo wing:

Seed in Ti; 0
; i = 1: : : T Seed in Ti; 2

; i = 2: : : T

Sig Ti; 0 ; i = 2: : : T R oot Ti; 1 ; i = 2: : : T

A uth Ti; 0 ;0; i = 1: : : T A uth Ti; 1 ;0; i = 2: : : T

Using the tr e ehash algorithm (Algorithm 1) the ro ot v alues of the �rst Merkle tree

on eac h la y er Ti; 0 (including the GMSS public k ey R oot T1;0 ) are built. F or this

the initial seed v alues Seed in Ti; 0
are needed. While calculating these ro ots the

authen tication data of the �rst tree A uth Ti; 0 ;0 of eac h la y er can b e stored, so that

the A uth v alues for these trees are obtained for free. The initial seeds for the

second trees are no w a v ailable. The same as ab o v e the ro ot v alues of the second

trees R oot Ti; 1 and the corresp onding authen tication data A uth Ti; 1 ;0 are generated

with Algorithm 1. After this the initial seed v alues for the third tree of eac h la y er

Seed in Ti; 2
is ready and can b e stored in the priv ate k ey . The signatures Sig Ti; 0 are

the one time signatures of the ro ot v alues already kno wn.
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PSfrag replacemen ts

A uth 0

A uth 0

A uth 0A uth 0

A uth 0

Seed in

Seed in

Seed in Seed out

Seed out

Sig

Sig

R oot

R oot

R oot T1; 0 = Public k ey

Figure 8: Example GMSS k eys. The priv ate k ey consists of the authen tication path for

the �rst leaf of the �rst t w o trees on eac h la y er, the Seed in for the �rst and the third tree

on eac h la y er, the ro ot signatures Sig of the �rst trees and the ro ot v alues R oot of the

second trees. The public k ey is the upp ermost ro ot v alue R oot T1;0 .

This priv ate GMSS k ey is the k ey for the �rst signature. Ha ving created this sig-

nature the k ey is up dated and so c hanges for ev ery new signature. Therefore the

GMSS sc heme is called a key evolving signatur e scheme [18 ]. As the priv ate signing

k ey c hanges ( evolves ) frequen tly , this leads to a sp ecial securit y feature of GMSS,

so called forwar d se curity . Also if an adv ersary compromises the actual signing k ey ,

it is imp ossible to forge signatures b elonging to former signing k eys. Using the

in tro duced seed sc heduling, MSS do es con tain this securit y feature as w ell [6].

GMSS Signature Generation. The signature generation is distributed in an

online and an o�ine part. Suc h a separated framew ork is describ ed in [19 ]. The

o�ine part can b e seen as preparation of the next online part. This online part can

not b e done un til the message is kno wn. It is a fast pro cess, so that the signature can

b e generated rapidly , when the o�ine part has already b een done. The o�ine part

b elonging to the �rst signature w as done during the k ey generation phase. Later

during the o�ine phase the priv ate k ey has to b e up dated (as men tioned ab o v e, key
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evolving scheme ). The online part only consists of the generation of the signature.

All parts needed for this signature w ere created and pro vided b y the previous o�ine

part. A detailled description of b oth phases can b e found in [7, 17 ].

The o�ine part distributes the computation of the needed R oot , leaf and Sig

v alues, so that for eac h signature the time to sp end is not to o di�eren t. If a R oot or

a Sig v alue is computed at once, the actual round lasts longer than previous rounds

where no suc h time exp ensiv e op erations w ere done. Therefore the computation of

those v alues is distributed o v er the calculation of the lea v es of the underlying la y er,

i.e. o v er 2h i +1
steps. Figure 9 illustrates the precomputation of those v alues.
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Figure 9: While adv ancing a leaf in tree Ti;j , the v alues Sig Ti;j +1 and R oot Ti;j +2 are

up dated, so that the computation of those v alues is distributed o v er all 2h i
steps of tree Ti;j .

While doing one step in Ti +1 ;j the leaf of tree Ti;j +2 is partly computed.

GMSS V eri�cation. The GMSS v eri�cation is nearly the same as in the orig-

inal Merkle sc heme. The �rst part is the v eri�cation of the one time signature of

the original data. If this already fails, the v eri�cation can b e stopp ed. Next the

authen tication starts with the tree on the lo w est la y er. Using the corresp onding

authen tication data the ro ot v alue of all trees can b e calculated. The one time sig-
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2.5 The Merkle Signature Sc heme

nature of the ro ots are compared to the v alues Sig in the signature. Also if one of

these signatures cannot b e v eri�ed truly , the GMSS v eri�cation fails with a nega-

tiv e result. Ending up at the ro ot R oot T1;0 of the GMSS construction, this can b e

compared to the GMSS public k ey . Only if this comparison is successful the whole

signature is accepted.

Needed Storage. F ollo wing [7] the size of the k eys and the signature is:

m
pubk ey

= n bits

m
privk ey

=
� TX

i =1

(hi + 1) +
TX

i =2

(hi + twi � 1 + 2)
�

� n bits

m
signature

=
TX

i =1

(hi + twi ) � n bits

The v ariable n again denotes the length of the output of the hash function Hash .

The public k ey is only one single hash v alue, that's wh y its bit length is n . The size

of the priv ate k ey and the signature can easily b e deriv ed from the listings ab o v e.

In practice these n um b ers will not hold. Some additional data has to b e stored, for

example the parameters P m ust b e added to the public k ey as they are needed for

the v eri�cation pro cess. So these n um b ers are more theoretical, but they giv e an

idea of the o v erall sizes of signatures and k eys. A comparison of the needed storage

capacit y can b e found in section 6.
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3 Common T ra v ersal Algorithms

3.1 Ov erview

The Merkle tree tra v ersal problem is the c hallenge of computing the authen tica-

tion paths of consecutiv e lea v es of one single Merkle tree. This is one of the most

crucial steps in the Merkle signature sc heme and its deriv ativ es. T o da y MSS and

its descendan ts are not often used in practice, b ecause they are to o slo w or the

signature size is to o big. Better tra v ersal tec hniques ma y sp eed up the signature

generation (as w ell as b etter implemen tations lik e GMSS shall mak e the system

more useful for practical considerations). As consecutiv e lea v es mostly share a lot

of authen tication no des, only the c hanges ha v e to b e computed from one leaf to the

follo wing. Go o d sc heduling algorithms use this fact to sp eed up the computation of

new authen tication data.

With digital signatures a tree tra v ersal algorithm for authen tication data consist of

three phases: key gener ation , output and veri�c ation .

During the key gener ation phase the ro ot of the Merkle tree is constructed and the

�rst authen tication path is stored. Some additional authen tication data can

b e stored used as input for the tra v ersal algorithm as w ell.

The output phase consists of 2H
rounds. In eac h round the leaf v alue �( ' ) and

the authen tication data { A uth h } of leaf ' is output and then up dated for the

next round. This is the main part, requiring go o d sc heduling ideas.

The veri�c ation phase is alw a ys the same as for the original Merkle tree.

In his original pap er Merkle in tro duced a simple tra v ersal algorithm [4]. Jak obsson

et. al. prop osed an algorithm using subtrees in [20]. This algorithm allo ws a trade-

o� b et w een storage and computation time. It needs a maxim um of 2H = log(H )

hash function ev aluations and maxim um storage of 1:5H 2 = log(H ) hash v alues p er

round. An implemen tation of the Merkle signature sc heme using Jak obsson's ideas

can b e found in [21 ].
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3.1 Ov erview

Szydlo presen ted a log-time and log-space algorithm in [22] and a sligh tly di�er-

en t v ersion in a preprin t in [16 ]. An algorithm is called logarithmic if its time p er

round resp ectiv ely the maxim um memory capacit y needed is logarithmic in the to-

tal n um b er of signatures N . He also pro v es that these b ounds are optimal for the

authen tication path computation, i.e. that it is not p ossible to create an algorithm

that in b oth time and space complexit y is b etter than O(log N ) . Other w ork con-

sidering authen tication path computation can b e found in [23]. The new algorithm

presen ted in this thesis is an impro v emen t of Szydlo's algorithms. F or this reason

the outline of this section is the in tro duction of Szydlo's tra v ersal algorithm (the

more e�cien t preprin t v ersion of [16 ], not the more simple, published v ersion of [22]).

The description of Merkle's classical algorithm leads to Szydlo's impro v ed algorithm

v ersion (Algorithm 2). Finally some dra wbac ks of Szydlo's algorithm are presen ted

to motiv ate the impro v ed algorithm presen ted in the main part of this thesis.

3.1.1 Notation

F or authen tication data the notation already kno wn is used: A uth h is the heigh t

h sibling on the path from the curren t leaf ' to the ro ot. F urther on for eac h lev el

h of the tree one instance of the tr e ehash algorithm (Algorithm 1) called St a ck h is

used. F or practical considerations t w o metho ds initialize() and update() exist

for these instances. The �rst metho d only sets the start no de index and the desired

heigh t of the instance. The update() metho d either computes a no de and pushs it

on the stac k or it once hashes the stac k's top no des if p ossible (if top no des ha v e

same heigh t). T emp orarily stored no des on a stac k are called tail no des. If St a ck h

is completed, the top no de is stored in an arra y Need h . There all up coming righ t

no des are stored un til they are needed for an authen tication path.

Some computed no des are later on again helpful for sp eeding up the computation

of higher left no des. F or eac h heigh t h at most one suc h additional no de can b e

k ept. F or this the set Keep h is used. The heigh t of the tree is denoted H , hence

the n um b er of no des is N = 2H
, n um b ered from 0 to N � 1 from left to righ t. All

pap ers [4, 16 , 20, 22, 23] do not consider the complexit y of the calculation of one

leaf. They use an oracle Leaf calc (' ) whic h computes the leaf v alue �( ' ) . The
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3.2 Szydlo's Algorithm

call of this oracle is coun ted as one computation unit for the complexit y analysis, as

w ell as hash function ev aluations are coun ted one unit eac h.

3.2 Szydlo's Algorithm

3.2.1 Motiv ation

The classical algorithm in tro duced b y Merkle in his original pap er distinguishes

b et w een computation of left and righ t authen tication no des. It uses one treehash

instance for eac h heigh t, as describ ed ab o v e. Using these, new up coming right

authen tication no des are precomputed, for that they are ready when they are needed

for A uth v alues. In eac h round ' 2 [0: : : 2H � 1] ev ery treehash instance gets one

up date, if it w as not already completed. This leads to the follo wing problem: in the

w orst case all H treehash instances are activ e at the same time. So the maxim um

n um b er of required space units is 0:5(log(N ))2
. Szydlo's idea w as to c hange the

sc heduling strategy for the treehash instances to sa v e memory .

The generation of left no des is quite easy , b ecause their c hild no des ha v e already

b een computed. Sa ving those c hild no des only one hash op eration is required for

computation of a left authen tication no de.

As Merkle did in his original algorithm, Szydlo distinguishes b et w een the computa-

tion of left and righ t authen tication no des. The computation of left no des is quite

the same as in Merkle's pap er.

3.2.2 The Algorithm

As input Algorithm 2 needs the authen tication path of the �rst leaf of the Merkle

tree. These v alues f A uth h; h = 0 : : : H g can b e stored during the k ey generation

phase when computing the ro ot of the tree. So the �rst authen tication path is

obtained for free. Ev ery round of the authen tication path algorithm of Szydlo the

same steps are executed:
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3.2 Szydlo's Algorithm

Generating an output. Ev ery round starts with the output of the previous com-

puted authen tication path. This will alw a ys b e completed when it is needed. A d-

ditionally the curren t leaf v alue �( ' ) is output. If the leaf index is ev en, this v alue

m ust b e computed using one Leaf calc op eration, otherwise it is alw a ys a v ailable.

Left no de computation. F or eac h leaf ' exactly one new left authen tication

no de L m ust b e added. The heigh t of this no de is the heigh t of the �rst paren t no de

of leaf ' that is a left no de. This heigh t is denoted � . If the curren t leaf is a left

no de itself, � is set to 0. Figure 10 sho ws an example. The new no de on heigh t � is

stored as A uth � . If � > 0, b oth c hild no des of the new authen tication no de ha v e

already b een computed and stored in A uth � � 1 and Keep � � 1 . Out of these t w o

c hild no des the paren t no de L can b e computed (b y concatenating and hashing), so

the new no de requires only one hash calculation. All no des A uth i with index i < �

are reset with v alues from completed treehash stac ks ( Need i ).
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Figure 10: Left no de computation: A Merkle tree of heigh t 4 in rounds ' = 3 and ' = 4 .

In the upp er tree the heigh t of the �rst paren t of leaf ' that is a left no de is � = 2 . The

lo w er �gure sho ws the authen tication data of leaf ' = 4 . All lo w er authen tication no des

( A uth 0 and A uth 1 ) are pushed from the stac ks an reset in round ' = 3 .
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3.2 Szydlo's Algorithm

Releasing space. Some previously stored no des are no more needed after the

computation of the new left no de. Therefore some memory spaces can b e freed b y

deleting the v alues A uth i for i < � and Keep � � 1 . The former v alue A uth � is

stored in Keep � , for p ossibly this no de is needed for a new left no de creation one

la y er ab o v e.

Stac k creation. Ev ery round one stac k is initialized anew: the stac k b elonging to

heigh t � . The new left no de L has replaced A uth � in this round. Then 2�
rounds

later again this authen tication no de will c hange to a righ t no de. This righ t no de is

created b y St a ck � , the one whic h is initialized anew. The starting index for this

stac k is ' + 1 + 2 � +1
.

Building needed future no des. In total, exactly H op erations shall b e p er-

formed in one round. One is already sp en t either in step 2 (if ' is ev en) or in step 4

(if � = 0 whic h is equiv alen t to ' is o dd) of Algorithm 2. So still H � 1 op erations

are to p erform in step 6. Here the main impro v emen t to Merkle's classical algorithm

tak es place: the sc heduling for c ho osing whic h stac k gets an up date. Szydlo alw a ys

c ho oses the stac k with the lo w est top no de. One up date (either Leaf calc or hash

op eration) is p erformed to this stac k. This happ ens H � 1 times, so that exactly H

computation units are sp en t in eac h round.

The whole algorithm description is depicted in Algorithm 2.
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3.2 Szydlo's Algorithm

Algorithm 2 Logarithmic Merkle T ree T ra v ersal

Input: First authen tication path f A uth h g
Output: Auth then tication paths for lea v es ' + 1

1. Let ' = 0

2. Output If ' is ev en, compute �( ' ) = Leaf calc (' ) . Output �( ' ) , for eac h h 2 [0; H � 1]
output A uth h

3. Release no des Let L b e the curren t leaf if ' is ev en, or its �rst ancestor whic h is a left

no de. Let � b e the heigh t of L (equal to the highest � with 2� j(' + 1) ). Remo v e certain

expired no des b elo w L:

� Remo v e all no de v alues A uth i for i < (� � 1)
� if � = 0 record �( ' + 1) = A uth 0

� if L's paren t is a righ t no de, remo v e L's sibling, A uth �

� if L's paren t is a left no de, set Keep � = A uth �

4. A dd left no de

� if � = 0 set A uth 0 = �( ' )
� if � > 0 compute A uth � = Hash ( A uth � � 1k Keep � � 1)
� Remo v e no de v alues A uth � � 1 and Keep � � 1 .

� Cop y new lo w er righ t no des: for i < � set A uth i = Need i

5. A dd stac k Create St a ck � at heigh t � , with starting v alue ' + 1 + 2 � +1

6. Building needed no des

Rep eat H � 1 times

� set active to b e the stac k with the lo w est no de (c ho ose the lo w est of suc h index in

case of a tie)

� if there is no suc h activ e stac k, break and go to step 7

� Sp end one unit building St a ck active , as in Treehash

� if St a ck active is complete, put result in Need active and destro y St a ck active

7. Lo op to next round

� Set ' = ' + 1
� if ' < 2H

go to Step 2

It is an imp ortan t task to sho w that ev ery righ t authen tication no de is completed

when it is needed b y the tra v ersal algorithm. The pro of of correctness of the pre-

sen ted authen tication path algorithm can b e found in [16 ]. Exactly H computation

units are sp en t in eac h round of the algorithm, so the computing time is in O(H ) .

Szydlo sho ws that the maxim um space needed with 3H � 2 is lik ewise algorithmic

in the total n um b er of signatures (since H = log2(N ) ).

As an in teresting concern, Szydlo pro v es that the b ounds of O(H ) for b oth time and

space complexit y he found are optimal. It is imp ossible to �nd an authen tication

path algorithm that is in b oth b etter than O(log2(N )) . It is clear that at least H � 2
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no des ha v e to b e stored. So it su�ces to sho w that if an algorithm needs a storage

capacit y of O(log2(N )) , then at least O(log2(N )) computation units p er round are

required. A trade-o� b et w een time and space b ounds can alw a ys b e found, as no

constan ts are giv en. But the complexit y b ounds of O(log2(N )) for b oth at the same

time are hard.

3.3 Dra wbac ks of F ormer Algorithms

All kno wn w ork on tra v ersal algorithms consider the leaf-calculation and the hash-

function ev aluation to require the same amoun t of computation. Both op erations

are coun ted as one computation unit eac h. When applying a one time signature

sc heme for the leaf calculation, man y hash v alue computations are needed to gen-

erate a single leaf, i.e. up to thousands. One can exp ect that leaf-calculation is

m uc h more exp ensiv e considering the computation time needed than a single hash-

function ev aluation. This leads to the problem that one cannot predict the n um b er

of hashes really needed during one step of the authen tication path algorithms. So

the generation time of a signature v aries enormously from round to round.

Szydlo's algorithm is the one that pro v ably allo ws the b est time and memory prop-

erties. Using H stac ks whic h store at most H no des eac h, the maxim um n um b er of

no des stored is in O(H 2) . He sho ws that the memory needed for the stac ks is at

most H , so that all other memory spaces are not needed at once. But implemen ting

this algorithm on a platform without dynamic memory allo cation w ould need the

complete space of O(H 2) , as space for all H 2
no des has to b e reserv ed.

These ideas w ere included constructing the new tra v ersal algorithm (Algorithm 3)

whic h is presen ted in the next section. Coun ting the n um b er of hashes and the

n um b er of leaf calculations separately leads to more balanced timings. F urthermore

w e sho w that it is p ossible that all treehash instances share one single stac k, so

that the storage needed is b ounded linearly in H ev en on system without dynamic

memory allo cation.
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4 A New Authen tication P ath Algorithm

This section in tro duces a new algorithm for Merkle tree authen tication path com-

putation. It is an impro v emen t of Szydlo's preprin t algorithm [16 ] and addresses

it's dra wbac ks men tioned in section 3. The correctness of the new algorithm will b e

pro v ed b elo w. F urther, some calculations on run time and storage requiremen ts are

made for comparison with former algorithms. This section presen ts the theoretical

results, whereas practical results are giv en later in section 6.

Our new algorithm will allo w a time-memory trade-o�. In the k ey generation phase

the whole Merkle tree has to b e computed completely once. In this phase the

�rst authen tication path w as stored as input for Merkle's and Szydlo's sc heduling

algorithms. No w w e are going to store some more no des: as the computation of

righ t no des near to the ro ot is most exp ensiv e, the idea is to store those righ t no des

from the b eginning, so that the time to compute these no des is sa v ed later. The

parameter K denotes the n um b er of top la y ers in the tree where all righ t no des are

stored. K is c hosen so that H � K is ev en (w e p erform (H � K )=2 steps p er round).

As men tioned ab o v e, our new algorithm yields to a more balanced signature gener-

ation time and also a mo derate space requiremen t. Clearly the logarithmic b ounds

in space and time complexit y shall b e main tained. W e will sho w that an amoun t of

less than H=2 leaf calculations p er round are su�cien t to compute authen tication

paths and that storage is also b ounded logarithmically in the n um b er of lea v es.

W e use stac ks that are sligh tly di�eren t from the ones used b y Szydlo. F or eac h

heigh t w e apply a structure Treehash , whic h computes the up coming righ t no des

for the authen tication path (again using Algorithm 1). All these instances share

one single stac k, whereas in former algorithms ev ery instance had its o wn stac k to

store no des on. W e ac hiev e a logarithmic total n um b er of no des stored at once, also

on devices without dynamic memory allo cation. W e will sho w that sharing a single

stac k for all Treehash s w orks w ell. F urther on w e are using a sligh tly mo di�ed

sc heduling of the computation of righ t no des, so that the amoun t of (H � K )=2

leaf calculations p er round are su�cien t. The computation of righ t no des c hanges,

whereas left no des are computed in the same manner as with Szydlo's algorithm.
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4.1 Notation

The main part of the notation is already kno wn from previous sections. H denotes

again the heigh t of the Merkle tree. With yh[j ] the j th no de on heigh t h ( i =

0: : : H; j = 0 : : : 2H � h � 1) is referred. The authen tication path of the curren t leaf

' is again A uth 0; : : : ; A uth H � 1 . The v alues Keep 0; : : : ; Keep H � 2 are the same

certain no des to quic kly compute left c hildren. With � w e denote the heigh t of the

�rst paren t of the actual leaf ' whic h is a left no de. The stac ks to store the righ t

no des near to the ro ot (on the upp er K lev els, K � 2) are called Ret ain h(h =

H � 2: : : H � K ). They are �lled from left to righ t, so that the top no de of a

Ret ain stac k is alw a ys the next one needed for the authen tication path.

Again w e use an oracle Leaf calc whic h computes the leaf v alue of the leaf with the

omitted index. Using the Merkle tree for digital signatures this metho d computes the

v eri�cation k ey of the underlying one time signature sc heme. In di�erence to former

algorithms w e do not just coun t it as one computation unit, w e will distinguish

b et w een the computation of lea v es and single hash ev aluations.

4.1.1 T reehash Stac ks

With Treehash 0 : : : Treehash H � K � 1 w e denote the structures to compute righ t

c hildren. Eac h suc h instance stores the �rst no de itself, further no des are pushed

on the commonly shared stac k. A no de stored on a Treehash stac k is called

a tail no de. A dditionally to the push and p op op erations eac h treehash stac k is

equipp ed with three metho ds: initialize(), heigh t() and up date(). The metho d

Treehash h .initialize() sets the start no de whic h tells the Treehash with whic h

leaf the computation of the stac k has to b egin. Treehash h .heigh t() returns the

heigh t of the lo w est no de stored in the instance, either on the stac k or in Treehash h

itself. This metho d is required for the sc heduling of the (H � K )=2 Leaf calc

op erations, whic h are alw a ys assigned to the one instance with the lo w est tail no de. If

there is more than one instance with same lo w est no de heigh t, the one with the lo w est

index is c hosen for the up date. In order to skip instances that are already �nished or

not y et initialized, Treehash h .heigh t() is set to in�nit y in these cases. When the
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treehash stac k w as initialized, the �rst call of the last metho d Treehash h .up date()

calculates the leaf with the start index. It is stored in the instance itself. The next

up dates w ork in analogy to Algorithm 1: the next leaf is calculated and stored on

the stac k. If the top t w o no des ha v e the same heigh t they are hashed together and

the result is pushed on the stac k. If the top no de on the stac k and the �rst no de in

the treehash ha v e same heigh t, the result replaces the �rst no de of the treehash.

4.2 Algorithm Description

4.2.1 Initialization

During the k ey generation, w e store certain no des of the Merkle tree. First w e store

the authen tication path for the �rst leaf ' = 0 :

A uth h = yh[1]; h = 0 : : : H � 1

W e also store the next righ t authen tication no de for eac h heigh t h = 0 : : : H � K � 1

on the stac ks

Treehash h:push (yh[3]); h = 0 : : : H � K � 1

Dep ending on K , w e store all righ t authen tication no des on the retain stac ks:

Ret ain h:push (yh[2j + 3]) ; h = H � K : : : H � 2; j = 2H � h� 1 � 2 : : : 0

Figure 11 illustrates the initialization pro cess.

Figure 11: V alues of the initialization, H = 5 ; K = 3 . The dashed no des are authen-

tication no des, the blac k ones are stored in treehash, the grey no des are k ept in retain

stac ks.
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4.2.2 Authen tication P ath Computation

As input, Algorithm 3 requires a no de index ' b et w een 0 and 2H � 2 and the

actual algorithm state (whic h means the Treehash instances, the stac k and the

authen tication path of the curren t leaf ). As output, it returns the authen tication

path of the next leaf ' + 1 .

Left no de computation. The �rst steps are again handling the left no de com-

putation. The v alue � is the heigh t of the �rst paren t no de of leaf ' whic h is a

left no de, remem b er � = 0 if the curren t leaf itself is a righ t no de. In form ula

w e ha v e � = maxf h : 2h j (' + 1) g. F or left no de computation the curren t A uth

no de on heigh t � is stored in Keep � if b'= 2� +1 c is ev en (whic h means that the

paren t of ' on heigh t � + 1 is a left no de). This no de is required in round ' + 2 �

for the next authen tication no de on heigh t � + 1 , whic h can then b e computed as

Hash ( A uth � kKeep � ) . See �gure 12 of an example for the left no de computation.

PSfrag replacemen ts
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Figure 12: In round ' the no de A uth � is stored in Keep � . This no de is needed in

round ' + 2 �
for the computation of its paren t no de, whic h is part of the dashed authen-

tication path computed in round ' + 2 �
.

If � = 0 , whic h o ccurs in the rounds where leaf ' is a left no de itself, w e use

Leaf calc (' ) to compute the leaf v alue itself. This no de is the lo w est authen tication

no de for the next round, i.e. A uth 0 = Leaf calc (' ) .

Considering this, the computation of the left authen tication no de requires either one

hash function call (if ' is a righ t no de) or one Leaf calc op eration (in case that '

is ev en).

44



4.2 Algorithm Description

Righ t no de computation. If the new left no de for the authen tication path w as

computed, the v alues A uth h for h = 0 : : : � � 1 m ust c hange as w ell (compare

�gure 10 on page 37). The required no des w ere either stored on the Ret ain stac ks

(for all h � H � K ) or they w ere precomputed in the Treehash instances. So

the call Ret ain h .p op resp ectiv e the call Treehash h .p op deliv ers the newly needed

authen tication no des on heigh ts lo w er than � . In section 4.3 w e will sho w that ev ery

treehash in fact is completed when its top no de is needed.

If an A uth no de w as tak en from a Treehash instance, it m ust b e reinitialized for

the precomputation of the next righ t no des. The instance with heigh t h m ust again

b e completed in round ' + 2 h+1
. F or that the instance is initialized with start index

' + 1 + 3 � 2h
. An illustration of this pro cess can b e seen in Figure 13.

PSfrag replacemen ts

' ' + 1 + 3 � 22' + 2 3

A uth 2 Treehash 2

Figure 13: In round ' the no de A uth 2 is p opp ed from Treehash 2 . This instance is

then initialized anew with start index ' + 1 + 3 � 22
and computes the declared righ t no de

on heigh t 2. This no de is needed in round ' + 2 3
.

The next step is the sc heduled computation of the remaining (H � K )=2 compu-

tations of Leaf calc op erations. W e use the same sc heduling as Szydlo did: the

Treehash instance with the lo w est tail no de on his top gets the curren t up date. If

more than one instances ha v e tail no des at the same minimal heigh t w e c ho ose the

one whic h has the lo w est index.

The last step of the algorithm is the output of the authen tication path f A uth h :

h = 0 : : : H � 1g. Algorithm 3 sho ws the complete algorithm listing.
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Algorithm 3 Impro v ed Authen tication P ath Computation

Input: ' 2 f 0; : : : ; 2H � 2g, H , K and the algorithm state.

Output: Auth then tication path for leaf ' + 1

1. Let � = 0 if leaf ' is a left no de or let � b e the heigh t of the �rst paren t of leaf ' whic h is

a left no de:

�  maxf h : 2h j(' + 1) g

2. If the paren t of leaf ' on heigh t � + 1 is a left no de, store the curren t authen tication no de

on heigh t � in Keep � :

if b'= 2� +1 c is ev en and � < H � 1 then Keep �  A uth �

3. If leaf ' is a left no de, it is required for the authen tication path of leaf ' + 1 :

if � = 0 then A uth 0  Leaf calc (' )

4. Otherwise, if leaf ' is a righ t no de, the authen tication path for leaf ' +1 c hanges on heigh ts

0; : : : ; � :

if � > 0 then

(a) The authen tication path for leaf ' + 1 requires a new left no de on heigh t � . It is

computed using the curren t authen tication no de on heigh t � � 1 and the no de on

heigh t � � 1 previously stored in Keep � � 1 . The no de stored in Keep � � 1 can then b e

remo v ed:

A uth �  f ( A uth � � 1jj Keep � � 1) , remo v e Keep � � 1

(b) The authen tication path for leaf ' + 1 requires new righ t no des on heigh ts h =
0; : : : ; � � 1. F or h � H � K � 1 these no des are stored in Treehash h and for

h � H � K in Ret ain h :

for h = 0 to � � 1 do

if h � H � K � 1 then A uth h  Treehash h :p op ()

if h > H � K � 1 then A uth h  Ret ain h :p op ()

(c) F or heigh ts 0; : : : ; minf � � 1; H � K � 1g the treehash instances m ust b e initialized anew.

The treehash instance on heigh t h is initialized with the start index ' +1+3 �2h < 2H
:

for h = 0 to minf � � 1; H � K � 1g do Treehash h :initialize (' + 1 + 3 � 2h )

5. Next w e sp end the budget of (H � K )=2 up dates on the treehash instances to prepare

up coming authen tication no des:

rep eat (H � K )=2 times

(a) W e consider only stac ks whic h are initialized and not �nished. Let s b e the index of

the treehash instance whose top no de has the lo w est heigh t. In case there is more than

one treehash instance whose top no de has the lo w est heigh t w e c ho ose the instance

with the lo w est index:

s  min
�

h : Treehash h :heigh t () = min
j =0 ;:::;H � K � 1

f Treehash j :heigh t ()g
�

(b) The treehash instance with index s receiv es one up date:

Treehash s:up date ()

6. The last step is to output the authen tication path for leaf ' + 1 :

return A uth 0; : : : ; A uth H � 1.
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4.3 Correctness of the Algorithm

This subsection pro v es that the new authen tication path algorithm w orks correctly .

First w e will sho w that the amoun t of (H � K )=2 Leaf calc op erations p er round

is su�cien t for computation of the righ t authen tication no des, whic h means that

eac h treehash instance is ready when needed.

Lemma 1. In A lgorithm 3 every right no de is c omplete d in time.

Pr o of. In this pro of w e sho w that ev ery Treehash instance is de�nitely completed

when its top no de is required for the authen tication path.

On heigh t h w e need 2h
Leaf calc -op erations and 2h � 1 hash v alue op erations to

complete Treehash h . When Treehash h is initialized in round ' , the authen tica-

tion no de on heigh t h computed b y this instance is needed in round ' +2 h+1
. So there

is an amoun t of 2h+1
rounds un til Treehash h m ust b e completed. In eac h round w e

p erform (H � K )=2 Leaf calc -op erations. Our total is

H � K
2 � (2h+1 ) = ( H � K ) � 2h

op erations to sp end b efore the treehashs top no de is required. The c hart of T able

1 sho ws whic h Treehash instances can b e computed during the computation of

Treehash h and what costs they need.

Treehash Quan tit y Leaf calc -ops eac h

Treehash H � K � 1 1 max 2h

.

.

.

.

.

.

.

.

.

Treehash h+1 1 max 2h

Treehash h 1 2h

Treehash h� 1 2 2h� 1

.

.

.

.

.

.

.

.

.

Treehash h� j 2j 2h� j

.

.

.

.

.

.

.

.

.

Treehash 0 2h
1

T able 1: Num b er of Leaf calc op erations
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As sho wn in the T able 1, activ e Treehash instances on higher lev els than h can

apply at most 2h
Leaf calc op erations eac h (the total cost of completing a stac k

on heigh t h ). Before they w ere con tin ued on higher lev els, Treehash h m ust ha v e

b een completed. There are H � K � 1 � h exemplars of higher instances (indices

h+1 : : : H � K � 1). The computation of a lo w er instance Treehash h� j with index

j 2 f 1: : : hg requires 2h� j
Leaf calc op erations. During the a v ailable 2h+1

rounds

Treehash h� j is initialized 2j
times.

Summing up the n um b er of the maximal coun t of Leaf calc op erations, w e get less

than (H � K � 1 � h) � 2h
for the stac ks with index higher than h and

(h + 1) � 2j � 2h� j = ( h + 1) � 2h

for the stac ks with index less or equal h (do wn to 0). T otally w e get at most

(H � K � 1 � h) � 2h + ( h + 1) � 2h = ( H � K ) � 2h

This is an upp er b ound for the maxim um n um b er of Leaf calc op erations p er-

formed un til Treehash h m ust b e completed. As w e ha v e seen ab o v e w e ha v e a

total amoun t of (H � K ) � 2h
Leaf calc op erations. So w e determine that ev ery

stac k is completed when its top no de is needed in the algorithm. The upp er b ound

is tigh t for h = H � K � 1.

In his algorithm Szydlo uses one stac k for eac h heigh t h = 0 : : : H � 1. In our new

algorithm all Treehash instances share one single stac k. F or the correctness of the

algorithm w e ha v e to sho w that sharing one single stac k really w orks.

Lemma 2. In A lgorithm 3 it is su�cient to shar e one single stack for al l Treehash

instanc es.

Pr o of. W e ha v e to sho w that tail no des b elonging to di�eren t Treehash instances

do not in terfere on the stac k. If Treehash h gets an up date and has previously

stored no des on the stac k, w e ha v e to sho w that these no des lie on top of the stac k.

First w e consider Treehash instances with index greater than h . When Treehash h

receiv es its �rst up date, the lo w est tail no de of higher Treehash instances has a
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4.4 Computational Bounds

heigh t of at least h . That implies that Treehash h is completed b efore those in-

stances get another up date. So Treehash h and instances on higher lev els nev er

in terfere on the shared stac k.

Let us no w examine lo w er Treehash instances. It is p ossible that Treehash i with

index i < h gets up dates and stores no des on the stac k while Treehash h is not

completed and stores tail no des on the stac k. This can happ en only if the lo w est

tail no de of Treehash h has heigh t greater or eqal i . But in this case Treehash i is

completed b efore Treehash h gets another up date, and the top no des on the stac k

are again the tail no des of Treehash h . W e ha v e sho wn that lo w er Treehash

instances do not in terfere with the tail no des of Treehash h , and so the pro of is

completed.

4.4 Computational Bounds

Lemma 3. A lgorithm 3 ne e ds (H � K )=2 + 1 many Leaf calc op er ations p er

r ound. The numb er of p erforme d hash value evaluations p er r ound is b ounde d by

3
2(H � K � 1) + 1 . Ther efor e the total c omputation c ost of A lgorithm 3 lies in

O(log2 N ) .

Pr o of. Leaf calc op erations. In step 3 of our algorithm one Leaf calc op era-

tion is p erformed, if ' is a left no de. In step 5 at most (H � K )=2 calculations are

executed. T otally w e ha v e at most (H � K )=2 + 1 Leaf calc op erations.

Hash op erations. No w w e giv e an upp er b ound for the n um b er of hash calculations

p erformed in one round. Let u = H � K
2 . W e will sho w that the maxim um n um b er of

hash ev aluations is p erformed in the follo wing case: the instance Treehash H � K � 1

receiv es all u up dates and is completed b y the last one of these up dates.

W e will no w giv e an upp er b ound for the n um b er of hashes required in this w orst

case. On heigh t 0 ev ery second round a hash is required. Ev ery fourth round one

additional hash is required on heigh t 1. Generally on heigh t h ev ery 2h+1
th round

an additional hash is p erformed ( h = 0 : : : du=2he � 1).

Since w e ha v e at all u up dates to p erform, on heigh t 0 w e get totally du=2e hashes,
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4.4 Computational Bounds

on heigh t 1 there are additional du=4e hashes and generally for heigh t h w e ha v e to

add du=2h+1 e hashes, whic h mak es totally

dlog2 ue� 1X

h=0

l u
2h+1

m
=

dlog2 ueX

h=1

l u
2h

m

The last up date requires H � K � 1 = 2u � 1 hashes to complete Treehash H � K � 1

up to heigh t H � K � 1. So far only dlog2 ue of these hashes w ere considered, so w e

ha v e to add 2u � 1 � d log2 ue hash v alue ev aluations. In total for the w orst case w e

get the follo wing upp er b ound for the n um b er of hashes required for one round:

dlog2 ueX

h=1

l u
2h

m
+ 2u � 1 � d log2 ue(3)

�
dlog2 ueX

h=1

� u
2h

+ 1
�

+ 2u � 1 � d log2 ue

=
dlog2 ueX

h=1

� u
2h

�
+ dlog2 ue+ 2u � 1 � d log2 ue

= u
dlog2 ueX

h=1

� 1
2h

�
+ 2u � 1

Using the geometric series it is

dlog2 ueX

h=1

1
2h

=
(1=2)dlog2 ue+1 � (1=2)

1=2 � 1
= � 2 � ((1=2)dlog2 ue+1 � 1=2) = 1 �

1
2dlog2 ue

A dditionally it is

�
1

2dlog2 ue
� �

1
2log2 u+1

= �
1

2 � 2log2 u
= �

1
2u

= �
1

H � K

Including this w e get

(3) � (1� (
1

H � K
))

H � K
2

+ H � K � 1 =
H � K

2
�

1
2

+ H � K � 1 =
3
2

(H � K � 1)

One additional hash is p erformed in step 4a of Algorithm 3. This leads to the

maxim um of

3
2(H � K � 1) + 1 hashs p er round. What remains no w is to sho w
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that there is no other case that requires more hash ev aluations, so that the ab o v e

men tioned case is indeed the w orst case.

If a treehash instance on heigh t less than H � K � 1 receiv es all up dates and is

completed in this round, less than (3) hashes are required. The same holds if the

treehash instance receiv es all up dates but is not completed in this round.

The last case to consider is the one where the u a v ailable up dates are sp en t on

treehash instances on di�eren t heigh ts. If the activ e treehash instance has a tail

no de on heigh t j , it will receiv e up dates un til it has a tail no de on heigh t j + 1 ,

whic h requires 2j
up dates and 2j

hashes (so 2j < u , otherwise again only one

treehash instance w ould receiv e up dates). First consider the case that the activ e

treehash instance is not completed b y the u up dates. A dditional to the 2j
hashes

there can b e t 2 f 0: : : H � K � j � 2g hashes whic h tak e no des from the stac k, as

on the stac k no des on heigh ts j + 1 : : : H � K � 3 could b e stored. Then the next

treehash instance w ork ed on has a tail no de on heigh ts j or j + 1 ( > j + 1 is not

p ossible, otherwise the old treehash instance w ould get the next up dates again, < j

is not p ossible b ecause then this treehash instance w ould ha v e gotten the up dates

earlier) and it cannot store no des on the stac k on heigh ts � j + t (on eac h heigh t

at most one no de is stored on the stac k). But this is the same case whic h app ears

in the ab o v e men tioned w orst case if it computes a no de on heigh t j and gets the

next up dates for the same instance. The last case to consider is the case where the

activ e treehash instance is completed b y the �rst 2j
up dates and hashes. Again it is

p ossible that t 2 f 0: : : H � K � j � 2g hashes are additionally needed for no des on

the stac k. Then the next activ e treehash instance has a tail no de on heigh t � j , and

on the stac k there can only b e no des with heigh t at least j + t + 1 . Again this case

app ears in our w orst case scenario, as it mak es no di�erence if the same instance

receiv es the next up date or another one. So w e could sho w that all other cases can

b e reduced to the w orst case and this b ound w as giv en ab o v e.

Considering the b ounds of (H � K )=2 + 1 Leaf calc op erations and

3
2(H � K � 1) + 1 hash ev aluations p er round it is easy to see that the compu-

tation costs of our algorithm is b ounded linearly in H. Since H = log2 N the cost is

logarithmically in the n um b er of lea v es N, so that it lies in O(log2 N ) .
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4.5 Storage E�ciency

Lemma 4. Keep c onsists of at most bH=2c + 1 no de values. F or the upp er K � 1

Ret ain stacks 2K � K � 1 no des ar e stor e d. On the shar e d stack at most H � K � 1

no des ar e stor e d. Ther efor e the total sp ac e r e quir e d by A lgorithm 3 is b ounde d by

3H + bH=2c + 2K � 3K � 1.

Pr o of. Space requiremen ts for Keep no des. Consider that in step 2 of Algo-

rithm 3 a no de gets stored in Keep h ( h = 1 : : : H � 2). Then the no de in Keep h� 1

is remo v ed in the same round in step 4a.

Next w e will sho w that if a no de is stored in Keep h , h = 0; : : : ; H � 3, then

Keep h+1 is empt y . A no de is stored in Keep h+1 in rounds ' 2 Aa = f 2h+1 � 1 +

a � 2h+3 ; : : : ; 2h+2 � 1 + a � 2h+3 g; a 2 N0 . In rounds ' 0 = 2 h � 1 + b� 2h+2 ; b 2 N0 , a

no de gets stored in Keep h . W e will sho w that ' 0 =2 Aa . Assume

(4) ' 0 2 Aa , ' 0 � 2h+1 � 1 + a � 2h+3

| {z }
(4:1)

and ' 0 � 2h+2 � 1 + a � 2h+3

| {z }
(4:2)

(4.1) ' 0 � 2h+1 � 1 + a � 2h+3

, 2h � 1 + b� 2h+2 � 2h+1 � 1 + a � 2h+3

, 1 + b� 22 � 21 + a � 23

, 4b � 1 + 8a

, b � 1=4 + 2a

(4.2) ' 0 � 2h+2 � 1 + a � 2h+3

, 2h � 1 + b� 2h+2 � 2h+2 � 1 + a � 2h+3

, 1 + b� 22 � 22 + a � 23

, 4b � 3 + 8a

, b � 3=4 + 2a

So ' 0 2 Aa is equiv alen t to 1=4 + 2a � b � 3=4 + 2a. Since a 2 N0 this is a

con tradiction to b 2 N0 . That sho ws that Keep h+1 is alw a ys empt y when Keep h

gets a no de to store.
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W e ha v e sho wn that if a no de gets stored in Keep h , then Keep h+1 is empt y and

Keep h� 1 gets remo v ed in the same round. So at most ev ery second Keep stores

a no de at the same time, totally w e ha v e to store less then bH=2c no des. Bet w een

steps 2 and 4a of Algorithm 3 w e need to store one temp orary no de, what giv es us

a total space requiremen t of bH=2c + 1 for the Keep no des.

No des stored in Ret ain . In the highest K � 1 Ret ain stac ks all righ t no des are

stored. During the initialization, for heigh ts H � K; : : : ; H � 2, the no des yi [2j + 3]

for j = 2H � i � 1 � 2 do wn to 0 are stored. This mak es totally

H � 2X

i = H � K

(2H � i � 1 � 1) =
� 2X

i = � K

(2� i � 1 � 1) =
KX

i =2

(2i � 1 � 1) =
K � 2X

i =0

(2i +1 ) � (K � 1)

Using the geometric series w e ha v e

K � 2X

i =0

2i =
2K � 1 � 1

2 � 1
= 2K � 1 � 1

Including this, w e get

2 � (2K � 1 � 1) � K + 1 = 2 K � K � 1

This is the storage needed for the highest K � 1 Ret ain stac ks where all righ t no des

are stored.

No des stored on the stac k. W e will sho w that at most one tail no de can b e

stored on eac h heigh t h = 0 : : : H � K � 3. An instance Treehash h stores at most

h tailno des. While the �rst one is stored in Treehash h itself, the remaining h � 1

no des are pushed on the stac k. A dditionally one temp orary no de could b e stored

short b efore the top no des on the stac k are hashed together to a higher no de.

When Treehash h gets activ e and receiv es its �rst up date, all lo w er instances with

heigh t less than h are either completed or not initialized. Otherwise the heigh t of

suc h an instance w ould b e less than h and it w ould ha v e receiv ed up dates b efore

Treehash h did. F or the same reason, instances with index > h can only store no des

on heigh t greater than h , or they are as w ell either completed or empt y . Consider

the case that an instance on heigh t i stores a no de on the stac k. Then all other
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Treehash instances on heigh ts > i can only store no des on heigh t � i , b ecause

otherwise Treehash i w ould not ha v e receiv ed up dates. And since Treehash i can

only store no des up to heigh t i � 1 on the stac k w e ha v e seen that there can nev er

b e t w o no des with the same heigh t stored on the stac k.

The instance Treehash H � K � 1 is the one with the highest index. It stores no des

up to heigh t H � K � 2, where no des on heigh t 0: : : H � K � 3 can b e stored on the

stac k (the �rst one is stored in Treehash H � K � 1 itself ). This is the case in round

' = 2H � K +1 � 2, the round where the up date that completes Treehash H � K � 1 is

p erformed. Considering the temp orary no de created b y Leaf calc w e get a total

b ound of H � K � 1 of the no des stored on the stac k.

Space requiremen ts in total. On eac h heigh t h 2 f 0: : : H � 1g there is alw a ys

one authen tication no de stored. F or this reason, the space needed for authen tication

no des is H. Eac h of the H � K Treehash s sa v es one no de. Summing up giv es us

totally

H + ( bH=2c + 1) + (2 K � K � 1) + ( H � K � 1) + ( H � K )

= 3H + bH=2c + 2K � 3K � 1

Since the space requiremen ts are exp onen tial in K , this parameter should b e c hosen

small. The follo wing c hart sho ws the size of the Ret ain stac ks corresp onding to

the v alue K . The n um b er of 720 no des is a big amoun t and should nev er b e needed

for the retain no des. So K could b e c hosen 2 if H is ev en or 3 if H is o dd.

K 2 3 4 5 6 7

Size of Ret ain 1 4 11 26 57 120

T able 2: T otal n um b er of no de stored in Ret ain ( 2K � K � 1)
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4.6 Computing Lea v es using a PRNG

F or the computation of eac h leaf of the Merkle tree a random n um b er Seed ' is

required. Out of this seed the k eys of the one time signature are created. Remem b er

that these Seed s are computed consecutiv ely using the forw ard secure Prng :

Seed ' +1  Prng ( Seed ' )

In the �o w of authen tication path computation not only consecutiv e lea v es are com-

puted: for up coming righ t no des computed b y the Treehash s some future no des

are required as w ell. It w ould b e v ery ine�cien t to compute ev ery Seed v alue in

time when it is needed: the maxim um n um b er of PRNG calls w ould b e 3 � 2H � K � 1

whic h o ccurs when Treehash H � K � 1 gets its �rst up date. A sp ecial sc heduling for

these seeds has to b e implemen ted to distribute the calls to the Prng .

Our prop osed sc heduling strategy requires H � K calls to the PRNG eac h round. W e

ha v e to store t w o seeds for eac h heigh t h = 0; : : : ; H � K � 1. The �rst ( SeedA ctive )

is used to successiv ely compute the lea v es for the authen tication no de curren tly con-

structed b y Treehash h and the second ( SeedNext ) is used for up coming righ t

no des on this heigh t. SeedNext is up dated using the PRNG in eac h round. Dur-

ing the initialization, w e set SeedNext h = Seed 3�2h for h = 0; : : : ; H � K � 1.

In eac h round, at �rst all seeds SeedNext h are up dated using the PRNG. If in

round ' a new treehash instance is initialized on heigh t h , w e cop y SeedNext h

to SeedA ctive h . In that case SeedNext h = Seed ' +1+3 �2h holds and th us is the

correct seed to b egin computing the next authen tication no de on heigh t h .

4.7 Comparison of Theoretical Bounds

This section is terminated with a comparison of the theoretical b ounds of the former

discussed authen tication path algorithms. T able 3 sho ws the comp osition in short.

Comparing our new algorithm to Szydlo's, the computation time needed p er round

seems to increase. The di�erence is the distinction b et w een leaf calculations and

simple hashes. As the n um b er of Leaf calc op erations with Szydlo's algorithm
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could gro w up to H , at most (H � K )=2 + 1 are done with our sc heduling. With

this the maxim um n um b er of hashes to p erform p er round is more balanced and in

total lo w er using the new algorithm.

Algorithm Computation Time Space

Merkle 2 log2(N ) � 2 1=2(log2(N ))2

Jak obsson et. al. 2 log2(N )=log2(log2(N )) 1:5(log2(N ))2=log2(log2(N ))

Szydlo log2(N ) 3 log2(N ) � 2

Algorithm 3

3
2(log2(N ) � K � 1) + 1 3:5 log2(N ) + 2 K � 3K � 1

+(log 2(N ) � K )=2 + 1

T able 3: Comparison of complexit y b ounds. In concern of computation time, Algorithm 3

distinguishes b et w een hash function ev aluations (�rst ro w) and leaf calculations (second

ro w)

Concerning the memory , w e �rst sa v ed half of the Keep no des, as only ev ery second

has to b e stored at once. The parameter K pro vides a time-memory trade-o� for our

algorithm. F or the stac ks the b ound w e found is really tigh t, whereas for Szydlo's

algorithm this is only true if dynamic memory allo cation is p ossible. Otherwise the

space needed could gro w quadraticly in H.

These theoretical results are analyzed in section 6 of this thesis b y some practical

w ork.
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5 Ja v a Implemen tation

5.1 Ov erview

As one part of this thesis, the GMSS signature sc heme w as implemen ted using the

Ja v a programming language. Resp onsible for the use of cryptographic algorithms in

Ja v a applications is the Ja v a Cryptograph y Arc hitecture (JCA) [24]. It is the Ja v a

securit y API, pro viding standardized programming in terfaces for message digests,

digital signatures, k ey exc hange or cyphers for use with all Ja v a applications. As it

is an API, it strictly separates the implemen tation of algorithms from their usage.

Some in terfaces are required out of a Ja v a Cryptograph y Extension (JCE), whic h is

a part of the the Ja v a Platform.

GMSS w as in tegrated in to the FlexiPro vider pac k age [25], whic h is an op en source

cryptographic service pro vider for the JCA. A pro vider for the JCA has t w o func-

tions: it administrates the implemen tation of the cryptographic algorithms and it

is resp onsible for the assignmen t of algorithms to their names. The FlexiPro vider

con tains mo dules for in tegration in to an y application built on top of the JCA. As

GMSS is topic of the p ost quan tum computing researc h, it w as implemen ted as part

of the FlexiPQCPro vider, whic h con tains algorithms secure against quan tum com-

puter attac ks. The FlexiPro vider includes established algorithms lik e RSA or DSA

as w ell as algorithms that are still researc h topics, lik e GMSS.

As the JCA pro vides in terfaces, it allo ws the simple exc hange of cryptographic al-

gorithms. F or this GMSS can easily b e in tegrated in to other applications based

on the JCA. GMSS w as implemen ted so that the underlying message digest algo-

rithm (used for the OTSS and the Merkle tree) can b e exc hanged easily . So the

FlexiPro vider implemen tation will sta y secure if a message digest algorithm drops

out. Some prede�ned v ersions of GMSS (using the hash functions SHA1, SHA224,

SHA256, SHA384 and SHA512) can b e in tegrated in to applications b y using some

prede�nded ob ject iden ti�ers (OIDs). Those OIDs assigned to GMSS can b e found

in App endix D. The complete source co de can b e found as do wnload on the w ebsite

of the FlexiPro vider pro ject [25].
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5.1 Ov erview

F or the implemen tation of GMSS the JCE of F raunhofer Gesellsc haft (FhG) w as

used. F or enco ding and deco ding of an ASN.1 represen tation of the GMSS k eys, the

ASN.1 co dec pac k age pro vided b y sourcefourge.net

2

w as imp orted. Both pac k ages

can also b e found via the FlexiPro vider w ebsite. ASN.1 stands for A bstr act Syntax

Notation One . It is a description language for the de�nition of data structures, stan-

dardized b y the ITU-T [26 ]. It is used for in terop erabilit y with other applications.

Using this notation it is for example commonly p ossible to use the GMSS k eys for

X.509 certi�cates.

A former Ja v a implemen tation of GMSS already existed [17]. The main dra wbac k

of this w ork w as the implemen tation of the authen tication path algorithm. It used

the Szydlo algorithm for the sc heduling of the authen tication path computation.

The absence of a seed sc heduling w as the �rst fact slo wing do wn the computation.

But ev en w orse w as the fact that eac h stac k w as computed at once, whic h mean t

the computation of 2h
lea v es at once. The distributed computation of these lea v es

in com bination with the more balanced authen tication path algorithm of section 4

balances the whole signature generation time.

The GMSS parameter set w as upgraded: no w it con tains additionally the K v alues

for eac h la y er of the GMSS structure. In summary the GMSS parameter set P is

no w

P = ( T; (h1; : : : ; hT ); (w1; : : : ; wT ); (K 1; : : : ; K T ))

F or the application of the new authen tication path algorithm with GMSS a data

structure for the treehash instances is required. F or this the class Treehash w as

implemen ted. It stores the �rst no de itself and uses a shared stac k for the storage

of additional tail no des. The up date metho d of this class executes the treehash

algorithm (Algorithm 1) once.

There are more no des b eing precomputed in the new implemen tation. Not only

the lea v es of the tree after the follo wing are precomputed, but as w ell those no des

needed for the actual tree. This additional distributed leaf computation is sho wn in

the next section.

2

SourceF orge.net is one of the most famous Op en Source soft w are collection, a v ailable

at http://sourcefor ge .ne t
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5.2 Distributed No de Computation

5.2 Distributed No de Computation

The former GMSS implemen tation distributed the calculation of the next leaf in

Ti;j +2 , the tree after the follo wing of the curren tly pro cessed tree Ti;j . F or the

actual tree, ev ery leaf is calculated at once. The idea is no w to distribute the

computation of those lea v es as w ell o v er the pass of the underneath tree Ti +1 ;j . This

tree consists of 2h i +1
lea v es, th us the computation of upp er no des is distributed o v er

2h i +1
steps. Distributed generation of a leaf means the computation of the OTS k ey

corresp onding to the leaf. Using the Win ternitz OTS sc heme eac h random v alue

x i is hashed 2w � 1 times ( i = 1 : : : tw ) to get the v alues yi . The concatenation of

these v alues is hashed once to get the OTS public k ey Y . F or creation of ev ery

random v alue x i one hash is required. So the total n um b er of hash function calls is

(2w � 1) � tw + 1 + tw . F or eac h of the 2h i +1
lea v es of the underneath tree w e get an

amoun t of l �
(2w � 1) � tw + 1 + tw

�
= 2h i +1

m

This is the n um b er of hashes p erformed p er round, so that after 2h i +1
rounds the leaf

is completed. In the implemen tation, the class GMSSLeaf already existing adopts this

distributed computation. A detailed description of this class can b e found in [17].

A ctual Pro cessed No des. The �rst leaf to precompute is the follo wing leaf on

the actual la y er i whic h is needed when in the la y er b eneath a next tree is b egun.

The next leaf of tree Ti;j is partly computed when adv ancing a leaf in the lo w er tree

Ti +1 ;j (see Figure 14). On the lo w est la y er H � 1 eac h leaf has to b e computed at

once, no distribution is p ossible (as no lo w er tree exists).

Another w a y to compute this leaf w ould b e the v eri�cation of the signature b elonging

to the ro ot of the follo wing tree on the lo w er lev el. This one time signature is already

kno wn, it w as precomputed out of its ro ot v alue. F or the next leaf of tree Ti;j , the

OTS public k ey b elonging to the signature is required. It can b e computed b y just

v erifying the precomputed signature. On a v erage half of the hashes for the leaf could

b e sa v ed using this approac h.
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5.2 Distributed No de Computation
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Figure 14: While adv ancing a leaf in tree Ti +1 ;j , the next leaf of tree Ti;j is partly

computed.

T reehash No des. Secondly the lea v es needed for the authen tication path algo-

rithm, used for the computation of up coming righ t no des, can b e precomputed. In

round ' of tree Ti;j at maxim um (H � K )=2 Leaf calc op erations ha v e to b e done

for the authen tication path algorithm. The lea v es are directly passed to the treehash

up dates. On eac h la y er b esides the lo w est one the calculation of these (H � K )=2

lea v es is distributed equally o v er the �o w of the 2h i +1
lea v es of the underlying tree

Ti +1 ;j . So while adv ancing

2h i +1

(H � K )=2
=

2h i +1 +1

H � K

steps in the lo w er tree, one single leaf of the upp er tree Ti;j is computed. Since ev ery

leaf requires an amoun t of (2w � 1) � tw +1+ tw the total n um b er of hashs to p erform

while adv ancing a leaf in Ti +1 ;j is

((2w � 1) � tw + 1 + tw) � (H � K ) = 2h i +1 +1

When all 2h i +1
lea v es of the lo w er tree w ere passed, all (H � K )=2 lea v es needed for

the treehash up dates ha v e b een computed. Figure 15 depicts this precomputation

pro cess. The implemen tation of the treehash up date pro cess is describ ed b elo w,

when handling the implemen tation of the authen tication algorithm.
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5.2 Distributed No de Computation

Figure 15: Supp ose (H � K )=2 = 4, so that the four dark lea v es of the upp er tree are

required for treehash up dates. They are computed while adv ancing lea v es in the lo w er

tree.

Distributed Ro ot Calculation. The implemen tation of the distributed precom-

putation of the ro ot of tree Ti;j +2 w as c hanged as w ell. F or the new authen tication

path algorithm additional v alues ha v e to b e computed, not only the ro ot of the

next but one tree is neccessary . The authen tication path of the �rst leaf of tree

Ti;j +2 is stored in A uth Ti;j +2 . This is the standard approac h in the MSS k ey gen-

eration, where the v alue of the �rst leaf of eac h heigh t of the tree is stored. The

third leaf of eac h heigh t is again stored in Treehash Ti;j +2 and the upp er no des

close to the ro ot are stored in Ret ain Ti;j +2 . All treehash instances share one single

stac k St a ck Ti;j +2 , whic h is stored as w ell. When adv ancing to the �rst leaf of Ti;j +2

the authen tication path computation will start with those stored v alues. The v alue

R oot Ti;j +2 is applied for the distributed signature generation, lik e it w as describ ed

in section 2.5.2.

In Ja v a the class GMSSRootCalc is resp onsible for the precomputation of the next but

one tree; this class is also used in the k eypair generator of GMSS for the computation

of the �rst t w o trees of eac h GMSS la y er. F or this reason the implemen tation of the

k ey pair generator w as rewritten (and shortened b ecause of the re-use of this part

of co de) in the new implemen tation.

61



5.3 Implemen tation of the Authen tication P ath Algorithm

5.3 Implemen tation of the Authen tication P ath Algorithm

Most of Algorithm 3 w as implemen ted exactly follo wing the algorithm description.

The computation of � , the storage of no des in Keep if necessary , the computation

of left no des and so on. The Keep arra y w as implemen ted in a w a y that eac h t w o

consecutiv e lev els share one en try of the arra y: no des on la y er h and h � 1 are

b oth stored in Keep bh = 2c . T emp orarily in step 2 of Algorithm 3 the higher no de is

stored un til step 4a w as p erformed and the shared k eep en try is surely empt y . The

Leaf calc op eration in the third step w as replaced on upp er la y ers: the leaf w as

already precalculated and m ust only b e copied. The initialization of the treehash

instances can b e p erformed without committing the start index: the seed sc heduling

describ ed at the end of the last section mak es sure that the SeedA ctive is alw a ys

the righ t seed b elonging to the leaf ' + 1 + 3 � 2h
when restarting a treehash.

The most crucial part of the implemen tation is the up date of the treehashs. As

men tioned ab o v e, the computation of eac h of the (H � K )=2 lea v es is distributed.

This fact conditions that the up date of the treehash is paused un til all

2h i +1 +1

H � K lea v es

of the lo w er tree Ti +1 ;j ha v e b een �nished. So step 5a is computed partly for la y er i

when adv ancing one leaf in la y er i + 1 .

Conclusion

As a result of these impro v emen ts, the new implemen tation pro vides more balanced

time c haracteristics. The div ergence in time needed for the generation of a signature

is essen tially smaller than b efore. This is ac hiev ed b y application of the new, more

balanced authen tication path algorithm as w ell as b y sp ending more atten tion to

the distribution of upp er tree computation. The next section sho ws some practical

results whic h shall state this pronouncemen t.
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6 Results

This section presen ts some results obtained using the new authen tication path al-

gorithm. First Algorithm 3 is compared to Szydlo's sc heduling algorithm. The

theoretical impro v emen ts of section 4 shall b e con�rmed using practical results.

The second part giv es some results of the revised GMSS sc heme, compared to the

previous GMSS implemen tation [7, 17] as w ell as other kno wn sc hemes for digital

signatures lik e DSA or ECDSA. A t this juncture the size of k eys and signatures as

w ell as the time needed for k ey pair generation, signature generation, and v eri�cation

resp ectiv ely , are considered.

6.1 Comparison: Authen tication P ath Algorithm

Both authen tication path algorithms w ere used for the pass of one single Merkle

tree. The graphs of Figures 16 and 17 illustrate the n um b er of hash ev aluations

needed for eac h round; the blue line is the result using Szydlo's algorithm, the

red line used Algorithm 3. The lea v es and hashes for left no de computation w ere

not considered, b ecause b oth algorithms use the same pro cedure here. F or the

comparison a Win ternitz parameter w = 2 and a 160 bit hash function w as c hosen.

This leads to the cost of 256 hash function ev aluations for one leaf calculation

( tw = 85 and w e need (22 � 1) � tw + 1 = 256 hashes). T able 4 sho ws the statistical

data b elonging to the tests. H denotes the heigh t of the Merkle tree.

Mean V alue Standard Deviation

H Algorithm 3 Szydlo Algorithm 3 Szydlo

5 214:9 405:4 95:8 263:0

10 899:9 1028 314:0 452:1

T able 4: Statistic data of the n um b er of hashes required p er round
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6.1 Comparison: Authen tication P ath Algorithm
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Figure 16: Num b er of hashes needed for righ t no des p er round while adv ancing one Merkle

tree. On the x-axis the single rounds are assigned (tree heigh t H = 5 = ) 25 = 32 rounds),

the y-axis sho ws the n um b er of needed hash function ev aluations.
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Figure 17: Num b er of hashes p er round. The upp er graph sho ws the result of Algorithm 3,

the lo w er graph b elongs to Szydlo's algorithm ( H = 10 =) 1024 rounds).
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6.1 Comparison: Authen tication P ath Algorithm

It is eviden tly noticeable that the sc heduling used within the new algorithm leads to

a more balanced authen tication path computation and with this to a more balanced

signature generation. Also the total n um b er of hash v alues w as reduced. As one

can see in T able 4 the mean v alue of the n um b er of hashes p er round is reduced

compared to Szydlo's algorithm. This sho ws that the new algorithm actually gets

along with less hashes p er round. The standard deviation, whic h indicates the

balancing, decreases drastically . By this w e assert the b etter balancing of our new

algorithm.

Visually these impro v emen ts are recognizable b y the fact that in Figures 16 and 17

the red line pro ceeds mostly b elo w the blue one and the blue graph sho ws m uc h

more oszillating prop erties. F or higher v alues of H w e get related results.

W orst Case V alues. W e are going to compare the results gained theoretically

in section 4 with some measured practical v alues. The follo wing table presen ts

some results obtained with a practical implemen tation of b oth hash tree tra v ersal

algorithms. It presen ts the w orst case n um b er of hashes and lea v es required p er

round. Again a Win ternitz parameter w = 2 and a 160 bit hash function are c hosen,

so that the n um b er of hashes for one leaf calculation is 256. The v alues in brac k ets

are the theoretically forecasted costs of lemma 3 and 4.

Our Algorithm Szydlo's Algorithm

H lea v es hashes hashes total lea v es hashes hashes total

5 1 (1) 1 (2.5) 257 3 1 769

10 4 (4) 8 (11.5) 1032 6 3 1539

15 6 (6) 14 (17.5) 1551 9 5 2309

20 9 (9) 24 (26.5) 2328 12 7 3079

T able 5: Comparison of the n um b er of hashes required in the w orst case.

It is considerable that the precomputed b ounds hold. The n um b er of lea v es com-

puted p er round is tigh t. Ev en in the w orst case, our new algorithm needs less

hashes than Szydlo's former algorithm.
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6.2 Comparison: GMSS

6.2 Comparison: GMSS

In this part the GMSS implemen tation is analyzed. As hash function, all tests used

the SHA1 v ersion out of the FlexiCorePro vider. As pseudo random n um b er gener-

ator the Sha1PRNG of the Sun pro vider w as used. All tests w ere p erformed on an

In tel Core 2 Duo T7200 2GHz pro cessor with 1 GB RAM. As run time en vironmen t

the Sun JRE 1.3 w as deplo y ed.

The time needed for generation and v eri�cation of a single signature is quite small.

F or this it is essen tial to measure timings in microseconds. F ollo wing [27] w e use

the hrtlib.dll library , whic h pro vides a timer to exactly measure time di�erences in

those spheres. Just creating a signature more than once and computing the mean

v alue w ould not b e a solution: the priv ate k ey c hanges with ev ery signature, so it is

not easy to create the same signature more than once.

Nearly all parametersets P used for the testings are c haracterized b y the fact that

the Win ternitz parameter b elonging to the lo w est la y er is smaller than all others.

Smaller parameter w allo ws faster signature generation, but is resp onsible for bigger

signatures. As on the lo w est la y er the public k eys for the leaf v alues ha v e to b e

computed at once and cannot b e distributed, a smaller parameter on this la y er

sp eeds up the whole pro cess, ev en more than the parameters on upp er la y ers w ould

do. F or this the Win ternitz parameter on the lo w est la y er is mostly c hosen smaller

than the others.

Balancing. First a comparison b et w een the old GMSS implemen tation of [17] is

compared to the new one. Using the parameterset P = (4 ; (4; 4; 4; 4); (8; 8; 8; 3)) the

signature generation lasts arbitrarily four milliseconds, whatev er implemen tation is

used. But among di�eren t signatures the duration v aries more or less, b ecause the

o�ine part do es not alw a ys compute the same parts. Figure 18 depicts the resulting

timings for b oth implemen tations for 200 signatures. The red line indicates the

timings of the new implemen tation, the blue line b elongs the old one. The parameter

K is set to 2 on eac h la y er.
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Figure 18: Time needed for signing with GMSS. The red line sho ws the timings using

the new GMSS implemen tation, the blue line b elongs to the old implemen tation. The used

parameterset is P = (4 ; (4; 4; 4; 4); (8; 8; 8; 3)) , K is set 2 on eac h la y er.
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6.2 Comparison: GMSS

Figure 18 illustrates that the time needed for signing is m uc h more balanced using

the new GMSS implemen tation. The edges within the blue graph come up ev ery

16 signatures. Using a b ottom tree of heigh t 4 (whic h means 24 = 16 lea v es),

the old implemen tation needs m uc h time for adv ancing a leaf on the second lo w est

la y er. This is the situation where the new implemen tation uses the b etter balanced

authen tication path algorithm. F urthermore the precomputation of the actual and

the coming (treehash) lea v es of this tree sa v es time. Those lea v es are computed

completely within the old implemen tation, whereas in the other case they can b e

simply copied. So the applied c hanges really a�ect the timings the w a y it w as

supp osed.

The statistical analysis of the data emphasizes the b etter balancing of the new im-

plemen tation: whereas the mean v alue remains nearly the same ( 5:0 ms (old) to 4:2

ms (new)), the standard deviation of the timings w as reduced to more than a sev-

en th part: it decreases from 4:6 ms to 0:6 ms using the new GMSS implemen tation.

This eviden tly sho ws that the sc heduling of the no des in the upp er tree really leads

to b etter balancing attributes for the signature generation.

Greater Amoun ts Of Signatures. In [7] some linear optimization w as used to

�nd optimal GMSS parameter sets, allo wing mo dular k ey and signature sizes b esides

applicable timings. The optimal sets for an amoun t of 240
and 280

signatures w ere

adopted and the parameter K w as included. So w e get the follo wing parameter sets

for our test:

P40 = (2 ; (20; 20); (10; 5); (2; 2)) P0
40 = (2 ; (20; 20); (9; 3); (2; 2))

P0
80 = (4 ; (20; 20; 20; 20); (7; 7; 7; 3); (2; 2; 2; 2))

The follo wing tabular sho ws the resulting timings and memory requiremen ts. The

k ey size alw a ys denotes the b yte length of the ASN.1 enco ded k eys. The timings

w ere obtained on the ab o v e men tioned platform as mean v alue of the �rst 212
sig-

natures. With a tree of heigh t 20 on the lo w est la y er, for comparison the �rst 221

or ev en more signatures should ha v e b een created, so that an adv ance on upp er
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6.2 Comparison: GMSS

la y ers w as considered. But this test w ould tak e to o long, so only the �rst 212
w ere

constructed. T o sho w ho w this e�ects the �nal results, w e compared the timings and

k ey sizes of a GMSS structure with lo w est la y er heigh t 10 with 210
and 215

signa-

tures: the di�erence in the priv ate k ey size is 0:2%, whereas in timings no di�erence

is recognizable. So w e adopt that for our parametersets it is adequate to compare

only the �rst 212
signatures.

The v alues in the tables represen t the follo wing: m v alues are memory requiremen ts

for the k eys and the signature. The time needed for k ey pair generation, signature

construction or v eri�cation, resp ectiv ely , is denoted b y t v alues.

m
public k ey

m
priv ate k ey

m
signature

t
k eygen

t
sign

t
v erify

P40 75 b ytes 12341b ytes 1868 b ytes 539 min 13:4 ms 13:1 ms

P0
40 75 b ytes 12501b ytes 2348 b ytes 299 min 6:6 ms 8:1 ms

P0
80 93 b ytes 30372b ytes 4256 b ytes 464 min 7:4 ms 8:4 ms

T able 6: Measured v alues for the new GMSS implemen tation

F or comparing these n um b ers with the old GMSS implemen tation, w e adopt the

results from [17 ] measured on an Asus V6J (1.83GHz CPU).

m
public k ey

m
priv ate k ey

m
signature

t
k eygen

t
sign

t
v erify

P40 67 b ytes 5467 b ytes 1868 b ytes 579 min 22:6 ms 19:4 ms

P0
40 67 b ytes 5547 b ytes 2348 b ytes 321 min 11:6 ms 10:6 ms

P0
80 79 b ytes 14731b ytes 4256 b ytes 498 min 11:6 ms 9:5 ms

T able 7: Measured v alues for the old GMSS implemen tation, from [17]

The timings are quite the same using b oth implemen tations, the discrepancies are

mostly caused b y the di�eren t platforms. The signature size remains exactly the

same, it w as not touc hed b y the revision of GMSS. The public k ey rises few, as the

K parameters for eac h la y er ha v e to b e stored additionally . The priv ate k ey size

nearly doubles. F or the b etter authen tication path computation, more up coming

data has to b e stored, lik e the treehash instances or the stac ks of the follo wing trees
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6.2 Comparison: GMSS

on eac h heigh t. This data is stored in the priv ate k ey , and that is wh y its size gro ws.

Ho w ev er, the sizes of up to 30 kilob ytes are still useable in practice. The table only

sho ws a mean v alue of the priv ate k ey sizes: for P0
40 it ranges from 10541 to 12731

b ytes, for P0
80 it di�ers b et w een 28413and 30602b ytes. The balancing of the timings

cannot b e seen in this tables, the ac hiev emen ts in this concern ha v e b een sho wn in

the last section.

Some more measures are depicted in App endix A. Therefrom w e get some more

information of the a�ects of the GMSS parameters: if the parameters K raise, the

priv ate k ey size rises as w ell. Higher K mak es sure that more upp er no des are

p ermanen tly stored in the priv ate k ey , so it is clear that its size increases. Sim ulta-

neously the signing time declines, as the upp er no des m ust no more b e computed

c hosing higher K v alues. The signature size is not a�ected b y this parameter.

The impacts of the parameter w are the same as b efore in GMSS: c ho osing bigger

w v alues, the signature and the priv ate k ey sizes decline, whereas the timings gro w

a bit. Smaller w 's ha v e exactly the con trary impact.

It is concluded that GMSS is ready to use in practical applications. The timings

are comparable to other signature sc hemes that are used widely to da y , lik e ECDSA,

DSA or RSA. F or measured results of these sc hemes see for example [5]. Ev en if

the k ey sizes, esp ecially of the priv ate signing k eys, are relativ ely big, GMSS is still

applicable. W e ha v e created up to 280
signature k eys with reasonable e�ort and

costs. This amoun t should b e adequate for to da ys use, ev en in online applications

lik e pac k et signing in broadcast proto cols.
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7 Conclusion and F urther W ork

Merkle T ree T ra v ersal. This thesis presen ted a new algorithm for the compu-

tation of consecutiv e authen tication paths in Merkle trees. Compared to the b est

formerly kno wn, the new algorithm features a b etter balancing concerning the real

n um b er of hash function calls p er round. This prop ert y could b e obtained theoreti-

cally , and it could b e appro v ed b y practical results as w ell. The w orst case n um b er

of lea v es calculated p er round w as reduced to (H � K )=2 + 1 , while the maxim um

n um b er of hashes to p erform is b ounded linearly in H .

P arameterization allo ws a trade-o� b et w een computation time and memory de-

mands. This allo ws the application of the algorithm on di�eren t kinds of devices,

for example on smart cards and similar lo w computation appliances. The storage

needed for the �o w of the algorithm is b ounded logarithmically in the n um b er of

lea v es, whic h is the b est complexit y to reac h. Ev en on hardw are whic h do es not

allo w dynamic memory allo cation, the new algorithm do es only need linear space.

This results in the utilization of one single stac k shared b y all treehash instances.

F or heigh ts H greater than t w en t y the adv an tages of Algorithm 3 decline. But in

practice Merkle trees with heigh ts H > 20 should not b e applied. The k ey pair

generation, whic h m ust alw a ys compute the whole tree at once, lasts to o long in this

case. It is m uc h more comfortable to use the extensions of MSS, if greater amoun ts

of signatures are demanded.

Practical P art: GMSS. The second part of this thesis w as the implemen tation

of the new algorithm in to an existing GMSS implemen tation for the FlexiPro vider.

The construction and use of the JCA assures maximal �exibilit y . The generalized

Merkle signature sc heme can b e plugged in to ev ery application based on the JCA. As

an example there exists a MS Outlo ok plugin for signing emails with an y algorithm

of the FlexiP o vider [5]. The Win ternitz one time signature sc heme can easily b e

replaced b y an y other OTS sc heme. As a �rst further w ork the BiBa OTS sc heme [13]

shall b e in tegrated in to GMSS, as it allo ws smaller signatures than the Win ternitz

sc heme. F or the hash function, used for the construction of the Merkle trees, di�eren t

71



v arian ts ha v e b een implemen ted, e.g. SHA1 or SHA512. But ev en if the SHA-family

should turn out insecure, the message digest function could b e exc hanged easily . The

same o ccurs to the used pseudo random n um b er generator. While w e used the one

describ ed in [14 ], another one could b e made use of.

Still one dra wbac k of GMSS is the long k ey generation time. As an amoun t of 280

k eys can b e regarded as cryptographically unlimited, in practice this problem can

b e disregarded, b ecause it only m ust b e run once b efore all signatures are created.

So this part can b e done o�ine, b efore the creation of the �rst signature.

The Merkle signature sc hemes are c haracterized b y an enormous �exibilit y . Equipp ed

with so man y parameters these sc hemes can b e used on nearly ev ery imaginable plat-

form. The size of the k eys and the signatures can b e adjusted as w ell as the timings

for signature generation or v eri�cation, resp ectiv ely . This mak es GMSS (as actual

the b est implemen tation of the Merkle sc hemes) applicable on all hardw are devices.

The timings for signature generation and v eri�cation, resp ectiv ely , are comparable

to the widely used sc hemes lik e RSA, DSA or ECDSA. The GMSS public k ey is

ev en smaller than former k eys. The priv ate k ey is relativ ely big, but for to da y's

practical usage still reasonable. Therefore, a conclusion is that to da y there are

digital signature sc hemes that exist out of the p ost quan tum computing �eld with

p ossible practicable use.
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A Practical Results

m
public k ey

m
priv ate k ey

m
signature

t
k eygen

t
sign

t
v erify

P = (2 ; (8; 8); (10; 5); (2; 2))

75 b ytes 5852 b ytes 1388 b ytes 8:0 sec 8:9 ms 15:1 ms

P = (2 ; (8; 8); (10; 5); (6; 6))

75 b ytes 7780 b ytes 1388 b ytes 8:1 sec 5:8 ms 14:6 ms

P = (4 ; (8; 8; 8; 8); (3; 3; 3; 3); (2; 2; 2; 2))

93 b ytes 26261b ytes 5216 b ytes 1:9 sec 4:2 ms 2:1 ms

P = (4 ; (8; 8; 8; 8); (8; 8; 8; 3); (2; 2; 2; 2))

93 b ytes 16464b ytes 3116 b ytes 11:6 sec 4:1 ms 13:9 ms

P = (4 ; (8; 8; 8; 8); (8; 8; 8; 3); (6; 6; 6; 6))

93 b ytes 21315b ytes 3116 b ytes 11:8 sec 2:5 ms 14:3 ms

P = (4 ; (10; 10; 10; 10); (9; 9; 9; 3); (2; 2; 2; 2))

93 b ytes 18205b ytes 3156 b ytes 80:2 sec 5:2 ms 24:8 ms

P = (4 ; (12; 12; 12; 12); (9; 9; 9; 3); (2; 2; 2; 2))

93 b ytes 20585b ytes 3256 b ytes 136 sec 12:7 ms 11:4 ms

P = (4 ; (16; 16; 16; 16); (8; 8; 8; 3); (2; 2; 2; 2))

93 b ytes 20000b ytes 3316 b ytes 322:9 sec 63 ms 22:1 ms

P = (2 ; (10; 10); (5; 4); (2; 2))

75 b ytes 8335 b ytes 1968 b ytes 4:8 sec 6:9 ms 1:2 ms

P = (2 ; (10; 10); (10; 5); (2; 2))

75 b ytes 6977 b ytes 1468 b ytes 32:6 sec 10:6 ms 15:1 ms

P = (2 ; (15; 15); (5; 4); (3; 3))

75 b ytes 10873b ytes 2168 b ytes 149 sec 9:3 ms 2:1 ms

P = (2 ; (15; 15); (8; 5); (3; 3))

75 b ytes 9834 b ytes 1748 b ytes 409 sec 13:8 ms 5:1 ms

Con tin ues on next page...
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m
public k ey

m
priv ate k ey

m
signature

t
k eygen

t
sign

t
v erify

P = (3 ; (15; 15; 10); (5; 5; 4); (3; 3; 2))

84 b ytes 17982b ytes 3072 b ytes 193 sec 7:4 ms 2:9 ms

P = (3 ; (15; 15; 10); (8; 8; 5); (3; 3; 2))

84 b ytes 15644b ytes 2392 b ytes 849 sec 11:1 ms 10:4 ms

P0
40 = (2 ; (20; 20); (9; 3); (2; 2))

75 b ytes 12501b ytes 2348 b ytes 299 min 6:6 ms 8:1 ms

P40 = (2 ; (20; 20); (10; 5); (2; 2))

75 b ytes 12341b ytes 1868 b ytes 539 min 13:4 ms 13:1 ms

P0
80 = (4 ; (20; 20; 20; 20); (7; 7; 7; 3); (2; 2; 2; 2))

93 b ytes 30372b ytes 4256 b ytes 464 min 7:4 ms 8:4 ms

T able 8: Results of the new GMSS implemen tation: time and memory requiremen ts of

selected parameter sets. F or the a v erage timings, in eac h case the mean v alue of the �rst

212
signatures w ere considered.
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B Co de Examples

This section presen ts an example co de extract that sho ws ho w to use the Flexi-

Pro vider implemen tation of GMSS. It is divided in to three steps: Generating a k ey

pair, generating a signature and v erifying the signature.

Generating a Key P air.

Input: P arameterset, Output: ASN.1 enco ded k eys

1. A dd Pro viders

Security.addProvider(new FlexiCoreProvider());

Security.addProvider(new FlexiPQCProvider());

2. Get KPG instance

KeyPairGenerator kpg = KeyPairGenerator.getInsta nce( "GMS Swit hSH A1") ;

3. Set the required P arameterset, create corresp onding P arametersp ec

GMSSParameterset gps = new GMSSParameterset(3, {10, 10, 10}, {2, 4,

3}, {2, 2, 2});

GMSSParameterSpec gpsp = new GMSSParameterSpec(gps);

4. Initializing Key P air Generator

kpg.initialize(gpsp);

5. Generating k ey pair

KeyPair GMSSkeyPair = kpg.generateKeyPair();

GMSSPrivateKey privateKey = (GMSSPrivateKey)GMSSkeyPair. getP riv ate( );

GMSSPublicKey publicKey = (GMSSPublicKey)GMSSkeyPair .get Publ ic( );

byte[] privKey = privateKey.getEncoded();

byte[] pubKey = publicKey.getEncoded();
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Generating a Signature.

Input: enco ded k eys, message, Output: signature

1. Get the priv ate k ey

KeySpec privKeySpec = new PKCS8EncodedKeySpec(privKe y);

KeyFactory kf = KeyFactory.getInstance("GMSS ", "FlexiPQC");

privateKey = (GMSSPrivateKey)kf.generate Priv ate( priv KeyS pec) ;

2. Initialize the signature generation phase

Signature Sig = Signature.getInstance("GMSSw ithS HA1" ,"Fl exiP QC" );

Sig.initSign(privateKey);

3. Create the signature

Sig.update(message.getBytes( ));

byte[] sigBytes = Sig.sign();

V erifying the Signature.

Input: signature, message, enco ded public k ey

1. deco de public k ey

KeySpec pubKeySpec = new X509EncodedKeySpec(pubKey);

publicKey = (GMSSPublicKey)kf.generatePu blic (pub KeyS pec) ;

2. Initialize V eri�cation

Sig.initVerify(publicKey);

3. V eri�cation Pro cess, returns either true or false

Sig.update(message.getBytes( ));

Sig.verify(sigBytes);
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C ASN.1 Enco ding

This part presen ts the ASN.1 enco ding [26 ] of the GMSS k eys. The public k ey

enco ding w as mo di�ed only marginally: the P arameterSet w as extended b y the

sequence of the parameter K for eac h la y er. This is the new ASN.1 de�nition of the

GMSS public k ey:

GMSSPublicKey ::= SEQUENCE {

publicKey SEQUENCE OF OCTET STRING

heightOfTrees SEQUENCE OF INTEGER

Parameterset ParSet

}

ParSet ::= SEQUENCE {

T INTEGER

h SEQUENCE OF INTEGER

w SEQUENCE OF INTEGER

K SEQUENCE OF INTEGER

}

The priv ate k ey ASN.1 de�nition w as enlarged with the treehash, stac k and re-

tain parts. DistrRoot and TreehashStack w ere added as w ell. The whole ASN.1

de�nition of the GMSS priv ate k ey is the follo wing:

GMSSPrivateKey ::= SEQUENCE {

algorithm OBJECT IDENTIFIER

index SEQUENCE OF INTEGER

curSeeds SEQUENCE OF OCTET STRING

nextNextSeeds SEQUENCE OF OCTET STRING

curAuth SEQUENCE OF AuthPath

nextAuth SEQUENCE OF AuthPath

curTreehash SEQUENCE OF TreehashStack

nextTreehash SEQUENCE OF TreehashStack

StackKeep SEQUENCE OF Stack

curStack SEQUENCE OF Stack

nextStack SEQUENCE OF Stack

curRetain SEQUENCE OF Retain

nextRetain SEQUENCE OF Retain

nextNextLeaf SEQUENCE OF DistrLeaf
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upperLeaf SEQUENCE OF DistrLeaf

upperTHLeaf SEQUENCE OF DistrLeaf

minTreehash SEQUENCE OF INTEGER

nextRoot SEQUENCE OF OCTET STRING

nextNextRoot SEQUENCE OF DistrRoot

curRootSig SEQUENCE OF OCTET STRING

nextRootSig SEQUENCE OF DistrRootSig

Parameterset ParSet

names SEQUENCE OF ASN1IA5String

}

DistrLeaf ::= SEQUENCE {

name SEQUENCE OF ASN1IA5String

statBytes SEQUENCE OF OCTET STRING

statInts SEQUENCE OF INTEGER

}

DistrRootSig ::= SEQUENCE {

name SEQUENCE OF ASN1IA5String

statBytes SEQUENCE OF OCTET STRING

statInts SEQUENCE OF INTEGER

}

DistrRoot ::= SEQUENCE {

name SEQUENCE OF ASN1IA5String

statBytes SEQUENCE OF OCTET STRING

statInts SEQUENCE OF INTEGER

treeH SEQUENCE OF Treehash

ret SEQUENCE OF Retain

}

TreehashStack ::= SEQUENCE OF Treehash

Treehash ::= SEQUENCE {

name SEQUENCE OF ASN1IA5String

statBytes SEQUENCE OF OCTET STRING

statInts SEQUENCE OF INTEGER

}

ParSet ::= SEQUENCE {

T INTEGER

h SEQUENCE OF INTEGER

w SEQUENCE OF INTEGER

K SEQUENCE OF INTEGER

}

Retain ::= SEQUENCE OF Stack

AuthPath ::= SEQUENCE OF OCTET STRING

Stack ::= SEQUENCE OF OCTET STRING
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D Ob ject Iden ti�ers

The follo wing table sho ws the ob ject iden ti�ers of some prede�ned GMSS imple-

men tations. Those use the giv en hash function for the OTS sc heme as w ell as for

the Merkle tree construction. F or all cases the hash functions are tak en out of the

FlexiCorePro vider.

Hash function Ob ject Iden ti�er (OID)

SHA1 1.3.6.1.4.1.8301.3.1.3.3.1

SHA224 1.3.6.1.4.1.8301.3.1.3.3.2

SHA256 1.3.6.1.4.1.8301.3.1.3.3.3

SHA384 1.3.6.1.4.1.8301.3.1.3.3.4

SHA512 1.3.6.1.4.1.8301.3.1.3.3.5

T able 9: Ob ject Iden ti�ers for GMSS

The di�eren t n um b er groups of the ab o v e giv en ob ject iden ti�ers signify the follo w-

ing:

1.3.6.1.4.1.8301 Darmstadt Univ ersit y of T ec hnology

1.3.6.1.4.1.8301.3 Cryptograph y and Computer Algebra Researc h Group

1.3.6.1.4.1.8301.3.1 Cryptographic Algorithms

1.3.6.1.4.1.8301.3.1.3 P ost Quan tum Cryptograph y

1.3.6.1.4.1.8301.3.1.3.3 GMSS
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