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Introduction

Public-key cryptosystems were invented in the late 1970’s, with some help from
the development of comlexity theory around that time. Previous cryptosystems
required that any two users share a secret key if they want to communicate se-
curely, whereas in the new public-key paradigm, encryption and decryption used
different keys: an encryption key which is public, and a decryption key which
is kept secret. With the public key one could encrypt messages, and decrypt
them with the private key. Thus the owner of the private key would be the only
one who could decrypt the messages, but anyone knowing the public key could
send them in privacy. The basic idea of the construction of the new cryptosys-
tem which is still the most important ingredient of any public-key cryptosystem
nowadays, is a difficult computational problem. Thus the security of the system
is based on the fact that the private key can be computed from the public key
only by solving such a problem, for example factoring large integers. In other
words, implementation can be done efficiently, but cannot be cracked efficiently.
The wide interest in public-key cryptography has produced several practically
important cryptosystems. For instance, the Rabin cryptosystem where deci-
phering messages is provably as hard as factoring large integers of the form
N = pq, p and q are primes. ElGamal presented another cryptosystem which is
secure provided that the so-called discrete logarithm problem is computationally
intractable. The most commonly used public-key algorithm RSA relies on the
problem of factoring as well as Rabin and the Diffie-Helmann key-exchange pro-
tocol is built on a problem related to discrete logarithms. In addition, there are
some other cryptosystems that rely on different mathematical problems. There
are only a few interesting knapsack public-key cryptosystems, none of which
are of practical importance, i.e. the Merkle-Hellmann and Chor-Rivest cryp-
tosystem, both constructed on the ground of a combinatorial problem known as
knapsack problem.

Unfortunately, these cryptosysytems and many others have either been shown
to be impractical or to be insecure, some have been cracked already like the
Merkle-Hellmann which was broken in 1980. This was the main reason for the
scientists to look for a new type of cryptosystems relying on different secu-
rity assumptions. As a result of this search, in the recent years large interest
has been directed to lattice-based cryptosystems. One of the reasons is that
certain lattice-problems are NP-hard, and several efficient cryptosystems have
been proposed and appeared strong until they have been broken. For example,
the Goldreich-Goldwasser-Halevi, Ajtai-Dwork cryptosysytems.

The goal of this thesis is to present a new public-key cryptosystem, with security
based on the worst-case quantum hardness of SVP (Shortest Vector Problem)
and SIVP(Shortest Independent Vector Problem). Although Regev’s cryptosys-
tem is quite similar to that of Ajtai-Dwork [3], the one by Ajtai was based on
unique-SVP, just a special case of SVP, hardness of which is not so well under-
stood. Regev has used a reduction from worst-case lattice problems such as SVP
and SIVP to a certain learning problem as a base for his cryptosystem. Hence,
an efficient solution implies a quantum algorithm for SVP and SIVP. The most
important feature of this cryptosystem is its improved efficiency. Comparing it



to the previous one by Ajtai and Dwork reveals that in the new one the public
key size was reduced to O(n?) from O(n*) and the encryption increases the size
of messages by a factor of O(n), while before it was O(n?). Moreover, under the
assumption that all parties share a random bit string of length 5(1@2)7 the size
of the public key can be reduced to 6(71) These facts make the cryptosystem
practical, although it does not quite solve the open problem of basing a cryp-
tosystem on the worst-case hardness of SVP and SIVP, because of its quantum
aspect. Finally, the cryptosystem is classical, it is only the security proof that
needs some quantum computation, which we skip in this thesis for simplicity.
The rest of the thesis is organized as follows. Chapter 1 treats the basic, gen-
eral definitions of lattices, learning with errors problem and a brief discussion
of the best known algorithm for that problem, as well as some definitions of
a few distributions. Chapter 2 describes the main theorem of Regev and his
algorithm for finding short linearly independent lattice vector. Finally, chapter
3 presents the cryptosystem itself, a simple example and briefly explains the
security and correctness lemmas. At the end of the chapter there is a discussion
of the settings of the parameters of the Regev’s system.
The following is just a list of the parameters of the cryptosystem that we will
use all the time. The reader might find it helpful to have a look at them, any
time needed:

n: some integer, n > 1

p:  be some prime integer, such that poly(n) < p(n) =p > 2
and n? < p < 2n?, p = O(n?)
be some real, « = a(n) € (0,1) such that o > ¥
be some integer, m = poly(n) = 5(n + 1)(1 + 2logn),
be some probability distribution, x : Z, — R*.
In the Regev’s cryptosystem it is taken to be 1,,.
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1 Preliminaries

In this section we present some useful notations that will be used throughout
the whole thesis.

1.1 General

We define a function f(n) to be called negligible amount in n if f(n) is asymp-
totically smaller than n~¢ for any constant ¢ > 0. (We mean that f(n) is
asymptotically smaller or negligible than g(n) if f(n) = o(g(n)). Instead of
writing f(n), we will use sometimes just n.) For example let f(n) = 2n and
g(n) = n% So in this case we have 2n = o(n?). Note that the parameter n
is an integer and indicates the input size. Similarly, a non-negligible amount
is one which is at least n~=¢ for some constant ¢ > 0. Thus, we define f(n) in
n to be a negligible function , if lim, . n°f(n) = 0 for any ¢ > 0. In other
words, a function is negligible if f(n) < 1/n~¢ for any ¢ > 0 and sufficiently
large n, defined in the sense above,i.e. f(n) =1/2" is a possible example. Also,
when we say that an expression is exponentially small in n we mean that it is
at most 272(") and by an expression is ezponentially close to 1, we mean that
it is 1 — 27" Finally, we should say what is hidden behind an expression, in
our application it is a number, corresponding to some probability.

Example :

Let n be a negligible amount and (99/100)™ be an expression, then we can con-
clude that this expression is exponentially small,i.e.

(99/100)™ = 99™-1/(22-25)™ = (99/25)"-272" = 2=") Here the last equation
holds because of the definitions of €2 (which can be found on next page) and
the fact that for any polynomial function in n, f(n) = ", a;n" with a,, > 0
we can always “drop” the less significant terms (i.e. terms involving powers
of n which are less than m), as well as the leading coefficient a,,. It holds
f(n) = Q(nm).

We need some technical explanations, as well. For € R, |z] is just the integer
closest to z or, in case two such exist, it is the smaller one. For two real num-
bers z and y > 0, x mod y = x — |x/y]| y, where |z] is just the smallest integer
closer to 1.

We say that an algorithm W with oracle access is a distinguisher between two
distributions if the difference of its acceptance probability, when the oracle out-
puts samples of the first distribution and its acceptance probability, when the
oracle outputs samples of the second distribution is a non-negligible amount.
Another important notation used mainly in the last chapter of security is that
of a statistical distance . Thus given two probability density functions ¢1, ¢2 on
R™, the statistical distance between them is defined as:

A(¢1, ¢2) = [go [d1() — p2(x)| dx

Notice that with this definition, the statistical distance ranges in [0,2]. It
cannot increase by applying a possible random function fi.e.

AfX), [Y)) < AX,Y)

This implies that the acceptance probability of any algorithm on inputs X
differs from its acceptance probability on inputs from Y by at most % A (X,Y).



The table coming next is just a revision of the most common complexity
classes we use:

Notation Definition

fn) € O(g(n)) | 3¢, k> 0such that 0 < f(n) <cg(n) for all n > k

fn) € Qg(n)) | 3¢, k>0 such that 0 < f(n) > cg(n) for all n > k

)
)
f(n) € o(g(n)) | for all ¢ > 0 3 some k > 0 such that 0 < f(n) < cg(n) for all n > k
)
)

f(n) € ©(g(n)) | 0 <liminf, o ’% < limsup,,_, ’% < o0
f(n) € O(g(n)) | if 3 a,e>0 | f(n) <ag(n)log¢g(n) for all suff. large n

Last but not least, recall the definition of the cyclic group Z, of integers
with addition modulo p. This is the group Z, = {0,1...,p — 1} with p elements
and identity element 0. We need to know the basic notation of group theory
and the properties of Z, as we use them as a basic ground in the whole thesis.
Finally, we explain the abbreviation poly(n). It means just a polynomial in n.

1.2 Lattices
In this subsection we characterize some basic definitions related to lattices.

Definition 1. (Lattice): An n-dimensional lattice is the set of all linear
combinations

A={>"  bizilw, €Z for 1 <i<n}
of n linearly independent vectors by, ...,b, € R™.

The set by, ..., b, is called a basis for the lattice and can be represented as
a matrix as well: B = [by,...,b,] € R™*™ having the basis vectors as columns.
For simplicity, we denote the matrix generated by B with the same letter as
the lattice itself, A := {Bz:xz € Z"}, where Bx is the usual matrix-vector
multiplication.
We say the rank of the lattice is n and its dimension is m. If n = m, the lattice
is called a full-rank lattice.

Definition 2. (The Fundamental Parallelepiped):
Given a basis B of a lattice A, the fundamental parallelepiped is defined as

P(B) = {Ba|z € [0,1)"}

Note that the lattice has a different fundamental parallelepiped for every
possible basis.

Definition 3. (Determinant of a lattice): Let B € R™*™ be a lattice-basis.
The determinant of a lattice is defined as the n-dimensional volume of the fun-
damental parallelepiped associated to B:

det(A(B)) := vol(P(B))



Notice that when B € R™*"™ is a non-singular square matrix then
det(A(B)) = |det(B)|.

Definition 4. (The dual lattice): The dual of a lattice A in R", is the set
of all vectors y € R™ whose inner product with any of the vectors in A is an
integer. More formally,

A ={y e R"|Vx € A, (x,y) € Z}

Definition 5. (Span): The span of a lattice A(B) is the linear space spanned
by its vectors,

span(A(B)) = span(B) = {Byly € R"}

More, there are two main lattice problems that are interesting for our topic
of discussion, the shortest vector problem (SVP) and the closest vector problem
(CVP). Next, we give the exact definitions of both problems. For more details
and further discussion on lattice problems see [10],[12].

Definition 6. (The 1st successive minimum) : It is the minimum distance
between any two distinct lattice vectors, and equals the length of the shortest
non-zero lattice vector (where by length we mean the Euclidean norm). It is
denoted by A1(A(B)). Formally,

M (A(B)) == min{dist(z,y) : ¢ #y € A} = min {||z|,|z € A\ {0}}

In other words, given a lattice the first successive minimum denotes the
radius of the smallest ball centered at the origin, which contains a non-zero
lattice vector. Likewise Ay denotes the radius of the smallest ball containing
two linearly independent non-zero vectors, and is called the second minimum
of the lattice. In general, the i-th minimum \; of a lattice is the radius of the
smallest ball containing ¢ linearly independent non-zero lattice vectors (we have
to ask for a non-zero vector since the zero vector is always contained in a lattice
and its norm is zero). The formal definition is the following:

Definition 7. (The i-th successive minimum) : Let A be a lattice of rank
n. For i € {1,...,n} the i-th successive minimum is

ANi(A(B)) :=inf {r : dim(span(A N B(0,r))) > i}

where B(0,r) = {z € R™|||z|| < r} is the closed ball of radius r around 0.
Next comes the problem concerned with finding (or approximating) A (A) :

Definition 8. (The Shortest Vector Problem or SVP): Given a lattice
basis B € Z™*" find v € A(B) such that ||v|, = A (A(B)). This is the Eu-

clidean norm, |[v|, = 1/ v

In the 2-dimensional case, it is possible to locate short vectors in polynomial-
time, using the generalized Gauss algorithm [12]. Unfortunately, no good algo-
rithm for finding short vectors in n-dimensional lattices is known (even for spe-
cific norms like the euclidean norm). Still there is an approximation algorithm
developed by A.K. Lenstra, H.-W. Lenstra, Jr. and L. Lovasz, usually called
LLL algorithm. Note that an approximation algorithm does not necessarily



find the shortest vector in the lattices, but it computes a lattice vector that is
guaranteed to be at most, let say v times the length of the shortest, where vy is
the approximation factor. The best known approximation factor is v = ( %)”
For even better approximation factors, one can use Schnorr’s algorithm. It can
be proved that the LLL algorithm terminates and it is actually polynomial
time.

The slightly modified problem of the SVP is called the shortest independent
vector problem. It is concerned with finding the i-th successive minimum of a

lattice, A;(A(B)) and will be used in this thesis, defined as follows:

Definition 9. (The Shortest Independent Vector Problem or SIVP):
For a rank n lattice A, let A,(A) denote the minimum length of a set of n
linearly independent lattice vectors from A, where the length of a set is defined
as the length of the longest vector in it. The goal is to find a set of n linearly
independent vectors whose length is at most poly(n)\,(A).

Finally, we define the second problem concerned with lattices, which is not
of less importance:

Definition 10. (The Closest Vector Problem or CVP): Given a basis B
and a target vector ¢, find the lattice vector v € A(B) closest to t.

CVP is NP-hard. However there is a polynomial time approximation algo-
rithm for it, called Babai’s nearest plane algorithm, see [4] for more detailed
discussion. It obtains approximation ratio of 2(%)", where n is the rank of
the lattice. In many applications, this algorithm is applied for a constant n, in
which cases it yields a constant approximation factor. In fact, Regev presents a
factor of v = 2% in [I5].

Indeed, he defines a non-standard variant of the closest vector problem, which
he needs for his Main theorem. It is given and used as follows:

Definition 11. (Approximate CVP): Let A be n-dimensional lattice and
d > 0 such that d < A1(A)/2 holds. Given a point & € R™ whose distance to A
is at most d find the closest lattice point y to z.

In the rest of the thesis, d satisfies always the conditions above hence, in this
variant the closest vector is unique.

1.3 Learning with errors

The LWE problem can be presented as the problem of decoding random linear
codes. More specifically, we bring out the definitions we are going to use:

Definition 12. (Decoding random linear codes): Let m = poly(n) be ar-
bitrary. Given a random m X n matrix Q € Z;**" and a vector t € Z;", such
that t = Qs + e (mod p) where coordinate of the error vector e € Z" is chosen

independently according to a probability distribution. Recover s.

Usually the ’learning from parity with errors’ modulo p problem is defined
formally in the following way:

Definition 13. (LWE,,): Let n be some integer and ¢ > 0 be some real.
p = (p) < poly(n) is also some prime integer. We are given a list of equations
with error:



by = (s, a1) + e1( mod p)
bo = (s, a2) + ea( mod p)

where a; are uniformly distributed on ZZ and b, € Z,. The errors ¢ € Z,
are chosen independently according to a probability distribution x : Z, — RT.
Then the input of the problem consists of the pairs (a;,b;) and the output is a
guess for s.

Informally speaking, the problem is to find s from samples of the form
(a,sa + €) where a is chosen independently and uniformly from Z, and e is
chosen from Z,.

The special case e = 0 can be solved efficiently with Gaussian elimination.
With error € and p = 2, we have x(0) = 1 — € and x(1) = €,i.e. each equation
is independently chosen to be correct with probability 1 — € and incorrect with
probability e. This requires O(n) equations and poly(n) time. The problem
becomes significantly harder when we take any positive € > 0.

The first algorithm for p = 2 is due to Blum, Kalai and Wassermann [5]. It is
based on the following idea:

Find aset S of O(y/n) equations among 20/ 1°27) such that >_ ¢ a; = (1,0, ..., 0).
This gives us a guess for the first bit of s which is correct with probability
% +2-9(/7) By repeating this process O(y/n) we will get the correct value for
the first bit of s with high probability. Repeating further the whole procedure,
we can determine the remaining bits of s with high probability.

This algorithm is subexponential. It requires only 29("/1°87) equations and
runs in time 20(*/1°8™) Tt is currently the best known algorithm for the LWE
problem with p = 2. Moreover it runs in polynomial time for the case when
all non-zero bits of b = (by, by...) are one of its first O(lognloglogn) bits. It is
comparatively faster than the maximum likelihood algorithm which works in a
similar way but needs O(n) equations and runs in 20(7) - This ’learning’ algo-
rithm of Blum, Kalai and Wasserman [5] has other applications, too. Kumar
and Sivakurmar [7] present an algorithm that in 20(") time approximates the
length of the shortest lattice vector to within a polynomial factor. Their algo-
rithm uses Ajtai’s reduction [I] of the problem of approximating the length of
the shortest lattice vector in a family A(n, m, ¢) = L(A) of lattice of the random
class. Ajtai defines a lattice L(A) of the random class in the following way: for
an n X m matrix A over Z,, L(A) is the lattice of all vectors in Z™ which are
orthogonal to the rows of A. He shows that if there exist an algorithm C, that
for certain values of ¢ and m, computes a non-zero vector in L(A) of certain
length, depending on m, then there exist an algorithm B, that for any lattice
L € R™, computes approximation of the length of the shortest lattice vector in
L up to a factor in poly(n).

So the last step for approximating the SVP-length is to construct an algorithm
C for finding a non-zero vector of certain length, depending on n, in A(A4). Us-
ing the idea of Blum, Kalai and Wasserman, as well as the one of Kumar and
Sivakumar, we use the following procedure to construct C: Let A be an n x m
matrix over Zq. The multi-set that consists of columns of A gives us a uniform
sample of m vectors in Zg. Then we can obtain a presentation of any vector
u € Zy as a sum of at most n° vectors from S. Considering the case u = 0 we
can find a non-zero vector in A(A).



Thus the best known algorithm for the LWE problem with p < poly(n) resem-
bles the one presented by Blum, Kalai and Wassermann [5] and under some
assumptions on the probability distribution uses 29" equations and runs in
the same time.

1.4 Several Distributions

Next, we proceed with definitions of the distributions we need in the thesis.
We start with the simplest continuous distribution, namely the uniform distri-
bution. It has a constant probability density on given (real) interval and is zero
elsewhere. Its probability density function on Ris: 1/(b—a) for = € (a,b) and
otherwise 0. We will use the letter U for the uniform distribution on a segment
(0,1) with density function 1, for elements in the segment and 0 otherwise.
Then we recall the normal distribution. It is the distribution on R with mean
p = 0 and variance o2 given by the density function

f@) = 7= exp(—5((z — p)/0)?)

2o

Note that the sum of two independent normal variables with mean 0 and variance
0? and 03 is a normal variable with mean 0 and variance o} + o3.

In the following definitions we see some modified distributions that are based
on the preceding paragraph.

Definition 14. (Gaussian function ps(z)): A Gaussian function centered in
¢ and scaled by a factor of s is defined in the following way, where we consider
only the special case of ¢ = 0:

So, for a vector z € R™ and any s > 0, let

ps() = exp (= [|z/s]|")

The total measure to ps(x) is [, g, ps(x)dx = s". Therefore, we can de-
fine the continuous Gaussian distribution around 0 with parameter s with its

probability density function

Definition 15. (The continuous Gaussian distribution Dg(z)):

Vz € R, Dy(z) = 22

sn

It is an n-dimensional density function and intuitively one can think of it as
a sphere of radius r = sy/n/(27) centered around 0. The smaller s is, the more
concentrated is the probability around 0.

Notice that Dg(x) can be expressed as the sum of n orthogonal 1-dimensional
Gaussian distributions and each of them can be efficiently approximated with
arbitrary precision using standard techniques. So, the distribution Dy (z) can
be efficiently approximated as well. For simplicity, we work with real numbers
and assume that we can sample from D;(x) exactly.

If s is not specified, assume that it is 1 and functions are extended to sets
in the usual way, that is why for any countable set A we have

ps(A) =2 e a ps(2).

Definition 16. (The discrete Gaussian distribution D, ;(z)):
The discrete Gaussian distribution for any real s > 0 and a countable set A,



Vr € AvDA73($) Ds(x) — ps(x)

As Micciancio and Regev show in their paper [I1], for a large enough s,
Dy s(z) behaves in many respects like a continuous Gaussian distribution Dy(z).
In fact, they define a new parameter that tells how big s has to be in order for
this to happen. So, in the next paragraph we will give the definition of this
parameter and some useful properties. For more details and explicit description,
have a look at [I1],[I3].

Definition 17. (The smoothing parameter 7.(A)):
For an n-dimensional lattice A, and a positive real number € > 0, we define its
smoothing parameter 7.(A) to be the smallest s such that p,,,(A*\ {0}) <e.

Notice that 7.(A) is a continuous and strictly decreasing function of e. It is
the smallest s such that a Gaussian measure p;,, on the dual lattice scaled with
1/s gives all but a negligible amount of its weight to the origin.

Informally, it says if we choose a random lattice point from an n -dimensional
lattice A and add noise D(z) for some s > n.(A) then the resulting distribution
is within statistical distance e (where we take € to be some negligible function
of the lattice dimension n) of the uniform distribution on R™. In fact, Regev
shows another important property in [I3]: For s > v/2n(A) if we sample a point
from the discrete Gaussian distribution Dy 4(z) and add Gaussian noise D (x),
we obtain distribution whose statistical distance to a continuous Gaussian is at
most 4e. Hence, intuitively the noise is enough to hide the discrete structure of
Dy s(x). (Here we should make clear that no uniform probability distribution
can be defined over a lattice or other countably infinite sets or even over the
entire space. In fact the definitions that we just made follow [9] and capture
the intuition of ’starting from’ a random lattice point by working modulo the
lattice.)

So what we want to do next is to define another probability distribution. We
call it the error distribution and it is the distribution that we need in Regev’s
cryptosystem .

Definition 18. (The error distribution 1), (z)):

For a € R*, it is a distribution on R/Z obtained by sampling from a normal
variable with mean p = 0 and standard deviation o = \/%, reducing the result
modulo 1. In fact one can (one must) identify the circle group R/Z with the
interval [0,1). (The circle group shows up in a huge variety of forms in mathe-
matics and we list some of the most common ones:

R/Z = Cy = {z+ ylz,y e R,z +y*> =1} = {z € C[|[]z|| =1}, or it is just
what we said, the unit circle.) Taking the parameters of the normal distribution
with mean 0 and standard deviation o = \/% and replacing them in the for-
mula of the density function for a normal distribution, we can write the explicit

formula for the distribution ¢, (z) : R/Z — R*:

Va(w) =350 & exp (—7(555)?)

Note that k£ is an integer running from minus infinity to plus infinity and
as we said above that z is taken from the interval [0,1). As you see, one can
efficiently sample from ¥, (z), as well. We want to choose from a normal distri-
bution, but instead the actual result should be an integer modulo p. So, thinking




intuitively we choose (or precise sample) from the usual (real valued) normal
distribution, then round the result to the nearest integer and at the end take

modulo p. The actual rounding’ is presented through the following function
wa(i) : ZP - R+7

Dai) = [ (@) da

where i goes from 0 to p — 1. In other words we are rounding numbers
n [—1/2p,1/2p] to 0, those in [1/2p,3/2p] to 1, etc. We round to integers in
{0,1,...,p — 1} instead of to {0,1/p,...,p — 1/p}, which is more convenient, but
still one can do it also for ¢ in {0,1/p,...,p — 1/p}. Note that the elements of Z,,
are arranged on the unit circle and rounding can be applied to any distribution,
not only to .

We needed this distribution for the cryptosystem, presented in chapter 3.

Therefore let p > 2 be some integer, and let x : Z, — RT be some proba-
bility distribution on Z,. For n an integer and s & Z , a vector, let A, be
a distribution on Zj x Z obtained by choosing a Vector a € Z, uniformly at
random, choosing e € Zp according to x, and outputting (a, (a,s) + €), where
additions are performed in Z,,i.e. modulo p. Actually, a different letter for that
distribution is used , because it is the common case,i.e. it can most probably
be any other distribution, but Regev proved it for a normal one. We also define
U as the uniform distribution on Zj x R/Z.
Similarly, for a probability density function ¢ on R/Z, we can define A, 4 as
the distribution on Zj x R/Z obtained by choosing a vector a € Z,, uniformly
at random, choosing e € R/Z according to ¥,and outputting (a, (a,s) /p + e),
where additions are performed in R/Z,i.e. modulo 1.

We will need some knowledge about Fourier transformation of a function and
that is why we briefly review some of the important properties of the Fourier
transform. (The following is used mainly in the proof of thee main theorem
of Regev, which is not of great interest for our topic of discussion, which is
concentrates on the practical example of it Regev’s cryptosystem). We start
with a definition:

Definition 19. (The Fourier transform f)
The Fourier transform of a function f : R™ — R is defined to be a function
f R™ — R such that

D) = fp f(a)el 2o
Note that if f(x) = g(x + v) for some function g and vector v then

~

fly) = e vig(y)
Similarly, if f is related to g by f(z) = e2™**) g(z) then

Fly) =gy —v)

Another important fact is that the Gaussian function ps(z) with s = 1 is its
own Fourier transform,i.e.

10



pe(y) = pala) = eI
More generally, for any s > 0 it holds that

ps(y) = s"p1ys(x)
And finally we give the following formulation of the Poisson summation formula.

Lemma 1. (The Poisson summation formula): For any lattice A and any
function f : R™ — C, f(A) = det(A*) f(A*) where f denotes the Fourier trans-
form of f.

For a more precise treatment, see [6] and [13].

2 Main Theorem

First we want to give some informal explanations of the problem and then we
will define it properly:

Let n, p be integers and « € (0, 1) be some real such that o > (24/n)/p. If there
exists a polynomial time algorithm that solves LW E,, 1, then there exists a
quantum algorithm that approximates the shortest vector problem SVP and the
shortest independent vector problem SIVP to within O(n/«) in the worst case.
In other words, it shows that the learning modulo p problem (e.g. the problem
of finding small solutions to random linear equations with coefficients in Z7) is
as hard as the problem of reducing worst-case instances of lattice approximation
problems (e.g. finding short lattice vectors or SVP). So, in order to perform such
a reduction, one needs to sample (almost uniformly at random) the group Zy in
a way that is related to an underlying lattice problem (for an arbitrary lattice).
Before continuing with a more detailed description of the reduction algorithm
we first give the exact definition of the main theorem:

Theorem 1. The Main Theorem

Let € = ¢(n) be some negligible function of n and a = a(n) € (0,1) some real.
Also let p=p(n) be some integer such that p > (24/n)/a. Assume there exists
an efficient algorithm W that solves LW E, , , then there exists an efficient
quantum algorithm for solving the following worst-case lattice problems:

e Find a set of n linearly independent lattice vectors of length at most

2n(n.(A)/a) < O(An(A)(n/a)).
e Approzimate \;(A) to within O(n/c).

The resulting algorithm for the approximation of the SIVP is iterative. It

starts with some long vectors and repeatedly finds shorter and shorter ones. It
proceeds as follows:
Take n® samples from the discrete Gaussian probability distribution Dy, for
some large enough r and ¢ > 0. Each iteration takes n® samples and generates n®
samples from a new distribution Dy ,+ over the same lattice with " = ry/n/ap.
Hence ' < r, by repeating this iterative step we obtain samples from Dy ,. for
smaller and smaller values of r. The algorithm stops when no longer n linearly
vectors of length at most r/n can be found. We do this in two steps:
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First step:  Using the given samples from the distribution mentioned above
with parameter r, construct an algorithm that solves the CVP on A* for points
that are within distance ap/r of the lattice. This algorithm is classical and uses
the LWE oracle W. (The reader can have a glimpse of the exact definition of
the closest vector problem in chapter 1 Preliminaries, section 1.2 Lattices).

It turns out that the C'V Py« 4/, can be reduced to the following problem:
Given some input vector z within distance at most ap/r of A*. Find the vector
of coefficients y € A* reduced modulo p. For our choice of r, y is unique and
exactly the closest vector to z. Even more formally, our goal is to find:

7(z) := (A*)~'y mod p= ATy mod p € Z}

in case x is given.

We start with approximating the Fourier transform of the Gaussian distribution
Dy . This was shown to be possible by Aharonov and Regev in [14]. In fact, if
we are given a polynomial number of samples from some probability distribution
on a lattice, they showed that one can compute an approximation to its Fourier
transform to within +1/poly(n). So, taking our n¢ samples from the distribution
Da 4 Aa,ryp gives us the desired good approximation. This is done in the following
way:

e Choose a € Z; uniformly at random
e Sample y from Dy pq,./p and output (a,y)

Indeed, the Fourier transform of the Gaussian distribution Dpyaq,./p is the
Fourier transform of Dy, up to a phase (i.e. meaning the phase component of
an expression, or to make it even clearer it is just a component of an expression).
So, if we can can approximate the Fourier transform of Gaussian distribution
over A + Aa with a parameter of r/p, we can then correct its phase and obtain
the Fourier transform of Gaussian distribution over A with parameter r/p. The
correction is done as follows:

Fix some z whose distance to A* is smaller than ap/r, for example let it be
Bp/r for some 0 < B < a. One of the main contributions in [I3] is that for such
x, the distribution of (x,y) mod 1, where y is sampled from D a4,y /p is closed
to a Gaussian centered around (a,7(z))/p mod 1 with standard deviation g.
Here Regev makes an important note, namely the distribution (z,y) mod 1 is
discrete and it is close to a Gaussian,i.e. by adding a small amount of noise,
Dy (s, the distribution becomes a continuous distribution that is very close to a
Gaussian, or normal distribution. In other words, adding a small amount of noise
to (x,y) mod 1 will be equal to (a,7(z))/p mod 1 with very high probability.
Therefore if y is sampled from Dy pq,r/p then p(z,y) mod p is distributed like
a Gaussian around (a, 7(z)) mod p with standard deviation 8p. By rounding,
we obtain |[p(z,y)] mod p is distributed like ¢ 5 around (a,7(z)) mod p. This
can be rewritten as ’equation with error’:

[p(z,y)] = (7(x),a) + exr( mod p)
[p(z,y)] = (7(2), @) + ez( mod p)

12



Using the LWE oracle we solve the polynomial number of equations and
obtain 7(z). So, after all this we are able to make the correction in the phase
and to obtain the Fourier transform of the Gaussian distribution over A within
parameter 7 /p.

Actually, there is another remark we need to add here: we want to ask what
exactly is Daypq,r/p? The answer to this question is the following: it is a
distribution that looks like a translation of D ,/,, where A has been parti-
tioned into p™ translates of the lattice pA. Namely, for each a € Zj the set
pA + Aa = {Ab|b €Z",b modp=a,ac€ Zg} forms a partition of A. In [I3]
Regev shows that for any a € Zj, the probability that a point sampled from

n

Dy is in pA + Aa is very close to p~".

Second step: Use the algorithm from the first step to generate poly(n) sam-
ples from Dy . Remember that v’ = r\/n/(ap). It proceeds as follows:
Create a quatum state that corresponds to the Fourier transformation of the
Gaussian distribution over A with a parameter r/p. Then apply the quantum
Fourier transform and obtain a quantum state corresponding to Dy ,. By mea-
suring this state we obtain a sample from D, , and repeating the process we
end up with poly(n) samples. Each time we replace r with v/ until r is small
enough, the result is the closest lattice point from the given one,i.e. the shortest
lattice vector.

This was just briefly going through the explanations, as the detailed description
requires much deeper knowledge and is quite tedious. In fact this is not really
of interest for our work, but the cryptosystem itself. More details can be found
in [13].

Note that the theorem works only for p > 2y/n. So, an important open ques-
tion left is the problem of determining the hardness of the LWE problem in the
special case p = 2.

The real proof presents an algorithm for finding short linearly independent lat-
tice vectors. We do not want to write the whole proof, but just go over the
explanations and the structure of this algorithm. For more details, see [I3].
First we need a few lemmas.

Lemma 2. Given any lattice A, we can efficiently sample from Dj , for
r > 24"\, (A).

Lemma 3. Let A be an n-dimensional lattice, ¢ = ¢(n) be some negligible
function, @ = a(n) € (0,1) be some real, and p = p(n) > 2 be some integer.
Assume that we are given n° samples from Dy, for some r > pn.(A) and a
large enough ¢;. Also assume that we have an efficient algorithm W that solves
LWE,,, then there exists an efficient quantum algorithm that produces any

polynomial number of samples from Dy ;. /z/(ap)-

Remark 1. The first part of the proof describes a classical algorithm that using
W and the samples from Dy, solves C'V Py« op/,- The second part presents
a quantum algorithm that, given an oracle that solves CV Py« /. outputs
samples from Dy ;. /m/(ap)- Note that it holds:

ap a 1 AL (AY)
TS S S 73

) ne(A) =

and hence the CV Py« o/, is well-defined.
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Lemma 4. Let A be any n-dimensional lattice and let > 27.(A) where € < ﬁ.

Then the probability that a set of n? vectors chosen from D, , contains no n
linearly independent vectors is exponentially small.

Proof. The algorithm for finding short linearly independent lattice vectors is
the following:

Compute A, such that 1 < X, /A, (A) < 27
For each k € {1,2,..., [logp]} do
P 2in}, ok
Let S be n° taken from Djy
While S contains n lin. indep. vectors from A of length < rv/n do
Sk < n lin. indep. vectors of length < ry/n from S
¥ — ry/nf(ap)
Let S" be n¢ taken from Dy,
Set r < 7" and S «— 5’
0 Output the shortest set among S1, ..., Sfiog p]

H O W0 Utk WNH-

The rough estimate of A\, (A) in the first step can be obtained by using LLL
algorithm [8], where we can win a basis for A of length at most 2"\, (A). In
the outer loop of &, with each iteration we obtain a different candidate set S of
n short linearly independent vectors until we output the shortest of these sets
with respect to the length of a set,i.e. the length of the longest vector in it. The
purpose of the loop is to achieve the O(n/«) approximation factor. Without it,
the algorithm yields worse polynomial factor.

We can choose ¢ = max {c1,2}, where the constant ¢; comes from Lemma 3
and 2 from Lemma 4. The iterative step 8, can be explained with Lemma 3,
as well. Tt allows us to create samples from Dy ;. /m/(ap) by using samples from
Dy . This distribution is narrower by a constant factor since rv/n/(ap) < r/2.
Indeed, in order to obtain samples from D, ;. /m/(ap), the condition r > 2n(A)
must hold. Since the algorithm does not check this condition, step 8 might run
for smaller values than r. In such cases, we do not assume anything about the set
S’, it might contain arbitrary vectors that do not correspond to the distribution
DA/ (ap)-

Another important note is that using n¢ samples from Dj ,, generates the same
number of samples n® from Dy .. /m/(ap)- In fact, we could even generate more
than n¢ samples. The algorithm does not work if we generate only n¢/2 samples.
This is because the number of iterations of step 8 is polynomial and if the number
is halved in each iteration, we would have to start with an exponential number
of samples.

Finally, Regev shows that the algorithm finds n linearly independent vectors of
length at most 2nn(A)/a. In each of the [logp] = O(logn) iterations of the
outer loop, the algorithm begins with r < 2°"\,2p < 2(e+2)n ) (A). In each
iteration of the inner loop, r gets smaller by a factor of at least 2. Having n
linearly independent vectors of length at most 7v/n implies that r/n > A, (A).
Hence, the number of iterations of the inner loop is at most

(c+2)n+ 3logn = O(n). O
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3 Regev’s Cryptosystem

A public cryptosystem serves an unlimited number of participants. Each of
them publishes a key called public and keeps secret another one, called private.
The public key is available for everybody, but the private key is known only for
its owner. The usual scenario is the following: Alice and Bob want to exchange
information through a secure channel. If Alice wants to send a message to Bob,
she gets Bob’s public key from a directory available for everybody. (We do not
assume that Alice has a public or private key.) Then, using Bob’s private key,
she encodes the message and sends it to Bob through an open channel. Bob
using his private key is able to encode the message, but without this private key
the message cannot be decode.

3.1 Example

Let us consider a simple example,but keep in mind that we want to lay stress
on explaining the cryptosystem. We do not care about the parameters in this
part and the following has little to do with the actual parameters, it is just for
illustration:

The private key is a vector s = (0 1 2)%. It is chosen uniformly at random
from Zj. The public key is given by the pair (4,b), where A is a 6 x 3 matrix
Aezy

2 01
1 2 2
0 2 0
A_12O
0 1 1
2 10

andb= (2022017 ¢ Zy' is a vector. Remember that b = As + e mod p.
In this case p =3, m = 6 and n = 3.

Suppose Alice wants to encrypt a message and send it to Bob. She chooses a
random subset of rows from the public known matrix A. In this case, these are
the first and the forth. The process continues depending on the bit she wants to
encrypt. If it is 0, she calculates the sum of the first and the forth row, element
by element. Then does the same with the corresponding b’s. (Do not forget
that all the additions are made modulo p.) She sends the result to Bob.

a1 +as=37+27+17~1
He computes b — (a, s), using his private key s. Precisely:
b—(a,8)=1—->a;b;=1—(3-0+2-141-2)=-3 mod3=0

As the exact result is 0, which is obviously closer to 0 than any other number
and VQJJ mod p = 1 mod 3 = 1 as well, Bob decides that the encrypted bit
was 0.

If the encrypted message from Alice was:

a; +as =374+27+17~2

Bob repeats the same calculations, plugging in 2 for b. The result is 1. That
will be the case of encryption on a 1-bit, because 1 is closer to
|2] mod p=1 mod 3 =1 than 0.
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3.2 Formal Definition

Let n be the security parameter of the cryptosystem. The other parameters
are m and p both integers, and a probability distribution x on Z,. Choose m
such that m = 5(n 4+ 1)(1 + 2logn) and set p > 2 to be some prime number
between n? and 2n?. The probability distribution y is taken to be 1, for
a = a(n) = o(1/y/nlogn),ie we can choose a(n) = 1/(y/nlog®n). In the
following description, all additions are performed in Z,,i.e modulo p.

Private key : The private key of Bob is a vector s € Z, chosen uniformly at
random. More precisely, Bob picks a random vector s with uniform distribution
from Zj.

Public key : The public key is the pair (a;,b;)™, where b; = Y e; (a;, s;)
and the sequence of vectors m vectors ai,..,am € Z, is chosen independently
from the uniform distribution. The same holds for the elements ey, .., e, € Zy,
which were chosen again independently according to x, for i =1,...,m.

Encryption : Knowing the public key and assuming that Alice knows how
to generate the necessarily distribution, she can start sending messages to Bob.
If she wants to send a single 0 bit, then she chooses a random subset S of [m)].
The actual encryption is (>, g@i,> ;cgbi). Else if Alice wants to encrypt a bit

1, she sends (3, cgai,| 5|+ ,cgbi)

Decryption : Now suppose that Bob received the message, which Alice sent
him. Bob computes b — (a, s), using his private key s, then checks whether the
result is closer to 0 or to L%J modulo p. In the first case he concludes, that the
encrypted bit was 0, while in the second 1.

3.3 Correctness

Next we want to prove that the probability of decryption error is small and the
choice of the parameters of the cryptosystem guarantees correctness. In order
to do that we need some additional notation. For a distribution x on Z, and an
integer k> 0, we define x** as the distribution obtained by summing together
k independent samples from x, where addition is performed in Z,,i.e. modulo
p, and for k> 0, x*° is a distribution that is constantly 0.

The claim is based on the following lemma :

Lemma 5. (Correctness):
Let 6 > 0. Assume that for any k € {0,1,...,m}, x** satisfies that

Pro. -« [lef < |B] /2] >1-6
Then the probability of decryption error is at most 9.

Notice that for an element e € Z,, we define |e| as the integer e in the case
of e € {0, 1,..., LgJ} and as the integer p — e otherwise. In other words, |e|
represents the distance of e from 0.

Proof. First we will have a look at the encryption of 0. It is given by the pair
(a,b) where :
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a =) s
b =Dlieshi = Yieslais) + e =(a,8)+ ) eqei
b —{a,s) = ics€i
Here the distribution of the elements e;, which have been chosen indepen-
dently, is exactly the one mentioned above, namely x*/°I on Z,, where the
number of samples was taken from a random subset S of [m], see chapter 3.2,
Encryption. Then according to our assumption, |Ziesei| is less than ng /2
with probability at least 1 — . In this case we are closer to 0, the decryption
was correct.
Now let us consider the encryption of 1. It is given by the pair (a,b), but
this time we have:

a = g
b =3 esbit |5 =Yieslais) tet 5] =(as)+ e+ 5]
b —{a,s)—[§] =Diesti
Then we can see that the following inequality holds,
|b—(a,s) = [§]] <Ib—{a,s)] < [5]/2
and the last inequality was true, because of the assumption. So according to
the same assumption, ’Eze Sei’ is less than ng /2 with the same probability,

which was at least 1 — J. And in this case we are closer to Lng resulting that
the decryption is correct again.

For a probability distribution ¢ on R/Z we define ¢** similarly to x**. It
is a distribution obtained by summing together %k independent samples from ¢.
For z € R/Z, we define |z| to be z for z € [0, 3] and 1 — z otherwise.

Claim 1. For our choice of parameters it holds that for any k € {0,1,...,m},

PreNE:;k llel < |B] /2] >1—4d(n)

for some negligible function §(n).
Note that ¢ can be any distribution on R/Z, but one can think of it as .

See the definition of the error distribution, chapter 1.4. Then a sample from

—xk
wz can be obtained by sampling 1, ...,z from ¥, and outputting Zle | px;]
mod p.

3.4 Security

In a public-key cryptographic scheme, a key pair is selected so that the problem
of deriving the private key from the corresponding public key is equivalent to
solving a computational problem that is believed to be intractable. Number-
theoretic problems whose intractability form the basis for the security of com-
monly used public-key schemes are:
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1. The integer factorization problem, whose hardness is essential for
the security of RSA public-key encryption and signature schemes.
2. The discrete logarithm problem, whose hardness is essential for
the security of the ElGamal public-key encryption and signature
schemes and their variants such as the Digital Signature Algorithm
(DSA).
3. The elliptic curve discrete logarithm problem, whose
hardness is essential for
the security of all elliptic curve cryptographic schemes.

The Regev’s public-key cryptosystem we explained above is based on the
worst-case quantum hardness of SVP and SIVP. This means that breaking the
cryptosystem implies an efficient quantum algorithm for approximating SVP.
This security guarantee is incomparable to the one by Ajtai and Dwork lattice-
based public key cryptosystem based on unique-SVP, which is a special case
of SVP. On one hand, it is stronger as it is based on the general SVP and
on the other hand, it is weaker as it only implies a quantum algorithm for a
lattice problem. Since no quantum algorithm is known to outperform classical
algorithms for lattice problems, it is not unreasonable to suppose that lattice
problems are hard even quantumly. Still we emphasize that the cryptosystem
itself is entirely classical. The new cryptosystem of Regev is also much more
efficient than the previous one, as the public key is of size O(n?) compared to
the one of Ajtai and Dwork 5(n4) and encrypting a message increases its size
by O(n), while before the value was O(n2), respectively.

Regev’s cryptosystem is based on the following lemma:

Lemma 6. (Security):

For m > 5(n + 1)logp, if there exist a polynomial time algorithm W that
distinguishes between encryptions of 0 and 1 then there exist a distinguisher Z
that distinguishes between A, and U for a non-negligible fraction of all possible
private keys s.

We already know from chapter 1.4 what type of distribution A , is. It was
defined as the distribution on Zj x Z;, obtained by choosing a vector a € Z;; uni-
formly at random, choosing e € Z, according to x, and outputting (a, (a,s)+e),
where additions are performed in Z,,i.e. modulo p. We want to have a closer
look at the distinguisher Z. According to the definition we need to consider the
acceptance probabilities of W with samples from the two distributions, namely
Asx and U (the uniform distribution on Zj x Z,). The proof starts with the
hypothesis that |po(W) — p1(W)| > -L for some ¢ > 0. Here po(W) denotes
the acceptance probability of W on input ((a;, b;)7,, (a,b)) where (a,b) is an
encryption of 0 with the public key (a;, b;)", and the probability is taken over
the randomness in the encryption algorithm. Similarly, p;(W) for encryptions
of 1 and p, (W) is the acceptance probability of W on inputs ((a;, ;)7 4, (a,b))
with (a;,b;)"™, chosen again according to the private and public keys distri-
bution but (a,b) is chosen uniformly from Zj x Z,. Then construct a new
distinguisher W’ for which holds |po(W') — p,(W’)| > 7. Because of the hy-
pothesis, in the case of |pg(W) — pu(W)| > 5=, W’ is the same as W, while

for |p1(W) = pu(W)| > 5iz, W’ calls W with ((a;, ;). (a, 251 + b)) on the

same input ((a;, b;)7™ 4, (a,b)). In this way the distribution on encryption of 0
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is mapped to the distribution on encryption of 1 and the uniform distribution
to itself. Therefore, the claim is that W’ is the required distribution. Then
Regev shows a distinguisher Z that distinguishes between U and A, , for any
s € W’ such that holds |po(s) — pu(s)| > ;i=, stressing out that these are the
same acceptance probabilities but for W'. Taking m samples (a;, b;)7; from R,
which is some distribution that is either U or A ,, the distinguisher Z estimates
both the acceptance probabilities po((a;, b)) and py((a;, b;)™;) up to an ad-

2
ditive error of —i=. If their difference is more than 7 accepts, otherwise

64n°
Z rejects. For further details, see [13].

_1
16n°?

3.5 Tight bounds

In this chapter we discuss the parameters of Regev’s cryptosystem and give
tighter bounds for some of them.

For the choice of parameters, presented in chapter 3.2, the public key size is
O(mnlogp) = O(n?) and encryption increases the size of a message by a fac-
tor of O(nlogp) = O(n). It is possible to reduce the size of the public key
to O(mlogp) = O(n) by the following idea of Ajtai [2]: assume all users of
the cryptosystem share some fixed random choice of a1, ..., a, which can be
achieved by distributing these vectors as part of the encryption and decryption
software. Then the public key need only consist of by,...,b,,. As an end effect
of that modification the security of the cryptosystem is not affected.

Next we have a closer look at the setting of the parameters m and p that guar-
antees both security and correctness. Remember that m = 5(n+1)(1+2logn).
In fact m needs to be slightly bigger than 1.1nlogp and the factor of 5 is not
really needed. One possible optimization is to replace it with 1.1. The parame-
ter p, on the other hand which was set to be some prime p > 2 between n? and
2n2, needs to be large enough, so that not too many decryption errors occur.
If one does not care about a few decryption errors, p can be certainly set to be
smaller than n?. In fact the variance needs to be at least 2y/n for the security
proof to work, anything above /n is alright. We remind once again that only
for p > 24/n the main theorem works.

Finally, the security parameter n can be any integer bigger than 1, the fact is
coming from the following lemma:

Lemma 7. Let n > 1 be some integer and p > 2 be a prime. Let ¢ be some
probability density function on R/Z and let v be its discretization on Zyp. Then,
assume there exists a distinguisher that distinguishes AS@ from U for a non-
negligible fraction of all possible s. Then there exists an algorithm that solves
LWE, .

In other words, Regev shows through a sequence of reductions, that all vari-
ants of the LWE problem are as hard as LWE. For more details have a look at
chapter 4 in [I3].
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Conclusion

In the preceding chapters we have seen that lattice problems like SIVP or CVP
are connected by a reduction problem on which Regev besed a new lattice cryp-
tosystem . In fact, we saw that instead of immediately finding very short vectors
in a lattice, the iterative reduction of Regev suggests preceding in steps, where
in each step shorter lattice vectors are found. Thus, in each step the length of
the vectors found decreases by a factor of 2, so that after a polynomial number
of steps we end up with vectors that are within some polynomial factor of the
shortest. Iterative reductions were so far never used in the construction of a
lattice-based public-key cryptosysytem. The main theorem is the first to apply
such a reduction in this context. Moreover, it is the reduction that allows Regev
to relate the LWE problem to lattices, and in particular to problems like SVP
and SIVP as opposed to the unique-SVP.

Then we saw that, using the reduction from worst-case lattice problems such
as SVP and SIVP to a certain learning problem, Regev presented a public-key
cryptosystem whose hardness is based on the worst-case quantum hardness of
SVP and SIVP, while previous lattice-base cryptosystems such as the one by
Ajtai and Dwork were only based on unique-SVP, a special case of SVP. The
advantages of this application were quite astonishing itself because the system
seems to be very simple and practicable, and more with improved efficiency.
Comparing it with previous one by Ajtai and Dwork, we saw that the public
key size has decreased from O(n?) to O(n?) ant the encryption increases the
size of a message by a factor of O(n) instead of O(n?2). Moreover, we can reduce
the public key size even to 6(71), under the assumption that all users share a
random bit string of length O(n2). Still, this modification does not affect secu-
rity of the cryptosystem.

Unfortunately, the main results of Regev have some disadvantages as well. First
of all, the cryptosystem does not solve the open problem of basing a cryptosys-
tem on the worst-case hardness of SVP and SIVP because of its quantum aspect.
Thus, the main open question of Regev’s work is whether his results can be made
classical. The difficulty is coming from the fact that there seems to be no clas-
sical way to use an oracle that solves the closest vector problem within a small
distance. Another important open question is to determine the hardness of the
learning from parity with errors problem. His main theorem seems to work
only for p > 2./n, while for smaller values of p is still undefined. And finally,
we want to go back to the two of the main computational problems on lattices
SVP and SIVP. It is presumed that there is no polynomial time algorithm that
approximate them to within any polynomial factor. One might guess that the
same conjecture holds in quantum world,i.e. there is no quantum polynomial
time algorithm that approximates these problems to within any polynomial fac-
tor. Thus one can interpret the main theorem as saying that based on this
guess, the LWE problem is hard. But still, the only evidence supporting this
statement is that there are no quantum algorithms for lattice problems that are
known to output classical algorithms. However we do not know if this is true.
Another way of interpreting the main theorem of Regev would be: if one finds
an efficient algorithm for LWE, then one also obtains a quantum algorithm of
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approximating worst-case lattice problems.

These questions highlight some of the weaknesses of Regev’s cryptosystem as
well as the gap of knowledge regarding the complexity of lattice problems.
Nonetheless, the results of Regev offer hope that the intractability of lattice
reduction may provide an alternative to the assumptions that integer factoriza-
tion and the discrete logarithm problem are intractable. On the other hand, the
significance of his work in theory is a hope that his results will be made classical,
which would make them stronger and would be of tremendous importance on
its own.
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