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Introduction

As an introduction, we explain the notion and significance of hash functions
in cryptography. Moreover, we sketch the development of lattice based hash
functions in cryptography from 1996 to 2008.

We begin by introducing the most important concepts (the following
definitions are taken from [3], [I7]). A hash function is a computationally
efficient function that maps a bit string of arbitrary length to a bit string
of fixed length. In cryptography, a hash function h typically maps from a
message space M into a space of hash values C. For a message m € M,
the hash value h(m) € C is also referred to as the message digest. Further,
we call a function one way, if it is computationally efficient, but given a
randomly chosen element of the image, it is computationally infeasible to
compute a pre-image. One way hash functions prevent unauthorized recon-
struction of the original message from the message digest. Additionally, a
collision of a hash function is a distinct pair of inputs which are mapped
to the same hash value. Since the domain of a hash function is typically
much larger than the space of hash values, the pigeonhole principle yields
that collisions exist. We define a collision resistant hash function as a one
way hash function for which it is computationally hard to find collisions.
Finally, we mention without further explanation that hash functions tend to
be specified as keyed function families {hy : M — C}, see [15], p. 8.

In this paragraph, we rely on [I2] to sketch the role of hash functions
in cryptography. Note that typically, cryptographic tools are called primi-
tives. In modern cryptography, hash functions are one of the most important
cryptographic primitives. Hash functions are most commonly applied with
digital signatures and data integrity. We shed further light on the former;
the reader can find material on the latter in [12], p. 33. In the context
of digital signatures, hash functions enhance efficiency by saving time and
space. Instead of signing a (potentially long) message, the hash value of the
message is signed. Collision resistance of the hash function is imperative for
this purpose.

We carry on with lattices. A lattice is a discrete additive subgroup of
R™. One of the most studied computational problems for lattices is the
Shortest Vector Problem (SVP). Regarding this problem, cryptographers
consider the following conjectures ([15], p. 2-3):

1. There is no polynomial time algorithm that approximates SVP to

within polynomial factors.

2. There is no polynomial time quantum algorithm that approximates

SVP to within polynomial factors.
The above conjectures make cryptography based on the hardness of lattice



problems attractive, especially since the same conjectures cannot be made
for cryptography based on traditional number theory such as RSA: A poly-
nomial time quantum algorithm for integer factoring has already been found
[23].

Now, we sketch the development of lattice based hash functions in cryp-
tography from 1996 to 2008. Ajtai initiated lattice based cryptography with
a groundbreaking result in 1996 [I]. In this paper, Ajtai introduced a fam-
ily of one way functions of which the security is based on the worst case
hardness of n®approximate SVP, where ¢ € Rsg. A remarkable property
of Ajtai’s work is that the security is based on the worst case hardness of
lattice problems. The meaning of this is that if one succeeds in breaking the
security of Ajtai’s construction, then one can solve an arbitrary instance of
the lattice problem. Regev ([22], p. 2) writes that “this remarkable property
is what makes lattice based cryptographic constructions so attractive” and
that “virtually all other cryptographic constructions are based on some av-
erage case assumption”.

In Ajtai’s paradigm, the central statement is that for numbers n,m €
Z~y, finding short vectors in m-dimensional space on the average is at least
as hard as solving lattice problems in n-dimensional space in the worst case.
Thereby, the choice of n establishes the security of the construction. It is
moreover feasible ([I5], p. 8) to choose m = Q(nlogn).

In subsequent work, Goldreich et al. improved Ajtai’s construction by
attaining collision resistant hash functions [7]. Moreover in 2004, Micciancio
and Regev achieved a constant ¢ (for the approximation factor n¢) which is
essentially 1 [14]. However, the hash functions were still inefficient due to
quadratic growth of the key size. To address this problem, Micciancio [13]
studied a special class of lattices, so-called cyclic lattices, which are invari-
ant under cyclic rotation of the coordinates. The result was an efficient one
way function, which however lacked collision resistance. Efficient collision
resistant hash functions were independently provided in 2006 by Peikert and
Rosen [20] and Lyubashevsky and Micciancio [I0]. A practical instantiation
was proposed in form of the SWIFFT hash function in 2008 [L1].

In this thesis, we study a paper written by Peikert and Rosen in 2007
[21], where the object of interest is a special class of lattices with number the-
oretic structure. Using this class of lattices, and following Ajtai’s paradigm,
the authors obtain a hardness statement for an average case problem. As
stated in the paper, the result is of a somewhat theoretic nature, since it is
not demonstrated how to derive collision resistant hash functions.

This thesis is ordered as follows.



e In chapter[I] we provide a background in lattices and algebraic number
theory.

e In chapter [2| we explain the main result of the paper by Peikert and
Rosen [21].

e In chapter [3] we illustrate two additional items which may provide a
different viewpoint, and we explain the difficulty of obtaining crypto-
graphic hardness from the special class of lattices which we consider.

In the conclusion, we summarize the effort of the thesis and suggest a
further avenue of thought.



1 Preliminaries

In this section, we provide a background in lattices and algebraic number
theory. We begin by clarifying the notion of a lattice.

1.1 Lattices

The following material originates from [15] and [22]. Let m,n € Z~¢. Given
n linearly independent vectors by, ..., b, € R™, a lattice is defined as the set
of vectors

E(bl, ...,bn) = {Z x;by:x; € Z} .
=1

The set of vectors bq, ..., by is called a basis of the lattice. A basis must be
specified by a matrix B = [by, ..., by| € R™*" where the basis vectors form
the columns of B. We write £(B) as shorthand for {Bx : x € Z"}, and we
call £(B) the lattice generated by B. One of the most studied computational
problems for lattices is the Shortest Vector Problem (SVP). Given a lattice
basis B, the objective is to find the shortest nonzero vector in £(B). The
difficulty of this problem arises from the fact that in dimension greater than
or equal two, a lattice has infinitely many different bases, and the given
lattice basis generally contains very long basis vectors. In practice, one often
concentrates on the approximation variant of SVP: Given a lattice basis B
and some approximation factor v > 1, the objective is to find a nonzero
vector in £(B) with norm less than or equal a y-multiple of the norm of the
shortest nonzero vector in £(B). A famous polynomial time algorithm for
SVP is the LLL algorithm, which Lenstra, Lenstra, and Lovéasz devised in
1982 [9]. If n denotes the dimension of the lattice, then the LLL algorithm
attains an approximation factor of 29(™ . Although improved algorithms
exist ([15], p. 2), no efficient algorithm achieving a polynomial approximation
factor has yet been discovered. Similarly, no efficient quantum algorithm
achieving a polynomial approximation factor has yet been discovered. One
may therefore consider the following conjectures ([15], p. 2-3):

1. There is no polynomial time algorithm that approximates SVP to

within polynomial factors.
2. There is no polynomial time gquantum algorithm that approximates
SVP to within polynomial factors.

The above conjectures make cryptography based on the hardness of lattice
problems attractive, especially since the same conjectures cannot be made
for cryptography based on traditional number theory such as RSA: A poly-
nomial time quantum algorithm for integer factoring has already been found
[23].



Definition 1.1.1. For a lattice basis B € R™*" we call

P(B) = {En: cby:c € [0, 1)}
=1

the fundamental region of B.

Remark 1.1. Assume that B, B’ € R"™*™ are bases of the same lattice, in
other words assume that £(B) = £(B’) =: A. Then if vol(-) stands for the
n-dimensional volume in R™, the equality vol(P(B)) = vol(P(B')) is true.
In other words, the quantity vol(P(B)) is invariant over the choice of lattice
basis B, and is dependent only on A. We denote the n-dimensional volume
vol(P(B)) by det A, and we refer to it as the fundamental volume of A.

To prepare the next theorem, we clarify two items.
Definition 1.1.2. Let X be a subset of R".
1. The set X is called convex, if for all x,y € X and for all A € [0, 1], the
point Az + (1 — )y is also contained in X.

2. The set X is called symmetric, if for all z € X, the point —z is also
contained in X.

The following is a very important result of lattice theory.

Theorem 1.1.3 (Minkowski’s Theorem). Let £(B) C R™ denote an n-

dimensional lattice with basis B = [b1, ..., bn]. Moreover let C C span({b1,...,bn})

denote a convex, symmetric set with n-dimensional volume greater than
2" . det L(B). Then C contains a nonzero lattice point.

We carry on with a rough overview of pertinent number theoretic ma-
terial.

1.2 Basic Algebraic Number Theory

In this subsection, we use material which originates from [2], [§], [18] and
[21].

Algebraic Numbers

In this part, we rely primarily on [2]. We begin by defining a central concept.

Note for the following definition that a monic polynomial is a polynomial

with highest order coefficient 1, in other words, a polynomial of the form
Z;é apz® + ™, where n € Z.

Definitions 1.2.1. 1. A number « € C is called algebraic, if it is a root
of a nonzero polynomial with rational coefficients.



2. Given an algebraic number a € C, the minimal polynomial of « is
the unique, monic, irreducible polynomial in Q[z]| of minimal degree
having « as a root.

3. An algebraic integer is an algebraic number for which the minimal
polynomial has integer coefficients.

Remark 1.2.2. As an interesting and useful fact, note that the minimal
polynomial f(x) € Q[z] of an algebraic number a € C is a generator of the
ideal {g € Q[z] : g(a) = 0} C Q[z].
FEzamples 1.2.3. 1. The number v/2 is an algebraic integer with minimal
polynomial 2% — 2.
2. The number v/2/3 is an algebraic number, but not an algebraic integer.
The minimal polynomial of v/2/3 is 22 — 2/9.

To explain the concept of a number field, we need to provide a broader,
more abstract background by explaining the practice of adjoining new ele-
ments to a ring.

Definitions 1.2.4. Let R’ be a ring.

1. A subring R of R’ is a subset of R’ which satisfies the ring axioms:
it is closed under addition, subtraction and multiplication, and it con-
tains the unit element of R’. In this constellation, R’ is called a ring
extension of R.

2. Let R be a subring of R’ and let @ € R’. The smallest subring of
R’ containing R and « is denoted by R[a], and we call it the ring
generated by adjoining o to R. Here, we mean “smallest” in the sense
of inclusion.

The picture below provides an intuition for Definitions

i)

For the duration of this paragraph, let R, R’ and « be defined as in the
previous Definition [[.2.4] Then we remark that, using only the basic ring
properties, it can be argued that R[a] consists of all elements of R’ which
can be written in the form of a sum r,a™ + ... + ria + rg, where n € Zsg
and r; € R for i =0, ...,n.

Definition 1.2.5. For a € C let Q(«) C C denote the smallest field which
contains both Q and « (where we mean “smallest” in the sense of inclusion).
If o is an algebraic number, we call Q(«) a number field. If « is an algebraic
integer, we call Q(«) an algebraic number field.

The following theorem sheds light on the structure of a number field.



Theorem 1.2.6. Let a € C be an algebraic number, and let f(x) denote
the minimal polynomial of ae. Then Q[z]/(f) is isomorphic to Qo] C C. As
a consequence, Q(a) = Qla].

Proof. We give an outline of the argumentation. Using the First Isomor-
phism Theorem for ring homomorphisms, it is possible to argue Q[z]/(f) =
Q[a]. Since f is irreducible, Q[z]/(f) is a field. The isomorphism yields
that also Q[o] is a field. Since any field which contains Q and « must also

contain Q[a/], it follows by Definition that Q(a) = Qla]. O

We observe that a number field Q(a) can always be viewed as a vector
space over Q in the following sense. Addition of vectors may be interpreted
as addition of elements in Q(«). The product ¢ - of a scalar ¢ € Q and a
vector § € Q(a) may be interpreted as multiplication of elements in Q(«).
In this context, the following definition is immediate.

Definition 1.2.7. Let Q(«) be a number field. The dimension of Q(«) as a
vector space over Q is called the degree of Q(«) and is denoted by [Q(«) : Q].

Theorem provides a hint at how to prove the following result.

Theorem 1.2.8. Let a € C be an algebraic number, and let f(x) € Q[z]
denote the minimal polynomial of . Then if f(x) has degree n, the ordered
set (1,a,a2, ...,a”fl) is a basis for Q(«) as a vector space over Q.

Corollary 1.2.9. Let o € C be an algebraic number, and let f(z) € Q|x]
denote the minimal polynomial of a. Then [Q(«) : Q] is the degree of the
minimal polynomial f(x).

The following remarks (see [§]) can be viewed as a summary of items
which may be instructive.

Remarks 1.2.10. 1. If f(z) € Q[z] is monic and irreducible of degree n,
then f is the minimal polynomial for each of its n roots.
2. If f(x) € Q[z] is irreducible of degree n, then f(z) does not have
repeated roots.
3. The set of all algebraic numbers forms a field.
4. The set of all algebraic integers forms a ring.

Canonical Embedding

In this part, we rely primarily on [2I]. For the following definition note that
for a polynomial in Q[z], all roots which lie in C/R always occur in pairs of
complex conjugates.

Definitions 1.2.11. Let K = Q(«) be a number field of degree n, and let
f(z) denote the minimal polynomial of .



1. The other roots ag,...,a, € C of f(z) are called the conjugates of
o = Q7.

2. Assume that f(z) has r1 roots which lie in R and 275 roots which lie
in C/R (so r1 + 2ry = n). Then the pair (r1,72) is called the signature
of the number field K.

Now, we recall the definition of structure preserving field mappings.

Definitions 1.2.12. Let K, L denote fields.

1. A homomorphism ¢ : K — L is a map which preserves the operations
and which maps the unit element of K to the unit element of L. In
other words, o(z +x y) =¢(x) +1 (), e(z Kk y) =¢(x) L ¥(y)
and ¢(17) = 1k, for all z,y € K.

2. An embedding ¢ : K — L is an injective homomorphism.

3. Let ¢ : K — C be an embedding. Then we say that ¢ is a real
embedding, if p(K) C R. Otherwise, ¢ is called a complexr embedding.

Theorem 1.2.13. Let K = Q(«) be a number field of degree n. Then there
are exactly n distinct embeddings o; : K — C, where 1 < j < n.

Remark 1.2.14. Each embedding o; of K = Q(a), where 1 < j < n,
can be specified as follows. Assume that oy = «, a9, ..., a, denote the n
complex roots of the minimal polynomial f(z) of . Let § € K have the
representation 6 = Z?:_ol g, where ¢; € Q for 0 < i < n — 1. Then o;()
is given as Z?;ol qiaé.

Next, we establish a rule on how to order the embeddings of a number
field.

Convention 1.2.15. If ¢, € C/R are roots of the minimal polynomial
f(z) of an algebraic integer «, then the two embeddings of K = Q(«) which
correspond to ¢ and ¢ can be viewed as a pair 0,7, where a(z) = o(z) for all
r € K. We let the first 1 embeddings {0} j¢[,,) denote the real embeddings.
We number the remaining complex embeddings such that o, y,,)1; = 0715

forall 1 <j <.

| | | s 220

0 1 (Sl ) n

Definition 1.2.16. The canonical embedding o : K — R™ x C?™2 is defined
by o(z) = (o1(2), ..., on(T)).

Remarks 1.2.17. 1. The space R x C?"2 fulfills the field axioms, if we
endow it with component-wise multiplication. Moreover, it is possible
to prove the homomorphism properties and injectivity of ¢ using the
homomorphism properties and injectivity of the component functions
0i, where 1 < ¢ < n. This justifies the use of the term “embedding”,
which we defined for field homomorphisms.



2. Due to the 7y pairs of conjugate embeddings, o(K) lies in H :=
{(z1,...,zn) € R™ x C?r2 : T(piro)+j = Tritg forall 1 < j < o}
Moreover, especially for volume computations, we may identify C with

R2. In this case, we view H as a corresponding subset of R™ x R4 =
Rr1+47’2 — Rn—l—?rz.

Using the canonical embedding, it is possible to define geometric norms
on K.

Definition 1.2.18. For any z € K and p € [1,00], we define the [,
length of 2 as ||z[l, = lo(2)|l, = (5, |os(x)[P)/P for p < oo, and as
max{|o;(z)|: 1 <i<n} for p= 0.

Ring of Integers and Geometry

In this part, we rely primarily on [5]. A fundamental concept in number
theory is the following.

Definition 1.2.19. Let K = Q(«) be an algebraic number field. Then we
call the set of all algebraic integers contained in K the ring of integers in
K, and denote it by Og. To restate it in formula,

Ok = {0 € K : 0 is an algebraic integer} .

It is possible to show that for any algebraic number field K, the subset
Ok C K fulfills the ring properties. Moreover it is possible to view Ok as a
generalization of the integers ZH This justifies the fact that O is referred
to as the ring of integers in K.

Now, we consider ideals of O

Definitions 1.2.20. Let K = Q(«) be an algebraic number field of degree
n.

1. Let R be aring, and Z C R. Then Z is called an ideal, if it is closed
under addition of ideal elements, and closed under multiplication of
ideal elements with arbitrary ring elements. In other words, for all
a,bel, wehavea+beZ, andforalla e Z andr € R, alsor-a € T.

2. Let Z # {0} be an ideal in Og. Then we say that an ordered set of
elements (b1, ...,b,) C 7 is a basis for Z, if for any element § € 7 there
exists a unique representation

0 = z1b1 + ... + z,,by,

such that z; € Z for 1 < i < n.

Tt is clear that Ok D Z is a ring contained in the field K D Q, and Z is a ring contained
in the field Q. It will become more evident in the following that Z and Ok may be seen as
structurally related. Moreover, the structural similarity could be explained in more detail
using the concept of an order, a fact that we mention without further deliberation.



3. A basis for the ideal Z = O is called an integral basis.

Remarks 1.2.21. Let K denote an algebraic number field of degree n, and
let Z C Ok be a nonzero ideal.
1. It is possible to show that any such Z has a basis. Therefore in
particular, an algebraic number field always has an integral basis.
2. Let B := (b1,...,by) C T be a basis of Z. Then it is not hard to prove
that B is also a basis of K as a vector space over Q.

We carry on by generalizing the concept of an ideal. The following
definition requires the notion of a quotient field. There is a nice explanation
of quotient fields in [2], p. 422.

Definition 1.2.22. Let K be an algebraic number field, and let ) C K
denote the quotient field of Og. Then a nonempty subset Z of () is called a
fractional ideal of O, if the following three conditions are fulfilled.

1. For elements 01,0, € Z, the sum 67 + 05 is contained in 7.

2. For elements 6 € 7 and )\ € Ok, the product X -6 is contained in Z.

3. There exists a nonzero v € O such that « -7 is a subset of O.

Remarks 1.2.23. 1. Any ideal of O is also a fractional ideal of O:
Simply choose v = 1 in Definition [1.2.22

2. We may view the elements of a fractional ideal Z of Ok as fractions
with entries from O and with common denominator ~.

3. Let K be an algebraic number field of degree n. By Remarks
any ideal of Ok has a basis. It is not hard to show that this property
carries over to fractional ideals. In other words, any fractional ideal Z
of Ok contains elements by, ..., b, such that for any o € Z there exists
a unique representation

a = z1b1 + ... + zpby,

such that z; € Z for 1 <7 < n. Moreover, it can be shown that such a
basis B = (by, ..., b,) of a fractional ideal also forms a basis of K as a
vector space over Q.

Next, we need another important concept.

Definition 1.2.24. Let K be an algebraic number field of degree n with
signature (r1,72). Then the discriminant of n elements 01,...,0, € K is

2
defined as D(0y, ...,0,) = ()[0(91), ey U(Qn)]D , where |- | denotes the deter-

minant of a matrix, and the o(6;) € R™ x C?2 are to be viewed as column
vectors for 1 <7 <mn.

A useful property of the discriminant of n elements is that it can be
used to test linear independence, as stated below.

10



Lemma 1.2.25. Let K be an algebraic number field of degree n. Then
01,...,0, € K are linearly independent as elements of K as a vector space
over Q if and only if D(01,...,0,) # 0.

Now, we are prepared to argue an important geometric result.

Theorem 1.2.26. Let K be an algebraic number field of degree n, with
signature (r1,r2). Let B = (b1,...,b,) be a basis of K as a vector space over
Q. Then o(by),...,a(by) are linearly independent vectors in R™ x C?™2 and
R™ 272 where linear independence is to be understood with respect to scalars
from R.

Proof. We give a lax description of the argumentation. As a notational
convention, let o¢(b;) denote the vector in R™ x C?"2, and let og(b;) be the
corresponding vector in R"*2"2 obtained by identifying C with R?. Assume
there exist scalars \; € R for 1 <4 < n such that

Z/\iUR(bi) =0. (1)
i—1

It is not hard to see that equation |1] is equivalent to > | Aioc(b;) = 0.

Therefore 0 = ‘[a@(bl), ...yoc(bp)]|, where | - | denotes the determinant of
a matrix. As a consequence, D(by,...,b,) = 0, which according to Lemma
1.2.25| contradicts the linear independence of the integral basis (b1, ..., b,) of
K. O

For the next corollary, note that a sublattice A’ of a lattice A is simply
a lattice such that A’ C A.

Corollary 1.2.27. Let K be an algebraic number field of degree n, with
signature (r1,72). Then the following statements are true.
1. The ring of integers O embeds as an n-dimensional lattice o(Of)
in R"T2r2 = R x C212,
2. Any ideal T of Ok embeds as an n-dimensional sublattice o(Z) of
o(Ok) in R"2r2 = R™ x C?2,
3. Any fractional ideal T of O embeds as an n-dimensional lattice o(T)
in RMT2r2 = R™ x C2r2,

Remark 1.2.28. Note from the above Corollary that we identify C with R?
when considering lattices in complex-valued geometric space. In the follow-
ing, this identification will be implicitly assumed, but no longer mentioned.

Finally, we require two more concepts.
Definition 1.2.29. Let K be an algebraic number field of degree n with

signature (r1,72). Then the squared fundamental volume (det(c(Og)))* of
the n-dimensional lattice o(Of) € R"* 272 is called the absolute discriminant

of K and is denoted by Ag. The root discriminant of K is defined as A}(/n
and is denoted by Dg.

11



Remark 1.2.30. For an algebraic number field K, the constant Dy offers a
geometric intuition. Namely, the smaller Dy is, the denser the elements of
Ok lie when embedded as a lattice in geometric space.

FEzample 1.2.31. We give a simple example of how the ring of integers O
of an algebraic number field K of degree n with signature (ri,r2) embeds
as an n-dimensional lattice o(Of) in R"*2"2. We follow an example on
ideal bases given in [5], p. 134-135, where more detailed explanations can
be found. Figure [1| illustrates the example. Consider K = Q(v/7). The
minimal polynomial of v/7 =: « is given as 22 — 7 = (z — /7)(z +/7), with
roots a; = /7 = o and as := —V/7. As a consequence, the signature of
K is (r1,7m2) = (2,0). Hence for 0 = ¢1 + ¢ € Ok, where q1,q2 € Q, the
canonical embedding o : K — R™*22 = R? is defined by the component
functions

01(0) = o1(q1 + @2) = 01(q1 + ©V7) = q1 + @ar = q1 + ¢2V/7, and
02(0) = oa(q1 + @2a) = 02(q1 + @VT7) = q1 + s = @1 — V7.

It is possible to argue that (1,+/7) forms an integral basis of O, in other
words, O = Z +V7Z = {z1 + VT2 @ 21,29 € Z}. The basis elements
embed as (1) = (1,1) =: a and o(v/7) = (vV7,—V7) =: b. Now consider
the ideal Z = {r- (2+V7) : 7 € O} C Ok. It is possible to argue that
(3,24 /7) forms a basis of Z, in other words, Z = 3Z + (2+V7)Z = {32, +
(24-V/T)22 : 21, 29 € Z}. The basis elements embed as o(3) = (3,3) =: ¢ and
o2+ V7)) = (2+V7,2—-7) =:d. To compute the fundamental volume
det(0(Ok)), we take the absolute value of the determinant of the matrix

(1 _@), which yields 2v/7. The absolute discriminant Ag therefore

equals the squared fundamental volurne (det(0(Ok)))* = 28, and the root

t(o
1
discriminant of K is given as D = Af( =A% = 2V/7.

12
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Figure 1: Embedded ring of integers Ok and ideal Z = {r-(2++/7) : r € O}
of the algebraic number field K = Q(v/7). The crosses are the elements of
Op. If an element is also contained in Z, the cross is framed by a rectangle.
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2 A Worst-Case to Average-Case Lattice Problem
Reduction with a Logarithmic Connection Fac-
tor

In this section, we explain the results established in the paper entitled “Lat-
tices that admit Logarithmic Worst-Case to Average-Case Connection Fac-
tors”, by Peikert and Rosen [21].

Structure. In subsection we begin by clarifying some notation. In
subsection we briefly summarize the content of the paper. Subsection
sheds light on the larger cryptographic context of the result which is
demonstrated in the paper. Finally, subsection provides a more detailed
account of the arguments.

2.1 Notation

We use the following notation.

e For n € Z-o, let [n] denote the set {1,...,n}.

e We write poly(-) for some unspecified polynomial function in its pa-
rameter.

e We call a function v : Z~o — R negligible, if for every positive polyno-
mial p there exists an ng € Zsq such that v(n) < 1/p(n) for all n > ng
([6], p. 16). Hence a negligible function is one that decreases faster
than the reciprocal of any polynomial in n.

e A non-negligible function is a function which is not negligible.

e We say that a sequence of events { A, },ez., occurs with overwhelming
probability, if there exists a negligible function g : Z~o — [0, 1] such
that P(A4,) =1— g(n), where n € Z~y.

e Let K be an algebraic number field with integral basis B. Consider
an element w € K having representation w = Zie[n} c;b; with respect
to B, where ¢; € Q for i € [n]. For ¢ € Q, let |¢] € Z~o denote the
integer nearest to g. Then we define [w]p 1= 3, Lci]bi. Intuitively,
|w]p can be viewed as an algebraic integer of K which lies nearby w
(210, p. 23).

e Given a lattice A, the smoothing parameter n.(A) denotes a certain
probabilistic lattice quantity (see [21], p. 10).

e Given a lattice A, the minimum distance in [, length is defined as
M (A) = mingea, g0 ||z||p. For an ideal 7 of the ring of integers O of
an algebraic number field K, the quantity \[(Z) is defined as A} (c(Z)).

e Given an algebraic number field K, real s > 0 and x € K, we define the
countinuous Gaussian probability distribution over K as DX (z) = s~
ps(x), where ps(x) denotes the Gaussian function exp(—||z||?/s?), see
210, p. 9,13.

14



e For any = € Ry, let 21/ :=1.

2.2 Overview

This subsection summarizes the content of the paper [2I]. Note that proper
definitions and further explanations are given in

The main result of the paper is a hardness statement for an average-case
problem, which is proved by a reduction from the worst-case problem of find-
ing y(n)-approximate shortest vectors in special n-dimensional lattices. The
result is remarkable, since v(n) has size O(y/logn) and the previously best
known size for such a connection factor was O(n). Observe that a smaller
connection factor enhances the result, since it signifies that the reduction in
the paper could be seen as solving a harder problem ([21], p. 4).

Notably, the main result is obtained by using families of lattices that
correspond to ideals in the ring of integers of an algebraic number field. The
authors utilize families of algebraic number fields for which the existence is
guaranteed; an efficient method of construction however remains unknown.

2.3 Cryptographic Background

In this subsection, our aim is to set the stage for the main result by explain-
ing the cryptographic terminology. We begin by clarifying the purpose of
reductions.

Reductions. This paragraph is based on [6], p. 23. Consider the following
situation. Given a computational problem A, assume our goal is to make a
statement regarding the hardness of A. Further, let B denote a computa-
tional problem that is thought to be intractable.

Then a polynomial-time reduction of problem B to problem A allows
us to make a statement regarding the hardness of A. Namely, in case of
such a reduction A is at least as hard as B, since if A can be solved in
polynomial time, then due to the reduction, B can be solved in polynomial
time. Naturally, such a hardness statement hinges on the intractability of B:
The advent of an efficient algorithm to solve B renders the result useless for
cryptographic purposes. Hence problems assumed to be intractable must be
carefully chosen.

FEzample. Retaining the above notation, problem A might be the breaking
of an encryption scheme (such as RSA), and B the problem of integer factor-
ization. Then based on the assumed intractability of integer factorization,
a polynomial-time reduction from B to A would demonstrate a certain level
of security of the encryption scheme. Note that in the case of RSA, such a
result has not entirely been established yet.
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Furthermore, Goldreich (see [6],p. 50) distinguishes between two types
of reduction. Assume as above that we want to reduce the task of solving B
to the task of solving A. Consider the following cases.

1. Standard reduction: We presuppose the existence of an algorithm F
which solves A on any instance (we say that F solves A on the worst
case)ﬂ

2. Reducibility argument: We presuppose the existence of an algorithm
which solves A with certain probability with respect to a given distri-
bution on the set of instances.

Remark 2.1. The second type of reduction, the reducibility argument, gives
rise to an added complexity: Assume that F is the algorithm postulated
to solve A with certain probability. Moreover, let R denote the reduction.
Generally, F will receive inputs with probability according to a distribution
engendered by R. Therefore, it is an added difficulty to determine the
success probability of F in the reduction, and it typically involves examining
the “distance” between distributions.

The next paragraph restates a remark in [6] (p. 20) on the significance
of average-case problems in cryptography.

Average-case Problems. Average-case problems are of eminent impor-
tance in cryptography, since a cryptographic scheme must be unbreakable
for most, for typical cases. The problem of breaking a cryptographic scheme
must be hard on the average. This motivates the main result of the paper,
which is a hardness statement for an average-case problem.

2.4 Main Result

Structure. This subsection is divided into two parts. The first part
provides the definitions and facts necessary to establish a suitable setting,
as well as the main result as an isolated theorem. The second part
sheds light on the main steps and the structure of the proof.

2.4.1 Setting and Main Result

We begin by determining appropriate computational problems between which
we later construct reductions. We follow the presentation in [21] (p. 19, 20).

2The algorithm F is also referred to as an oracle. Moreover, following the terminology
of Goldreich [6], the reduction itself is called an oracle machine. As Goldreich ([6], p. 20)
writes, the concept of an oracle machine was first devised to study notions of reducibility.
In this context, consider an interesting paragraph in [19], p. 339, where Turing machines
with oracle are introduced in order to capture how known problems could be approached
in an “alternative universe”, where certain computation is “free”.
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Computational Problems. For simplicity, the problems are first defined
on fixed algebraic number fields. Afterwards we introduce a natural gener-
alization to families of algebraic number fields.

Definitions 2.2. Let K be an algebraic number field, and ¢ : K — R a
function. Then fix the following terminology:
1. K —IGVP{;"z> stands for the Ideal Generalized Vector Problem:
Let p € [1,0¢], and let v € R,y > 0. An input to K—IGVPI;’<Z> is an
ideal Z C Og. The goal is to output a nonzero x € Z such that
el <7 - &(Z).
2. K —ISVP?Y stands for the the Ideal Shortest Vector Problem:
This is the special case of K—IGVP§’¢, where ¢ = \.
3. K-SAIS; ,,, 5 stands for the Short Algebraic Integer Solution problem:
Let ¢,m € Z~q, and let 5 € Rsg, and 7 € [1,00]. Then an input to
K-SAIS ., 5 is a vector a € OF. The goal is to output nonzero z €

UK (a) = {z € OF Y jepm 4525 € <q>} such that ||z, < 8- (mn)'/".

The following definition establishes a structure which allows to capture
a certain type of asymptotic hardness.

Definition. Let T C Z-y be an infinite set. Then an infinite family of
algebraic number fields K is a parameterized set { K, }ner, such that K, has
degree n.

Now, we generalize the problems introduced in Definition to infinite
families of algebraic number fields.

Definitions 2.3. Let K be an infinite family of algebraic number fields.
1. Let p € [1,00], and let 7y : Zsg — Rso. Then define K-IGVP?? as the

ensemble of instances from {Kn—IGVP?; (‘i) tn € ZLsq -

2. Let r € [1,00], and let q : Z~g — Zso, and also m : Zsg — Zso.
Moreover fix 8 : Z~g — Rsg. Then define IC—SAIS;W 3 as the ensemble

of instances from {Kn—SAISE(n)m(n)ﬁ( in € Z>0}.

n)

The introduction of problems defined on families of algebraic number
fields raises questions on the exact nature of the reductions we aspire to
formulate. The next paragraph addresses these questions.

Reductions between Families of Algebraic Number Fields. First,
consider issues pertaining to the representation of algebraic number fields
and algorithm complezrity. By convention, an algebraic number field K is
represented by an integral basis B. Furthermore, given an algorithm that
performs operations on an algebraic number field K of degree n, polynomial
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run time is taken to mean that the number of operations carried out is
bounded above by some polynomial in both n and log(Ax).

Moreover, all computational problems defined on algebraic number fields
must be viewed under the condition of preprocessing. This means that any
algorithm may appeal to a polynomial-length (in the representation of K)
auxiliary input containing arbitrary information on K (see [2I], p. 19).

Ezxample. The auxiliary input needed by a reduction on an algebraic num-
ber field K might be an integral basis that is as short as possible in [
length. This means that for an integral basis B = (bq,...,by) of K, the
value max {||bj||oc : 1 <7 < n} is smaller than or equal the corresponding
value for any other integral basis B’ of K.

Finally, we define an essential property of reductions on problems involv-
ing families of algebraic number fields ([21], p. 20).

Definition. Let P and P’ be computational problems defined for fixed alge-
braic number fields, and let ' denote an infinite family of algebraic number
fields. Suppose further that K-P as well as K-P’ stand for the respective
problem generalizations, analogous to Definitions [2.3] Then a reduction
from K-P to K-P" is called number field-preserving if, given an input in-
stance of the problem K,,-P, the reduction algorithm only makes requests
for solutions on instances of the problem K,-P’.

Before we carry on, we gain an understanding of average-case problems
in the context of families of algebraic number fields IC. Specifically, consider

K-SAIS! . 5.

Definition 2.4. Let u : Z~¢ — [0,1] be a non-negligible function. Then
we say that an algorithm A solves IC-SAIS;mﬂ on the average with non-
negligible probability, if for any n € Z~q, A solves Kn_SAIS;(n),m(n),,@(n) with
probability y(n) on input a = (a1, ..., @y (n)), Where the a; are random com-
ponents which are chosen uniformly and independently from a predeter-
mined set of representatives of Ok, /{(q(n)).

Now we are able to state the main theorem, which is given as Corollary
9.8 in [21], p. 27.

Theorem 2.5 (Main Theorem). There exists an infinite family K = {K,}
of algebraic number fields such that for any p € [1,00) and any m(n) =
©(logn), there exist parameters

g(n) = O(nlog'”n), B=0(1), ~(n)=0(/logn)

as functions of n for which solving K-SAIS,, 5 on the average with non-
negligible probability is at least as hard as solving K-ISVPY in the worst
case.

For p = oo, there exists y(n) = O(logn) for which the same claim applies.
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2.4.2 Proof Overview

We carry on by depicting the essential features of the proof of the above Main
Theorem (the proof is in [21], p. 23-27). For the proof, an additional
problem on ideal lattices is defined, which is derived from K-IGVP%" (see
1], p. 19).

Definition 2.6. Let K be a fixed algebraic number field. Then K—IncIGVPg’d’
denotes an incremental version of IGVP: Let p € [1,00] and v € Rso. Then
an input to K—IncIGVPg’d’ is a pair (Z,z), such that Z C Ok is an ideal and
the element = € 7 satisfies ||z||, > v - ¢(Z). The goal is to output a nonzero
z’ € T such that ||2/||, < ||z]/,/2.

Concretely, we consider K—IncIGVP?';"ls for the case ¢ = n.. It is worth
mentioning a few facts in this regard.

Remarks 2.7. 1. There is a straightforward polynomial-time standard re-
duction from K-IGVPY"™ to K-InclGVPE ([21], p. 19).

2. Note that K-InclGVPE" is the worst-case problem which we actually

reduce to the average-case problem (Theorem below). The aim of

introducing this incremental problem is to facilitate the worst-case to

average-case reduction that needs to be performed to prove the Main
Theorem 2.5

Generalizing the problems of Definition to problems on infinite fam-
ilies of algebraic number fields works analogous to Definition [2.3] Hence
for example, IC—IGVPZ';’776 denotes a corresponding ensemble of instances for
a family of algebraic number fields K = { K}, },er, where v and 7, are func-
tions of n.

The following theorem (see [2I], p. 23) bears the main burden of the
workload involved in proving the main result.

Theorem 2.8. Let K be an infinite family of algebraic number fields, p €
[1,00], and let m(n),q(n),3(n) = poly(n) and ~(n) satisfy the following
conditions:

1. Forp € [1,00),7(n) > ¢p - B(n) - /m(n) - nY/P, where cp depends only

on p;
Forp=o00,7(n) > ¢ - B(n) - /m(n) -/logn, where cs is a universal
constant.

2. q(n) 2 2-p(n)-m(n)-n-g>(Ok,).
Then there is a polynomial-time number field-preserving reduction from solv-
ing K-InclGVPY " in the worst case to solving KC-SAISSS,, 5 on the average
with non-negligible probability.

With the aim of avoiding too much technical detail, we provide a rough
but comprehensive sketch of the proof (see [21],p. 23-26).
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Proof Outline (of Theorem . According to the terminology introduced
in [2.3] the proof is a reducibility argument. Hence we presuppose an algo-
rithm F which solves K-SAISS, 5 on the average with non-negligible prob-
ability. Using F, we design a reduc‘mon algorithm R solving K- IncIGVPp e,

Note that the input to R is an algebraic number field K,, € K for Some
fixed n € Zsg, as well as a pair (Z,x), where Z is an ideal of Ok, and z € Z
such that ||z]|, > v(n) - n(Z). For ease of notation, let K := K,,, v := y(n)
and ¢ := q(n) The reduction algorithm R is given as follows:

1. For j = 1,...,m carry out the following steps:
e Sample a uniform v; € Z/(x).
e Sample y; ~ DK where s = 2||z||,/v > 2n¢(Z). Set y; = y; mod
7.
o Let w; = gz '(v; + y;) mod (g). Further, let a; = |w;]p mod
(q)-

2. Let a= (ai,...,an) and let z = (21, ..., z,m) < F(a). Finally, output

S (x(wj —quﬂB) B yj) -

J€[m]

To demonstrate the correctness of R, the authors prove a succession of
auxiliary claims which in their entirety establish the result. We list these
claims in the following, and subsequently we explain how the result follows
by combination of these claims.

1. The probability that z € \Ilg( (a) is non-negligible in n.

2. If z € UK (a), then 2’ € 7.

3. Conditioned on z € W[ (a), one has ||2/||, < ‘352””
least 1/2.

4. Conditioned on z € ¥[(a), it holds that 2/ # 0 with overwhelming
probability.

with probability at

Note that assertion 1 addresses the complication which we mention in
Remark By assumption, JF solves K-SAISS, 5 on the average with non-
negligible probability. By Definition [2.4] thls means that z is contained in
\I’é( (a) with non-negligible probability if the a; are sampled independently
and uniformly. Therefore it must be demonstrated that the reduction sam-
ples the a; according to a distribution that is sufficiently close to an indepen-
dent and uniform distribution over a canonical set of residues representing

Ok /({9))-

Now we clarify that claims 1 to 4 establish the result. For ease of nota-
tion, we introduce a few names for probabilistic events:
e Let A denote the event [z € \Ifé((a)],
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e let B denote the event |:||x,Hp < ”2“’7}7

e and let C' denote the event [z # 0].
Moreover let P4 denote the probability conditioned on A.

We begin by arguing that claims 1 to 4 imply that the success probability
of R is non-negligible. Observe that to prove that R solves K-IncIGVP%"
with non-negligible probability, it suffices to show that P(A N BN C) is
non-negligible (also because claim 2 ensures that 2’ € Z, if the event A is
fulfilled). This result can be proved in two steps.

First, we establish P4(BNC) > 1 — v(n), where v(n) : Zsg — Rxg is
a negligible function. To show this inequality, check that P4(BNC) > 1 —

P4(B)—Pa(C). Assertion 3 and 4 yield that Pa(B) < 3 and Pa(C) = v(n),
for a negligible function v : Zso — Rxo. Hence P4(BNC) > 1 —v(n).

As the second step, recall P4(B N C) = %. Hence to prove

that P(AN BN C) is non-negligible, consider P4(B N C) - P(A). Assertion
1 provides that P(A) is non-negligible and by the first step of our argu-
mentation, we can reason that P4(B N C) is sufficiently bounded in order
to not violate the non-negligibility. Namely, by the first step of our argu-
mentation, P4(B N C) > 1 — v(n), where v is a negligible function. Since
v(n) — 0 for n — oo, certainly P4(B N C) > % for large n. Hence we
have Po(B N C) - P(A) > 1P(A) for large n. If P(A) =: a(n), where a
is non-negligible, it remains to argue that %a is non-negligible. By defi-
nition of non-negligibility, there exists a positive polynomial p, such that
a(n) > 13) for infinitely many n € Z~o. Then obviously %a(n) > 1

[ o Paln . _ = 4-pa(n)
for infinitely many n € Z~, which establishes the argument.

All'in all therefore claims 1 through 4 establish that R solves K-InclGVP?:"
with non-negligible probability.

If the procedure happens to fail, we simply repeat it. By such repitition,
the probability of success for any given n can be amplified to overwhelming
probability. To see this, let pu(n) denote the success probability of R for
n € Z~o. Then the probability for success after k independent runs of the
algorithm is 1 — (1 — p(n))*. Obviously, we achieve overwhelming probabil-
ity for k large enough, since (1—pu(n)) < 1 implies (1—pu(n))* — 0 for k — 0.

Moreover, at least for infinitely many n € Z-g, it suffices to repeat
the algorithm polynomially many times in order to achieve overwhelming
probability. To argue this point, we proceed as follows. Surely in order
to argue overwhelming probability, it suffices to find k& = k(n) for which

-n lo (—n -n
((1—p(n))* =27 Hence k = logg((leg(n))) = _logg_u(n)), where we replaced
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log(2) by C. Now recall that for all x € R, the inequality log( )<zx-—1
transforms to — log(xz) > 1—z. This yields k < m u(n) Slnce u( )

is non-negligible, there exists a positive polynomial p such that p(n o)
for infinitely many n € Zsg. As a consequence, k is bounded above %

C - n - p(n) for infinitely many n € Z~(, where this upper bound obviously
constitutes a polynomial. O

Remark. By Remark [2.7] item 1, and Theorem [2.8] it follows that there is a
polynomial-time number field-preserving reduction from solving K-IGVPE "
in the worst case to solving K-SAISZS, 5 on the average with non- neghglble
probability.

The following theorem (see [21], p. 26) establishes the main result. The
following theorem is proved using Theorem and other results from [21].

Theorem 2.9. Forp € [1,00), any m(n) = ©(logn) and for any family of
algebraic number fields KK = { K, } such that Dk, = poly(n), there exist

¢(n) = O(nlog"®n)-D,, B(n) = O0(1)\/Dxk,, ~(n)=0(ylogn) D

such that there is a polynomial-time number field-preserving reduction from
solving K-ISVPY in the worst case to solving IC-SAIST,, 5 on the average with
non-negligible probabzlzty

For p = oo, there exists y(n) = O(logn) - D> for which the same applies.

The main result follows from Theorem [2.9] since by the theory of infinite
towers of Hilbert class fields (see [21], p. 27), there exists an infinite family
of algebraic number fields £ = {K,} such that lim sup, Dk, = C for
some constant C. This establishes the claim of the main result (Theorem

23).
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3 Further Ideas

In the following, we reflect on the main result of the paper [2I], and we in-
vestigate further avenues of thought. Each idea is summarized in a separate
subsection. We begin by contemplating the canonical embedding.

3.1 An Alternate Canononical Embedding

Throughout this subsection, let K denote an algebraic number field of de-
gree n with signature (r1,72), such that n = r; + 2re. In [2I], p. 11, the
authors define the canonical embedding as ¢ : K — R™ x C?2, where
o(x) = (o1(x),...,on(z)). In Definition we also adhere to this form
of canonical embedding. Under o, any fractional ideal Z of K corresponds
to an n-dimensional lattice in R™ x C?2. For volume computations, we
identify C with R?, which yields R™ x C?2 = R"1122r2 — R**2r2_ I that
sense, the n-dimensional lattice o(K) is therefore contained in the higher-
dimensional space R"*272. This may be seen as a source of complication for
volume computations. We give an example of a volume computation in the

paper.

Ezample. Consider Lemma 6.1 in [2I], p. 14. In this lemma, the authors
assert that for any fractional ideal Z of Ok and for any p € [1, o], it holds
that

N(Z) < n'/P - NY™(Z) - /D - (2/m)"/",

where we mention that

1. n/°° :=1 as a notational convention (see , and

2. NY™(Z) = N(I)'/" is an expression involving the norm N(Z) of a
fractional ideal, a concept which is defined in [2I], p. 12. We do not
require this concept for the following, so we omit an explanation.

The idea of the proof ([21], p.15) revolves around applying Minkowski’s
Theorem to derive an upper bound for A\{°(Z). Recall from Remark
that the lattice o(Z) lies in an n-dimensional subspace H of R™ x C?"2. Em-
ploying Minkowski’s Theorem involves computing the n-dimensional volume
of the unit cube in H (measured in [o-norm). More precisely, the subspace
containing o (Z) can be specified as H = {(21, ..., 2z,) € R x C?"2 : 7, =
Z(py4ra)+j fOr all 1 < j < 7o}, Hence the corresponding unit cube in /oo-norm
can be specified as C := {z € H : ||z]|« < 1}. To work out the n-dimensional
volume of C, the authors view C as the cartesian product C{* x C5?, where
C1:={r € R:|z|] <1} and Cy := {(2,2) € C? : |z| < 1}. By computing
the one-dimensional volume of C; and the two-dimensional volume of Cs, the
volume of C is derived by multiplication. Evidently, vol(C1) = 2. Observe
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that

Co=1{(2,2) €C?:|z| <1} = {(a,b,a,—b) e R* : a> + b* < 1}
={a-(1,0,1,0) +b-(0,1,0,—1) : a® + b> < 1}.

For the practised reader, it may be evident that Cy constitutes a two-
dimensional sphere with radius v/2 on a plane in four-dimensional space.
Applying an orthogonal matrix permits us to further clarify the geometric
situation without altering the volume of Cy. Choose

1 01 0
10 10 -1 i
B_ﬂ_loloeR.
0 10 1

Then B-Co = {Bz : 2 € Co} = {a-B(1,0,1,0) +b-B(0,1,0, —1) : a® + 5% <
1} = {a-(v/2,0,0,0) + b-(0,/2,0,0) : a®> +b> < 1}. It is fairly evident
that B - Cy is a two-dimensional sphere with radius v/2 in the xr1-To-plane.
Consequentially, vol(Ce) = vol(B -C3) = 27. The unit cube C in H therefore
has n-dimensional volume 2" - (27)"2.

Volume computations for lattices which lie in higher-dimensional space
may be seen as requiring some care. It seems worth mentioning that in
the literature on number theory, the canonical embedding is often defined
differently. The following definition is adapted from [16], p.100.

Definition 3.1.1. Let 6; for j = 1,...,r; denote the real embeddings of
K. For j = r1 +1,...,m1 + ra choose complex embeddings 6; of K such
that exactly one 6 is taken from each complex conjugate pair 0;,0; of such
embeddings. Then define the number theoretic canonical embedding as © :
K — R™ x C™, where O(z) = (01(x), ..., 0p, (), 0r, 41(2), ..., Op 40y (T)).

We remark that for any fractional ideal Z of O, the lattice ©(Z) is of
full rank due to R™ x C"™ = R" 22 = R", It seems possible that usage of
© could facilitate lattice theoretic observations.

3.2 Cryptographic Hardness

We now focus on the problem of obtaining cryptographic hardness from the
ideal lattices which we consider. We explain the difficulty which arises when
trying to design collision resistant hash functions based on worst case com-
putational assumptions on such ideal lattices. Throughout this subsection,
let IC,m(n),q(n), 5 and y(n) be as specified in the Main Theorem [2.5

It seems instructive to begin by considering the following (very simple)

compression function family. This family is missing an essential information
which is needed to easily establish collision resistance.
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Definition 3.2.1. Dependent on n € Z~, we define the compression func-
tion family

Hy, =< ha: Ogin) — Ok, /{q(n)), ha(z) = Z a-z; : aec Og(n)

Moreover, define H := |J Hy.

To establish a notion of collision resistance, we make the following defi-
nition.

Definition 3.2.2. The problem Collision;, is defined as follows. Given n &
Z~q, an input is a function h, € H,, where the a; are random components
which are chosen uniformly and independently from a predetermined set of
representatives of Ok, /(q(n)). The problem is to find b,c € (’)%(ln) such
that b # ¢, but ha(b) = ha(c).

We view the compression function family H as collision resistant, if
there exists no polynomial-time algorithm that can solve Collision;, with
non-negligible probability.

Our aim is to base the collision resistance of H on the assumption that
K-ISVPY is hard in the worst case: We would like to show that solving
Collision;, with non-negligible probability is at least as hard as solving K-
ISVPY in the worst case.

To this end, it seems immediate to use the assertion of the Main Theorem
Namely, the idea is to show that solving Collision;, with non-negligible
probability is at least as hard as solving K-SAIS;T, 5 on the average with
non-negligible probability. This is desirable, since the Main Theorem [2.5
states that solving K-SAISJS, 5 on the average with non-negligible probabil-
ity is at least as hard as solving K-ISVPY in the worst case.

Pursuing this idea, assume that the algorithm F solves Collision;, with
non-negligible probability. Then using F, our goal is to construct an algo-
rithm that solves K-SAISZT, 5 on the average with non-negligible probability.

,m

(n)

Let n € Z~( be given. On input a € (’)I"; , chosen uniformly at random,

n

algorithm F provides b, c € O?ﬁn) such that b # ¢ but ha(b) = ha(c) with
non-negligible probability. Observe that ha(b) = ha(c) <= ha(b —¢) =
0<=b-cec \P?ﬁ) (a), where b — ¢ # 0. Hence the missing information of

H is a guarantee that ||b — c|/oc < B(n).

To address this difficulty, Peikert and Rosen suggest developing an injec-
tive, efficient mapping from bit strings to sufficiently short vectors in OI";(") .

n
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We explain the impact of such a mapping in the following.

Assume that for some k € Z~, the function z : {0, 1}* — (9%(1”) is such
a mappinﬂ Then dependent on n € Z~q, define the function family
M, = (W {0105 = O flam). Hyb) = ha(:(b)) : ac OR™)

n

Moreover, define H' := (JH'n. Let Collision,, be defined analogous to

Definition Then an algorithm F which solves CoIIisionH, with non-
negligible probability provides short vectors z(by) # z(b2) € (’)%(ln) such
that z(b1) — z(bz2) is a nonzero element of \Ilfl{z) (a), where this can be ar-
gued just as above. As a consequence, we would be able to ensure the
condition ||z(b1) — z(b2)|/c < B(n), which would yield the result.

3.3 Relating K-ISVP to f-SPP_ for Monogenic Number Fields

In this subsection, we rewrite a result from the work of Lyubashevsky and
Micciancio ([10], p.15-18), where we adopt the viewpoint of the work of
Peikert and Rosen [21I]. We consider algebraic number fields of the following

type.

Definition 3.3.1. An algebraic number field K of degree n is called mono-
genic if there exists 6 € Ok such that the ordered set (1, 0, ...,«9”_1) is an
integral basis for K. In other words, Ox = ZI[f]. In this case, the integral
basis (1,9, ...,9”_1) is called a power basis for K. ([5], p.158)

As an example for a monogenic algebraic number field, we consider cyclo-
tomic fields, which we introduce now. All of the following facts on cyclotomic
fields can be verified in [5], p. 186-187.

Definition 3.3.2. Let m € Z~(. Let (,, be any primitive m-th root of unity,
which means (¢,)™ = 1 and ((n)* # 1 for k= 1,...,m — 1. Then the field
K., = Q(¢) is called the m-th cyclotomic field.

Remarks 3.3.3. 1. It can be shown that for m € Z-q, there are ¢(m)
primitive roots of unity , where ¢ denotes Euler’s totient function.
Namely if (,, is a primitive m-th root of unity, it can be shown that
for any r € {1,...,m} such that gcd(r,m) = 1, the number (], is also
a primitive m-th root of unity. Despite the fact that there are several
m-th roots of unity, the m-th cyclotomic field is well-defined, since it is
possible to prove that K,,, = Q((},,) for any r such that ged(r,m) = 1.

2. The minimal polynomial of (,, is f,(z) = [[ (x—(},). It can be
1<r<m:
ged(r,m)=1

proved that f,, € Z[z], so (m € Ok,,. As a consequence, K, = Q((x,)

3For example, a sufficient property is ||z(b)|le < 8(n)/2 for b € {0,1}*.
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is an algebraic number field. And since the degree of f,, is ¢(m), it
follows that [K,, : Q] = ¢(m).
3. An integral basis for K, = Q((,,) is given by the set

(1,gm,<3n, ...,<g<m>—1) .

Hence for any m € Z~(, the m-th cyclotomic field K, is monogenic.

We collect a few further examples of monogenic algebraic number fields
(5], p.158-159).

Ezamples 3.3.4. 1. Every qua,dmticﬁ number ﬁelld is monogenic.
2. A monogenic cubz’ number field is K = Q(23).

3. A monogenic quarticﬁ algebraic number field is K = Q(M)

In [10], p. 8, Lyubashevsky and Micciancio define the problem f-SPP..
For the convenience of the reader, we repeat the definition. First, we require
a certain norm for polynomials.

Definition 3.3.5. For a polynomial f = Y7 a;2' € Z[z], we define the
norm || flleo = |[(@0, ..., Gn—1)||co- In other words, ||f|lcc is defined as the
corresponding norm of the coefficient vector of f.

Definition 3.3.6. Let f be a monic polynomial of degree n. Then in the
approximate Shortest Polynomial Problem f-SPP_(Z) we are given an ideal
T C Z[z]/(f). We are asked to find a g € Z such that g # 0 and ||g[|; <
YAP(Z), where for g = g + (f) € Z[z]/(f), the norm | g||; is defined as ||g
mod f]le.

Moreover, the two following items, which are taken from [10], p.16, play
an important role.

Definitions 3.3.7. 1. For any algebraic number o € C, define the func-
tion maxConj(a) to be max{|p;|: 1 <i <n}, where the ¢; are the
roots of the minimal polynomial of « over Q.

2. Let K = Q(A) be an algebraic number field. Then in the approxi-
mate Smallest Conjugate Problem SCPW(I), we are given an ideal 7
of Ok and we are asked to find a nonzero element o € 7 such that
maxConj(a) < v- maxConj(a/) for all o/ € 7.

The following lemma establishes a connection to the work of Peikert and
Rosen.

Lemma 3.3.8. Let K be an algebraic number field of degree n with signature
(r1,72). Let 0 : K — R™ x C?"2 denote the canonical embedding. Then for
all o € K, the infinity norm ||o ()| of the vector o(a) equals maxConj(c).
In formula, ||o(a)|lec = mazConj(cr) for all o € K.

4of degree 2
Sof degree 3
Sof degree 4
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Proof. For a € K, Consider the field polynomial of a over K, which is given
by fld% (z) = [[j_; (x — ok()), where the o} denote the n embeddings of K
into C (5], p.117). A theorem from number theory ([5], p.120) states that
if f is the minimal polynomial of «, then fld% (z) = f(x)® for some s € Z~y.
In other words, the field polynomial is a power of the minimal polynomial.
Therefore the set of roots of the field polynomial of o coincides with the set
of roots of the minimal polynomial of . Thus to determine maxConj(«), we
may take the maximum over the set of roots of the field polynomial, which
is max{|o;(a)|: 1 <i<n}=|o(a)|oo- O

Recall the problem K-ISVPZ® from Deﬁnition We may now formulate
an equivalence result for this problem.

Corollary 3.3.9. Given an algebraic number field K, the problems K-
ISVPZ® and SCP., are equivalent. In other words, a solution to one problem
solves the other.

Proof. Let T denote an ideal of Ok. Then using Lemma [3.3.8] we argue as
follows: o € T solves K-ISVPZ® on input 7 <= [[o(a)||oc <7 AP°(0(Z)) <=
lo(@)|loo <7 |lo(e)]|oo for all o € T <= maxConj(a) < « - maxConj(a’)
for all o’ € 7 <= a € T solves SCP,, on input Z. O

The next lemma mainly clarifies notation.

Lemma 3.3.10. Let K be a monogenic algebraic number field of degree n
with integral basis (1,0,...,0"" 1) for some 0 € Of. Further, let f € Z[z]
denote the minimal polynomial of 9 Then the map ¢ : Zlz]/{f) — Ok,
defined by Z?;()l zixt 4+ (f) Z?_ 20, is an isomorphism.

Proof. Consider the ring homomorphism ¢ : Z[x] — Z[0] = Ok, defined by
S At e S 2107 = ST 267, Moreover, let m : Zlz] — Z[x]/(f) de-
note the canonical map defined by St 2/a? — SOL_ 2t (f) = S0 i+
(f). It can be argued that ker¢ = (f) C Z[z] ([2], p. 471). Applying the first
isomorphism theorem ([2], p.412) yields the existence and uniqueness of a
ring isomorphism ¢ : Z[z]|/(f) — Z[0] = Ok such that g om = ¢. Therefore,
@ maps 1o zixt + (f) to S0y 207, as desired. O

The following diagram clarifies the situation in the proof of Lemma

B.3.10

Z[z] ¢ 7[0] = Ok
T "
Zlz]/(f)
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Remarks 3.3.11. Retain the notation of Lemma The following items
are worth mentioning.
1. The proof of the above Lemma strongly relies on the fact that K
is a monogenic algebraic number field, in other words, that Z[f] = Ok.
2. Note that the isomorphism ¢ in the above Lemma actually
depends on 8. However, we choose not to incorporate this dependence
into the notation, and trust that it is clear from the context.
3. The above Lemma establishes that for ideals Z in Ok, there is
a bijective correspondence to ideals ¢ ~!(Z) in Z[x]/(f), which hints at
how we later establish a connection between K-ISVPZ® and f-SPP.,.

Next, we introduce an auxiliary function.

Definition 3.3.12. Let 0 be an algebraic integer of degree n. Then for any
a = Z?:_ol a;0° € Q(f), we define the function maxCoeffy : Q(f) — Rxq as
a— max{|o;|:i=0,....,n—1}.

For the convenience of the reader, we include three lemmas from [10],
p-17, which are used in the argumentation to come. The first two lemmas
are slightly modified from the original.

Lemma 3.3.13 (corresponds to Lemma B.8 in [10]). Let f € Z[z] be a
monic irreduciblem polynomial of degree n with roots 01, ...,0, € C. Assume
that there exists a real t such that for all 1 < i < n, we have |0§| <t for all
0<j<n-1. Let K=Q(01) and a = apg + o101 + ... —i—an_lﬁ?_l c K.
Then mazConj(a) < nt- mazCoeffy, (ar).

Proof. Using Lemma and o;(01) = 6;, we may write

maxConj(a) = ||o(a)||co = max {|oj(a)| : 1 <i<n}
= max{‘ao +a16; + ... + an_lﬁln_l‘ 1< < n}
< maxCoeffy, (o) - max {1+ [0;| + ... + ‘9?_1‘ :1<i<n}. (2)

By assumption, We have |¢9]] <tforal0 <j<n—-—1land1l <7i¢ < n.
This yields > "~ ]03 | <mn-tforall l <i<n. Therefore by mequahty l
maxConj(« )<nt maxCoeffy, (a).

Remark 3.3.14. The formulation of Lemma [3.3.13] differs slightly from the
formulation of Lemma B.8 in [10] in the sense that Lemma B.8 in [I0] con-
tains the weaker assumption that there exists a real ¢ for which

07 <tforalll<i<n. (3)
In Lemma [3.3.13] we assume the existence of a real ¢ such that

07| <tforalll<i<mnandforall0<j<n-—1. (4)

Tover Q
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Assumption [4 implies ¢ > 1, which makes it easy to argue that
max {1+ [6;| + ...+ 07 :1<i<n} <nt

in the proof of Lemma [3.3.13] However, the author does not know whether
every monic irreducible integer polynomial has at least one root of absolute
value greater or equal 1; together with such a statement, assumption
would equally imply ¢ > 1. Incidentally, not every monic irreducible integer
polynomial has only roots of absolute value greater or equal 1. Consider
x? — 2 — 1, the roots of which are the golden ratio ® = 1+2\/5 and 1*2\/5,
where the latter has absolute value smaller than 1.

Lemma 3.3.15 (corresponds to Lemma B.9 in [I0]). Let f € Z[z] be a
monic z'rreduciblfﬁ polynomial of degree n with roots 01,....,0, € C. Let
K =Q(0,) be an algebraic number field. Assume that there exists an integer
m > mn and a real t such that for all1 <i<mn and 0 < j<m—1, we have
o 1<10!| <t and
o 2L 0" = n.
To ease notation, define the index set T := {l € Zsg: m—n+1 <1 <
m+n—1, 1 # m}. We further assume that for all numbers | € T, we
have |31, 0| < 1. Then for s := maz {|>_1, 0| : 1 € T}, we have for all
a € K, that

mazCoeffy, (o) < nt

~ m maxConj(Oz)

Remark 3.3.16. The above version of Lemma B.9 is slightly modified from
the original in the following way. Lemma B.9 in [10], p.17, contains the
assumption

>

i=1

< s < 1foralll# 0modm. (5)

To the author, it seems that this assumption can be stated in a more precise
way (and perhaps weakened) by limiting [ to the set 7= {m—n+1,....m+
n — 1}/{m}, as formulated in Lemma The reader will appreciate
a short justification. In the proof of Lemma B.9 in [I0], we consider an
element o = ao+a101+...+an,19?71 € K, whereap € Qfor0 < h <n-1.
Set S == Y1, 9;"_"'”“ for k € Z~o. Then together with the assumption
Sn =121, 0" > n (as stated in Lemma , assumption 5| is used to
argue the inequality

nlon—j| — s(laol + ... + lan—j—1] + |an—j11| + ... + |an—1])
< Jan—jSn| = (laoSj| + -+ + |lan—j—1Sn-1| + |an—j+1Sn+1|
+ ...+ Jop—1Sn—144|), where1 < j <mn. (6)

8over Q
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We take a closer look at the way assumption [5|is applied to prove inequality
To this end, fix j € 1,...,n. Then for inequality [6] we use that |S| =

S 07 TR < s for all k such that j <k < j+n—1, and k # n. This
is true by assumption [5] since for such k, the exponents of the 6; in the Sy
expression lie in the range from m —n+jtom—n+(j+n—1)=m+j—1,
where the exponent m is skipped.

e | | | - 0

T
0 m—m m-n+j m m+j—1

Now observe that j ranges from 1 to n. Hence all possible exponents of
the Sj expressions lie in the range from m —n + 1 to m + n — 1. Therefore
it seems that it would suffice to formulate assumption |5 as

S0

=1

<s<lforallleT.

The following lemma is proved in [I0] using Lemma(3.3.13| (which is B.8
in [10]), and Lemma [3.3.15| (which is B.9 in [10]).

Lemma 3.3.17 (corresponds to Lemma B.10 in [10]). Let f = 2" +a2" "1+
...+1 be an iTTeducibl(ﬂ polynomial and let 8 € C be one of its roots. Let K =
Q(0) and let « be an element of K. Then maxCoeffy(a) < n - mazConj(«)
and mazConj(a) < n - mazCoeffp(a).

Now we can formulate a result for certain cyclotomic fields.

Theorem 3.3.18 (corresponds to Theorem B.7 in [I0]). Let p be a prime.
Consider the p-th cyclotomic field K, = Q((p). Let f denote the minimal
polynomial of C,. Then

f—SPPW(pil)Q < K'p-ISVP,OYO and Kp—ISVPf;C(’pil)Q < f—SPP,Y.

Proof. We prove Kp—ISVPf’YC(’pil)Q < f-SPP,. Thus let 7 denote an oracle
for f-SPP.. Then the reduction algorithm R is given as follows. On input
T, where 7 is an ideal of Ok, = Z[(,],

1. Let h — F(e~XT)).
2. Output ¢(h).

We show the correctness of R. By definition, F yields an element h €
¢~ Y(Z) such that ||h||; < ~||W||s for all B’ € ¢~ 1(T). Let o := p(h). Observe
that for any g € Z[z]|/(f), we have ||g||; = maxCoeff, (©(g)). Therefore
maxCoeff, (a) < y-maxCoeffe, (') for all o € 7. Using Remarks we
can verify that the minimal polynomial of ¢, is given by f(z) = 2P~ +
2P~2 + ... + 1. Therefore we may use Lemma in the following. Using

9

over Q
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Lemma we see that maxConj(a) < (p — 1)-maxCoeff¢, (a). Applying
the above reasoning, it follows that maxConj(c) < (p—1)-y-maxCoeff;, (o)
for all o € Z. Using Lemma again, we see that maxConj(a) <
(p — 1)? - ymaxConj(a’) for all o € Z. Hence R is correct.

The proof of the converse reduction is analogous. O

The picture below provides an intuition for the proof of Theorem [3.3.18

%
he o

e 1(2) - 7
@

Z[z]/{f) Ok,
It is possible to generalize this result to a certain degree, at the price of
further complication.

Theorem 3.3.19 (adapted from Theorem B.7 in [10]). Let K be a mono-
genic algebraic number field of degree n such that Ox = Z[0] for an appro-
priate 0 € Ok. Let f € Zlx] denote the minimal polynomial of 0, where
the roots of f are given as 0 = 01,...,0, € C. Assume that there exists an
integer m > n and a real t such that for alll1 <i<nand0<j<m-—1,
we have

o 1<|¥|<t, and

o XL 0" =n.

To ease notation, define the index set T :={l € Zsg: m—n+1<1<

m—+mn—1, 1 #m}. We further assume that for all numbers l € T, we have

‘E?:l 9” < 1. Then for s := max {}Z?:l 9” :leT} and c:= n(ﬁts))is’ we

have

f-SPP.. < K-ISVPZ® and K-ISVPZ, < f-SPP..

Proof. We prove K-ISVPZ < f-SPP_. Thus let F denote an oracle for
f-SPP,. Then the reduction algorithm R is given as follows. On input Z,
where 7 is an ideal of O = Z[6)],

1. Let h — F(o 1(2)).

2. Output p(h).

We show the correctness of R. By definition, F yields an element h €
¢ 1(Z) such that ||h|; < ||W|s for all b’ € o~ Y(Z). Let a := p(h). Ob-
serve that for any g € Z[x]/(f), we have ||g| f = maxCoeffy(¢(g)). Therefore
maxCoeffy(a) < y-maxCoeffy(a’) for all o' € Z. Note that by assumption,
the minimal polynomial f of 6 satisfies the conditions of Lemmas|3.3.13| and

3.3.15, Using Lemma [3.3.13] we see that maxConj(a) < nt-maxCoeffy(a).

Applying the above reasoning, it follows that maxConj(«) < nty-maxCoeffy(a/)
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for all o’ € Z. Using Lemma [3.3.15 we see that

2
maxConj(a) < n(l(ilts))—i—spy -maxConj(a’) = ¢y - maxConj(a’)

for all o’ € Z. Hence R is correct.
The proof of the converse reduction is analogous.
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Conclusion

In conclusion, we consider the following items worth mentioning.

An important effort of this thesis consists in making the reasoning of
Peikert and Rosen [2I] more easily accessible. Ideally, an undergraduate
student may comprehend not only the gist of the paper, but also a few finer
points of the reasoning.

In we depict a difference between the canonical embedding chosen in
[21], and the embedding that seems more commonly used in the literature
on algebraic number theory. The embedding used in [2I] may seem more
complicated for certain purposes than the embedding used in the literature
on algebraic number theory. Whether using the latter embedding facilitates
or complicates the reasoning in general is hard to judge for the author. In-
deed, the differences may also be minor.

In [10], p. 13, Lyubashevsky and Micciancio write that “Determining the
hardness of the SCP problem ... is also an interesting problem”. In 3.3 we
illustrate that from the viewpoint of Peikert and Rosen, an almost analo-
gously defined problem SCP, corresponds to K —ISVP?YO , which is a lattice
problem.

In we consider monogenic number fields K = Q(¢) with minimal
polynomial f of (. We rewrite a result from [I0], which yields an equiva-
lence result for f-SPP, and K-ISVPZ®.

As a further idea, we mention that one can extend the idea of a power
basis to an ordeTH of Ok. Perhaps a similar equivalence as proved in
could be proved for such orders.

Finally, reiterating [3.2] we call attention to the fact that the result of
[21] seems to be of limited practicability as yet. As Peikert and Rosen wrote,
“we do not yet know how to obtain cryptographic hardness (e.g. collision
resistant hash functions) from ideal lattices over an arbitrary good number
field K7 ([21], p. 27). However, an application of techniques related to [21]
can be found in the SWIFFT hash function [11].

For a definition, see [E], p. 181.
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