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Abstract

Commitment schemes have become cornerstones for building se-
cure communication protocol. But in the past few years it has been
shown that quantum computers could break most of the now existing
secure communication structures. Problems began in 1995 when May-
ers provided a theorem stating that secure commitment schemes are
impossible in the quantum computer era. Major steps have been made
since 2001 when the Shor’s algorithm for first time was implemented
on a 7-qubit quantum computer and according to some physicians
in a few years this technology will be powerful enough to break the
in practice using cryptographic protocols. Here I am considering the
question weather there are some commitment protocols that could
remain secure when quantum computers are used in the practice.
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1 Introduction

Commitment scheme is a protocol that allows one party (Alice - Sender) to
commit to other party (Bob - Receiver) to a value. At a later stage Alice
can reveal that value, but until this moment she is keeping it hidden. After
the revealing Bob can verify that this is indeed the value to which Alice has
committed. It’s an electronic way to temporary hide a value that can not be
changed later. One can commit to either a single bit, called Bit Commitment
schemes(but often only Commitment schemes), to commit to a collection of
bits by, by - - - b, and have to revealed at the same time, strings etc. Such
schemes are important to a variety of cryptographic protocols, especially
zero-knowledge proof and secure computation, a simple example of using
Commitment schemes is the coin flipping over the phone and zero-knowledge
protocols such as the one described by Impagliazzo and Yung [1].

They can be used in scenarios like bidding for a contract, where committing
to a bit rather than sending it in the clear can eliminate the risk of it being
"leaked” to the competitors. The interactions in a commitment scheme take
place in two phases: the commit phase during which a value is chosen and
specified. At the end of the stage Bob has some information that represents
the value sent. The reveal phase during which the value is revealed and
checked. At the end of which Bob knows the real value. In the simplest
commitment schemes, the commit phase consists of a simple message from
the sender to the receiver, while the reveal phase consists of a single mes-
sage from the sender to the receiver, followed by a check performed by the
receiver.

It is therefore very important to construct good and reliable schemes, such
that the Sender cannot alter the value to which he commits.

A 7bit commitment” scheme is simply a commitment scheme where the value
chosen is a bit. The terms ”bit commitment” and ”commitment” are some-
times used interchangeably.

2 Applications

The concept of bit commitment schemes was first formalized in a peer-
reviewed paper by Giles Brassard, David Chaum, and Claude Crepeau in
1988 [2], but the concept was used without being treated formally prior to
that, [3] most notably in the 1987 paper of Oded Goldreich, Silvio Micali,



and Avi Wigderson showing that all languages in NP have zero-knowledge
proofs.

Commitments are used in zero-knowledge proofs for two main purposes: first,
to allow the Prover to participate in ”cut and choose” proofs where the ver-
ifier will be presented with a choice of what to learn, and the Prover will
reveal only what corresponds to the verifier’s choice. Commitment schemes
allow the Prover to specify all the information in advance in a commitment,
and only reveal what should be revealed later in the proof. Commitments
are also used in zero-knowledge proofs by the verifier, who will often specify
their choices ahead of time in a commitment. This allows zero-knowledge
proofs to be composed in parallel without revealing additional information
[4].

Commitment schemes are used the so called ”coin flipping” (or tossing) over
the phone. Suppose Alice and Bob need to flip a coin to settle up an argue. If
they are in the same room everything is ok, but if not and Bob does not trust
Alice, then protocol of the kind where the one flipps the coin and imparts
the result to the other will not work. How might we solve this problem such
that it is impossible for Alice or Bob to have some kind of advantage?
What we really want is to make Alice and Bob commit to bits, in such a
way that they cannot change their answer later. M. Blum proposed an ex-
plicit protocol [10] for Alice and Bob to follow, such that the outcome is a
"random” coin toss that both Alice and Bob can agree is random. Moreover,
Alice and Bob can verify to each other that they did not cheat: i.e. they
followed the protocol exactly.

This protocol is based on the Discrete Logarithm Problem and Bob cannot
”win” the coin toss with probability greater than ; + ﬁ, for all polynomials
p(n).

Another important application of commitments is in verifiable secret shar-
ing - each of several parties receives ”"shares” of a value that is meant to be
hidden from everyone. This is a critical building block of secure multi-party
computation [5]. This problem was initially suggested by Andrew C. Yao in
a 1982. In these kinds of schemes each of several parties receives ”shares” of
a value that is meant to be hidden from everyone. If enough parties get to-
gether, their shares can be used to reconstruct the secret, but even malicious
parties of insufficient size should learn nothing. That idea is a cornerstone
of the so called secure computation: in order to securely compute a function
of some shared input, the secret shares are manipulated instead. However,



if shares are to be generated by malicious parties, it may be important that
those shares can be checked for correctness. In a verifiable secret sharing
scheme, the distribution of a secret is accompanied by commitments to the
individual shares. The commitments reveal nothing that can help dishonest
parties, but the shares allow each individual party to check to see if their
shares are correct.

3 Construction of a commitment scheme and
its properties

The two cryptographic properties of a commitment scheme are the hiding
property - the value chosen during the commit phase cannot be discovered
and the binding property - the value chosen during the commit phase is the
only one that can be revealed during the reveal phase.

A commitment scheme is binding if Alice cannot change the value of b and it
is concealing if Bob cannot obtain any information about b without the help
of Alice. It is secure if it is simultaneously binding and concealing, and it is
unconditionally secure if it is secure against a cheater, either Alice or Bob,
equipped with unlimited technology and computational power. A commit-
ment scheme can either be perfectly binding or perfectly concealing but not
both.

There are a few ways of constructing reliable commitment scheme: from
One-Way Function, from Pseudo-Random Generator or for example we can
create it based on the Discrete Logarithm Problem.

In the next section I will introduce the basic commitment schemes explained
in the papers of Moni Naor using cryptographically secure pseudo-random
generator [3] and the scheme described by Shai Haveli and Silvio Micali based
on a hash function [6]. In the third section I will present the basis of quantum
computing, the hazards that it contains for the classical cryptographic proto-
cols. A couple of algorithms that could break them and which protocols could
be considered safe from that point of view. I will describe what Quantum
cryptography is, what are the differences between Public Key Cryptogra-
phy and Quantum Cryptography and what Secure Communication based on
Quantum Cryptography is.

It is easily seen that if both parties have unlimited computational power,
they cannot emulate the process by just exchanging messages back and forth.



Thus, at least one of the two parties must be computationally bounded, so
that cryptographic technology can be applied. Indeed, many commitment
schemes have been suggested in the literature. A particularly important case
of string commitment is when the Sender is computationally bounded, but
the Receiver may have unlimited computational resources. This is so for a
few reasons:

e Bounded-to-unbounded commitment schemes allow one to use suitable
short security parameters even if the Receiver has a lot of computa-
tional power.

e Bounded-to-unbounded commitment schemes protect the Sender even
if the underlying cryptographic assumption happens to be wrong, say,
if the Receiver has an algorithm for factoring.

e There are theoretical applications in which one must use bounded-to-
unbounded commitment schemes to yield the desired result; for in-
stance, to obtain constant-round computational zero-knowledge proofs
for NP (shown in [7]), or to obtain statistical zero-knowledge arguments
for NP (shown in [8],[9])

Many commitment schemes in the unbounded-receiver model are known
based on number-theoretic constructions. The first such scheme was sug-
gested by Blum [10] in the context of flipping coin over the phone. He
described a commitment scheme for one bit. Blum’s scheme calls for one
or two modular multiplications and a k-bit commitment string for every bit
which is being committed to, where £ is the size of the composite modulus.
A more efficient construction, which is also based on the hardness of factoring,
was introduced by Goldwasser, Micali and Rivest [11]. Their collision-free
permutation-pairs enables one to commit to long messages using about the
same amount of local computations as in Blum’s scheme, but to send only
k-bit commitment string, regardless of the length of the message being com-
mitted to. Since then, this construction was used in a many other works.
One common problem of all those is that they rely on composite numbers of
a special form.

Several other constructions are based on the difficulty of extracting discrete
logarithms. In particular, Pedersen [12] and Chaum, van Heijst and Pfitz-
mann [13], described a scheme in which the Sender can commit to a string
of length k , where k is the size of the prime modulus, by performing two



modular exponentiations, and sending a k-bit commitment string.

There are also a few implementations using more generic complexity as-
sumptions. Naor [3] presented a commitment scheme in the unbounded-to-
bounded model, which can be implemented using any pseudo random gener-
ator. This scheme I am going to present later.

A bit-commitment scheme can also be based on the discrete logarithm prob-
lem. Suppose that Alice wants to commit to a value x, which is between 0
and p — 1, where p is the prime order of a group and g is its generator. She
calculates ¢ = ¢* and publishes ¢. On a non-quantum computer this scheme,
based on the discrete logarithm problem should be binding: it is compu-
tationally infeasible to compute x, so under this assumption, Bob cannot
compute z. On the other hand, Alice cannot compute an a2’ # x, such that

x/

c=g".
This scheme isn’t perfectly concealing as someone could find the commitment
if he manages to solve the discrete logarithm problem, what I’ll actually show
later.

In addition to the above work, several researchers showed that a com-
mitment scheme for a single bit can be implemented using ”quantum com-
puting devices”. The first such scheme was scheme by Bennet and Brassard
[14], unfortunately a considerable flaw was found. Better schemes were later
suggested by Brassard and Crépeau [15] and Brassard, Crépeau, Jozsa and
Langois [16], which also were doomed.

4 Bit-commitment from Collision-Free Hash-
ing

One can create a bit-commitment scheme from any one-way permutation. A
one-way permutation is an on one-way function that is also a permutation,
that is, a one-way function that is both injective and surjective i.e. bijective.
One-way permutations are an important cryptographic primitive, and it is
not known that their existence is implied by the existence of one-way func-
tions.

Here I present the scheme from the paper of Shai Halevi and Silvio Micali
- "Practical and Provably-Secure Commitment Schemes from Collision-Free
Hashing”. That scheme is provably secure under a standard assumption that
the Sender is computationally bounded and the Receiver is all-powerful and



more efficient then many others. We assume as well the existence of collision-
free hash function. These are functions that map strings of arbitrary length
to fixed-length ones, so that it is infeasible to find two different pre-images of
one output string. In fact such functions are believed to exist and are widely
used in many cryptographic applications.

4.1 Definitions and Assumptions

To point out the efficiency of that scheme let’s consider the three important
resources for a protocol:

Interaction: protocols are typically interactive i.e. communication by ex-
changing messages back and forth. That scheme is non-interactive, i.e. in
each stage the Sender sends a single message to the receiver who needs not
to reply at all.

Communication: another important resource in a protocol is the number of
bits sent by its parties. In a commitment scheme, this is measured against
the length of the message being committed to (denoted by n), and the se-
curity parameter (denoted by k). (1) The number of bits exchanged during
the Commit stage must be at least n + k. The presented one requires that
the Sender sends O(k) bits in the commit stage and n + O(k) bits in the
de-commit stage (2). Thus the communication complexity is optimal. Com-
putation: the amount of local computation is crucial resource. The described
scheme calls for (1) a single collision-free hashing of the message; (2) one
collision-free hashing of a random O(k)-bit string; and (3) one evaluation of
a universal hash function on a O(k)-bit string.

First of all I will point out why simpler constructions based on collision-free
hashing do not work. Let M D (for Message-Digest) be a collision-free hash
function. One example of a false solution is provided by the "minimal” strat-
egy the Sender commits to a message M simply by sending C' = M D(M)
to the Receiver, and de-commit by simply sending M. Trying to fix the
flaw, one could try to have the Sender first pad the Message M with some
sufficiently long random string R, and then sends C' = M D(M o R), where
o is a concatenation. Unfortunately this construction may not work either,
even when the Receiver is bounded. Indeed, it may be that M D, though
collision-free, leaks some of the bits of M. In addition, in our more difficult
model, the unbounded Receiver may get a good probabilistic advantage in
guessing which of two messages M and M’ is more likely to be the committed
one. For instance, he can compute the size of the pre-image of C' when the



message is M, compare it to a size of the pre-image of C' when the message
is M’, and guess accordingly.

Of course, the latter attack can be prevented if M D has additional properties
besides being collision-free. However, we do not want to assume additional
properties in our construction, since the more assumptions we make, the less
likely it is that these assumptions are true, yet we wish to have an efficient
scheme whose security against unbounded Receiver is provable.

The scheme is close to the second idea above, but ”"adds random bits” to the
message in a more sophisticated way, thus enabling a proof of correctness
against an unbounded Receiver without any additional assumptions.
Suppose that we want to commit to a string of length O(n + k), where n is
the length of the message being committed to a k is the security parameter
and a little bit later I'll show how to modify it so as to get an O(k)-bit com-
mitment.

For the next construction we will need definition what universal hash func-
tion is. Let S and T be two sets, and let H be a family of functions from S
to T'. We say that H is a universal family of hash functions if for any two
different elements s; # s9 in S and for any two elements ¢ , t5 in 7" we have

Prlh(s1) =ty and h(sy) = to] = o

72
heH

Informal Universal hash function is a theoretical construct primarily used
to show that an algorithm based on a hash function cannot be forced to have
bad performance by an adversary. Bad performance in hashing comes from
collisions, and a universal hash function guarantees that these cannot be
forced to occur too often.

4.2 The Commitment Scheme

Fix the message length n and the security parameter k and set L = 4k+2n+4.
Let MD : {0,1}" — {0,1}* be a collision-free hash function. That is we as-
sume that the Sender cannot find z # y € 0, 1% so that M D(x) = MD(y).
Also, let H be a universal family of functions from {0,1}" to {0,1}".

To commit to a message m € 0, 1", the Sender first picks a random r € {0, 1}L
and computes y = M D(r) and then picks a random function h from H such
that h(r) =m.



The commit-string is ¢ =< h,y > , and the de-commit string is d = r.
To de-commit m the Sender sends r to the Receiver, who verifies that
y = MD(r) and computes m = h(r).
The scheme is indeed non-interactive and requires very little local computa-
tion. If we use the construction of universal hashing function then the size
of the commitment string is

||+ |y| = (L + 2k) + k = Tk + 2n = O(k + n).

To get an O(k)-bit commitment scheme we need to do the following: on a
message m, the Sender first computes the k-bit string s = MD(m), and
then apply the above commitment string to the string s. To de-commit m
the Sender sends both the message m and the de-commit message of first
scheme. The Receiver checks that s is the string being committed to in the
first message and that M D(m) = s. Since we execute the first scheme on a
message of length k, then the commitment string is of length 7k + 2k = 9k,
regardless of the message length.

4.3 Complexity and Analysis

For any string m € {0,1}", let Cj(m) is the distribution on the first coor-
dinate of a pair which is obtained by running the algorithm SEND(1* m).
We require that

Vmy,mg € {0,1}", || Ce(my) — Cr(my) || = O(27F)

i.e. the Receiver gets almost no statistical advantage about m from the com-
mitted string.(any two distributions : Cy(my), Ck(ms) are statistically close
up to 27%)

The commitment string is of length 9%k € O(k), regardless of message length.
Open problems: One open problem is to design efficient commitment schemes
which have nice homomorphism properties. In particular, in some scenarios
it is desirable to be able to compute a commitment for a 4+ b (or a.b) from
the commitments to a and to b.

Another interesting one is to reduce the assumption that universal one-
way hash functions are sufficient for commitment in the unbounded receiver
model.

10



5 Bit-commitment from a pseudo-random gen-
erator

Here I will show how in [3] is created a bit commitment protocol from pseudo-
random generator and the same method is used to commit to many bits
very efficiently. It is interactive, and requires 2 rounds of communication
to commit to a string. The Sender in this scheme generates an O(n)-bit
pseudorandom string and sends an O(n)-bits commitment string in order to
commit to an n-bit message. The following scheme is based on the paper of
Mani Noar, in which he, in 1991, showed how to create a bit-commitment
scheme from a cryptographically secure pseudo-random generator. In this
paper he shows that a bit-commitment scheme can be constructed with any
pseudo-random generator. In fact this is weaker condition then the one-way
functions, since Yao [17] has shown that pseudo-random generators can be
based on one-way permutations. In fact he also analyzed the communication
costs and showed that the assumption of the existence of a pseudo-random
generators suffices to assure amortized O(1) bits of communication per bit
commitment. A pseudo-random generator is a function that maps a string
(the seed) to a longer one, such that if the seed is chosen at random, the
output is indistinguishable from a truly random distribution for all polyno-
mial time machines. Later Impagliazzo, Levin and Luby [18] have shown
that given any one-way function, a pseudo-random (not necessary a permu-
tation), a pseudo-random generator can be constructed, under non-uniform
assumptions, and Hasted [19] has shown the same under uniform assump-
tion. On the other hand, Impagliazzo and Luby [20] have argued that the
existence of one-way functions is required for any protocol that must rely on
computational complexity. Thus we can conclude that if any computational
complexity based cryptography is possible, then bit commitment protocol
exist, and so do the protocols that rely on bit commitment, such as zero-
knowledge proofs, identification schemes, ect.

Now we would like to analyze what the communication complexity of a bit
commitment is, i.e. how many bits must be transferred during the execution
of the protocol? We exclude the case that only a fix number of bits will
be exchanged during the execution of the protocol, because if that was the
case after the commit stage Bob can guess with high probability what Alice
would send in the revealing stage, and can verify that the guess is consis-
tent with what she send so far and deduce the value if the bit. However
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in many applications Alice wants to commit to collection of bits by, bs - - - by,
and they are to be revealed at the same time. Such applications are coin
flipping over the phone and zero-knowledge protocol like Impagliazzo and
Yung [1]. Furthermore, Kilian, Micali and Ostrovsky [21] have shown that
many of the known protocols for zero-knowledge can be converted to ones
that have that property. Therefore it is desirable to amortize the commu-
nication complexity of bit commitment. It has been shown that if m is big
enough, at least linear in the security parameter n, then Alice can commit to
by, by - - - by, while exchanging only O(1) bits per bit commitment. The total
computational complexity of the protocol is the same as the complexity of
the protocol for committing to one bit.

5.1 Defnitions and Assumptions

After the two stages (commit and revealing) the protocol must obey the
following: for all probabilistic polynomial time Receivers, for all polynomials
p and for large enough security parameter n

1. After the commit stage Bob can not guess what he has with probability

1 1
more then 3+ o)

2. Alice can reveal only one value and if she tries to cheat she is going to

be caught with probability at least 1 — ﬁ

A commitment to many bits protocol consists of the same two stages:

e The commit stage: Alice has a sequence of bits D = by,by---b,, to
which she wants to commit to Bob. She and Bob exchange messages.
At the end of the stage Bob has some information that represents D.

e The revealing stage: at the end of which Bob knows D.

The protocol must obey the following: for all probabilistic polynomial
time Bobs (Receivers), for all polynomials p and for large enough security
parameter n

1. For any two sequences D = by, by---b,, and D' = b}, b, --- bl selected

by Bob, following the commit stage Bob cannot guess whether D or D’
was committed with probability greater then 1 + zﬁ

12



2. Alice can reveal only one sequence of bits. If she tries to reveal a
different one, then she is going to be caught with probability at least

1 — L

(n)

Pseudo-Random Generators: Let m(n) be some function such that m(n) >

G:{0,1}" — {0, 1}"™

is a pseudo-random generator if for all polynomials p and all probabilistic
polynomial time machines A that attempt to distinguish between outputs of
the generator and truly random sequence, except for finitely many n’s:
|PrlA(y) = 1] = Pr[A(G(s)) = 1] < ;15

where the probabilities are taken over y € {0,1}™™ and s € {0,1}" cho-
sen uniformly at random.
Pseudo-random sequence have the unpredictability of the next bit property:
given the first m bits of a pseudo-random sequence, any polynomial time
algorithm that tries to predict the next bit in the sequence has success prob-
ability smaller than § + ﬁ for any polynomial p(n). It has been shown by
Yao [22] that both definitions are equivalent.
In the rest of the section we assume some pseudo-random generator GG. Let
n be a security parameter which is assumed to have been chosen so that no
feasible machine can break the pseudo-random generator for seeds of length
n. We will use G(s) to denote the first [ bits of the pseudo-random se-
quence on seed s € {0,1}". B;(s) will be used to denote the i-th bit of the
pseudo-random sequence on seed s.

5.2 The Commitment Scheme

To construct the commitment scheme on top of the above equivalent defini-
tions for pseudo-random generator we construct the protocol:

e Commit stage - Alice selects seed s € {0,1}" and sends G,,(s) and
B(m+1)(s) ® b, where b is the bit Alice wants to commit to.

e Reveal stage - Alice sends s, Bob verifies that G,,(s) is what Alice sent
him before and computes b = B, 11(s) ® (Bm11(s) @ b)

13



Because of the unpredictability of the pseudo-random sequence Bob can-
not guess the bit Alice commits to before the reveal stage with a probability
bigger than %m . Alice could be able to cheat if she finds two seeds s;
and sy such that G,,(s1)G(s2), but Byy1(81) # Bmi1(S2), then she would
be able to cheat sending any of the two bits she wants, but there is nothing
in the definition of the pseudo-random generator that forbids the existence
of such pairs. Furthermore, given any pseudo-random generator, one can
construct another one GG’ that has such pairs.

Indeed there is nothing that could force Alice to stick to one seed, since
there may be two seeds that could yield the same sequence, what the follow-
ing protocol does is to make Alice to stick to the same sequence, or she will

be caught with high probability.

e Commit stage

1. Bob selects a random vector & = (r1,7r9, -+ r3,) where r; € {0, 1}
for 1 <7 < 3n and sends it to Alice.

2. Alice selects a seed s € {0,1}" and sends to Bob the vector D =
(dy,ds, - - - ds,) where:
B Bi(s), ifr;=0
T34, ifr =1
e Reveal stage: Alice sends s and Bob verifies that for all 1 < i < 3n, if
r; = 0 then d; = B;(s), and if r; = 1 then ¢; = B;(s) @ b.

This protocol maintains the property that Bob learns nothing about the
bit b, otherwise we claim that Bob has the power to distinguish between out-
puts of the pseudo-random generator and truly random strings. If there exists
some probabilistic polynomial time Bob’ that can learn something about b
when Alice uses a pseudo-random sequence, then Bob’ can be used to con-
struct a distinguisher between outputs of G and truly random sequences. On
the other hand Alice still could cheat and her only chance to do this is if there
are two seeds sy, sy such that G3,(s1) and Gs,(s2) agree in all positions i
where r; = 0 and totally disagree in all positions where r; = 1. We say that
such a pair fools R.

(Claim)The probability that there exists a pair of seeds s1, so that fools B

—)
is at most 27", where the probability is taken over the choices of R.

14



(Theorem)We claim that if G is a pseudo-random generator, for all poly-
nomials p and for large enough security parameter n

e Following the commit stage, no probabilistic polynomial time Bob can

guess b with a probability greater then % + ﬁ

e Alice can reveal only one possible bit, except with probability less then
2—n

We are now interested to extend this protocol and make possible Efficient
Commit to Many Bits. Up to now the protocol has communication cost of
O(n) bits. If Alice wants to commit to many bits by, by - - b, , which she
is to reveal simultaneously we could use a better idea: to use many bits to
force Alice to stick to one pseudo-random sequence and use that sequence to
commit to many bits.

We could prevent the situation where Bob would like to see part of the
pseudo-random sequence Xor-ed with b and he asks to see its bit-wise Xor
with by, - - b, and Alice might be able to change one of the b;’s, since it
is enough that there is a pair of seeds that agree on all the bits but one,
by using error correction code C with large distance between code words.
Let C' C {0,1}" be a code of 2™ words such that the distance between any
c1, co € Cis at least e.q. Also let F be an efficiently computing function
E :{0,1}" — {0,1}? for mapping words in {0,1}" to C. The code requires
that ¢.log 2%6 must be at least 3n, and = be a fixed constant. Such codes
and example could be the Justesen code [22]. For the amortization to work
it suffices that_) m be linear in n.

For a vector R = ry,ry-- 1, with r; € {0,1} and with exactly ¢ indices

i such that r; = 1 let G3(s) denote the vector A = ay,ay---ay, where
a; = Bj;)(s) and j(i) is the index of the i — th 1 in R.If e, es € {0,1}%
then e; @ ey denotes the bitwise Xor of e; and es.

e Commit stage

ﬁ
1. Bob selects s random vector R = ry,rg---19, where r; € {0,1}
for 1 < i < 2q and exactly ¢ or the r;’s are 1 and sends it to Alice

2. Alice computes ¢ = FE(by, by -« -b,,). Alice select a seed s € {0,1}"
and sends to Bob e = ¢ @ G(s) (the bitwise Xor of G(s) and
¢), and for each 1 <1 < 2¢ such that r; = 0 she sends B;(s).

15



e Reveal stage: Alice sends s and by, by - --b,,. Bob verifies that for all
1 <@ < 2q such that r; = 0 Alice had sent the correct B;(s), computes
c= E(by,by---by,) and G3(s) and verifies that e = ¢ ® G5 ()

As in the commitment with one bit, Bob can learn nothing about any of the
b/SI

(Claim) for any two different sequences D = by, by - - - by, and D' = b, b, - - -,
that Bob selects, for any polynomial p, following the commit stage Bob can-
not decide with probability greater then % + ﬁ to which sequence Alice has
committed.

5.3 Complexity and Analysis

Still Alice could cheat and her only chance is if there exists a pair of seeds s;

and s, that agree on all the indices that R hasa 0, and there exist two differ-
ent sequences by, by - - - b, and by, by - - - b/ such that G]-%(Sl)@E(bl, by -by) =

GRa) ® B,y by). We say in this case that s; and s, fool R.
e Alice can reveal only one possible sequence of bits, except with proba-
bility less than 27"

(Claim) for any pair of seeds s; and s,, the probability that it fools R
is at most (1 — §)9, where the probability is taken over the choices of R.
The number of bits exchanged in the protocol is O(q), and when amortized
over m bits it is O(:£) which is O(1), since C'is a good code.

e For m > n, the communication cost is O(m).

We saw how a bit commitment scheme is constructed from pseudo-random
generator and how bit commitment scheme to many bits can be implemented
quite efficiently. Thus, many Zero-Knowledge protocols can be implemented
under the assumption that one-way functions exist. In both protocols, Bob
selects a random 7%), where it has been argued that almost all R’s are good.
Therefore if there is a trusted party at some point in time, it can choose I—f
and the same R will be used in all executions of the protocol.

This scheme is statistically binding, meaning that even if Alice is compu-
tationally unbounded she cannot cheat with probability greater than 27".
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The concealing property follows from a standard reduction, if Bob can tell
whether Alice committed to a zero or one, he can also distinguish the output
of the pseudo-random generator GG from true-random, which contradicts the
cryptographic security of G.

6 Quantum Computing

6.1 Some definitions and observations

Quantum Computer is a device for computation that makes use of some quan-
tum mechanical phenomena like superposition and entanglement, to perform
operations on data. In contrast to a normal computer, whose memory is
build up from bits, where each bit could be either 0 or 1, quantum computer
stores the information in qubits. A single qubit can hold a one, a zero, or,
crucially, a superposition of these, allowing for an infinite number of states.
Qubit describe binary information in the form of two-state quantum systems,
such as: two distinct polarization states of a photon; two energy levels of an
atomic electron; or the two spin directions of an electron or atomic nucleus
in a magnetic field. With two or more qubits, it becomes possible to consider
quantum logical-"gate” operations in which a controlled interaction between
qubits produces a (coherent) change in the state of one qubit that is con-
tingent upon the state of another. These gate operations are the building
blocks of a quantum computer.

6.2 Representation of qubit

The states a qubit may be measured in are known as basis states (or vectors).
As is the tradition with any sort of quantum states, Dirac, or bra-ket notation
is used to represent them. This means that the two computational basis
states are conventionally written as |0) and |1) (pronounced: ’ket 0’ and ket
).

A pure qubit state is a linear superposition of those two states. This means
that the qubit can be represented as a linear combination of |0) and |1) :

¢ =al0)+G]1)

where « and (3 are probability amplitudes and can in general both be complex
numbers.
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When we measure this qubit in the standard basis, the probability of outcome
|0) is || and the probability of outcome |1) is |3]?. Because the absolute
squares of the amplitudes equate to probabilities, it follows that o and [
must be constrained by the equation

o>+ |6)> =1

6.3 Quantum Computing and Commitment schemes

In 1994 Peter Shor, discovered a remarkable algorithm. It allowed a quan-
tum computer to factor large integers quickly, namely factoring an integer N
in O((log N)?) time and O(log N) space, It solved both the factoring prob-
lem and the discrete log problem, where with classical algorithms, factoring
becomes increasingly time-consuming as N grows large. For this reason a
quantum computer with sufficiently many quantum bits could ”break” RSA
and many of the cryptographic systems used nowadays, which like RSA are
based on the difficulty of factoring integers. These are used to protect secure
Web pages, encrypted email, and many other types of data. Breaking these
would have significant ramifications for electronic privacy and security. Its
invention sparked an enormous interest in quantum computers, even outside
the physics community.

Like many quantum computer algorithms, Shor’s [23] algorithm is proba-
bilistic. Furthermore, it gives the correct answer with constant bounded
probability. A proposed answer can be easily verified by dividing the RSA
key by the suspected factor and looking for a remainder. By running the al-
gorithm multiple times a correct answer can be obtained with exponentially
small error. In fact, there have been made many modifications to Shor’s
algorithm. For example, whereas, an order of twenty to thirty runs are re-
quired on a quantum computer in the case of Shor’s original algorithm, and
with some of the other modifications, in the case of the modification done
by David McAnally an order of only four to eight runs on the quantum com-
puter is required. In 2001, it was demonstrated by a group at IBM, which
factored 15 into 3 and 5, on a working 7-qubit NMR computer.

The only way to increase the security of an algorithm like RSA would be to
increase the key size and hope that an adversary does not have the resources
to build and use a powerful enough quantum computer. It is likely that it
will always be possible to build classical computers that have more bits than
the number of qubits in the largest quantum computer. The same is valid for
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the hash functions as well. It has been shown that on a classical computer
one needs about 22 operations to find a collision, on a quantum computer
the number of operations is highly reduced: about 23, where n is the key
size. Still with n > 240 it is computationally infeasible to find a collision in
practice. Today’s computationally secure classical bit commitment schemes
are based on the existence of one-way permutations (functions). However,
the existence of such permutations is an open question. In 2000 P. Du-
mais, D. Mayers and L. Salvail suggested a perfectly concealing Quantum
Bit Commitment from any one-way function, although unconditionally se-
cure quantum bit commitment is impossible. This protocol is non-interactive
and has communication complexity O(n) qubits for n a security parameter.
Still it had the problem finding candidates for families of quantum one-way
permutations or functions [35].

This definite advantage of quantum computers over normal has been investi-
gated for a few problems up to now: factoring, discrete logarithm. However,
there is no proof that the advantage is real: an equally fast classical algorithm
may still be discovered. There is one other problem where quantum comput-
ers have significant advantage. Consider a problem that has properties like
this: The only way to solve it is to guess answers repeatedly and check them;
there are n possible answers to check; every possible answer takes the same
amount of time to check, and there are no clues about which answers might
be better: generating possibilities randomly is just as good as checking them
in some special order. A good example is trying to crack a password for an
encrypted file, assuming that the password has maximum possible length.
Very efficient quantum database search algorithm invented Lov Grover in
1996[24]. The quadratic speedup isn’t as dramatic as the speedup for fac-
toring, discrete logs, or physics simulations. However, the algorithm can be
applied to a much wider variety of problems. Any problem that had to be
solved by random, brute-force search could now have a quadratic speedup.
Such quantum database search problems efficiently can be solved by Grover’s
algorithm. In this case the advantage compared to a classical computer and
algorithm is provable. The algorithm takes O(\/N ) time for searching in
unsorted database with N entries, yielding a polynomial time algorithm for
NP-complete problems. A classical one would take in average O(N) time for
a search like this one. Despite other quantum algorithms could exponentially
speedup some processes and Grover’s algorithm provides quadratic speedup
it is still the fastest possible quantum algorithm for searching an unsorted
database and this quite significant with a big N. This ensures that quantum
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computers are superior to classical computers for at least one problem. This
algorithm like many other quantum computer algorithms is probabilistic. It
gives the answer with a high probability to be the right one, yet we can ob-
tain much higher probability for a right answer by running it several times.
There are of course other quantum computer algorithms that compute the
right answer with probability one, namely the deterministic algorithms, one
example the Deutsch-Jozsa algorithm [25].

By searching a database one could find really good application for the Grover’s
algorithm as inverting a function. A good example is the co_l}ision—free hash-
ing or finding two seeds that s; and s,, such that they fool R in the example
with the Bit Commitment scheme using Pseudo-Random Generator. Namely
for a function f(z) , which can be executed and evaluated on a quantum com-
puter, one could search a database of estimated and possible solutions and
find another x such that it produces the same y with the given function
y, or search in a set of functions one that could produce a particular value
of y if x is from a set of desirable values. This not only solves the colli-
sions problem, but could help a lot with solving another important problem:
the NP-complete by performing an exhaustive search over a set of possible
solutions.

6.4 Quantum Bit Commitment

It is therefore very exciting question whether there are secure bit commit-
ment protocols under no conditions and restrictions abut the computational
resources of the Sender and/or the Receiver and still are binding and conceal-
ing. We will actually see that such unconditionally secure bit commitment
could not be build.

Here I base some of the statements on the paper of Gilles Brassard, Claude
Crepeau, Dominic Mayers, Louis Salvail - ”"The Security of Quantum Bit
Commitment Schemes” [26], where they presented some of the basic ideas of
quantum bit commitment and illustrate with the help of the Mayers’s impos-
sibility proof and some examples that all recent attempts to bypass it have
been broken so far.

It has long been known that unconditionally secure bit commitment schemes
cannot exist in the classical world. After the success of quantum key dis-
tribution, it was natural to hope that quantum mechanics might provide
such an unconditionally secure scheme. A protocol for quantum bit commit-
ment was proposed in 1993 and claimed to be provably secure [27], which
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would also have allowed secure quantum oblivious transfer [28], another fun-
damental primitive in classical cryptography. Trouble began in October 1995
when Mayers found a subtle flaw in this protocol. He generalized this results
showing that unconditionally secure commitment scheme is impossible and
providing a theorem called the general impossibility theorem. The proof that
Bob cannot cheat the protocol and learn information on the committed bit
was correct, and so was the proof that it is not possible for Alice to simul-
taneously know how to open the commitment to show a 0 and how to open
it to show a 1. However, it was possible for Alice, through the magic of
quantum entanglement, to learn at her choice either how to open the com-
mitment to show a 0 or how to open it to show a 1. Because of the destructive
nature of quantum measurements, choosing either one of these alternatives
destroyed her chances for learning how to open the commitment the other
way, a situation that has no classical analogue. Though Mayers explained his
discovery to several researchers interested in quantum information process-
ing [30], his result was not made public until after Lo and Chau discovered
independently a similar technique [29]. This prompted several attempts at
fixing the protocol, but every time ad hoc successful attacks soon followed.
This cat-and-mouse game went on until Mayers proved that all these at-
tempts had been in vain: unconditionally secure quantum bit commitment
schemes are impossible [31]. Despite all odds, various kinds of ideas contin-
ued to be proposed in the hope they would not fall prey to Mayers’ result
(32, 33]. Perhaps the most interesting approach consisted in using various
types of short-lived classical bit commitment schemes to force the cheater
to perform measurements at specified points in the execution of the proto-
col, which indeed would fix the problem. Unfortunately, this strategy was
doomed as measurements can always be postponed until cheating becomes
possible. This is not surprising because it has been realized that these ap-
parently promising ideas were also ruled out by Mayers’ general impossibility
theorem [34]. Assume that you are given an unknown quantum bit and you
are expected to measure it either in the computational basis, |0) versus |1),
or the diagonal basis, ( |0) + [1)) = J5 versus( [0) - |1)) = Z5. One could
cheat the protocol if only you could postpone the choice of basis (and there-
fore the measurement) until after subsequent classical information becomes
available. To prevent this, you are asked to use a classical (perhaps multi-
party) commitment scheme to commit to your choice of basis (computational
or diagonal) as well as to the result of your measurement. Then, either you
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are immediately challenged to open those commitments to ”prove” that you
had measured, in which case this quantum bit is not used any further, or
you are allowed to keep secret your choice of basis and easurement result for
later use. The hope was that this approach could turn a classical bit commit-
ment scheme that is reasonably secure for a very short time into a quantum
bit commitment scheme that is permanently secure. Unfortunately, it turns
out that you can always postpone measuring the quantum bit and offer fake
commitments even if you are unable to break the underlying commitment
scheme in the time that elapses between the commitment and the challenge:
if a challenge comes, you can open your ”commitments” in a way consistent
with what you would have committed to had you measured the quantum bit,
and if the challenge does not come, you can keep the quantum bit intact for
later measurement in the basis of your choice.

In particular, secure schemes would follow if we could force participants to
perform measurements at specified points in the execution of the protocol. It
has been suggested to use short-lived classical bit commitment schemes for
this purpose. Unfortunately, this strategy was shattered as measurements
can always be postponed in an undetectable way until cheating becomes
possible.

Nevertheless, these attempts contributed to enhance our understanding of
what is going on with quantum bit commitment schemes and other quantum
cryptographic protocols.

7 Conclusions

Actually we saw that quantum algorithms endanger classical cryptographic
protocols based on the hardness of factoring numbers, the discrete logarithm
problem and the collision problem all of these used as building blocks for con-
structing up to now reliable commitment schemes. I showed some examples
for protocols which with no doubt are vulnerable from quantum computer
algorithms like Grover’s and Shor’s. There are possible ways discussed for
breaking classical schemes using quantum computer and claims and proofs
that no unconditionally secure classical bit commitment scheme exists [36].
Other protocols using hash functions, between classical participants and a
quantum adversary could still be practically secure with high enough key
size.

Unfortunately we cannot gain this advantage over the Quantum Bit Commit-
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ment schemes. Mayers had presented a proof of the Impossibility Theorem,
which claims that, no quantum bit commitment scheme can be uncondition-
ally secure. The proof itself is devided into several cases, the first is when
given a quantum transcript, there is an equal chance commits to 0 or to 1.
The other one is when the quantum transcript is not equally commits to 0
and 1. Although it is widely believed that computationally secure commit-
ment schemes exist, thus a computationally secure cryptographic protocols
could be achieved.
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