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Abstract

The security of lattice-based cryptosystems is based on mathematical
problems which are hard to solve, unless one has some additional infor-
mation. Short and nearly orthogonal basis vectors computed by basis
reduction algorithms represent the kind of special information that make
some hard mathematical lattice problems easy to compute. The most
famous algorithm for reducing lattice bases is the so-called LLL algo-
rithm by Lenstra, Lenstra, and Lovész, which outputs short vectors with
size exponential in the lattice dimension [LLL82|. (Un)fortunately this
algorithm finds far shorter vectors in practice than the latest theoretical
bounds predict for the worst case. The estimation of these bounds is a
crucial question for todays security assumptions. In the meantime, some
ideas have come up in the challenge of finding average case bounds which
significantly meet the practical results. In this paper, we will follow the
idea from Schneider et al. [SLB09] where the Gram-Schmidt coefficients
are assumed to be randomly distributed in a certain manner. We will give
a theoretical analysis of the probabilistic behaviour of the Gram-Schmidt
coefficients in a certain model.
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1 Introduction

The security of lattice-based cryptosystems is based on mathematical problems which
are hard to solve, unless one has some additional information. Short and nearly or-
thogonal basis vectors computed by basis reduction algorithms represent the kind
of special information that make some hard mathematical lattice problems easy to
compute. More precisely, the search for short vectors in lattices, especially finding
the shortest vector, is assumed to be a hard problem and becomes an easy compu-
tational task with the knowledge of short vectors in that particular lattice.

A successful and efficient algorithm that works for higher dimensions was introduced
by Arjen Lenstra, Hendrik Lenstra, and Laszl6 Lovéasz in 1982 [LLL82|. This famous
algorithm was named after its authors and is called the LLL-algorithm.

Where the output of the LLL-algorithm is an approximation of the shortest lattice
vectors, the estimation of the bounds of these shortest lattice vectors is a crucial
question for todays security assumptions. Concerning the shortest vector’s length,
there are worst-case bounds which are tight and cannot be improved [NS05], as
well as theoretical average-case bounds which predict a realistic assertion in practice
[SLB09],[NS05].

Some ideas have come up in the challenge of finding average case bounds which sig-
nificantly satisfy the practical results.

In this paper, we will follow the idea from Schneider et al. [SLB09| where the Gram-
Schmidt coefficients are assumed to be randomly distributed in a certain manner.
Essentially, the main characteristic calculations of the LLL-algorithm are performed
on the Gram-Schmidt coefficients, which represent the orthogonal projection and de-
gree of reducedness during the LLL-reduction. In [SLB09]|, a probabilistic analysis of
the Gram-Schmidt coefficients yield an expectation of the length of the shortest vec-
tor. Instead of performing and analyzing experiments on lattice reduction scenarios,
we will give a theoretical analysis of the probabilistic behaviour of the Gram-Schmidt
coefficients in a certain model.

This paper begins with an introduction to the mathematical basics which will
be used throughout this paper. This section intends to give the definitions of the
operations and algorithms, which are then analyzed from a probabilistic point of
view.

The next section states all the probabilisitc density functions of random variables
being a mathematical combination of two or more randomly distributed variables.
These generic density functions will be adopted in our probabilistic analysis of the
operations taking place in the LLL-algorithm.

The actual probabilistic analysis is then performed in Section 4.

At first, we select the vectorial basis on which these calculations are performed, then
the initial distribution of the Gram-Schmidt coefficients and the projected vectors
are computed. Finally, we give the probabilisitc distribution of the Gram-Schmidt
coefficients after they were touched by the SiZzE-REDUCE-algorithm and the SwaP-
algorithm.



2 Preliminaries

This section gives an introduction to basic mathematical definitions of lattices and
probability theory which will be used in the following sections.

Generally, all indices ¢ of a variable x or a vector x are defined, such that i > 0 with
i€ N.

2.1 R" and lattices

A lattice £ in R"™ is a discrete additive subgroup of R™ which spans the real euclidean
vector space R of dimension n € N in case its basis has full rank. Typically a full-rank
lattice is described as

L(B):= {Zaivi | a; € Z Nv; GB} .

i=1

B represents the basis of the lattice £ and is defined as the matrix B := [by, ba, ..., b, _1,b,]"

with b; € R” being linear independent row vectors.
A more detailed definition of lattices can be found in [Sch06]

2.1.1 Scalar product in R"

The scalar product or inner product of the n-dimensional real vector space R™ of
two vectors a,b € R" with a = (a1, a9, ...,an—1,a,) and b = (by,be, ...,by,—1,b,) is a
symmetric and positive definite, bilinear form and defined as (-) : R” x R” — R with

) = Zn: aib;
i=1

2.1.2 Euclidean norm

A norm on R" is a function ||-|| : R™ — R that assigns a strictly positive length to
all vectors in a vector space.

The most commonly used norm on R" is the so called euclidean norm which describes
an intuitive notion of the length of a vector a, such that

lall := y/af = Via-a).

2.1.3 Gram-Schmidt orthogonalization (GSO)

A Gram-Schmidt-orthogonalized basis B* of B is defined as the matrix B* = [b}, bs, ...
with the components b} = b; Z 1 Mixby and the Gram-Schmidt coefﬁments
i = T“, Tij = <bl- . b;>, Tij = <b;k . b;‘> with b; € B and all j < i. The pairwise
orthogonal vectors b; € B* span the same n-dimensional subspace of R" as the vec-
tors b; € B.

The Gram-Schmidt coefficients y; ; can be calculated from the lower triangular ma-
trix R which can be viewed as:

nl’

b%]T



7’171 0 0 0
7“271 7“272 0 0
R:= |71 732 733 0
. . . 0
T, T™h,2 Tn,3 *°° Tnn

2.2 LLL

The LLL-Algorithm computes a reduced lattice basis in a time polynomial in the
lattice dimension and is named after its creators Arjen Lenstra, Hendrik Lenstra,
and Laszlo Lovéasz. The final vesion of the algorithm is presented in [LLL82|.

Given an input basis B = [by, ba,...,b,]|T for a lattice L in R", the LLL algorithm
outputs a LLL-reduced lattice basis whose vectors are short and nearly orthogonal.
First we give a short description of the mathematical meaning of LLL-reduced bases,
then parts of the LLL-algorithm are presented, which are examined in following
sections.

2.2.1 4-LLL reduced bases

A basis B = [by, ..., b,|T is called §-LLL reduced with 6 € (%;1] if
il <05 for1<j<i<n
bi,,|)?
Ibi|” < bill” fori=1,..,n.
(0 — pit1,)

Bases which satisfy the first property are called size-reduced. § represents the quality
of the reduction. The bigger §, the more the bases are reduced.

The latter condition is called the Lovasz-condition. Note that this condition only
relies on the Gram-Schmidt coefficient on the subdiagonal of the Gram-Schmidt
matrix.

2.2.2 The LLL-algorithm

A complete definition of the algorithm can be found in [Sch06] or [LLL82]. For this
work, the main interesting parts of the algorithm are the size reduction operation
and the swap operation performed on the vectors of the input basis.

Unless otherwise stated, the parameter k stands for the current step of the LLL-
algorithm in this paper.

Swap algorithm: SWAP In case the orthogonal projected vectors bj and by _,
of the basis vectors by, bi_; € B violate the Lovész-condition, the vectors by and
bi_1 are swapped.

The exchange of the two basis vectors leads to several new computations performed
on the Gram-Schmidt-matrix p.

The values of pu, ; and py,—1 ; are swapped with 1 <4 < k —2 according to Algorithm
2. pigk—1 on the subdiagonal, as well as all pjx_1 and all p;, with k+1 < j <n
have to be recomputed according to Algorithm 3, 4 and 5.

All variables x denoted like & are the output of the following algorithms, emphasizing
its recomputation.



Size reduction algorithm: SIZE-REDUCE The reduction of the basis vectors is
performed by the following Algorithm 1 as a part of the LLL-algorithm.

Algorithm 1: SIZE-REDUCE. Size-reduction of by and update of the Gram-

Schmidt coefficients
Input: Lattice basis By = [b1, b2, ...,by] with By, C B, the vector wy, = [1g,1, 1i,2, s Mk, k—1]5
k<n
Output: size-reduced by, such that ||by||?> < maz(]|b1]?, ..., |[br||?) and the updated
Gram-Schmidt coefficients pug

forj=k—1,...,1do
\; by := by — |k, ;1b;

for:=1,...,j do
Ltk = ey — Lk, 115,

For more details on the bounds of ||by||?, g, or the runtime of the algorithm, we
refer to [Sch06].

In Section 4, we will step deeper into the impacts of these calculations and analyze
their probabilistic behaviour.

2.3 Theory of probabilities

In this paper we will only face functions of continuous probability distributions. For
a measure-theoretic formalization of probability theory we refer to [Koh09]. We will
keep the definitions simple as the need arises.

2.3.1 Density functions

Definition 2.1 (Density function). A function fx : R +— R is called density function
of a random variable X if

FX(x):PT[ng]:/_x flu)du, (1)

with Fx beeing the cumulative distribution function of X. The image of fx is non-
negative:

fx(x) €0:00) (2)

and the density function fx(x) is normed such that
/ fx(x)dx =1. (3)
All density functions developed in the following lemmata and theorems fulfill

these absolute necessary properties and are denoted with the letter f and an identi-
fying index.



Algorithm 2: Swapping py; and pg_q; fori=1,...,k — 2

Input: the vectors gy, = [pr 1, 4,25 s Mk k—2] and pg_1 = (g 1,1, HE—1,25 - HE—1,k—2], K <N
Output: fi ; and fig_1;
fori=1,..,k—2do
ki = Mk—1,
Ple—1,i = Hk,i
Algorithm 3: Recomputation of py 1
Input: The Gram-Schmidt coefficient pg x—1, 7%, and ri_q k-1
Output: fij ;1
Pk k—1 = Mk’,k—l% With 751 k1= [} k_1Tk—1,k—1 + Tk k
Algorithm 4: Recomputation of ;1 with k+1<j<n
Input: #;_; 1, the new projected basis vector 6271, and the basis vectors [bj, ey by T
Output: [Aq1, k-1, lkt2,—1s - fin,o—1]"
for j=k+1,...,ndo
. . <bj‘5271>
Hak=1 = "5 7 ey
Algorithm 5: Recomputation of p;; with k+1<j<n
Input: The new Gram-Schmidt coefficient jix x—1, b} _;, 6271, and the basis vectors [by, ...,bn]T

Output: [ i1k, fkt2,kr s Bnk) L

for j=k+1,..,ndo
by =bj_; = fkk—1b}_;




3 Redefined fundamental operations

Having some basic density functions of random variables X, Y, it is possible to cal-
culate density functions of new random variables Z resulting from fundamental op-
erations like summation or squaring of these variables X,Y .

In this section we will present probabilistic redefinitions of all the fundamental math-
ematical operations that take place throughout the LLL-algorithm. In the next sec-
tion, these tools are used to model the behaviour of certain distributed variables
touched by the LLL algorithm.

All random variables are linear independent unless otherwise stated.

3.1 Distribution of linear transformations

Lemma 3.1 (Distribution of Y = aX+0). Let X be a random variable, whose values
are distributed with a certain density function fx. The random variable Y = aX + (3
with o > 0 has the density

1 y—p

= . ) 4
fy(y) - X ( o ) (4)
Proof. With Fy (y) being the distribution function of the random variable Y = a X +
B and fx(x) being the density function of X, Fy (y) is defined as

Frly) = PriY sy]=PrlaX+p<y]=PriX < y;ﬂ]
— FX(y;ﬁ) :/:5 et

friy) = ng;w _ dFXCE;%ﬂ)
- é,fx(y;ﬁ)‘

3.2 Distribution of sums

Lemma 3.2 (Distribution of ¥ = >, X;). Let X; with i,n € Nand 1 < i < n
be a random wvariable, whose values are distributed with a certain combined density
function f% : R™ — R and the summation Y = > X; with the random variable Y.
Then

fy( / / fy(y Z$Z,$2,$3,... n)d(To, T3, ... Ty) . (5)
Proof. With Fy (y) being the distribution function of the random variable ¥ =

Yo X and f¥(z1,22,...,2,) : R” — R being the combined density function of
the n-dimensional random variable X, Fy (y) is defined as

Fy(y) = PrlY <y] = PTZX <.



With X = (Xl,XQ, 7Xn) and the set %n - Rn, %n = {(X17X27 7Xn)‘ Z?:l Xz <
y} the above statement ist eqgivalent to
Fy(y) = PT‘[(Xl,XQ,...,Xn) € %n]

= / [y (z1, 22, .y xp)d(x1, T2, oy )
B

with X1 S Yy — 2?22 Xz

B = [ . /fo<m
:/ / Rz — le,@,...

So the density function fy (y) is
/ fx(y

dFy
fy(y) = Ty /
While Lemma 3.2 comes in a bit unhandy, it is also possible to state an inductive
formula representing the probability density function of a random variable Y =
>.; X as in Lemma 3.3.

ZTp)d(x1, T, ...\ Ty)

($1,$2, axn)'

szny) L (iEQ,...,fL’n).

O

Definition 3.3 (Inductive variant of Lemma 3.2). Let X;,Y; be random wvariables
with 1 < i < n and i,n € N. With'Y,, = > | X;, the density function of Y; is
defined as

Ivi(y) fxi(z
frva(y) / fxy(y — 1) fx, (t)dt
) = [ o 0

3.3 Distribution of quotients

Lemma 3.4 (Distribution of %) Let X1, X5 be random variables, whose values are

distributed with a certain combined density function fx : R? — R and the random
variable Y defined as'Y = % The density function fy(y) is given by

Fr@ = [l xlt (6)

—00

Proof. With the cumulative distribution function Fy (y) and By C R?, By := {(z1, 1) o <

y}

Fy(y) = /gB [x(z1,x2)dx dxsy

0 o) [e’e) x9
= /_OO{/M Ix (21, x2)dxy }dao +/0 {/_Ooy fx(x1,20)dx }das .



The density function fy(y) is given by derivating Fy (y):

0 [e%)
Ty () :dFdLy(y) :/ (—$2)'fx($2y,$2)d$2+/0 xo - fx(w2y, w2)dxs

— [ ol fxtay. s,

As shown in [HT00]. O

3.4 Distribution of products

Lemma 3.5 (Distribution of X1 X5). Let X1, Xo be random variables, whose values
are distributed with a certain combined density function fx : R? — R and the random
variable Y defined as Y = X1 X5. The density function fx,x,(y) is given by

fX1X2 (y) = T fX(t’ _)dt : (7)
oo It t
Proof. The proof is analog to the proof of Lemma 3.4. O

3.5 Distribution of squares

Let X1, X5,Y be random variables. Consider the distribution of the product ¥ =
X1 X5 in the special case that X; = X5. The vector X = (X7, X3) is concentrated on
the line & := {(z1,72) € R? | 1 = 25} and Fyx (&) = 1 exists. Otherwise, this line &
is a Borel null set of R?, meaning the 2-dimensional Lebesgue measure )\(2)((’5) =0.
Therefore the cumulative distribution function Fx of X is not absolutely continuous,
so the density function fx of X cannot exist.

Lemma 3.6 (Distribution of X?2). Let X be a random variable, whose values are

distributed with a certain density function fx and the random variable Y representing
the square Y = X?. Then

Frel) = gz (VD) + Ix(vE). )

Proof. With Fy (y) being the distribution function of the random variable Y and
fx(z) being the density function of X, Fy (y) is defined as

Fy(y) = PrlY <yl=Pr[X*<y|=Pr[-/y<X </

:/ fx(x dm—/ fx(x d$+/ fx(z

With the substitution x = /v = da = % is
/ﬁfUd JNGY
x(x)de = | —= v
0 2\/_
andx——\/_:>dm_ \/_

vy o1
/ﬁmmm=é2ﬁm@ﬁwv



y
Friy) = | ;fX@:)dm - /0 ' T AU (V) + Fx(—a)dv.
—Y

The density function fx2(y) is defined as

dFy(y) 1
dy 2\/y

fx2(y) = (fx(Vy) + fx(=vY)) -

3.6 Scalar products revisited

The scalar product is defined as the sum of products as in Section 2.1.1. Already
having defined how summation and multiplication influence the distribution of some
initial random variables, it is possible to model even more complex operations like
the scalar product.

Theorem 3.7 (Distribution of the scalar product). Let X;,Y;, Z; be random variables
with 1 <1 < n and i,n € N and theiwr density functions fx,, fv,, fz,. With Z, =
Yo XY, the density function fz, of Z; is defined as

12,2 () = [ a0 G
f22(2) = [ saO (s - o
f2.(2) = [ o O o~ v

Proof. Theorem 3.7 follows directly from combining Definition 3.3 with Lemma 3.5.
O



4 Probability analysis of randomly distributed variables

Having specified all the necessary tools in the sections before, now we will analyze
the probabilistic distribution of certain variables operated by the LLL-algorithm on
a meaningful model of a lattice.

As mentioned before, we assume that major variables like the Gram-Schmidt coef-
ficients p; ; or the projected basis vectors b} behave like random variables. Because
these variables are deterministically computed by several operations on the basis vec-
tors b; € B of the lattice L(B), the components bi; € b; also have to be distributed
in a certain manner.

We initially give a model of a lattice with fixed parameters, then we analyze the
initial distribution of the Gram-Schmidt coefficients y; ; and the influence that the
LLL-operations SWAP and SIZE-REDUCE have on these variables p; ;.

Note that the second indice of a Gram-Schmidt coefficient p is always smaller
than the first indice. Gram-Schmidt coefficients p; ; with ¢ < j are not subject to
this analysis, because either p; j =1 for ¢ = j or p; ; = 0 for 7 < j.

4.1 Selecting the parameters

To start with our analysis, we have to fix the distribution of the components of the
basis vectors bij € b; and so the base of the lattice. The indice j € N denotes the
component of the vector b;.

Consider following algorithm for generating our base:

Algorithm 6: Generating a basis matrix with certain distributed components

Input: A model parameter ¢ € N, dimension n
Output: Lower triangular matrix with row vectors b;, whose components are uniformly and
independently distributed, except of the parameter ¢ on the diagonal

fori=1,...,n do
for j=1,...,i do
if i == j then
L by, i=a
else
|_ bij €g [f%, %] > uniformly, independently pick a number at random

The resulting lattice basis B will look like:

¢ 0 0 0
by g 0 o| |
B:=|bs b 4 0= 9)
P 0 :
b,
bus buy g g

With j < i, b;; are uniformly and independently distributed in the interval [—2; 2]
and b; for i = 1,...,n are row vectors.

10



4.2 Probability distribution of the initial GSO

The examination of the initial GSO (Gram-Schmidt-Orthogonalization) consists of
studying the probabilistic distribution of the variables p;; and b} before the LLL-
algorithm applies its SWAP and SIZE-REDUCE operations.

First we examine the computation rule for pu;; = :’HJ , with 7 < ¢ and give the

probabilistic distributions of these random variables. Then we look at the projected
vectors b} and its computation rule for 1 <¢ < n.

Theorem 4.1 (Distribution of the Gram-Schmidt coefficients 1, ;). The coefficients
i are uniformly distributed within the interval [—%; %], the densitiy of p; ; for j <1
1s given by

0 otherwise.

; 1.1
fm,j@s):{l o el=ai] (10)

Proof. The Theorem 4.1 can be either shown by direct application of the computa-
tion rule for y; j, or by using the distribution functions from Section 3. To simplify
matters, we will use the computation rule here:

b . . .
With b;, €5 [—%, 4], this implies that -~ € [—1; 1], so u; ; has the density function
i =8 17202 q 22 J
fu;; (x) of a uniformly distributed variable for j < i. O

Theorem 4.2 (Distribution of the projected vectors b¥). The vectors b} are dis-
tributed as follows

b =¢-€; =(0,...,0,q,0,...,0). (11)
Where €; € R™ represents the i-th unit vector of R™.

Proof. The Theorem 4.2 is inductively shown over 1.

By Definition 2.1.3, it holds that, b} =b; — Y>/_} 115 b’

The inductive basis with ¢ = 1 holds: b} =b; =¢ - €].

For the inductive step, we assume that Theorem 4.2 holds for 7 <4 — 1. (1)
So Theorem 4.2 follows for all 1 < i < n:

(3

i—1
b; = b;— Y pi;b; with Theorem 4.1 follows
j=1

i—1

b;.
= b;— Z ﬁb;* with the assumption (t)
=1 1
i—1
= bi- Z bi; - &
j=1
— ¢ 6.

11



4.3 Probability distribution after SIZE-REDUCE

The Algorithm S1ZE-REDUCE is called on every iteration of the while-loop within the
LLL-algorithm 2.2.2. In this paper, we limit ourselves to analyzing the SIZE-REDUCE-
algorithm executed in the first iteration of the while-loop, right after the initial GSO
has been computed.

Because the Lovész-condition only refers to the Gram-Schmidt coefficients lying on
the subdiagonal, we will further limit the following analysis to these coefficients.

As we view all operations on the Gram-Schmidt coefficients from a probabilistic
point of view, the essential instruction gy p—1 = ftkr—1 — | Mk k—1|H1k—1,k—1 can be
represented by the function h : R? — R. With the random variables X taking values
of i x—1 and Y is modelling g1 51,

MX,)Y) = X—|X]Y.

By taking a closer look at the random variables X and Y, one realizes that Y is
defined as being constanly 1. The random variable X is ranging in the interval
[—%; %], which means that | X] = 0. So, in fact SIZE-REDUCE is applied on already
reduced Gram-Schmidt coefficients and the algorithm does not change their values

on the subdiagonal.

4.4 Probability distribution after Swap

As already stated in Section 2.2.2, the SwaP-algorithm is responsible for several
updates of the Gram-Schmidt coefficients. These are divided into several parts by
means of Algorithm 3, 4 and 5. The first part, defined by Algorithm 2, simply swaps
the values of g ; and py—1; for all 7 < k — 2. Their distributions are not altered
during these computations.

The interesting parts of SWAP are given by the algorithms 3 to 5. There, the values of
some specific Gram-Schmidt coefficient are recomputed. In fact, this leads to different
distributions for fiy p—1 and fijx—1, fijx for j > k+1A 5 < n.

4.4.1 Probability distribution of ji; ;_;

Theorem 4.3 (Distribution of fiy ;—1). Given a random variable Z which takes val-
ues of the randomly distributed fiy, j,—1 = uk,k,lﬁ, with py r—1 beeing uniformly
distributed as shown in Theorem 4.1. ’

With the lattice basis generated by Algorithm 6, the density function of the randomly

distributed fij, —1 15 given by

k12— k) Frel-h-d
13 2.2
L ifze-%Y
fﬂk,kﬂ(z) = ;2 1 1 ) 9 51 o (12)
5V —12+35)  fze(5al
0 otherwise .

12



0.5 7

1 —0.5 0.5

Figure 1: Density function of fi; x—1

Proof of Theorem 4.3. Having all the operations defined in Section 3, we can
apply them to the uniformly distributed random variable pi ;1 in the way fig r—1
is being computed.

There are several parts to take care of. First we identify all the needed operations,
that are applied to our uniformly distributed py ;—1, then we calculate the density
functions for each step of the computation and in the end, we combine all steps
resulting in the above stated Theorem 4.3.

With definition of Algorithm 3, it holds that,

Tk—1k—1  Hkk—1"Tk—1k—1

k-1 = Mhk—1" = -
Tk—1,k—1 Tk—1,k—1

; (13)

c A 2

with 711 = B3 gy - Th—1h—1 + Thgk and re_1p 1 = |[bE_ |7

The distribution of yi, ;1 is already known and given by Theorem 4.1, also the value
of r;_1 k-1 is known and follows from Theorem 4.2:

Tk—1,k—1 = Hb}Z_1H2 = <b72_1 ) bz—1> = C]2- (14)

Next, we need to calculate the distribution, respectively the density function of the
random variable 7_1 _1.

After that, all required density functions for (13) are known and can be applied to
the calculation rule of the density function of the multiplication operation in Lemma
3.5.

In (13) we have two multiplications of two random variables and one sqared model
parameter q2.

Distribution of #;_;;_1. In the following, we will calculate the distribution of
. . 2

%_1 and then the square of its euclidean norm Hbz_lH = Ph—1k—1-
According to Section 2.1.3(GSO) and the explanation of SWAP in Section 2.2.2, it

13



holds that

~

k-2

[ % n ~ *

by, = bk_1—§ fik—1,5 - bj
i=1

k—2

= by — Zuk,j -bj
j=1

= by +pkk-1-by_;-

In order to get the distribution of 62_1, we have to sum up two vectors.
As stated in Theorem 4.2 , the components of by _, are 0 except in the index &k — 1,
where b};flkil = ¢. The same holds for the vector b} for the index k.

First, we model the random variable X as the multiplication of the uniformly
distributed random variable Y and the model parameter ¢, representing the calcula-
tion instruction py x—1 - by,

This leads directly to the density function f,, ,_,.q(z) for the random variable X,
which is uniformly distributed.

Funnralz) = { € [~5:4] (15)

0 otherwise.

Because of Theorem 4.2, summing iy, x—1 - b _; with the vector b} has no effect on
the distribution of its components:

b 1 =q &+ k10 1 (16)
~ 2 “ 2
Lemma 4.4 (Distribution of Hb,’;_1 ‘ = Tg—1k—1). The distribution of Hb,’;_1

represented by the random variable Z, is given by the density function fHB* ||2(z
k—1

7

1 . 2. 5¢%
5 ()= oV Jee (17)

0 otherwise .

Uy

Proof. With (16), it holds that HBZAH2 = (o1 - Q)% + ¢°.

Note, that ¢ is not a random variable and instead represents the model parameter
picked in Section 4.1 (Selecting the parameters).

This calculation will be represented on random variables X,Y and Z, defined as

Z =Y + ¢% with Y = X?. The random variable Z represents HBZ_l‘ ’ and X is
taking values of pig 1 - ¢q.

First, we give the density function of Y = X? and then sum Y with ¢ to achieve
the density function fHBZ 1Hz(z).

With X and its density function f,, , ., as stated in (15) and X? following the

14



instructions of Lemma 3.6 (Distribution of squares), we get

f(ﬂk,k—l"])2 (y) =

meaning

f(uk,k_1~q)2(y) :{ vy ty e 4]

(18)
0 otherwise .

Now, having the density function of ¥ = X2, we can state the density function of
the random variable Z, being the representation of Z =Y + ¢2.

Let Fz(2) be the distribution function of the linear transformation Z =Y + ¢2, the
following equations are similiar to the proof of Lemma 3.1 (Distribution of linear
transformation)

Fz(z2) = P(Z<2)=Pr[Y +¢*<z]=PrlYy <(z-¢%)]
= Fy(z-¢%

2 2

o = z=q° 1

SO

dZ _q Z_q

Qe

q 4 - 2
Figure 2: Density function of Hbz’lu
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Distribution of /i ;1. Now, we have all the necessary density functions to cal-
culate the density of fig p—1.
In remembrance of Equation (13) the calculation instruction is

HEkk—1 " Tk—1,k—1
Pl—1,k—1

P ke—1 = (19)

e uy k-1 represented by X is distributed with the density function f, (x) as in
Theorem 4.1

® 7, 1,1 = q° is the squared model paramter as (14)

e 7;_1 ,—1 represented by Y is distributed with the density function fHBZ e (y) =

1 .
as stated in Lemma 4.4
9 y—q>

Combining our lemmata. Now, we use our lemmata and complete our proof of
Theorem 4.3. Similiar to the proof of Lemma 4.4, we split our equation into two
parts and then combine the results.

Proof. In the first part, we formulate the density function f,, . ..2(z) of the random
variable X = pp 1 - Th—1k—1 = k-1 ¢?. In the second part, we achieve the den-
X

sity function fg, ,_,(2) of the random variable Z = ¢ with the random variable Y

representing 7;_1 ;1 as stated above. Z will then model the probabilistic behaviour
of fig k1.

In the same manner as in (15) we can directly state the density function of the
random variable X.

2 2

L oifze -4 %]
2@ =47 2020 20
fuk’k_l q2( ) {0 otherwise (20)

As formulated in Lemma 3.4 the density function of the division of two random
variables X and Y is proven to be

£x@ = [ gx) - o (21)

With fx(x) = fuk,kﬂ-qQ(x) and fy = fHBZ_IHQ(y), we get
> t

In order to explicitly formulate the integral (22) we give a case analysis on instances

: : 2.8 9. 5821 _ - o
z of the random variable Z. With 2 € [-%; £-] and y € (¢°; 2], z is ranging in the

16



interval [—%- L] =[-41

2 2 2(]2
2
(f;q? —L__dt ifze[-1;-2)
q , @3/t—q? 27 5
5q
o t ; _2.2
fu() = e Gyt Hee 5
Y q
27 t . 2.1
fq% 7{13. t—q2dt leE (5,5]
0 otherwise

By solving the integrals, we achieve the density function of the random variable Z
representing fig —1:

13

fﬂkkﬂ('z): 12
TR ey
0

otherwise

A plot of this function fz, ,,(2) is given with Figure 1. O

4.4.2 Probability distribution of fi;;_ for all j > £k +1

Theorem 4.5 (Distribution of ,&j,k,l). Given a random wvariable Z which takes

L . b; b} : .
values of the randomly distributed fij_1 = M The density function of the

Ph—1,k—1

randomly distributed fi;5,_1 for j > k+ 1A j < n is given by

3q2

T 4z 1 y 3 2. 2

J te fn,pp ) (20 1) =t iz € == =)
542 9
4 p, . A 1 1 .

Fiyea(2) = fq;t Ty =0 gt if el € (0] (23)

S X ! : 2. 3¢%

Ji7t Fioy: ) (1) poy e if z € (45 °F]

0 otherwise

The function f(bjB* ) is given with Equation (24) of the following Lemma 4.6.
k—1

Proof of Theorem 4.5. The density functions for the components b, Bltfp and

Pr—1k—1 Of fljp_1 = % are already known as they were developed before.
According to the computation rule of fi; ;1 as stated in Theorem 4.5, we will apply
our redefined fundamental operations from Section 3. In fact, we need to calculate
the density function of the scalar product <bj . 6271> and the density of the division

with fkfl,kfl.
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Lemma 4.6 (Distribution of <bj : 5271>) With In(-) denoting the natural loga-
rithm, the density function of <bj . 5271> 18

/ 2

(@®+22)-(In(l 5= D+ 2 2
# + q42q2+4z if z € [_3%7 _QI)
1 12 g
2 ZfZ € [__q ’_]
f<bj'5k71>(z) - ((1;—2z)-(ln(|q7|)+1) 24 2 ' (24)
2,25 42 .
q42q 1 if z € (%73%]
0 otherwise
1
I
N 3%
4 . 4
Figure 3: Density function of <bj . b,*671>
Proof. The scalar product <bj -5;’271> with j > k + 1 and (16) is defined as
<bj -6}271> =bry1, - q+ bky1,  Mkk-1°G, (25)

with
® bpy1, and gy, uniformly distributed as stated in Section 4.1 after (9)
e ¢ as the parameter of the model and
® i k—1 uniformly distributed with the density function stated in Theorem 4.1.

In order to calculate the probability distribution of this scalar product, we calculate

the density functions fbk+1k~qv fbk+1k,1uk,k—1-q of the products and then the density

function f(b-B* ) of the sum of their products. According to Section 4.1, the den-
J Fk—1

sity function f, 11, of the uniformly distributed by, multiplied with the model
parameter ¢ is modelled by the random variable Z and given by

A 2
b ) = {q% if |2] € [0, %)
k+1;, 4 -

(26)
0 otherwise

18



The density function fbkﬂk_ The density function of fbk«rlk_l/»lk,k—l'q is

1Mk, k—1"9°
a combination of fp, s and f, ,_,.q and developed in the following equations.

The density function of f, ,_,.q of the random variable Z, representing the density
of multiplying the uniformly distributed variable py, 1 with the model parameter

q, is:

; () = {5 if |2] € [0, 9)
Hi,k—1"9 -

. (27)
0 otherwise

The density function fxy of the product of two random variables X,Y is already
given in Lemma 3.5

Pav(@) = [ i G, (29)

With the random variable Z = X - Y being the representation of the product of
the random variables X,Y modelling byy1, , and pgr—1 - ¢, such that fx(z) =

fbk+1k71 () = fy(y) = fﬂk,kﬂ'Q(y) = %7 we get

Fxy(2) = /OO LI (29)

—00 ’t’ ' q2

In order to explicitly formulate this integral, we give a case analysis on instances z

of the random variable Z. With z,y € [—%; 4], z is ranging in the interval [—%; %]_
q
TR .
f_zg medt  ifz=0
g . )
fxy(z) = _2272 mrdt if [z € (0 %] - (30)
0 otherwise

By solving the integrals, we achieve the density function of the random variable Z
representing byy1, | * fkk—1"q

2:In(4)

—22 ifz=0
2
Jononynnora®) = 2ED g 1) e (0,47 - (31)
0 otherwise

The density function f (b B7_,)" With a random variable Z and the help of the
k—1

density function for a summation of two random variables X, Y from Definition 3.3,
we now calculate the sum Z = X +Y of the products by41,_, - tg,k—1 - ¢ represented

by the random variable X with its density function fx = qand b1, .4

fbk+1k,1'uk,k—1
represented by the random variable Y with its density function fy = f3, f1a

friv(z) = / T i) (e - tydt
_ /ooz-mu%\)dt‘

oo !
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With z € [—ﬁ —2] and y € [—ﬁ —] follows z € [— '—2], we will do a case

VRR 2172
analysis on instances z of the random variable Z:

a2 _ ﬁ
4
2
4-In( 4t) . 2
Frorts) = bt @ el (32)
T 2-In(| % 1) . 2 342
ffﬁﬂ nq i dt 1fz€(qz;3%]
2
0 otherwise
4
(@®+22)-(In(l 5= D+D) 2 2
% + qf 2+4 if z € [-3L; —QI)
_ q% 2 if z € [—3¢% 4] (33)
(‘12—23)'(1”(|7z|)+1) . 2 2
q422+4 1fz€(%;3%]
0 otherwise
- f<bj'6271> ’ (34)
O

Applying Lemma 4.6 Now, we will use the density function f<bv_5* ) of the
J Fk—1
scalar product from Lemma 4.6 and the density function fHE’* ”2 of #_1,,x—1 from
k—1
Lemma 4.4 in order to calculate the density function of the division Z = % The

random variable X will represent values of <bj . f)z_l> and the random variable Y

will represent values of 71,1 1.

Again, as stated in Section 3.4, the density function of a random variable Z = % is
proven to be
o
fy@= [l dxteen) - e, (35)
—00

With fx = f<bj_5271> and fy = fHBZ 1”2, the density function of the division results

to

dt . (36)

0 = [ M i g€ )

Because = € [—%, L] and y € (¢% 5%] it follows that z € [—3, 3] and with a case

4
analysis on z we achieve our desired density function fj , _, with j >k + 1:

( 3q2
o 1 ; 3._1
fqg 4z ¢ f(b b,’; 1>(Zt)mdt if z € [_Z’_Z)
5q2
K3 1 1 " 1
f% (Z) = qu ) t f<b bz 1>(Z t) g/t—¢q2 dt 1 ’Z‘ € [07 4] (37)
3¢
- 1 i 1.3
fq4 t f<b b* 1>(Z . t) . - t7q2 dt lf z 6 (4’ 4]
0 otherwise
= fﬂj,k—1(z) (38)
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4.4.3 Probability distribution of fi;; for all j > £k +1
The Gram-Schmidt coefficients /i can be calculated as follows:
o _ (BsB) (BB

AT Gy RN GRS

As already shown in Algorithm 5, BZ simplifies as follows

k-1
by = br— > jig;-b]
i=1
k-2
= by — Zﬂkq,i b} — figk—1-bp_;
i—1

= bj_y — ftkp-1-bf_;.
With by _; = ¢-€,—1 and B,’;_l =q- 6+l k—1-q-€t—1 as in (16), this means that
bi=q 81 (1+ fiep1trg1)—q Sk fhi1- (39)
Applying the calculation instruction for fi;j results in

bjr - @ (14 fgp—1 - prk—1) — bjy - @ il k-1

= ~ 40
(q- (T4 fuo -1 e j—1))% + (¢ frei—1)? (40)

fijk =
with ¢ being the model parameter and b;, |, such as b;, being uniformly distributed

as defined in Section 4.1, py, —1 is distributed as stated in Theorem 4.1 and fig 11
is distributed according to the density function from Theorem 4.3.
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5 Further Work

In order to show a more precise analysis of the Gram-Schmidt coefficients after LLL
reduction than was done before, we make several restrictions to our purely theoretical
probabilistic analysis.

Whether giving a theoretical or practical analysis, there are countless alternatives
that could be considered.

One approach would be to vary or to relieve the restrictions that are made during
this analysis, coming up with more or less meaningful results.

The first restriction comes with the design of the lattice basis. Several alternatives
can be made leading to immense influences on the possibility of the success which
an analysis of the Gram-Schmidt coefficients during the LLL-algorithm would have.
Therefore, a lattice basis consisting of components which follow a certain Gaussian
distribution, would be interesting, for example.

There are also several possible alternatives of analyzing Gram-Schmidt coefficients
during the LLL-algorithm. A central question with an interesting answer would yield
an analysis on Gram-Schmidt coefficients beeing swapped several times, or being size-
reduced after they were swapped an iteration before. Even more interesting would be
a deep analysis on Gram-Schmidt coefficients beeing processed by both operations
several times, resulting in some statements of their convergence behaviour throughout
their lifetime.

Unfortunately the technique of analyzing the probabilistic distribution of several

random variables conjuncted in complex ways has its computational limits. While
sticking to a purely theoretical analysis, we were able to use this technique in rather
less complex environments.
Considering the use of automated numerical integration, there would be much more
possible regarding this strict technique. Having lattices in high dimensions would
make it necessary to solve high dimensional integrals like the scalar product for
example. From this point of view, there would be interesting opportunities for a
Monte-Carlo Simulation or numerical integrations.
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