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Abstract

Elliptic Curve Cryptosystems (ECC)[1] are much more suitable for small
memory device such as smart cards rather than Rivest Shamir Adleman
(RSA) cryptosystems due to their small key size. In fact, an EC cryptosystem
with a 160-bit-key-size and a RSA cryptosystem with a 1024-bit-key-size both
have the same security level. However, when put the ECC into practice, the
major problem is how to enhance the speed of the scalar multiplication, which
the most important operation in ECC with limited memory resources. The
most common scalar multiplication algorithm based on the binary method
with pre-computation, for example sliding window on NAF, wNAF, MOF
and wMOF.

In this paper, we will analyze some details of WNAF (w-width non-adjacent-
form) and wMOF (w-width mutual-opposite-form), from which we know how
they raise the speed of scalar multiplication in ECC, how much efficiency
they have raised and some other details. Our basic aim is to is analyze some
attributes of wNAF and wMOF, to compare them with theories and to test
them by practice.

For the exhaustive analysis of ECC scalar multiplication with a particular
exponent recoding method, it is very important to know the average amount
of Os and non-0s in the achieved form, the average length of consecutive Os and
the average bit-length of the output in the achieved form. If we knew them
in advance, we could optimize the code and save more memory resources.
In this paper we will discuss these three attributes of wNAF form and wMOF
form.

(1) What is the average amount of 0s and non-0s?
(2) What is the average length of consecutive 0s?
(3) What is the average bit-length?
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1 Introduction

The most commonly used public key cryptosystem today is RSA. It was de-
veloped by Ron Rivest, Adi Shamir and Leonard Adleman in 1977 [2] [3]. It is
an algorithm that depends on a one-way function involving the factorization
of a large integer n. Here n is a product of two large prime numbers, p and
q. The one-way function RSA is defined as exponentiation modulo n, which
can be computed efficiently. However, inverting the RSA function is believed
to be intractable if p and ¢ are unknown.

Elliptic curve cryptography (ECC) provides a relatively novel alternative to
RSA. Both RSA and ECC can establish secure communications. RSA is ba-
sed on the integer factorization problem whilst ECC is based on the discrete
logarithm problem. Elliptic Curve Cryptosystems (ECC) became a very im-
portant technology for cryptography because of their high security level with
shorter key-size and faster computation than any other existing cryptogra-
phic schemes. We compared ECC with RSA and got the result of Table 1. It
tells us that with the same key-size, ECC is much more efficient than RSA
and DSA. The superiority will be more and more obvious when the key-
size grows. Figure 1 illustrates the proportion of key-length between ECC
and RSA when the bit-length grows. We conclude from these two Figures
that ECC are suitable, especially for small-memory device. They improve
the speed of encryption and decryption as well as the signature generation
and verification. They also save much memory resources. The dominant com-

Time of crack (ns) | RSA bit-length | ECC bit-length | RSA/ECC
10 512 106 o:1
108 768 132 6:1
104 1024 160 7:1
10%° 2048 210 10:1
107 21000 600 35:1

Tabelle 1: comparison of RSA & ECC

putation of all ECC algorithms is scalar multiplication, i.e. the computation
of d x P with an integer d and a point P € E(K). Elliptic curve addition
(ECADD) and Elliptic curve doubling (ECDBL) are the basic operations for
the scalar multiplication. The well-known binary method needs one ECDBL
for each bit ’0’ of d and one ECDBL plus one ECADD for every bit "1 of
d. So the major job of the optimization is to reduce the amount of non-
zero-bits. wNAF is a good choice because it minimizes the pre-computation
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effort whilst the non-zero density is nearly optimal. For example, we will
transfer a w-width binary string into a w-width NAF whilst only the last
bit is non-zero, it means in this w-width string has only one non-zero bit.
Unfortunately, wNAF can only be computed from the least significant bit,
i.e. Right-to-Left. So the first step (recoding) in scalar multiplication with
wNAF is done Right-to-Left and the second step (evaluation) in scalar mul-
tiplication is done Left-to-Right (See Appendix: Scalar Multiplication with
wNAF). It is impossible to merge recoding and evaluation together, so it
means we need extra O(n) (n is the bit-length of integer d) memory storage
for the recoding. The new scheme wMOF can be computed from the least
significant b (Left-to-Right). The first step (recoding) and the second step
(evaluation) can be merged when it is done Left-to-Right (see Appendix: Sca-
lar Multiplication with wMOF) and it means when we compute the scalar
multiplication with wMOF| it saves extra O(n) memory storage.
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2 Preliminaries

This chapter introduces some preliminaries, including some basic knowledge
about elliptic curves and probability theory, which will be used in this paper
to derive some interesting properties of wWNAF and wMOF. We will also give
some useful definitions in this chapter.

2.1 Elliptic Curves

In 1985, Neal Koblitz and Victor Miller independently introduced the Ellip-
tic Curve Cryptography as another alternative public key cryptography. Its
security relies on the difficulty of the elliptic curve discrete logarithm pro-
blem that allows the delivery of the highest strength per bit of all previously
known public key cryptosystems. The security level is determined by the size
and structure of the group of rational points lying on an elliptic curve defined
over a finite field.

Let K be a field, an elliptic curve over K can be defined as the following set:

E(K):{(z,y) e Kx K |y*=2"+azx+byUO
where (a,b € K,b# 0,4a® + 276% # 0) (1)

Here, O is called the point at infinity and for every P on the curve, we have

P=P+0 4 5]

If P is different from the point O, then —P is the point with the same
x-coordinate as P but with negative y-coordinate, that is —P = —(z,y) =
(x,—y). It is clear that, when (z,y) is on the curve, then (z, —y) is also on
this curve. For the point ) = —P holds P+ Q — O.

This shows that we can define a rule of adding points on the curve such that
E(K) achieves an additive group structure with identity element O. For two
points P; and P on the curve E(K), P+ Py(P; # P») is called ECADD and
P+ P, =2P, (P, = P,) is called ECDBL.

The idea, which we usually compute P, + Py(P; # P;) is, find the line [ =
P, P,, and it will intersects the curve at exactly one more point Pj, define
P, + P,(P, # P») to be P3, which is the mirror image of the third point of
intersection with respect to the x-axis.
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For the case where P, + P, = 2P;(P; = P,), we let [ be the tangent line to
the curve at P;(P») and let P3 be the only other point of intersection of I
with the curve. Define 2P, = P;.

The attribute of elliptic curve is when we have an integer n and a point P, it
is easy to compute the () = nP, but when we have only the point P and the
product @, it is hard to recover n. The latter is called the discrete logarithm
assumption, and it is the basis for the security of ECC.

Following is an example of using the elliptic curve encryption schema to send
a message. We suppose that B wants to send a message to A.

1 A must send the public key to B. A must choose an elliptic curve and
a point P = (zp,yp) on the curve, then choose an integer n where
2 <n < (#E —1) and compute = nP, after which A can send the
key (P, Q,p,#FE) to B and keep n as a secret key.

2 Now B can send a message to A, We suppose the message is (z1,y1), so
B must firstly choose a random number k, where 2 < k < (#FE—1), then
compute R = kP, (z2,y2) = kQ and (z3,y3) = (z221, Y211)(mod p), B
can send the triple (R, x3,y3) to A now.

3 Now A has received the cipher text, Because (z3,y2) = nR, (x1,11) =
(z3/22,y3/y2)(mod p).

In this process, A and B didn’t sent the secret key n, we suppose there is a
attacker, who can receive all the information, which transferred from A to B
or Bto A, so he can get P,Q,p, #FE, R, e, f, but it is hard for him to find out
which n was used by A and B. We have sent out the message successfully
and safely.

2.2 Definitions

In this paper we need some definitions to explain theorems, following is a list
of them.

(1) Z(w, k) : The amount of 0s, where w is the window size and k is the
length of input.

(2) NZ(w, k) : The amount of non-0s, where w is the window size and k is
the length of input.
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(3) CZ(w, k) : Average length of consecutive Os, where w is the window
size and k length of input.

(4) GC(w, k) : The probability that the output will generate a extra carry
bit, where w is the window size and k length of input.

(5) L(w, k) : Average length of the output, where w is the window size and
k length of input.

(6) EL(w, k) : Average efficacious length of the output, where w is the
window size and k length of input. It means the length from first non-0
bit to end.

(7) Pr(z) : The probability, that x is satisfied.

2.3 Probability Theory

In order to analyze some attributes of wNAF and wMOF, we need to use
a few probability theories, so we introduce the probability theories [6] in
advance. The following three axioms are known as the Kolmogorov axioms:

Axiom 1 For any event E, 0 < P(E) < 1.

That is, the probability of an event is represented by a real number between
0 and 1.

Axiom 2 P(Q2) =1.

That is, the probability that some elementary event occurs in the entire
sample set is 1. More specifically, there are no elementary events outside the
sample set. This is often overlooked in some mistaken probability calculati-
ons. If you can’t precisely define the whole sample set, the probability of any
subset can’t be defined either.

Axiom 3 Any countable sequence of mutually disjoint event Ey, Es, ..., E,
satisfies P(Ey U EsU...UE,)=>" P(E;).
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That is, the probability of an event set which is the union of other disjoint
subsets is the sum of the probabilities of those subsets.

From the Kolmogorov axioms we can deduce other useful rules to calculating
probabilities:

Lemma 1 P(AUB) = P(A)+ P(B) — P(ANB).

That is, the probability that A or B will happen is the sum of the probabili-
ties that A will happen and that B will happen, minuses the probability that
A and B will happen.

Lemma 2 P(Q— E)=1—- P(E).

That is, the probability that E will not happen is 1 minus the probability
that E will happen.

Lemma 3 P(ANB)=P(A)P(B| A).

That is, the probability that A and B will happen is the probability that A
will happen, times the probability that B will happen given that A happened.

Lemma 4 If A and B are independent, we have P(AN B) = P(A)P(B).

That is, the probability that A and B will happen is the probability that
A will happen times the probability that B will happen, when A and B are
independent.

2.4 Markov Chain

In this paper we need use some Markov theory to compute some probabilities,
so we introduce Markov Chain in advance [8]. A Markov chain is a sequence of
random values whose probabilities at a time interval depends upon the value
of the number at the previous time. A simple example is the non-returning
random walk, where the walkers are restricted to not go back to the location
just previously visited.

The controlling factor in a Markov chain is the transition probability, it
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is a conditional probabilty for the system to go to a particular new state,
given the current state of the system. For many problems, such as simulated
annealing, the Markov chain obtains the much desired importance sampling.
This means that we get fairly efficient estimates if we can determine the
proper transition probabilities.

The construction of a Markov chain requires two basic ingredients, namely
a transition matrix and distribution. We start with the definition of the
transition matrix. Assume a finite set S = {1,...,m} of states. Assign to
each pair (i,j) € S? of states a real number P,; such that the properties

(1) P; >0 V(i,j) € S?, P;; means the transition probability from state
to state j.

(2) Yjespij=1Vies

are satisfied and define the transition matrix P by

P11 P12 - - - DPim
P21 P22 . - . Dom
P =
Pm1i Pm2 - - - DPmm
The stationary distribution is @ = (my,me,...,m,), and satisfied with the
condition
n
P11 P12 - - . DPim
P21 P22 - . . DPom
(1, Ty oy M) * ’ A ’ = (T, T2, -« o, )
Pm1i Pm2 - - - DPmm

Theorem 1 Let P be the transition matrix of a Markov chain. The ij-th
entry pij(n) of the matrix P" gives the probability that the Markov chain,
starting in state s;, will be in state s; after n steps.

Here is an example to explain how we get the stationary distribution of a
Markov Chain matrix.

P Q1 @
Q1 a b
Q2 ¢ d
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In this matrix, it must fulfil the condition:
a+b=c+d=1

We suppose the stationary distribution of this Markov Chain matrix is:

(m(Q1),7(Q2)). It means

w(@.w(@a) < (¢ ) ) = (7(Q0)n(@a)

It equals to:

Loaxm(Q1) + cxm(Q2) = m(Q1)
2. bx7(Qq) +d*x7(Q2) = 7(Q2)

Finally we can get the stationary distribution.

b 1—
T=m(Q1), 7(Q2) = (b_a+1’b—a—cll—1>

2.5 Scalar Multiplication

This thesis analyzes how to improve the speed of scalar multiplication with
wNAF and wMOF. So what is scalar multiplication? Here is an algorithm
[7], in this algorithm we suppose d is an integer and d is given in a specially
representation involving the digits {0, 1, 3,5, ...,2* — 1} with a specially form
d=[dy1,...,do],, which the value of d is d = .1 2d; and w is window
size. P is a point, now we use scalar multiplication to compute the value of
dP. The aim of the algorithms wMOF and wNAF is to construct such special
representations. This is also called recoding”.
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Algorithm 1 Scalar Multiplication

Input: integer d and specially form d = [d,_1, ..., do]
d; €T, T={13,5,..,2¥ — 1}, a point P
Output: dP
Let Q=P
fori=n—-2to0do

Q = DBL(Q);

if d; # 0 then then

Q =ADD(Q,d; * P)

end if
end for
Return @

w> Where d; = 0 or
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3 wNAF and wMOF

Here we will introduce wNAF and wMOF step by step. We start with NAF
and MOF, then wNAF and wMOF, at the end we will introduce fractional
wNAF and fractional wMOF. The latter are specially forms of wNAF and
wMOF. The window size in fractional wNAF and fractional wMOF [9] was
made up of an integer and a fraction like form wy + wy, where wy is an
integer and w; is an appropriate fraction. It means that the window size can
be either wy or wy + 1. Fractional wNAF and fractional wMOF are a good
way to use the memory resources fully. More details will be explained in sub-
section 3.1.3 and sub-section 3.2.3.

When w = 2, We name them 2NAF and 2MOF. 2NAF is same as NAF, but
2MOF isn’t MOF.

3.1 wNAF
3.1.1 NAF

When we compute the nP with ECC scalar multiplication [10] [11], we must
first transform the integer n into binary form. Then multiply the binary form
with P, it is a typical elliptic curve scalar multiplication. In this multiplica-
tion, the probabilities of every bit with the value of ‘0’ or "1’ are 1/2. And
when the length of the input is n, so we need about n times ECDBL and
n/2 times ECADD ( for every bit 1’ needs one time ECDBL and one time
ECADD; and for every bit '0’ needs only one time ECDBL ). But if we com-
pute the scalar multiplication with NAF form instead of the binary form, it
will enhance the speed of multiplication. NAF is a special wNAF with win-
dow size 2. The binary input was converted Right-to-Left with such a rule
as: When the current bit is ’0’, it will be kept, and when the current bit is
"1’, the next two bits should be regarded as one block. It means '01’ remains
'01” while "11” will be replaced with "101". In the second case, the block ge-
nerates a carry. It changes the value of next bit, but this is no problem for
analyzing asymptotic properties ( because the next bit can be either ’0’ or
'], and when it gets a carry from the preceding bit, it has same distribute of
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‘0 and '17 ). It saves one time ECADD with using ’0’ instead of '1’. So when
we compute the elliptic curve scalar multiplication with NAF form instead
of binary form, it only needs about n times ECDBL and n/3 times ECADD.
Following is an example of this transform:

1011011001 = 10100101001

3.1.2 wNAF

wNAF has the window size w and it is converted Right-to-Left from binary
form. Following is the definition of wNAF [12] [13]:

Definition 1 A sequence of signed digits is called wNAF iff the following
three properties hold:

1 The most significant non-zero bit is positive.
2 Among any w consecutive digits, at most one is non-zero.
3 Each non-zero digit is odd and less than 2°~! in absolute value.

There are several algorithms, which can be used to convert binary form into
wNAF. Algorithm 2 is proposed by Solinas. In this algorithm, ”a mods b”

Algorithm 2 Generation of wNAF
Input: width w, an n-bits integer d
Output: width w, {0y, 0,1, ...,00}w 18 WNAF of d
1—0
while d > 1 do

if d is even then
o; «— 0;
else
o; <+ d mods 2%; d— d— o;;
end if
d — d/2; 71— 1+ 1;
end while
Return {o,,0,1,...,00}w
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means the signed modulo, it is defined as a modb and —g <a< %, and it
means that the "mods” generates a carry sometimes. Finally we list all of
the possible values of non-zero bits used for wNAF,

T ={41,43, 45 ..., £2° - 1)}
Following is an example of this transform with the window size 5:

1011011001 = 10000900007

3.1.3 Fractional wNAF

Fractional wNAF is a little different from wNAF. From sub-section 3.1.2
we know when we compute a scalar multiplication with wNAF, firstly we
must pre-compute the values of all Py, where 0 < 5 < 2v=1 _ 1 and
Pyii1 = (2j+1)P, that is we used to store 22 points. So when the window
size is incremented, it needs nearly double memory size to store the values of
Py;11. It is not quite suitable for small memory storage device. For example,
we have a smart card which can only store 100 pre-computed points. When
w = 8, the amount of the pre-computed values are 2° = 64, the rest 36
memory place are wasted. We can’t choose w = 9, because it needs 128
memory place and it is bigger than the memory size 100.

Fractional wNAF can solve the problem successfully. Now we suppose the
¢ is the maximum memory size, and wy is the maximum value which we
can choose with 2v0=2 < ¢ < 2% 1 5o the remaining place in the memory is
r = q—2%~2 Now we introduce a new notation wy, where w; = r/2“~2, We
notice that 0 < r < 202 and 0 < w; < 1. Compare with the wNAF, we need
pre-compute the table from Py to Py;11 in wNAF, where 0 < j < 202 — 1,
all the values build a set {1P,3P, ..., (2*0~!1—1)P}. But in fractional wNAF,
the memory place will be completely used. The set is {1P, 3P, ..., (2q+1)P},
we use wy and w; instead of ¢, so we can get the set {1P,3P,..., (2w~ —
P, (2wt + 1)P,..., (2wt — 1 4+ w20~ ') P}. This table has ¢ = (1 +
w1)2%~2 elements. Here is w = wy +w;. In the above example, we can select
the window size 8%, the amount of the pre-computed value are (1+ %) %20 =
100.
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The window size w will be sometimes wgy and sometimes wy + 1 in this
algorithm. We must put in an additional step in the algorithm to confirm,
whether the values with window size wg + 1 is stored in the table. When it
was not pre-computed and stored in the table, we must change the current
window size wg + 1 into wy and recompute the value.

The conversion from a binary form into fractional wNAF is also done Right-
to-Left, Algorithm 3 is the algorithm, which converts the binary form into
fractional wNAF. In this algorithm, "mods” has the same meaning as in
Algorithm 2, it was defined as @ mod b and —b/2 < a < b/2, so Algorithm
3 can also generate a carry at the most bit. All of the possible values of
non-zero bits build a set T', where

T = (1,43, 207 = 1@ 1), 2 102

Algorithm 3 Generation of fractional wNAF
Input: integer d, a fractional width w = wy + wy
Output: {0n,0n-1,---,00}w
1« 0;

k «— d,
while £ > 0 do
if k is odd then
Owyr1li] < k mods 2wott;
if | O-wo—l—l[i] |> ((]_ + w1)2“’°+1 — ].) then
owlt] — k mods 2",
else
Owli] = owpialil;
end if
k — k — o,[il;
else
owlt] < 0;
end if
k — k/2; i—i+1;
end while
Return {0,,0,_1,...,01,00}w

But we must focus on the case, when w = 2.x. It is a special case for fractional
wNAF. And we can prove that the result, which was converted into fractional
wNAF with the window size w = 2.x, will be same as the result, which was
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converted into wNAF with the window size w = 2. Because for w = 2, we
need 2¥~2 = 1 pre-computed point, and for w = 3, we need 2¥~2 = 2 pre-
computed points. Hence there is no gap between the table sizes for w=2 and
w=3, consequently fractional wNAF is only reasonable for w > 2. To be more
concrete, w is a valid fractional window size, if w = wy + w; where wy = |w|
and w; = /22 for an r between 0 and 2°~2 — 1.

Because of this reason, all of the window size in the next section, which we
used in the tests and proofs for fractional wNAF, must satisfied with the
condition wqy > 2.

3.2 wMOF
3.2.1 MOF

We have introduced NAF, which must be converted from Right-to-Left in
sub-section 3.1.1. The Right-to-Left generation is a great disadvantage, be-
cause the evaluation stage in elliptic curve multiplication must be done from
Left-to-Right, which means we need extra O(n) memory usage to store the
NAF, where n is the bit length of input. In order to improve the efficiency
of the ECC scalar multiplication, we need to find out a new form. With the
new form, the recoding stage can be done Left-to-Right. At CRYPTO-2004
a new signed binary representation was introduced, which is MOF [14]. With
this form we can convert the binary form either from Left-to-Right or from
Right-to-Left. Conversion from a binary form into MOF is very simple, it is
2d © d, where d is the binary form d,,_1d,_>...dy and '©’ denotes bitwise
subtraction. So the ¢-th bit in MOF is computed with md; = d;_, — d;, before
the computation we must suppose that d_; = 0 and d,, = 0. Following is an
example:

Input: 110110000
Output: (1-0)(1-1)(0—1)(1—-0)(1—1)(0—1)(0—0)(0—0)(0—0)(0—0)
Result: 1011010000

Lemma 5 The mutual opposite form (MOF) is an signed binary string that
satisfies the following properties:

1 The signs of adjacent non-zero bits (without considering 0 bits) are
opposite.
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2 The most non-zero bit and the least non-zero bit are 1 and -1, respec-
tively.

3.2.2 wMOF

The non-zero density of MOF is the same as for binary, namely % To decrease
the amount of non-zero digts, we have to apply window method on MOF.
The result is denoted wMOF, if a window size w is used. Following is the
definition of wMOF.

Definition 2 A sequence of signed digits is called wMOF iff the following
three properties hold:

1 The most significant non-zero bit is positive.

2 All but the least significant non-zero digit x© are adjoint by w-1 zeros as
follows:

- in case of 2871 <| x |< 2% for an integer 2 < k < w—1 the pattern
equals 0...0x0...0
k k—1

- in case of | x |= 1 either the pattern equals x(...0 and the next
1
lower non-zero digit has opposite sign from x or the pattern equals
0x0...0 and the next lower non-zero digit has the same sign as
—2

x. If x is the least significant non-zero digit, it is possible that the
number of right-hand adjacent zeros is smaller than stated above.
In addition it is not possible that the last non-zero digit is a 1
following any non-zero digit.

3 Each non-zero digit is odd and less than 2~ in absolute value.

wMOF is based upon MOF, it means when we begin the conversion Right-
to-Left, if the current bit is same as the next bit, the bit will be stored as
‘0. If the current bit is differ from the next bit, we regard the next w bits
as one block, convert the block using MOF conversion and store the value in

wMOPF.
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We must take care that the length of the last block may be shorter than w.

Algorithm 4 tells us how to convert a binary form into wMOF.

Before the conversion with algorithm 4, we must create a matching table

Algorithm 4 Generation of wMOF

Input: width w, a n-bits binary with form d = {d,_1,d,_2,...,do}2.
Output: wMOF {o,,0,_1,...,00}s of d
d_1 <« 0; d, «— 0; 1 Mn;
while ¢ > w —1 do
if dz = di—l then
o; — 050 «—1—1;
else
(O’i, Oi—1y.-- Ui—w—l—l) — Tableww(di_l — dz‘, di_g — di—h e 7di—w —
di—w+1);
11— w;
end if
end while
if 7+ > 0 then
(O‘Z‘, Oi—1s.-- 0‘0) — TableiHSsz(di_l — di, dz‘_z — di—la c. ,do — dl, —do);
end if

Return {o,,0,_1,...,01,00}w;

first, which involve all the possible values with the length w. For example, in

the case when w = 3 | we get the following matching table TableSW:

100 — 100 100 — 100 110 — 010 110 — 010

|

111
_ —
101

003 1 003
— —
10

—_

When w = 4, we get the following matching table Table4wz

1000 — 1000 1000 — 1000 1100 — 0100 1100 — 0100

1110 1110 _

1010 — 0030 To10 — 0030
1101 1111 _
— _ — 0005 — 0005

1111 1101
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1001 1001 _
1011 0007 1017 0007
All the non-zero-bits build such a set T'= {+1,+3,+5,...,£(2v"! —1)P},

it means wMOF requires 2*~2 pre-computed elements.

3.2.3 Fractional wMOF

In sub-section 3.1.3 we have explained what is fractional wNAF and how
to use fractional wNAF, In this chapter we will introduce its Left-to-Right
analogue.

Fractional wMOF has the same attributes as fractional wNAF. We suppose
¢ is the maximum memory size, and wy is the maximum value which we can
choose with 202 < g < 2w0~1 50 we get also r = ¢—2%°~2? and w; = r/2w0~2
where 0 < r <22 and 0 < w; < 1.

The pre-computation table build the set is also like what we have got in
fractional wMOF, it is {1P,3P,..., (2w~ —1)P, (2wt + )P ... (2wo~! —
1+ w2 1)P}, and it has ¢ = (1 4+ w;)2"°~2 elements.

Here is w = wy + wy, actual window size is wy + 1 if possible and wy else.
We must also insert an additional step in the algorithm to confirm, whether
the values with window size wg + 1 is stored in the table. When it was not
pre-computed and stored in the table, we must change wy 4+ 1 into wy and
recompute the value.

Fractional wMOF can be converted from a binary form either Right-to-Left
or Left-to-Right. The following algorithm 5 [15] [16] tells us how to do ECC
scalar multiplication with fractional wMOF, in this algorithm, recoding stage
and evaluation stage are merged together.

We must create a mapping table for fractional wMOF, and confirm the value
whether it is in the table. All of the possible nonOs values build a set T,
where

T ={41,43, 45, ..., (2 —1),£2¥ +1),..., £ — 14w 2" )}

Like what we have proved in fractional wNAF, here w = 2.x is also mea-
ningless. It has the same result as w = 2. So all of the window size in the
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Algorithm 5 Scalar Multiplication with fractional wMOF
Input: a Point P, a scalar d = {d,,_1, ...,do},, a fractional width
w = wgy + wy, where wy; = 7’/2“’0_2 for a r between 0 and 2%°0—2 — 1
Output: the point dP
Pre-computation:
P, «— P;P, — ECDBL(P,);
for j=1to (1+w;)2* !t —1do
Py — ECADD(Py;_q, P);
end for
Recoding and Evaluation:
A — Oji — n;
while ¢ > 0 do
if d;_; = d; then
A«— ECDBL(A);i —i—1,;
else
s «— maz(i — wy, 0);
if (ds_1 # ds and
| {dic1 —diydig —diq, ..., dso1 —ds}y | 2 guo—1(+w1)) then
s=s54+1;
end if
Let t be the smallest integer such that ¢t > s and d; 1 # d;;
fork=1toi—t+1do
A «— ECDBL(A);
end for
if [di—l — di, di—y — dz’—ly Ce 7dt—1 — dt]g > 0 then
A~ EOADD(A7 P{difl_di»di—2_di—l,-~-7dt—1—dt}2);
else
A ECADD(A> _P{diflfdiydifzfdifl>~~~,dt71*dt}2);
end if
for k=1tot— s do
A «— ECDBL(A);
end for
s=s5—1;
end if
end while
Return A;
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next section, which we used in the tests and proofs for fractional wMOF |
must also satisfied with the condition wy > 2.

3.3 Optimal Window Size

We have introduced wNAF and wMOF in 3.1 and 3.2. When the window
size increases, time of the evaluation will decrease, while time of the pre-
computation will increase [17]. So we must find out the most efficiency proper
window size, where the length of input binary form is 1024-bits or 160-bits.
Figure 2 and Figure 3 illustrate the relation among the window size w, the
speed of the evaluation and pre-computed processes.

The blue curve in Figure 2 and Figure 3 illustrate when the window size w
grows, the total compute time will firstly decreases, then increases again. It
means a too big w is useless. In Figure 2 the optimal w is circa 6.2 when
the input is 1024-bits. And in Figure 3, the optimal w is circa 4.5 when the
inputs is 160-bits. So all the tests in this paper will be processed from w = 2
to w = 8.

1200 T T T T T T T T
1000 1
red: precompute
% green. evaluation
E 200 - blue: =um n
™ GO0+
z 400
" om}
0 L }
1 2 3 4 A R 7 8 9 10

window =zize [w

Abbildung 2: Pre-compute and evaluation with 1024-bits input



3.4 Conclusion

28

KO0 T

500

400

300

200

ueT3Eindwes o Jumous

100

red: precompute
green. evaluation
blue: =um

Abbildung 3: Pre-compute and evaluation with 160-bits input

3.4 Conclusion
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We have introduced NAF, MOF, wNAF, wMOF, fractional wNAF, fractional
wMOF and window method in this chapter. Now we finish this chapter with

an example. It is clear that 2-NAF is NAF, but 2-MOF isn’t MOF.

Binary
MOF
2MOF
3MOF
AMOF
NAF
3NAF
ANAF

10001110100101010111000101011010
110010011101111111001001111101110
010010001100101011001000101100110
010010000300030031001000030100030
010000070005000501000007000500030
010010010101010101001001010101010
010010001003003003001000100300030

100070000300030005000007000500030
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4 Attributes of wNAF and wMOF

As the most important part, here in this chaper we will analyze the three
attributes of wNAF and wMOF that were listed in chapter 1. We will use
some mathematics theories to compute the amount of Os and non-0Os, the
average length of consecutive Os and the average bit-length of wNAF and
wMOF. Moreover, we will also test and verify all the results, which we have
got from the theoretical asymptotic proof. All the test data can be found in
chapter 6.

4.1 Amount of 0Os and non-0s in wNAF and wMOF
4.1.1 Amount of 0Os and non-0s in wNAF

Theorem 2 The amount of non-0s and 0s in wNAF are NZ,yar(w, k) =

+_and Zynar(w, k) = lli—ww, where k is the bit-length of the binary form

14w
and w is the window size of wNAF.

Proof:

By getting the non-zero density of the wNAF or wMOF, we must use some
facts of Markov Chain theory (see Appendix: Markov Chain). Firstly we
suppose the length of input binary is £ and analyze the output of wNAF,
while the input is an infinitely long sequence of binary form, the output is
also an infinitely long sequence and constituted from two types of blocks:

1. by = (0), length of this block is 1;
2. by = (0...0%), length of this block is w;

Now we try to determine the conditional probabilities P(X,.1 = by | X,,):
1. If the current state is X,, = by, there are two sub-cases:

- The current bit is 0 and it generated no carry at the preceding
step. We suppose the probability of this case is P. The next block



4.1 Amount of 0s and non-0s in wNAF and wMOF 30

will be 0 iff the next bit is 0, which happens with the probability
1/2.

- The current bit is 1 and there was a carry at the preceding step.
So the probability of this case is (1 — P). The next block will be b,
iff the next bit is 1, which happens also with the probability 1/2.

So the probability of these two sub-cases is Px1/2+(1—P)x1/2 = 1/2.

2. If the current state is X,, = by, there are also two sub-cases:

- The current by generates no carry. We suppose the probability of
this case is P. The next block will be b; if and only if the next bit
is 0, which happens with the probability 1/2.

- The current by generates a carry. So the probability of this case is
(1 — P). The next block will be by if and only if the next bit is 1,
which happens also with the probability 1/2.

So the probability of the two sub-cases is also Px1/24 (1 —P)*1/2 =
1/2.

Now we can determine the probability of form P(X,, 11 = by | X,,):

1. If the current state is X,, = by, the probability of P(X, 1 = by | by) is
P(Xn+1 7£ b1 | bl), itis1— P(Xn+1 = b1 | bl) = ]_/2

2. If the current state is X,, = by, the probability of P(X, .1 = by | bg) is
P(Xn+1 7£ b1 | bg), itis 1 — P(Xn+1 = b1 | bg) = ]_/2

And now we can get the transition matrix of Markov Chain with random
process, it is a 2 x 2 matrix in table 2, The Markov Chain is irreducible and

P b b
bz 3
b |3 3

Tabelle 2: Markov Chain transition matrix of wNAF
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aperiodic, and we can compute its stationary distribution [18]. And it is

7= (m(b1), (b)) = (% %)

Because every block by has a non-zero bit, so the non-zero density of wNAF
is m(b) , where [(x) means the length of the block x. Finally we get

7o11(b1)+7b2l(b2)
the non-zero density of wNAF is % = HLW
q.e.d.

4.1.2 Amount of 0s and non-0s in wMOF

We can proof the following theorem:

Theorem 3 The amount of non-0s and 0s in wMOF are N Z,por(w, k) =

—+*_and Zyyor(w, k) = ﬁ—ww, where k is the bit-length of the binary form

14w
and w is the window size of wMOF.

Proof:
The input is an infinitely long sequence binary form and the output is also
an infinitely long sequence constituted from two types of blocks:

1. by = (0), length of this block is 1;
2. by = (0 % 0v~"~1), length of this block is w and 0 <4 < w — 1;

We also try to determine the conditional probabilities of P(X,.1 = by | X,,)

1. If the current state is X,, = by, we suppose the position of current bit is
7, so it means the current bit must be same with the next bit, and the
next bit must be same with the next following bit. It means P(X,,,1 =
by | X, =01)=P(dia=di_1 |dis1 =d;) = P(di—o = d;—1) = 1/2.

2. If the current state is X,, = by, we also suppose the position of current
bit is 7, so it means the bit d;_,,_1 = d;_,,_2. Hence, P(X,,41 = b1 | X,, =
by) = P(di—w—2=di—w1 | di-y # di) = P(di—p—2 = di—yy—1) = 1/2

So we can also determine the conditional probabilities of P(X,+1 = by | X,,)

1. The probability of P(X,4+1 = by | b1) is P(X,41 # b1 | by), it is 1/2.
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2. The probablhty of P(Xn+1 = b2 | bg) is P(XnJrl # bl ‘ bg), it is 1/2

The transition matrix of Markov Chain for wMOF is also 2 x 2 matrix in
table 3, We can get the same stationary distribution as wNAF, it is

P b b
bz
CHE R

Tabelle 3: Markov Chain transition matrix of wMOF

7= (n(by),m(by)) = (% %)

And the non-zero density of wMOF is same as wNAF. It is 7r(b1)l(b17r)(-|b—27r)(b2)l(b2)’

where [(z) means the length of the block x. Finally we get the non-zero
density of wMOF .
q.e.d.

4.1.3 Amount of 0Os and non-0s in fractional wINAF

Now we analyze fractional wNAF interestingly, the following theorem is per-
fectly analog to the integer windth case.

Theorem 4 The amount of non-0s and 0s in factional wNAF are
NZpynar(w, k) = HLw and Zpynar(w, k) = ﬁ—ww, where k is the bit-length of
binary form and w is the window size of fractional wNAF.

Proof:
Different from wNAF, fractional wNAF has three types of blocks. They are:

1. by = (0), length of this block is 1;
2. by = (0...0%), length of this block is wy;
3. b3 =(0...0%), length of this block is wg + 1;
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In order to get the transition Matrix of fraction wNAF, we try to determine
the conditional probabilities P(X, 11 = b | X,,)

1. If the current state is X,, = by, there are two sub-cases:

- The current bit is 0 and there was not any carry at the preceding
step. We suppose the probability of this case is P. The next block
will be by iff the next bit is 0, which happens with the probability
1/2.

- The current bit is 1 and there was not any carry at the preceding
step. We suppose the probability of this case is 1 — P. The next
block will be by iff the next bit is 1, which happens with the
probability 1/2.

The probability is the sum of these two sub-cases. It is P % 1/2 + (1 —
P)x1/2=1/2.

2. If the current state is X,, = by, therefore we are in the case when
| Gwor1li] |> ((1 4 wyp)2¥0~t —1). It means the current window size is
wp and there are also two sub-cases:

- The current step doesn’t generate any carry, and the next bit is 0.
So in this case means we increase the window size from wq to wo+1
with a extra bit ’0’. And the new block with window size wqy + 1
satisfies the condition, which is | gy,11[i] [< ((1 + wq)2%0~ — 1),
but we have already supposed that | oy, 1[t] |> ((14w;)290 1 1),
They are self-contradict, and the probability of this sub-case is 0.

- The current step generates a carry and the next bit is 1. we have
this form 11 % ...x 1. We know that the block b, generates a car-

—_—

wo+1
ry, so in Algorithm 4, k£ must match the condition k& mods 2"° =

(k mod 2"0) — 2" the most bit is also 1, so it also match the con-
dition k mods 2“1 = (k mod 2wot1) — 2*0F! and the condition
k mods 2*°! = (k mod 2“0 1) +2%0. We reduce these conditions,
and we can get the equation:
k mods 2wt

= (k mod 2wotl)— 2wotl

= (k mod 2%0)+ 2w — Quotl

= (k mod 2"0)4 20

=k mods 2"°
Because k mods 2@0 < 2w 5o k mods 2wotl < 20—l it con-
flicts with the precondition | oy 1[i] [> ((1 4 wp)2*0~t —1). And
the probability of this sub-case is also 0.
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So the probability of P(X, 11 = b1 | X,, = by) is 0.

3. If the current state is X,, = b3, there are also two sub-cases:

- The current b3 generates no carry. We suppose the probability of
this case is P. The next block will be b, iff the next bit is 0, which
happens with the probability 1/2.

- The current b3 generates a carry. So the probability of this case is
1 — P. The next block will be b; if and only if the next bit is 1,
which happens also with the probability 1/2.

So the probability of these two sub-cases is also Px1/24+(1—P)1/2 =
1/2.

Now we try to determine the probabilities of the other cases, they are P(X,,11 =
by | X;) and P(X,41 = b3 | X;,). When X, 11 # by, it means the probability of
1 — P(X,41 = by | X,) is the sum of the probabilities of P(X,11 = by | X,)
and P(X,.1 = b3 | X,). Because the current bit must be 1, so we must

check whether | o,,11[i] |> ((1 4+ w;)2*0~! — 1), so the b3 corresponds to

(ngliwo_l = 1+2w1 of the cases and b, corresponds to the remaining cases
=2 finally we get (Xpp1 = b | X)) = (1 = P(Xpq1 = by | X))
and (X471 = b3 | X,,) = (1 — P(X,q = by | Xn))1_2w1. The Markov
chain with the transition matrix is in table 4, The Markov Chain is also

P [ by by bs

b 1 1-w; 14wy
1 2 4 4

1—wp 14wy
by |0 == =52

b 1 1-w; 14wy
3 12 71 4

Tabelle 4: Markov Chain transition matrix of fractional wNAF

irreducible and aperiodic, and we can compute its stationary distribution
m = (m(b1), w(b2), 7(bs)) = (FEt, graks 5 )-
Each block by and b3 has a non-0 bit, so the non-zero density of fractional

. 7(b2)+7(b3) .
wNAF is w(bl)l(bl)+w(§;g)l(b2§+w(b3)l(b3)7 and the value is:

1—wq 1+wq 1
3+wq 3+wy _
1+wq 1—wq 1+wq _
—3+w1*1+3+w1*w0+3+w1*(w0+1) 14+w

where [(x) means the length of block z.
q.e.d.
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4.1.4 Amount of Os and non-0s in fractional wMOF

Again, the following theorem is perfectly analog to the integer width case.

Theorem 5 The amount of non-0s and 0s in factional wMOF' are
NZrpmor(w, k) = l—l-Lw and Zpymor(w, k) = ﬁ—ww, where k is the bit-length
of binary form and w is the window size of fractional wMOF.

Proof:
The input is also an infinitely long sequence of binary form and the output
is an infinitely long sequence constituted from three types of blocks.

1. by = (0), length of this block is 1;
2. by = (0° % 0wo="1) length of this block is wy;
3. by = (0° % 0“0~%) length of this block is wg + 1;

The conditional probabilities of form P(X,+1 = b1 | X,,)

1. If the current state is X,, = by, we suppose the position of current bit
is 7, so it means the current bit must be same as the next bit, and the
next bit must be same with the next following bit. Hence, P(X, 1 =
by | X,y =0b1)=Pldig=di_1 | di-1 =d;) = P(di—a =d;—1) =1/2.

2. If the current state is X,, = by, we also suppose the position of current
bit is 7 and s = ¢ — wy, from Algorithm 5 we know d,_; # ds. But for
X, 11 = by we have d,_; = d,, so the probability of this case is 0.

3. If the current state is X,, = b3 , we also suppose the position of current
bit is 7 and s = i — wy, from algorithm 5 we know d,_; = d; Hence,
P(Xn+1 - bl ’ Xn = bg) = P(dS,Q == dsfl) - 1/2

We try to determine the probabilities P(X, 11 = by | X,,) and P(X,41 =
bs | X,). If the new state is not by, wy + 2 input bits are processed, and
the first two of these are differ. Therefore, there are 2wo*t! possibilities for
these input bit. Because of the properties of MOF, for every odd integer
1 < o < 2wt there are 4 choices of d; # d;i_1,d;_o,...,ds,ds_1 € {0,1}
that | [d;_1 — d;,d;_o — di_1,...,d;—1 — di]s |= x. Then there are still 2wo—!
possibilities. It is simply to compute the probability when X, = b3, it is
20w — L and when X411 = by, the probability is 152 |

So we can get the Markov Chain transition matrix of fractional wMOF in
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P [ by by bs

b 1 1-w; 14w
1 2 4 4

1—wp 14w
by |0 == =5

b 1 1-w; 14wy
3 12 71 4

Tabelle 5: Markov Chain transition matrix of fractional wMOF

table 5, and we can also get the same result as 4.1.3. The Markov Chain

stationary distribution is 7 = (7(by), 7w(b2), 7(b3)) = (éfw”i, éfw"i, ;L‘”Ui ).
7T(b2)+ﬂ'(b3) . L

b1)l(b1)+7T(b2)l(b2)+ﬂ'(b3)l(b3) T 14w?

The non-zero density of fractional wMOF is o

where [(z) means the length of block z.
q.e.d.

4.1.5 Conclusion and Test

Now we get the result that wNAF, wMOF, fractional wNAF and fractional
wMOF have the same asymptotic non-zero density and zero density. When
the input is an infinitely long binary form sequence, after the conversion, the
output will be also an infinitely long sequence, in which the probabilities of
non-zero density and zero density are 1j+w and 7%, the amount of non-0Os
and Os are almost HLU} and %, where k is the length of input.

We gather the test result together in Table 6. In this table ’A’ means aca-
demic value, 'P’ means practical value, '160" and '16000” mean the length of
input, 'b” means binary form input, 'wN’ means wNAF, "'wM’ means wMOF,
fwN’” means fractional wNAF and fwM’ means fractional wMOF. All the
following tables have the same meanings like table 6.

We conclude from the results in Table 6, that the heuristic data approxima-

tes the expected academic values quite accurate.
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w 205) | 3(5) | 4(5) | 5(5) | 6(5) | 7(5) | 8(5)
A160b(wN) 53.333 40.000 32.000 26.667 22.857 20.000 17.778
P160b(wN) 53.768 40.467 32.426 27.114 23.331 20.514 18.275

A16000b(wN) 5333.333 | 4000.000 | 3200.000 | 2666.667 | 2666.667 | 2000.000 | 1777.778
P16000b(wN) 5333.529 | 3999.783 | 3200.236 | 2667.045 | 2285.884 | 2000.546 | 1778.090
A160b(wM) 53.333 40.000 32.000 26.667 22.857 20.000 17.778
P160b(wM) 53.758 40.499 32.428 27.117 23.331 20.513 18.276
A16000b(wM) 5333.333 | 4000.000 | 3200.000 | 2666.667 | 2666.667 | 2000.000 | 1777.778
P16000b(wM) 5333.769 | 3999.186 | 3200.880 | 2667.198 | 2286.216 | 2000.726 | 1778.230

A160b(fwN) X 35.556 29.091 24.615 21.333 18.824 X

P160b(fwN) X 36.053 29.462 25.081 21.824 19.279 X
A16000b(fwN) X 3555.556 | 2909.091 | 2461.538 | 2133.333 | 1882.353 X
P16000b(fwN) X 3555.702 | 2909.586 | 2462.454 | 2133.664 | 1883.028 X

A160b(fwM) X 35.556 29.091 24.615 21.333 18.824 X

P160b(fwM) X 36.054 29.461 25.079 21.824 19.276 X
A16000b(fwM) X 3555.556 | 2909.091 | 2461.538 | 2133.333 | 1882.353 X
P16000b( fwM) X 3555.775 | 2909.441 | 2462.102 | 2133.711 | 1883.928 X

Tabelle 6: Test Data: Amount of Os and non-0s

4.2 Average length of consecutive 0Os in wNAF and
wMOF

4.2.1 Average length of consecutive 0s in wNAF

Theorem 6 The average length of consecutive Os in WNAF is CZynar(w, k) =
w, where k is the bit-length of binary form and w is the window size of wNAF.

Proof:
In sub-section 4.1.1 we have explained the output of wNAF. There are two
types of blocks:

1. by = (0), length of this block is 1;

2. by = (0...0%), length of this block is w;

A carry occurs if and only if the preceding output was the block by and
the corresponding value * is negative. We suppose the probability of the
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preceding step which generates a carry is P(c), then the probability of the
preceding step which generates no carry is 1 — P(c). The probability of the
current bit 0 or 1 are 1/2 , so the probability of b; is P(0) = 3(P(c))+ (1 —
P(e)) = L.
We have also proved in sub-section 4.1.1 that the probabilities of P(b; |
bi), P(by | b1), P(by | be) and P(by | by) are 1/2 . In order to compute the
average of the consecutive Os in wNAF, we can analyze the probability of
several forms and here we suppose k is the length of consecutive Os.

1. When k < w — 1, it is impossible, because we have only two types of
blocks. It means the minimal length of the consecutive 0s is w — 1.

2. When k = w — 1, it match the block by, the probability of this case
is when by is behind also such a block by. It means the probability is

3. When k = w, it means we have such a form (by 0 by o by), and P(bs o
by oby) = P(by | by) * P(by | by), it is 1/2%1/2 = 1/4, where o’ measn
concatenation of block.

j. When k = w+1, we can compute the probability with P(bgobjo. . .0by) =
P(by | by) % P(by | by) *...% P(by | by) = 21+2

Now we can compute the sum of these probabilities and get the average
length of consecutive 0Os:

K K
L= k_zl Z 2k w+2

where £ is the length of the input. When the input is an infinitely long se-
quence, we can suppose K — oo and K > w, it can be reduced to

K
b g (3 ) -
k 1

=w
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4.2.2 Average length k of consecutive Os in wMOF

Theorem 7 The average length of consecutive 0s in wMOF is CZ,pyor(w, k) =
w, where k is the bit-length of binary form and w is the window size of
wMOF, and we regard two consecutive non-zero bits ( occurring in the pat-
tern 0..0 % | « 0..0 ) as a special block of 0s of block-length 0.

Proof:
In gl?b—section 4.1.2 we have introduced the two types of blocks in wMOF"

1. by = (0), length of this block is 1;

2. by = (0 % 0v~"71), length of this block is w and 0 <4 < w — 1;
Because we can’t ensure the position of the non-0 bit in b, so we define two
cases in advance:

1. The non-zero bit is at the last position of by

2. The non-zero bit is at a random position in by
And we must prove that this two cases have the same result when we use
them to compute the average length of consecutive Os in wMOF.

Because the non-zero bit split the 0s, so the average length of consecutive Os
can be express in the way that:

amountof 0s

amount of non — 0s

When we move the non-zero bit in by from one position to another, the
amount of Os will not change, and the amount of the non-Os will also not
change. So the average length of consecutive Os in this two case are equivalent.
Here we don’t analyze the special case of the bit-string (0...0X | X0...0),
it reduces one block of consecutive Os, but in fact we can also regard it as a
special block of consecutive 0s with the length 0. In the following proof, we
use the form of the first case.

As the transition matrices of wMOF and wNAF are the same, and we have
seen that the position of the non-zero bit is not important, the rest of the
proof can be done exactly as the proof of theorem 6. therefore we conclude
that the average length of consecutive Os in wMOF is L = w.

q.e.d.
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4.2.3 Average length of consecutive Os in fractional wNAF

Theorem 8 The average length of consecutive 0s in fractional wNAF 1is
CZynar(wo + wi, k) = wo + wy = w, where k is the bit-length of binary
form and w is the window size of fractional wNAF.

Proof:
In sub-section 4.1.3 we have introduced the three types of blocks in fractional

wNAF.

1. by = (0), length of this block is 1;
2. by = (0...0%), length of this block is wp;
3. b3 = (0...0%), length of this block is wg + 1;

It is a little different from wNAF, because in wNAF it is only required to
analyze the block b, and compute the consecutive Os, but in fractional wNAF,
we must first confirm whether the block is by or b3 when we get non-b; block,
then we can use this block to compute the consecutive 0s. We have also
deduced the distribution of these two cases, 1_2“’1 for by and H% for bs.

In addition, we have got the probabilities between every two blocks and built
a Markov Chain matrix in subsection 4.1.3, Now we can analyze the length
of consecutive Os in fractional wNAF with these forms and here we suppose

k is the length of consecutive 0s.

1. When k < wg — 1, it will never appear.

2. When k = wg — 1, this case occurs only when the block isn’t behind b,
and itself is a block by. So the probability is (1 — 0) * 1’—2““

3. When k = wy, the probability is only when the block isn’t behind b;

and itself is a block of bs. The probability is (1 — 3) £ = £

4. When k = wgy + 1, when the block is behind b; and itself is a block of
bs and the block by isn’t behind another b;. The probability is % * (1 —

l) g Hwr _ Idwy

2 2 8

j. When k = wgy + ¢, The probability is 1;51"21 .
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Now we can compute the sum of these probabilities

K K
1-— w1 1 -+ wq 1
L= Z L(k)P(k) = 5 * (wo —1) + Z ko 5 Sk—wet2
k=wp—1 k=wq

where k is the length of the input and when the input is an infinitely long
sequence, we can suppose K — oo and K > w, it can be reduced to

L:w0+w1:w

q.e.d.

4.2.4 Average length k of consecutive Os in fractional wMOF

Theorem 9 The average length of consecutive Os in fractional wMOF is
CZwmor(wo + wi, k) = wo + wy = w. where k is the bit-length of binary
form and w is the window size of fractional wMOF, and we regard two con-

secutive non-zero bits ( occurring in the pattern 0..0 % | x 0.0 ) as a special
block of Us of block-length 0.

Proof:
In sub-section 4.1.4 we have defined the three types of blocks in fractional
wMOF:

1. by = (0), length of this block is 1;
2. by = (0° % 0wo~"~1) length of this block is wy;
3. by = (0° % 0“0~%) length of this block is wg + 1;

In sub-section 4.2.2 we have proved, the average length of consecutive 0Os
doesn’t depend on the position of the non-zero bit. So the proof is same
as the proof of theorem 8, because fractional wNAF and fractional wMOF
have the same Markov Chain transition matrix, so when K is the length
of the input and when the input is an infinitely long sequence, it means
K — oo and k > w, finally, we can get the average length of consecutive Os
L =wy+ w = w.

q.e.d.
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w 205) [ 3(5) T4(5) [5(5) [ 6(5) [ 7(5) | 8(5)
A160b(wN) 2.000 3.000 4.000 5.000 6.000 7.000 8.000
P160b(wN) 1.988 2.963 3.947 4.913 5.873 6.812 7.770

A16000b(wN) 2.000 3.000 4.000 5.000 6.000 7.000 8.000
P16000b(wN) 2.000 3.000 4.000 5.000 6.000 6.998 7.999
A160b(wM) 2.000 3.000 4.000 5.000 6.000 7.000 8.000

P160b(wM) 1.988 2.963 3.946 4.913 5.874 6.812 7.769
A16000b(wM) 2.000 3.000 4.000 5.000 6.000 7.000 8.000
P16000b(wM) 2.000 3.000 3.999 4.999 5.999 6.998 7.998
A160b(fwN) X 3.500 4.500 5.500 6.500 7.500 X

P160b(fwN) X 3.451 4.444 5.394 6.347 7.313 X
A16000b(fwN) X 3.500 4.500 5.500 6.500 7.500 X
P16000b(fwN) X 3.500 4.499 5.498 6.499 7.497 X

A160b(fwM) X 3.500 4.500 5.500 6.500 7.500 X

P160b(fwM) X 3.451 4.444 5.395 6.347 7.315 X
A16000b(fwM) X 3.500 4.500 5.500 6.500 7.500 X
P16000b(fwM) X 3.500 4.497 5.499 6.500 7.498 X

Tabelle 7: Test Data: Consecutive 0s

4.2.5 Conclusion and Test

This chapter concludes that the average length of consecutive Os in wNAF,
wMOF, fractional wNAF and fractional wMOF are all w. But we must ensure
that w < k. For a small w, we also have short consecutive Os, thus the
evaluation step of the scalar multiplication becomes more involved. But on
the other side, we need less memory resources to save the results of pre-
computation. When we choose a big w, we can get a long consecutive Os,
which speeds up the evaluation step but more memory resources to save the
results of pre-computation.

We gather the test data together in Table 7. The amount of consecutive Os
are nearly w. We can also observe the result that when k£ > w and when the
w increases, then the data becomes more and more precise.
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4.3 Average bit-length of wNAF or wMOF
4.3.1 Average bit-length of wNAF

Theorem 10 The average bit-length of wNAF is Lynar(w, k) =k + 14+w7
where k is the length of binary sequence and w is the window size.

Proof:

In order to speed up the scalar multiplication and estimate the time of com-
putation, we can first estimate the average bit-length of wNAF and wMOF,
which was transferred from input. Specially to the scalar multiplication with
wNAF, the new form will be first stored, then do the multiplication, so the
first ECADD will begin at the first non-0 bit in wNAF. We can computed
the non-zero density in the above section, but we don’t know which bit is
the first non-zero bit in wNAF. When we know where is the first non-zero
bit in wNAF, it saves much time. So in this subsection, we try to determine
the average bit-length of wNAF and wMOF, and the average bit-length of
wNAF and wMOF from first non-0 bit. We denote the latter efficious length.
First we give an example, when w = 2. In order to determine the average
length of wNAF, we first suppose there is a input sequence with the length
n. After the transferring with wNAF, we analyze the result at the beginning
of the output. We list all the possibilities which the output wNAF looks like:

L | 0 #x...x%
1 21

2. 1.0 *...x
1 21

3. | O x...%
2 n—2

1] 0% x...x%
o ——
2 n—2

\1// n—1
The first case means the output begins with b; = (0), the second case means
the output begins with b; = (0) and the length of the input increases. The
third case means the output begins with a block by = (0%), the forth case
begins with a block by = (0*) and the length of the input increases, and the
fifth case means the output begins with a part of block by = (*). Now we add
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a extra bit before the input sequence, and the length of the output turns to
n+ 1. Analyze these five cases, when we add a bit 0’ before first case, it will
be still the type of first case, and when we add a bit "1’ before the first case,
it will turn to the type of the fifth case. So we suppose the states from case.1
to case.b are Q1, Q2, @3, Q4, Q5. When the length of input sequence increases
one bit, the Markov chain transition matrix is:

P Q1 Q @3 Qi Qs

@ + 0 0 o 1}
@@ 0 2 o0 o0 1%
Q@ 2 0 0 0 1%
Qi 0 1 0 0 1%

Q; 0 0 L1 1 g

Because it is irreducible and aperiodic, so we can compute the stationary
distribution of this Markov chain, it is:

= (7(Q0). 7(Q0), Q) (@0 7(@a)) = (55555

And the probability of the length of the input increases is m(Q2) +7(Q4) = 3.
Now we use this method to solve the problem, when w = W.
First we list all the possibility of the output.

L] 0 *x...x%
1 1

2. 1.0 x...x%
1 1

3 0. .kx...x%

N e

w n—W

4. 110...%%...%
w n—W

5. |0...xx.. . x%

W—1 n—W+l

Lo | 0% x...%
——
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\1’/ n—1

From case.l to case.4 are normal states, and from case.5 to case.j mean the
wNAF begins with a breaking block by. When the window size is W, the
amount of all of these possibilities is W + 3, we suppose the states from
case.l to case.W + 3 are denoted by Q1, Q2, @3, @4, @5, . .., Qwis. When the
length of input sequence increases 1, analyze like the previous Example, we
get the following Markov chain transition matrix:

Py Q@ Q3 Qu @5 . . . Qwys
@ + 0o o0 o o . . . 1
@ 0 L+ 0 0 0 :
@ 3 0 0 0 0 3
Q: 0 3 0 0 0 3
@ 0 0 1 L1 0 0
: A L
1.
Qwss 0 0 0 0 0 . . 1 0

And the stationary distribution of this Markov chain is: (7(Q1), ..., m(Qw4s3)) =

1 1 1 1 1 1
2(WH1) 2W+1) 2W+1) 20V D) |7 £ 17 T + 1

Now we can get the

w1
probability of the length of input increases, it is 7(Q2) + 7(Q4) =
It means GCynar(w, k) = ﬁ
q.e.d.

_1
W+1°

Theorem 11 The efficacious length of wNAF is ELynar(w, k) = k—g&:ll)) ,
where k is the length of binary sequence and w s the window size.

Proof:
The second step we can compute the average efficacious length of the binary
input. When the efficacious length is n, it has the probability % When the

efficacious length is n — 1, it has the probability % * % = i and when the
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efficacious length is n — k, it has the probability Qk%, so we can get the the
average efficacious length of the binary input, it is:

1 1 1 1
5*n+§*(n—1)+...+2—w*(n—w+1)+...+2—n*1

It can be reduced to

ELpinary(1,n) = ZQZHn—z )=n-—1
=0
When the input is an infinity sequence, it means n — oo, so the average
efficacious length of a binary input is nearly n — 1, where n is the length of
this input.
Now we can compute the average efficacious length of wNAF form.

1. efficacious length is n + 1: 7(Q2) + W(Q4) = w1

2. efficacious length is n: 7(Qwy3) =

3. efficacious length is n — 1: 7(Qw y2) =

j. efficacious length is n — W + 1: 7(Q3) = m

k. efficacious length is n — W: 7(Q1) * P(by | by) = m

1. efficacious length is n — W — k: w(Q1) * P(by | b1) x ... % P(by | by) =
1
20k42) (W +1)

Now we compute the sum of these possibilities, it is

n+1
w(w —1
ELwNAF(w,n) = ZEL* PT(EL) =N — W

q.e.d.

When w = 2 3 4 8 the ELwNAF<2 n) ELwNAF(3 n) ELU,NAF(8 TL) are
1 3 6 5 15 21

(Ul Tl S Sl f s (- 3 It means When we choose a w,
which is bigger than 4, the efficacious length of wNAF is smaller than the
length of the binary form.

When the input isn’t an infinity sequence, but it is big enough, so that sta-
tionary distribution approaches to the ideal value, we can use this stationary
distribution to complete the result of 4.1.1. Now we suppose the input length

is k, because we have got the in 4.1.1 that NZ,yar(w, k) = 1+w, So
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1. when the formis | _0_X... X nonOs bits are (k — 1) =

1 k-1
2. when the formis 1 | _0 X...X nonOs bits are (k — 1)1+—w +1
1 k-1

3. when the formis  |0... X X ... X non0s bits are (k — w) - + 1

w k—w

4. when the form is 1 [ Q... X X ... X nonOs bits are (k — w) - + 2

w k—w
5. when the formis [ 0... X X ... X non0s bits are (k —w + 1)1 + 1
w—1 k—w+1

j. when the formis | _1_X ... X, non0s bits are (k — 1) + 1
1 k-1

We have also got the probabilities for every case, so the sum of these possi-
bilities is N Z,nar(w, k), but here k - oo, it equal:

w—1
1 1
4k — 2w —2) +4 - 1
2(1+w)(1—|—w( v )+>+1+w<1+wlz i) +w )

1

It can be reduced to

w? + 3w + 2wk + 2k
2(1 + w)?

NZwNAF(w7 k) =

So when the input length is 160 and w = 8, the amount of nonOs bits is
about 18.321, we can compare it with the data in table 6. When the input
length is 160 and w = 8, the amount of non0s bits in wNAF is about 18.275.

4.3.2 Average bit-length of wMOF

Theorem 12 The average bit-length of wMOF is Lyyor(w,k) =k + 55,
where k is the length of binary sequence and w is the window size.

Proof:
From Algorithm 3 we know, that o,, will be 0 if d,,_; = 0, so we only discuss
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the state, when d,,_; # 0. So we get the first block from the binary input
and compute the signed bit pattern (1,d,_2—1,...,d,w—dy_wr1). Then we
need to find out the corresponding wMOF in the table, which is matched with
this pattern. From the definition we know that the only possibility where a
length increment occurs

(1adn72 - 17-'-7dn7w _dnwarl) - 100
w—1
It means all the bits from position n — 1 to n — w must equal '1’, so the
probability is 2%,) When w = 2, it is about 0.25 . When w = 3, it is about
0.125.

q.e.d.

4.3.3 Average bit-length of fractional wNAF

Theorem 13 The average bit-length of fractional WNAF is Ly,nap(w, k) =
k+ ﬁ, where k is the length of binary sequence and w = wq + wy s the
window size.

Proof:
Like what we have done in 4.3.1, we list all the possibilities for fractional
wNAF, which the output looks like:

1. ] 0 X...X
1 —1
2.1/ 0 X...X
1 —1
3.

0. XX... X
—_—

@
9
o
9
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wo n—wo
j |l 1 X...X
1 n—1
When the window size is w = wg 4wy, the amount of all of these possibilities
is wy+6, we suppose the stats from case.1 to case.wy+6 are Q1, Qa, . . ., Quy+6-

When the length of input sequence increases one bit, analyze like subsection
4.3.1, so we can get the Markov chain transition matrix of next state is:

p Q1 Q2 Q3 Qe Q5 Qg Q7 Q8 Qo . . . Quyt6
@1 1 0 o 0 0 0 0 0 0 1
Q2 0o % o 0 0 0 0 0 0 1
Qs 10 o 0 0 0 0 0 0 1
Q4 0 0 0 0 0 1 0 0 0 1
Qs i 0 o0 0 0 0 0 0 0 1
@ 0 %+ 0 0 0 0 0 0 0 3
7 0 0 0 0 5 -0 0 0 PR ETTY]
@ 0 o0 0o M oo o Mmoo o 0
Qo 0 0 0 0 0 0 0 1 0 0

1.
1.
1
Qugtse O 0 0 0 0 0 0 o 0 . . 1 0

And the stationary distribution of this Markov Chain is (7(Q1), . . ., T(Quo+6)) =

1
14w 1+w 1—w 14w 1+w 1+w
(4(1_5_11,)7 4(1_;'_1},) ’ 07 2(14_7;,)’ 4(1_‘_;})7 4(1+J,)7 2(1+J,)7 1+ w PN 1+ w), So when the

w;il
w = wy + wy, the probability of wNAF form with a carry is 7(Q2) + 7(Q4) +
m(Qs) = m = HLW It means Ly,nar(w, k) =k + HLw

q.e.d.

Theorem 14 The efficacious length of fractional wNAF is EL N ar(wo +
2 —w . )

wy, k) = k — %, where k is the length of binary sequence and

w = wy + wy 1S the window size.

Proof:
Now we compute the average efficacious length of fractional wNAF form.
We list all the probabilities:
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1. efficacious length is n + 1: 7(Qs2) + 7(Q4) + 7(Qs) = HLw

2. efficacious length is n: m(Quet6) = HLM

3. efficacious length is n — 1: m(Qu16) = HLw

j. efficacious length is n — wy + 1: 7(Q7) = 2%;2)
k. efficacious length is n — wy: 7(Q5) = 4&&1})

L. efficacious length is n — wy — 1: w(Q1) * P(by | bg) = 1 = &Iﬁb
m. efficacious length is n — wy — k: 2% * 431“;)

Now we compute the average efficacious length of fractional wNAF form is

n+1

2
2 _
ELwNAF(wo +w1,n) = E EL % Pr(EL) - — wh + 2wowy — wWo
0

2(1+w)

q.e.d.

When the input isn’t an infinity sequence, but it is big enough, so that sta-
tionary distribution approaches to the ideal value, we can use this stationary
distribution to complete the result of 4.1.3 . We suppose the input length is
k and k -» oo and amount of non0Os bits is =, because we have got the in

4.1.1 that NZpynar(w, k) = p%w, SO

1. when the formis | _0_X... X, nonOs bits are (k — 1)+

1 n—1
2. when the form is 1 | _0_X ... X nonO0s bits are (k — 1) + 1
—~— = +w
1 n—1
3. when the formis | Q... X X ... X, non0s bits are (k — wp) 11— + 1
—_— e +w
wo n—wgp
4. when the form is 1 [ 0... X X ... X non0s bits are (k — wp) 7 + 2
S—— tw
wo n—wop
5. when the formis | Q... X X ... X non0s bits are (k—wy— 1) +1

wo+1l n—wo—1
6. when the formis 1 | Q... X X ... X, non0s bits are (k —wo — 1) 33 +2
wo+1 n—wo—1

7. when the formis | 0... X X ... X, non0s bits are (k — wo) = + 1

wo n—wo
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j. when the formis | _1 X...X, non0s bits are (k:—l)p%wjtl

1 n—1

Now we try to product the non0Os bits and probabilities of every form

1. formis |_0 X...X, nonOs bits are ((k — 1)) * =%

1+w 4(1+w)
1 n—1
2. formis 1 | _0_X...X, non0s bits are ((k — 1) + 1) * 7%
1 n—1
3. formis [0... XX ... X, non0s bits are ((k — wp) 7 + 1) * 0
wo n—wo
4. formis 1 |0... X X ... X nonOs bits are ((k — wo)ﬁ +2) 2%11‘2))

wo n—wo

5. formis | 0...XX...X, nonOs bits are ((k—wo—l)ﬁ—i—l)*%

wo+1 n—wo—1

6. formis1 |0... X X ... X, nonOs bits are ((k:—wo—l)ﬁ%—Q)*&ﬁ‘g})

wo+1 n—wo—1

7. formis |0...X X ... X, non0s bits are ((k—wo)ﬁ+1)*ﬁ

wo n—wg

j. formis [ 1 _X... X, nonOs bits are ((k— 1) + 1) * o
1 n—1

So the sum of these possibilities is N Z,,nar(w, k), but here k - o0, it equal:

2kw + 2k + 3w+ 1+ w? — wy ko1 Wo
NZjunar(wotwr, k) = 2(1 + w)? T Trw 2 20wy

Let us see the table 6, when w = 7.5, we get the academic value is 19.275,
and the practical value is 19.279.

4.3.4 Average bit-length of fractional wMOF

Theorem 15 The average bit-length of fractional wMOF is Lyy,nor(wo +
wy, k) =k + 2%0, where k is the length of binary sequence and w = wy + w,
15 the window size.
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Proof:

We have computed the average bit-length of wMOF in 4.3.2, and in fractional
wMOF we need also only the first block to analyze. The first block of the bi-
nary input is (1,d,—2—1,. .., dy—wy—1—dn—w,). Then we need to test whether
the value satisfies with the condition | [d;_1—d;, d;—o—d;_1, ..., ds_1—ds, |2 |<
2w0=1(1 + wy), and if it is satisfied, then find out the matched fractional
wMOF value in the smaller matching table and if it isn’t satisfied with
the condition, the window size will decrease and find out the fractional
wMOF value in the matching table. It remains to compute the value of
(L,dp—2—1,...,dp—wy — dn—wo+1), There are two cases that lead to a length
increment.

1. When it full-fil the condition, it must be 10...0
—
wo+1
2. When it doesn’t full-fil the condition, so it must be 10...01
1
wo+

[t means the binary input must be begin with 1...11 or 1...10. The proba-
—_— =

wo+1 wo+1
1

bility that one of these cases happen are ;.

q.e.d.

4.3.5 Conclusion and Test

We have computed the average length and the probabilities of occur a carry
for wNAF and wMOF, fractional wNAF and fractional wMOF. Figure 4
illustrates the change when the w increases. This chapter tells us that the

average length of wNAF is k+ HLW of wMOF is 1+ 2%0 of fractional wNAF is

1+ L and of fractional wMOF is 1 + ==—. But we must ensure that w < k.

2w QwQ *

We gather the test data together in following Table 8.
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4.3 Average bit-length of wNAF or wMOF

w 205) [ 3(5) T4(5) [5(5) [ 6(5) [ 7(5) | 8(5)
A160b(wN) 0.333 0.250 0.200 0.167 0.143 0.125 0.111
P160b(wN) 0.328 0.247 0.198 0.170 0.150 0.127 0.113

A16000b(wN) 0.333 0.250 0.200 0.167 0.143 0.125 0.111

P16000b(wN) 0.330 0.249 0.200 0.170 0.150 0.127 0.112

A160b(wM) 0.250 0.125 0.063 0.031 0.016 0.008 0.004

P160b(wM) 0.247 0.122 0.062 0.031 0.016 0.009 0.004

A16000b(wM) 0.250 0.125 0.063 0.031 0.016 0.008 0.004

P16000b(wM) 0.249 0.125 0.062 0.031 0.016 0.009 0.004

A160b(fwN) X 0.222 0.182 0.154 0.133 0.118 X

P160b(fwN) X 0.219 0.173 0.144 0.129 0.121 X
A16000b(fwN) X 0.222 0.182 0.154 0.133 0.118 X
P16000b(fwN) X 0.223 0.182 0.154 0.133 0.117 X

A160b(fwM) X 0.125 0.063 0.031 0.016 0.008 X

P160b(fwM) X 0.123 0.062 0.031 0.016 0.009 X
A16000b(fwM) X 0.125 0.063 0.031 0.016 0.008 X
P16000b(fwM) X 0.125 0.063 0.031 0.016 0.008 X

Tabelle 8: Test Data: average bit-length
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5 Conclusion

In this thesis we have analyzed some attributes of wNAF, wMOF, fractional
wNAF and fractional wMOF. We also provided test data with the length
of the input binary form is 160 bits and 16000 bits. We have got the result
that the amount of non0Os is about Hiw, and the consecutive Os is about
w. And the average length of wNAF and fractional wNAF is k + HLw The
average length of wMOF and fractional wMOF is k + 2% and k + % From
our experiments we conclude that the larger the input length is, the more will
the test data approximate the academic data expected from the theorems.
However, our results also show that even for parameters size of cryptographic
relevant (i.e.160 bits), the academic and practical data are indeed very close.
Our results are useful for practical applications, for example, we have got
the average of the consecutive 0s, so we can use k-iterated ECDBL instead
of repeatedly applying ECDBL £ times when using wNAF and fractional
wNAF. It improves the efficiency of computation.

We believe that wNAF and wMOF will be widely used in small memory OS in
the future. Especially fractional wNAF and fractional wMOF are promising,

because they can fully use the memory resources of OS.

wNAF | wMOF | fwNAF | fwMOF
N7 _1 _1 _1 _1
1+w 14w 14w 14w
CZz w w W w
T T T T
L k+ Tw k+ S k+ Tiw k+ Fwy

Tabelle 9: Conclusion Table




6 Data

6.1 Data of wNAF

w 2 3 4 5 6 7 8

NonOs | 53.769 | 40.495 | 32.426 | 27.116 | 23.331 | 20.514 | 18.272

53.769 | 40.499 | 32.427 | 27.114 | 23.331 | 20.515 | 18.276

53.765 | 40.498 | 32.425 | 27.114 | 23.332 | 20.514 | 18.276

Cons0s 1.988 2.963 3.947 4.913 5.873 6.812 7.770
1.988 2.963 3.947 4.913 5.873 6.812 7.770
1.988 2.963 3.947 4.914 5.873 6.812 7.770
Carry 0.328 0.247 0.198 0.170 0.150 0.127 0.113

0.328 0.247 0.198 0.171 0.151 0.127 0.113

0.328 0.247 0.198 0.170 0.150 0.127 0.112

Tabelle 10: 160-bits input & 1-million times

w 2 3 4 ) 6 7 8

Non0Os | 5333.863 | 3999.806 | 3200.253 | 2667.015 | 2286.329 | 2000.755 | 1778.524

5333.036 | 3999.690 | 3200.342 | 2666.869 | 2285.583 | 2000.521 | 1778.080

5333.689 | 3999.852 | 3200.114 | 2667.250 | 2285.741 | 2000.362 | 1777.675

Cons0s 2.000 3.000 4.000 5.000 5.998 6.997 7.996
2.000 3.000 3.999 5.000 6.000 6.998 7.999
2.000 3.001 4.000 4.999 6.000 6.998 7.999
Carry 0.330 0.249 0.201 0.170 0.150 0.127 0.113
0.321 0.248 0.200 0.171 0.150 0.127 0.112
0.330 0.250 0.200 0.170 0.149 0.127 0.112

Tabelle 11: 16000-bits input & 1-million times
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6.2 Data of wMOF

w 2 3 4 b} 6 7 8

NonOs | 53.764 | 40.506 | 32.430 | 27.109 | 23.330 | 20.513 | 18.273

53.760 | 40.500 | 32.434 | 27.123 | 23.329 | 20.512 | 18.278

53.751 | 40.492 | 32.421 | 27.119 | 23.334 | 20.513 | 18.278
Cons0s 1.988 2.962 3.950 4.915 5.874 6.812 7.770
1.988 2.964 3.946 4.912 5.874 6.813 7.769
1.989 2.963 3.948 4.912 5.872 6.812 7.769
Carry 0.248 0.123 0.062 0.031 0.016 0.009 0.004
0.247 0.122 0.062 0.031 0.016 0.009 0.004

0.246 0.122 0.062 0.031 0.016 0.009 0.004

Tabelle 12: 160-bits input & 1-million times

w 2 3 4 ) 6 7 8

NonOs | 5333.845 | 4000.268 | 3200.466 | 2666.828 | 2286.239 | 2000.987 | 1778.011

5333.482 | 4000.290 | 3201.197 | 2667.472 | 2286.387 | 2000.614 | 1778.357

5333.980 | 4000.006 | 3200.978 | 2667.293 | 2286.022 | 2000.577 | 1778.321

Cons0s 2.000 3.000 3.999 5.000 5.999 6.996 7.999
2.000 3.000 3.999 4.998 5.998 6.998 7.997
2.000 3.000 3.998 4.999 5.999 6.998 7.997
Carry 0.250 0.125 0.062 0.031 0.017 0.009 0.004
0.249 0.125 0.063 0.032 0.016 0.009 0.004
0.249 0.124 0.062 0.031 0.016 0.009 0.005

Tabelle 13: 16000-bits input & 1-million times
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6.3 Data of fractional wNAF

35 | 45 | 35 | 65 | 7.5
Non0Os | 36.061 | 29.464 | 25.077 | 21.824 | 19.278
36.049 | 29.463 | 25.084 | 21.830 | 19.281
36.050 | 29.241 | 25.080 | 21.819 | 19.279
Cons0s 3.450 4.444 5.396 6.347 7.314
3.453 4.444 5.394 6.345 7.312
3.452 4.444 5.394 6.348 7.314
Carry 0.221 0.174 0.142 0.127 0.122
0.2210 | 0.172 0.145 0.130 0.123
0.219 0.174 0.144 0.129 0.122

Tabelle 14: 160-bits input & 1-million times

w 3.5 4.5 5.5 6.5 7.5
Non0Os | 3555.623 | 2909.809 | 2462.571 | 2133.700 | 1882.679
3555.549 | 2909.259 | 2462.110 | 2133.535 | 1883.279
3555.934 | 2909.691 | 2462.682 | 2133.756 | 1883.125

Cons0s 3.500 4.499 5.497 6.499 7.499

3.500 4.500 5.499 6.499 7.499

3.500 4.499 5.497 6.499 7.499

Carry 0.222 0.183 0.153 0.133 0.118

0.223 0.182 0.154 0.133 0.117

0.223 0.182 0.154 0.132 0.117

Tabelle 15: 16000-bits input & 1-million times
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6.4 Data of fractional wMOF

w 35 | 45 | 35 | 65 | 7.5
NonOs | 36.058 | 29.462 | 25.080 | 21.818 | 19.278
36.043 | 29.460 | 25.079 | 21.826 | 19.275
36.062 | 29.460 | 25.078 | 21.830 | 19.275
ConsOs | 3.451 4.444 5.395 6.349 7.314
3.453 4.445 5.395 6.346 7.315
3.450 4.445 5.395 6.345 7.315
Carry 0.123 0.062 0.030 0.016 0.009
0.122 0.062 0.032 0.016 0.009
0.124 0.063 0.031 0.016 0.009

Tabelle 16: 160-bits input & 1-million times

w 3.5 4.5 5.5 6.5 7.5
Non0Os | 3555.314 | 2909.867 | 2461.958 | 2133.625 | 1882.861
3556.310 | 2909.440 | 2462.315 | 2134.062 | 1882.981
3555.702 | 2909.615 | 2462.037 | 2133.446 | 1882.944

Cons0s 3.500 4.499 5.499 6.500 7.498

3.499 4.499 5.498 6.498 7.497

3.500 4.499 5.498 6.498 7.497

Carry 0.124 0.062 0.031 0.015 0.009

0.125 0.064 0.032 0.016 0.008

0.125 0.063 0.031 0.016 0.008

Tabelle 17: 16000-bits input & 1-million times
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7 Appendix

Algorithm 6 Scalar Multiplication with wMOF

Input: a point P, a scalar d = [d,,_1, ..., do]2, a width w
Output: the point dP
P, — P; P, — ECDBL(P);
for j =1to2* 2 —1do
Pyjyy = ECADD(Pyj_q, Py)
end for
A—QO;i+—n;d_+0;d, —0;
while 1 > 0 do
if di—l = dz then
A«— ECDBL(A); i —1i—1;
else
s «— max(i —w + 1,0);
Let t be the smallest integer such that ¢t > s and d;_; # d;;
fork=1tot—t+1do
A «— ECDBL(A);
end for
if [di1 —d;,dio —d;—1,...,di—1 — di]o > 0 then
A ECADD(A7 ‘P[di—l_diydi—2_di—17---7dt—1—dt]2>;
end if
if [dioy —di,di—o —di—q,...,di—1 — di]2 < 0 then
A ECADD(A> _Pl[di—l—diydi—Q_di—lw-:dtfl—dt]2|);
end if
for k=1tot— s do
A«— ECDBL(A);
end for
1 s—1;
end if
end while
Return A
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Algorithm 7 Sliding window applied on NAF

Input: a point P, a scalar d = [d,,_1, ..., do]2, a width w
Output: the point dP
Pre-computation:
P, «— P; P, — ECDBL(P,);
forjzltOW—ldo
Pyjyy = ECADD(Pyj_q, P)
end for
Recoding, first part:
1—0; k«—d
while £ > 0 do
if k£ is odd then
v[i] mods 4;
k — k —vli];
else
v[i] < 0;
end if
k «— g; 1— 1+ 1;
end while
Recoding (second part) and Evaluation:
A—QO;i+—n-—1,
while 1 > 0 do

if V; =0 then
A«— ECDBL(A); i 1 —1;
else

s «— maz(t —w + 1,0);
fork=1toi—t+1do
A «— ECDBL(A);
end for
if [V;,Vi_q,...,Vi]a > 0 then
A« ECADD(A, Py, v ,,..vil»);
else
A~ ECADD(A7 _]D|[V1'7VF17~--,VJQ|)
end if
for k=1tot— s do
A «— ECDBL(A);
end for
1+—s—1
end if
end while
Return A




Algorithm 8 Scalar Multiplication with wNAF

Input: a point P, a scalar d = [d,,_1, ..., do]2, a width w
QOutput: the point dP
Pre-computation:
P, «— P; P, — ECDBL(P,);
for j =1to2*2—-1do
Pyjyy = ECADD(Pyj_q, P)
end for
Recoding;:
1—0; k—d
while £ > 0 do
if k£ is odd then
Vlt] < k mods 2%,
k — k — Vy|il;
else
Vi lt] < 0;
end if
k «— g; 1— 1+ 1;
end while
Evaluation:
find the largest ¢ with V,,[c] # 0
if V,,[c] > 0 then
A— Py, g
end if
if V,,[c] < 0 then
A — —va[c]
end if
fori=c—1to0do
A «— ECDBL(A);
if V,,[i] > 0 then
ECADD(A, Py, 1);
end if
if V,,[i] <0 then
ECADD(A,—Py,q);
end if
end for
Return A;




65

Algorithm 9 Scalar Multiplication with fractional wMOF

Input: a point P, a scalar d = [d,,_1, ..., dpls, a width w = wg + wy, where
w1 = =z and wy = w — wy for an r between 0 and 2wo—2
QOutput: the point dP
Pre-computation:
P, «— P; P, — ECDBL(P,);
for j =1to 2 2(1+w;) —1do
Pyjyy = ECADD(Pyj_q, P)
end for
Recoding and Evaluation:
A—QO;i«—n;d+0;d, —0;
while 1 > 0 do
if di—l = dz then
A «— ECDBL(A);
1— 11— 1
else
s «— maz(i — wy, 0);
if dy_y 7é ds and | [di—l_di; di_Q—di_l, N ds_1 —ds]g |2 2w0’1(1+w1)
then
s=s+1;
end if
Let t be the smallest integer such that ¢ > s and d;_; # d;;
fork=1tot—t+1do
A «— ECDBL(A);
end for
if [diy —d;,dio —d;1,...,di—1 — di]o > 0 then
A— ECADD(A7 ‘P[difl_diydi72_di—l7---7dt71—dt}2>;
end if
if [di—l — di, di_g — di—17 e adt—l — dt]2 < 0 then
A ECADD(A> _P|[dz‘—l*diydi—Q*di—lw-;dt—l*dt]2|);
end if
for k=1tot— s do
A«— ECDBL(A);
end for
1 s—1;
end if
end while
Return A




