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Abstract. One of the most frequent operations in modern cryptosys-
tems is a multi-scalar multiplication with two scalars. Common methods
to compute it are the Shamir method and the Interleave method whereas
their speed mainly depends on the (joint) Hamming weight of the scalars.
To increase the speed, the scalars are usually deployed using some general
representation which provides a lower (joint) Hamming weight than the
binary representation. However, by using such general representations
the precomputation and storing of some points becomes necessary and
therefore more memory is required. Probably the most famous method
to speed up the Shamir method is the joint sparse form (JSF). The re-
sulting representation has an average joint Hamming weight of 1/2 and
it uses the digits 0,£1. To compute a multi-scalar multiplication with
the JSF, the precomputation of two points is required. While for two
precomputed points both the Shamir and the Interleave method provide
the same efficiency, until now the Interleave method is faster in any case
where more points are precomputed. This paper extends the used digits
of the JSF in a natural way, namely we use the digits 0, £1,£3 which
results in the necessity to precompute ten points. We will prove that us-
ing the proposed scheme, the average joint Hamming density is reduced
to 239/661 ~ 0.3615. Hence, a multi-scalar multiplication can be com-
puted more than 10% faster, compared to the JSF. Further, our scheme
is superior to all known methods using ten precomputed points and is
therefore the first method to improve the Shamir method such that it is
faster than the Interleave method. Another advantage of the new repre-
sentation is, that it is generated starting at the most significant bit. More
specific, we need to store only up to 5 joint bits of the new representation
at a time. Compared to representations which are generated starting at
the least significant bit, where we have to store the whole representation,
this yields a significant saving of memory.

Keywords: elliptic curve cryptosystem, joint sparse form, left-to-right,
multi-scalar multiplication, shamir method



1 Introduction

In our modern society it becomes more and more necessary to communicate and
authenticate electronically in a secure way. Because of their mobility and tam-
per resistance, smart cards are often used for this task. However, since smart
cards are quite small, the available memory and computational power is very
limited. The Elliptic Curve Cryptosystem (ECC) [Kob87,Mil86] is an efficient
cryptosystem, which can attain high security with very short key length. There-
fore, the ECC is suitable for implementation on devices where computational
power is limited. The basic operation for verifying a signature with the ECC is
a so-called multi-scalar multiplication

uP + vQ

for given scalars u, v and points on the elliptic curve P, Q. The research goal from
practical requirement is to efficiently compute this multi-scalar multiplication by
minimizing both memory usage and computational costs [Ava02,Gor98 Mos101].
Another example for resource constraint devices where the ECC can be imple-
mented are sensors. Those devices are mainly used to monitor a given physical
environment. Different from smart cards, sensors have no external power source,
therefore efficiency is not only required to save time and resources, but also to
save energy.

Two efficient methods to compute a multi-scalar multiplication are the
Shamir method [EIG85] and the Interleave method [M6l01]. The speed of those
methods depends on the (joint) Hamming weight of the scalars. If some memory
for precomputation is available they can be sped up by deploying a redundant
representation of the scalars. Those representations provide a smaller (joint)
Hamming weight than the binary representation, but use a larger digit set. The
downside is, that the size of the digit set determines the number of points to
precompute, and thus a trade-off between memory usage and speed has to be
made.

Probably the most popular representation to speed up the Shamir method
is the Joint Sparse Form (JSF) proposed by Solinas [Sol01]. The used digits in
this representation are 0,+1 and it requires the precomputation of two points.
The resulting average joint Hamming density is 1/2. While for two precomputed
points, the Shamir method and the Interleave method can provide the same
efficiency, until now the Interleave method is faster in any case where more
points are precomputed.

In this paper we propose a new representation to further speed up the Shamir
method. This is achieved by naturally extending the digit set of the JSF and
allowing the digits 0, £1, +3. For those digits, the precomputation of ten points
is required. The main idea of the algorithm is to apply a sliding window method
with variable width on both scalars. The widths are chosen such that the re-
sulting density of non-zero columns increases from step to step. Also, if certain
conditions are satisfied we reuse already converted columns in the proceeding
step. We will prove that the average joint Hamming density of the proposed



scheme is 239/661 = 0.3615, which is superior to any known method using ten
precomputed points. Therefore, our method is the first to improve the Shamir
method such that it is faster than the Interleave method. Compared to the JSF,
the computation of uP + v@ can be sped up by more than 10%. Another ad-
vantage of the proposed scheme is, that it is generated starting at the most
significant bit, which is more natural and memory saving in conjunction with
the ECC (see Section 2). More specific, we need to scan only up to 6 joint bits
of the binary representations of the scalars at once.

The rest of the paper is organized as follows: In Section 2 we give an overview
of multi-scalar multiplication. In Section 3 we review several known methods to
speed up the computation of uP + v@Q. In Section 4 the proposed scheme is
described and its computational cost is calculated. In Section 5 we compare our
scheme to the methods of Section 3 and Section 6 states our conclusion.

2 Preliminaries

2.1 Notations

A scalar d is a positive integer and there are several ways to represent
it. The most common one is the uniquely determined binary representation
(dn—1,-..,do), where d = 3" d; - 2% and d; € {0,1},¥i = 0,...,n — 1. Here,
n is the bit length of the representation. Another way is a more general ap-
proach. Now we don’t restrict the digits to the set {0,1} but to an arbitrary
digit set D. We call (d,_1,...,do) a D-representation of d, if d = Z?:_()l d; - 2
and d; € D,Vi =0,...,n—1. For example, if D = {0, £1} we call the underlying
D-representation a signed binary representation. In general, D-representations
loose the property of uniqueness.

The Hamming weight (HW) of a D-representation is its number of non-zero
entries. The Hamming density (HD) is defined as HW /n. The average Hamming
density (AHD) is the expected HD for a random representation with bit length
n — 00. If we consider more than one D-representation simultaneously, we may
want to examine non-zero columns rather than non-zero entries. The number
of non-zero columns of an arbitrary number of D-representations is given by
the joint Hamming weight (JHW). The joint Hamming density (JHD) and the
average joint Hamming density (AJHD) are defined in accordance to the HD
and the AHD, respectively. For simplicity, we consider only representations with
the same bit length n. This can be achieved by padding with zeros to the left.

Let K = GF(p) be a finite field, where p > 3 is a prime. Let E be an
elliptic curve over K. The elliptic curve E has an abelian group structure with
identity element O called the point of infinity. A point P € F is represented as
P = (z,y). The inverse of point P = (z,y) is equal to —P = (x, —y), hence it can
be computed virtually free. For that reason, it is advisable to use a signed binary
representation of the scalars [MO90]. Note that this is also true for elliptic curves
over different fields, e.g. binary curves. The elliptic curve operations P 4+ @ and
2P are denoted by ECADD and ECDBL, respectively, where P,Q € E.



2.2 Multi-Scalar Multiplication Algorithms

In this section we explain how the Shamir method and the Interleave method
compute uP + v@Q. This is done in the so-called evaluation stage: at first an
accumulator X is initialized with the neutral group element O, then the following
steps are performed.

Shamir Method Interleave Method
for i =n — 1 down to 0 do for i =n — 1 down to 0 do
X « ECDBL(X) X « ECDBL(X)
if (u;,v;) # (0,0) then if u; # 0 then
X «— ECADD(X,u; P + v;Q) X « ECADD(X,u;P)

if v; # 0 then
X « ECADD(X,v;Q)

After the last iteration X contains the result uP + v and is returned. Because
both methods frequently use points of the form v;Q, u;P and u; P + v;Q it is
preferable to precompute and store those points. This is done in the precomputa-
tion stage which is executed prior to the evaluation stage. Note, that since point
inversions can be performed online, we don’t have to precompute all required
points. Typically one uses a symmetric digit set of the form D = {0, +1, ..., +x}.
In that case only half of all used points have to be precomputed. The Interleave
method computes t1P,Vt; € Dy : t1 > 1 and t2Q, Vi € Dy : to > 1, where Dy
and Dy are the digit sets of the scalars v and v, respectively. The Shamir method
computes the points tP,tQ,Vt € D :t > 1 and t1 P + t2Q,Vt1,t5 € D : t1 > 0,
where D is the digit set of both scalars. Hence, the total number of precomputed
points is (|D1]| —3)/2+ (|D2| —3)/2 and (|D| — 1)?/2+ |D| — 3 for the Interleave
method and the Shamir method, respectively.

The average speed of both methods is determined by the number of ECDBL
and ECADD operations used. The ECDBL operation is performed in each iter-
ation in both methods, i.e. n times. The Shamir method performs an ECADD
operation every time a non-zero column is found, therefore the average number
of ECADD operations equals n times the AJHD of the scalars. The Interleave
method performs an ECADD operation every time a non-zero entry is found in
any of the scalars, therefore the average number of ECADD operations equals n
times the sum of the AHD of the scalars.

2.3 Left-to-Right vs. Right-to-Left

Now we explain why it is preferable to perform the evaluation starting at the
most significant bit, i.e. left-to-right (LtR), rather than the least significant bit,
i.e. right-to-left (RtL). Although both the Shamir method and the Interleave
method use a LtR evaluation stage, there also exist methods which use a RtL
evaluation stage. The main drawback of those methods is that they are very
inefficient when used with general D-representations. Namely, in each iteration,
they have to perform one ECDBL operation for all points which might be re-
quired in the ECADD step. Those points are all precomputed points plus the



base points P and . On the other hand, the LtR methods always use the same,
fixed points for the ECADD step. Therefore, it is possible to speed up this step
significantly if those points are represented in affine coordinates [CMO98].

2.4 A Special Signed Binary Representation

Now we introduce a special signed binary representation which is required to
generate our proposed representation. This signed binary representation was pro-
posed independently by two parties and is called the ”alternating greedy expan-
sion” [GHPTO03] or the ”mutual opposite form” [OSST04]. Let (d,,—1,...,do) be
the binary representation of an integer d. We define p; = d;_1—d; fori =0,...,n,
where d,, = d_1 = 0. Since

(Mn,...,uo) = (dnfl,...,do,O)—(07dn,1,...,d0) =2d—d=d

this operation indeed yields a signed representation of d. Note that this repre-
sentation, from now on called MOF, can be obtained from LtR and from RtL
likewise. The MOF of a non-zero scalar satisfies the following properties

1. The signs of adjacent non-zero bits (without considering zero bits) are op-
posite.
2. The most non-zero bit and the least non-zero bit are 1 and 1, respectively.

Further, MOF uses the digit set D = {0, +1} and provides a AHD of 1/2. Also it
has been proven that each n-bit integer has a unique representation as (n+1)-bit
MOF.

3 The Shamir Method vs. the Interleave Method

As we saw in Section 2.2, the number of ECADD operations of the Shamir
method and the Interleave method depends on the JHW and the HW of the
scalars, respectively. Hence, in order to speed up those methods these num-
bers have to be decreased. This is achieved by applying a so-called recoding
algorithm which rewrites the binary representation of the scalars into some D-
representation. There are two kinds of recoding algorithms: those which decrease
the HW and therefore speed up the Interleave method and those which decrease
the JHW and therefore speed up the Shamir method. Also, the direction in which
the scalars are recoded is important. In the case of a RtL recoding algorithm the
scalars must be recoded in a separate stage prior to the precomputation stage,
because we use a LtR evaluation stage. Then it is necessary to store the whole
recoded scalars, which requires O(n) bits memory for each scalar. In the case
of a LtR recoding algorithm the recoding can be performed ”on-the-fly” during
the evaluation stage. The advantage is obvious, now we don’t have to store the
whole recoded scalars, but only a small part which leads to a significant memory
saving.

In Section 2.2 we also saw that the size of the digit set determines the number
of points to precompute. However, the size of the digit set also affects the AHD



or AJHD of the D-representation produced by a recoding algorithm, but in a
non-proportional way. Therefore we face a trade-off between memory usage for
the precomputed points and speed for the multi-scalar multiplication.

This section serves two purposes. At first we review several known recoding
methods and explain how they speed up the computation of uP+vQ. Second, we
explain why the optimal choice for the Shamir method is to use representations
which require ten precomputed points. Note, that all representations reviewed
in this section are uniquely determined and at most one bit longer than the
corresponding binary representation (see the respective reference).

Known methods using two precomputed points The most common recod-
ing algorithm to decrease the JHW is the joint sparse form (JSF) proposed by
Solinas [Sol01]. Its AJHD is 1/2 and it uses the digit set D = {0, £1}. The draw-
back of the JSF is, that it can only be generated from RtL. A similar method was
proposed in [HKPRO4]. It uses the same digit set and provides the same AJHD
as the JSF, but it can be applied from LtR. The main idea of this algorithm
is to apply a LtR sliding window method with different widths on the MOF of
both scalars. At first the width w = 2 is tested and if no zero column can be
generated the width is increased to w = 3. The precomputed points for those
two methods are {P + Q, P — Q}.

To decrease the HW of the scalars, there also exists RtL and LtR vari-
ants. One RtL method is the famous width-w non adjacent form (wNAF)
[S0l00,BSS99,MOCI7]. It uses the digit set D = {0,+1,...,+2¥"1 — 1} and
its AHD is 1/(w 4 1). Its LtR equivalent is called the width-w mutual opposite
form (wMOF) and is generated by applying a width-w sliding window method
from LtR on the MOF each scalar separately [OSST04]. Another LtR method,
which is directly applied on the binary representation was proposed in [Ava04].
Both these methods also use the same digit set and provide the same AHD as
wNAF. In the case of two precomputed points we choose w = 3 and precompute
{3P,3Q}. The resulting AHD of each scalar then is 1/4. Therefore, the average
density of ECADD operations used by the Interleave method is 1/2, the same
as for the Shamir method using the JSF or the scheme described in [HKPRO4].

However, two precomputed points require only 80 bytes of memory and since
the current smart card technology offers several kbytes of memory, a lot of mem-
ory is waisted. If we want to use more memory, the logical step is to extend the
digit set. And if we want to preserve the nice properties of signed representa-
tions in conjunction with the ECC, the natural extension of the digit set for the
Shamir method is D = {0,+1,+3}, which requires the precomputation of 10
points. To store those points, 400 bytes of memory are required.

Known methods using ten precomputed points The first known method
using 10 precomputed points is an extension of the algorithm to create the JSF,
called JSF3 which was proposed by Kuang, Zhu and Zhang [KZZ04]. They use
the digit set D = {0, £1, £3} and the resulting AJHD is 121/326 ~ 0.3712. This
methods requires the precomputation of {3P,3Q,P + Q,P — Q,P + 3Q, P —
3Q,3P + Q,3P — Q,3P + 3Q,3P — 3Q}. Another method was proposed by
Avanzi [Ava02]. He lets a width-2 window method slide from LtR over the JSF



of two scalars to increase the number of zero columns. His method uses the digit
set D = {0,+1, £2, +3}, but because of the properties of the JSF only the points
{P+Q, P-Q, P+2Q, P-2Q,2P+Q,2P—-Q,2P+3Q,2P-30Q,3P+2Q,3P-2Q}
have to be precomputed. The resulting AJHD of this method is 3/8 = 0.3750.
Since both methods reduce the JHW, they are suitable for the Shamir method.
However, since they both originate in the JSF, they can only be generated from
RtL.

If we want to use even more memory, i.e. extend the digit set even more, the
logical choice is the digit set D = {0, 41, +3, £5, £7}. Now it becomes necessary
precompute 38 points, which require 1520 bytes of memory. While this might fit
on a smart card, there is another point of concern. If we consider the customary
160-bit scalars, the computational effort (ECDBL and ECADD operations) to
precompute those 38 points would be almost as high as the expected effort to
compute the actual multi-scalar multiplication. Therefore it is unwise to use
larger digit sets and we can conclude that the digit set D = {0, +1, +3}, i.e. the
use of ten precomputed points is optimal for the Shamir method.

Now we consider two improvements of the Interleave method which also use
10 precomputed points. The first is to use the wMOF with different widths,
namely w = 4 for the first scalar and w = 5 for the second ((4,5)MOF). The
used digit sets are D; = {0,%1,...,£7} and Dy = {0,+£1,...,£15} and the
resulting AHDs are 1/5 = 0.2 and 1/6 ~ 0.1667 for the first and second scalar,
respectively. Then, the average density of ECADD operations is 11/30 =~ 0.3666.
The points to precompute are {3P,3Q,5P,5Q,7P,7Q,9Q, 11Q,13Q, 15Q}. The
second method is to apply a fractional sliding window method on MOF from
LtR [SST04,M6102,M6104]. The resulting representation uses the degenerated
digit set D = {0,£1,...,£2*"" + m} and the AHD is 1/(w + 2L 4 1).
In order to obtain 10 precomputed points we chose w = 4 and m = 3
for both scalars. The resulting digit set is D = {0,£1,...,+11} and the
AJHD is 2/11 = 0.1818 for each scalar. This leads to an average density of
ECADD operations of 4/11 a 0.3636. Also we have to precompute the points
{3P,3Q,5P,5Q,7P,7Q,9P,9Q,11P,11Q}.

From this one can see that in the case of ten precomputed points the Inter-
leave method currently wins over the Shamir method.

4 Proposed Scheme

In this section we describe the proposed scheme. At first glance our scheme
is similar to [HKPRO04], namely the main idea is to apply a sliding window
method (SWM) with different widths on the MOF of both scalars from LtR.
The difference is that we chose a larger digit set and can therefore use larger
window widths. For the reasons explained in Section 3 we chose the digit set
D = {0,+1,+3} and therefore need ten precomputed points. The algorithm is
divided in three parts: the Main Routine, the Calculation of Z and the Conver-
sion Routine. Further, the recoding can be performed with the knowledge of at



most 6 bits of each scalar at a time and we will show that the resulting AJHD
is 239/661 with the method of stochastic processes.

4.1 First Considerations

First, we want to examine how we can use the MOF representation to decrease
the JHW. The first MOF property implies that the absolute value of any w
consecutive MOF bits is at most 2~! —1. Therefore, if we take any w consecutive
MOF bits it is possible to represent them using w — 1 zero entries and 1 non-zero
entry with absolute value of at most 2*~! — 1. Since we want to use the digit set
D = {0,£1,+3}, w = 3 holds in our case and by extending this to two scalars,
we get

Lemma 1. Given two MOF representations, a SWM can create at most two
consecutive zero columns without exceeding the digit set D = {0,£1,+3}. After
that, at least one non-zero column must follow.

Next, we are interested in the position of the columns which are candidates to
become zero.

Lemma 2. Let pg and py be two k-bit MOF representations. Further, let fy
and f1 be the digit of the least non-zero entry of ug and py respectively. The set

Z:={k—1,...,00\ {fo, f1}

contains the indices of the columns which are candidates to become zero columns.

Note that for two scalars, we have to scan at least three and at most four columns
to create two zero columns.

4.2 The Main Routine

The purpose of this part is to decide on the window width used in a certain
step. The widths and the required number of zero columns to create are chosen
such that the resulting JHD of the recoded window increases from step to step.
In other words, at first we try a width which results in a low JHD and if that
fails, we increase the width and accept slightly worse JHD. Table 1 shows the
sequence in which the widths and the required zero columns are chosen.

If a recoding with one of the first three widths is possible we recode the
window, write it out and proceed to the next column. Otherwise after using
the last width, where a recoding is always possible, we check the following two
conditions to decide how to proceed.

1. If the last two columns remained unchanged after the recoding we write out
the first two columns and proceed the scan with the third column.

2. If the last column has been changed, but does not contain any entries equal
to +3 we write out the first three columns and proceed with the last column.



If those two conditions fail we write out all four columns and proceed with the
next column.

However, in the case where we reuse an already recoded column, some prob-
lems might occur. Now, it is no longer guaranteed that adjacent non-zero bits
have opposite signs. Therefore, Lemma 1 doesn’t hold anymore and we have to
reduce it to

Lemma 3. If we reuse a converted column, a SWM can create at most one
consecutive zero column without exceeding the digit set D = {0,+1,+£3}. After
that at least one non-zero column must follow.

According to Lemma 2 now we have to scan at least two and at most three
columns in order to create one zero column. Therefore we use a different sequence
of widths as shown in Table 1.

without reusing with reusing
Sequence of conversion 1 2. 3. 4. 1 2. 3. 4.
zero columns required 1 2 3 2 1 1 2 1
window width 1 3 5 4 1 2 4 3
resulting JHD 0 033 04 0.5 0 05 0.5 0.66

Table 1. Sequence of window widths with and without reusing

Again, if a recoding using one of the first three widths is possible we recode the
window, write it out and proceed to the next column. Otherwise we apply the
fourth conversion and perform the same checks as above. Note that in all cases
where we don’t reuse an already converted column, Lemma 1 holds again in the
next step.

4.3 The Calculation Of Z

This method computes the number of zero columns which can be created in a
certain window. Therefore it is used by the main routing to decide whether a
certain width should be used or not. Further it computes the positions of the
columns to become zero, which are needed by the conversion routine. Hence,
at first we calculate the set Z according to Lemma 2. Next, we select a set
Z C Z which represents the columns that will actually be converted to zero.
This choice is performed according to Lemma 1 or Lemma 3. If we have more
than one possibility for Z, we start picking the leftmost candidates first. In the
following examples let & = —zx.

Ezample 1.
a) Without reusing. Let jig = 10111, py = 10100. Therefore fo = 0 and f1 = 2

holds.
Lemma 2 — 7 = {4,3,2,1,0}\ {2,0} = {4,3,1} “mma L 7 _ (4 3 1)

b) With reusing. Let g = 1111, uy = 1011. Therefore fo = 0 and fi = 0 holds.
Lemma 2 — Z = {3,2,1,0}\ {0} = {3,2,1} X3 7 _ (3 1



4.4 The Conversion Routine

This part performs the actual recoding of the window. At this point we know
which columns shall become zero, therefore it is possible to recode each scalar
separately. Each window is scanned from LtR and if a non-zero entry which
should become zero is detected, we scan for the next non-zero entry on the right
and apply one of the following conversions.

=
=1

(1) 100...01+ 011...11 (2) 100...01+ 011...

(3) 100...01+ 031...11 (4) 100...01+ 031...11

Note, that because of Lemma 2 we are always able to find a non-zero entry to
the right in the current window.

Ezample 2.
a) Let g = 10111, py = 10100, Z = {4,3,1}. Applying (1) — (4) yields

¥01I1 2, 01111 ), 00311 {2, 00301

%0100 A, 01100 HOR 00300 +— 00300

b) Let po = 1111, py = 1011, Z = {3,1}. Applying (1) — (4) yields

1112 031 2, 0301 011 4, 0311 ), 0303

4.5 Implementation

The implementation of the three parts of the proposed scheme can be found in
Algorithms 1, 2 and 3. They use the following notations: The variables u and
| denote the first and the last index of the current window, respectively. The
variable ¢ denotes the current case, namely ¢ = 0 if we are reusing an already
converted column and ¢ = 1 otherwise. The set Z to determine which columns
should be converted, is represented as a k-bit array z, where z; = 1, if the j-th
column in the current window is to be converted and z; = 0, otherwise. Here
k is the width of the current window and j = £ —1,...,0. The notation d; ;
denotes the jth bit of the ith scalar and substrings are denoted by dg .. .; :=
(do,usdo,u—1;---,do,). Also, © denotes the bitwise subtraction which is used for
the on-the-fly MOF generation.



Algorithm 1 The Main Routine

Require: two n-bit scalars do and d; in their binary representation
Ensure: recoded representation do and 41

1: dO,—l <~ 0 3 d1’_1 <~ 0; dom <+~ 0; d1,n <~ O

2: u—n;c—1

3: while u > 0 do

4: while dO,u = do}u_1 A\ dlﬁu = d17u_1 Au>0do
5: po,u < 05 p1, <0

6: u—u—1;c—1

7 end while

8: l—u—1—-c¢

9 10, ute—1..1 <= doute—1..1 © do,utc—2..1-1

10: Hlute—1.0 = diute—1.10d1ute—2.1-1

11: z i calculateZ(1o,u..15 1,u..1, C)

12: ifzu 1 +...+20>14+¢VI<O0 then

13: (10,015 1 ..1) = CODVETt (L0 u..l, 1 ,u..l, Z)

14: u—u—2—cc«—1

15: else

16: l—u—3—c¢c

17: H0,ute—1..1 = doute—1..1 © doute—2..1-1

18: Pl ute—1.0 < A1 ute—1..1 9 A1 jute—2..1—1

19: z i calculateZ(4o,u..1, 1,u..1,C)

20: if 23=1AN22=0A2 =1A2z9 =0 then

21: (100, ..1y H1,u...1) = convert (pow..i, 1,u..1, Z)
22: u—u—4—cc—1

23: else

24: l—u—2—c

25: 10,utce—1..1 = dojute—1..1 © dojute—2..1—1

26: Plute—1.0 < d1ute—1.1 0 d1ute—2..1-1

27: z « calculateZ (o, u..1, 1,u..15 C)

28: (H0,u. 1 ,u.1) <= convert((o,u..i, f1,u..l, Z)
29: if poi+1.0 =doi+1.1 9 doy0—1 A pig41..0 = di41..0 © di..1—1 then
30: u«—u—1—cc—1

31: else if po; # £3 A pag # £3 A (poyi, 1) # (0,0) then
32: u—u—2—c;c—0

33: else

34: u—u—3—cyc—1

35: end if

36: end if

37: end if

38: end while
39: return po, p1.




Algorithm 2 Calculation of z calculateZ

Require: two k-bit MOF strings po and pq1 and the current case ¢
Ensure: the vector z

1: fori=0to 1do

2 fl — —1

3 for j =k —1 down to 0 do

4: if p;,5 # 0 then

5: fieg

6: end if

7 end for

8: end for

9:r«—0

10: for j = k — 1 down to 0 do

11: if j=fovj=fivr=2then
12: zj = 0;7=0

13: else

14: zj—1lir—=r+1

15: end if

16: ifc=0Nj=k—1Azr—1 =1 then
17: T2

18: end if

19: end for

20: return z.

Algorithm 3 Conversion routine convert

Require: two k-bit MOF strings po and g1 and the columns to convert z
Ensure: recoded representation of po and pu;

1: fori=0to 1do

2 for j =k —1 down to 0 do

3 ifzjzl/\ui,j;éOthen

4: s—j—1

5: while p;,s =0 do

6: s—s—1

7 end while

8: if p;; = —ps,s then

9: for t = j — 1 down to s do
10: Myt < i

11: end for

12: ti; 0

13: else if p;; = pi,s then

14: for t = j — 2 down to s do
15: Wiyt < —[hij

16: end for

17: Hij—1 = 3 i g5 pij < 0
18: end if

19: end if
20: end for
21: end for

22: return po, (1.




4.6 Average Joint Hamming Density

The next step is to prove, that the representation generated by the proposed
scheme indeed results in an AJHD of 239/661 ~ 0.3615. We will calculate the
AJHD using Markov Chains [H&g02]. Figure 1 shows the transition graph of the
proposed scheme. Each state indicates the number of columns currently scanned,
the number of columns which are reused (the boxed ones) and the probability
with which the state changes into another. Whenever a recoding was performed,
we jump back to state 1. Those changes are indicated by arrows with a dot at
the end.
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Fig. 1. Transition graph

The transition probabilities are given by the matrix (p;;) := P(S; — S;), where
S; — S indicates that state S; changes into S;. Those numbers were obtained
by checking all cases. Also we need the matrices (¢;;) which contains the total
number of columns written out by the algorithm if S; +— S; and (n;;) which
contains the number of non-zero columns written out if S; — S;, 4,7 =1,...,14.
The non-zero entries of those three matrices as well as the line in Algorithm 1
where the changes of states occur are summarized in Table 2.

Since this Markov chain is irreducible and aperiodic, it exists a stationary dis-
tribution

— ( 976 732 366 1891 227 2257 323 323 323 76 48 21 27 27 )

28857 28857 28857 23080’ 17310’ 46160’ 8655’ 138487 173107 28857 28857 28857 57707 9232

Using the stationary distribution 7 and the matrices (p;;), (ti;) and (n;;) we can
calculate the AJHD as follows. According to the definition of the AJHD, we need
the average number of (non-zero) columns written out by the algorithm for any

possible transition S; — Sj, 4,5 = 1,...14. For one fixed transition S; — 5j,
these numbers obviously are (nz; - pi;) ti5 - pi;. If we consider a whole state S;,
we have to add all values (ns; - pi;) ti; - pij, j = 1,...,14. Finally if we consider

all states S;, i = 1,...,14 we have to multiply this sum with m;, the probability
that the algorithm currently is in this state and add them together. The AJHD



line SZ = Sj Dij tij Nij line SZ = S]' Dij t” Nij
4 Si—S 1/4 1 0 20 S3— S 17/48 5 2
4 Se+— S1 17/37 2 1 20 S7 — 51 3/8 4 2
4 So—S1  1/2 2 1 20 Spp—S1 5/14 5 2
4 510 (g Sl 7/19 1 0 23 Sg (g S4 31/48 0 0
4 Sia—S1 T/15 2 1 23 S7 +— Sg 5/8 0 0

4/15 Se¢+—S7 20/37 0 O 23 Si2+—S13 9/14 0 O

4/15  So—S; 1/2 0 0 20 S;—Ss 3/31 2 1

4/15  Siu—S7 8/15 0 0 29 Sg +— Ss 1/5 1 1
7 Si— S 3/4 0 0 20 Si3— S5 1/9 2 1
7 S10 [ad 511 12/19 0 0 31 54 (g Sﬁ 37/62 3 1
12 Sa — S1 1/2 3 1 31 Ss — So 4/5 2 1
12 S5 — S1 1 3 1 31 Si3+— 5S4 5/8 3 1
12 511 (g Sl 9/16 3 1 33 S4 [ad 510 19/62 4 2
15 SQ = Sg 1/2 0 0 33 S13 — Slo 19/72 4 2
15 S11 — Si2 7/16 0 0

Table 2. Non-zero entries of the matrices p;j,t;; and ny;

then is the quotient of the value for the non-zero columns and the value for all
columns, namely
14 14
7 S N pi
LD ILITT TR

=1 g -
AJHD = T T = 661 > 0.3615733

> ™i Y tij - Dij
i=1 7

=

Because such calculations involve a great number of difficult to estimate values,
it is very likely that some error occurs. However, we are happy to report that
this AJHD was confirmed by experimental results. While for 160-bit scalars the
estimated AJDH was 0.3636836, for a larger bit length it converged against the
calculated value.

5 Comparison

In this section we want to compare the average number of ECADD operations
required for computing uP + v@ of the proposed scheme and the methods of
Section 3. Table 3 shows these values and also the direction in which the scalar
are recoded, i.e. LtR od RtL.

According to Table 3 the proposed scheme requires the least average number of
additions and is therefore the first scheme with which the Shamir method wins
over the Interleave method. Compared to the first two methods [Ava02,KZZ04]
the memory usage for the recoding is reduced due to the LtR generation. The
problem with the last two methods is that the underlying representations have



Scheme avg. number of ECADD  direction

Shamir+[Ava02] 3n =0.3750n RtL
Shamir+[KZZ04] 2in ~0.3712n RtL
Interleave+(4,5)MOF (% + £)n ~ 0.3666n LtR
Interleave+[MO6104] (& + &)n ~ 0.3636n LtR
Shamir+Section 4 239 ~ 0.3615n LtR

661

Table 3. Average number of additions and direction of recoding

been proven to be minimal [Ava04,M5104]. Therefore it is not possible to further
reduce the average number of additions using methods which reduce the AHD,
while for methods which reduce the AJHD a minimal representation is still
unknown.

6 Conclusion

In this paper we proposed a new algorithm to speed up the calculation of uP+vQ
using the Shamir method. The main point was extending the digit set of the
JSF to D = {0,£1,+3}. We proved that the AJHD of our scheme is 239/661 ~
0.3615, which is superior to any known method which uses ten precomputed
points. The proposed scheme is the first to enhance the Shamir method such
that it wins over the Interleave method and compared to the JSF, the multi-
scalar multiplication can be sped up by more than 10%. Due to the LtR fashion
of our algorithm, the memory consumption for the recoding is reduced and we
need only the knowledge of 6 joint bits of the binary representations to generate
the new representation. Future work may include an improvement of the AJHD
and a generalisation to an arbitrary number of scalars.
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