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Introduction

Digital Signatures have gained in importance in recent years. As they pro-
vide integrity, authenticity and non-repudiation of data they can be used
on the place of handwritten signatures. Moreover they are nowadays in
widespread use and therefore their security is of utmost importance. The se-
curity of the majority of digital signatures used today such as RSA, DSA, El
Gamal and ECDSA is based on the difficulty of factoring large integers and
on the discrete logarithm. As Shor demonstrated in [I] quantum computers
will make all these signatures insecure. It is not known whether quantum
computers that can solve non-trivial factorization problems are feasible but
many physicists believe that in the next few decades there will exist powerful
enough quantum computers. Up until now only a small quantum comput-
ers of seven qu-bits have been created around 2001 which implemented the
Shor’s algorithm. Unfortunately for the post-quantum age and there are
very few alternatives to the traditional signature schemes, every new idea in
the area being welcomed with great enthusiasm. Such ideas are for instance
to base the security of the signatures schemes on problems in lattices that
will remain difficult even with the arrival of quantum computers.

This work deals with a signature scheme proposed by Merkle in his work
[2] which we combine with a family of hash functions proposed by Daniele
Micciancio and Vadim Luybachevsky (see [4]) and with a family of one-time
signatures proposed by the same authors in [7]. Both the collision resistance
of the hash function and the non-forgeabilty of the one-time signature are
based on difficult problems in lattices which we will present later in detail.
We prove that the resulting signature scheme is secure and efficient. As there
are not known quantum computer algorithms which can solve these lattice
problems in polynomial time, the signature scheme is believed to be secure
even after the advent of quantum computers i.e. that the Merkle Micciancio-
Lyubashevsky Signature Scheme that we propose is post-quantum. For a
more detailed study on post-quantum signatures the interested reader can
refer to [3].

1 Preliminaries: Definitions and Notations

This section has the goal to introduce some notations and definitions that
we will use extensively in the following sections.

Definition 1.1. Let n be a positive integer. A subset £ of the n-dimensional

real vector space R is called a lattice if there exists a basis by, bo, .....b,, of
R", such that:

L= Zb = {>; ribi : i € L}
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We say that by, ba, .....b, form a basis of L (or equivalently that they span £
). We call n the rank of £. The determinant of the lattice det(£) is defined
as:

det(£) = |det(by, bs, .....by)]

The lattice determinant det(L£) is a positive real number that does not de-
pend on the choice of the basis (see proof in [12] p.8 Lemma 1.2).

SIS
SESEE

N

e

Figure 1: An example of lattice with basis (u,v) in R? with v = (1,1) and
u=(1,-1)

Goldwasser, Rivest and Micali introduced some definitions and some
concepts of types of attacks on signature schemes [43] :

Definition 1.2. (A Signature Scheme) A signature scheme consists of a
triplet of polynomial-time (possibly probabilistic) algorithms (Gen, Sig, Ver)
such that for every pair of outputs (sig, ver) of Gen(1") and any n-bit mes-
sage m, Pr[V(v,m,S(s,m)) = 1] = 1 where the probability is taken over
the randomness of algorithms Sig and Ver .

Gen is called the key-generation algorithm (it creates a signing key and a
verifying key) , Sig is the signing algorithm (it creates signatures of messages
with the private key), Ver is called the verification algorithm (it verifies with
the public key whether a signature and a message are related through the
corresponding private key), and sig and ver are, respectively, the signing
and verification keys.



A signature scheme is said to be secure if there is only a negligible proba-
bility that any adversary, after seeing signatures of messages of his choosing,
can sign a message whose signature he has not already seen. One-time se-
curity means that an adversary, after seeing a signature of a single message
of his choosing, cannot produce a valid signature of a different message.

Definition 1.3. (A One-Time Signature Scheme) A signature scheme

(Gen, Sig,Ver) is said to be one-time secure if for every polynomial-time
(possibly randomized) adversary A, the probability that after seeing (m, Sig(sig, m))
for any message m of its choosing, A can produce (m/ %+ m,al) such that
Ver(ver, m, a/) = 1, is negligibly small. The probability is taken over the
randomness of Gen, Sig, Ver, and A.

In the standard security definition of a signature scheme, the adversary
should not be able to produce a signature of a message he has not already
seen. A stronger notion of security, called strong unforgeability requires
that in addition to the above, an adversary should not even be able to come
up with a different signature for a message whose signature he has already
seen. The scheme presented in this paper satisfies this stronger notion of
unforgeability.

We define also the (¢, €)-property of a signature scheme in the following
way:

Definition 1.4. ((¢,€)-property) ) A scheme or a function or a family of
functions have the (t, €)-property P if no Adversary A modeled as a proba-
bilistic algorithm which runs within time ¢, succeeds with probability larger
than € in breaking property P.

Analogously we will define the non (¢, €)-property in the following way:

Definition 1.5. (non - (¢, €)-property) ) A scheme or a function or a family
of functions have the non - (¢, €)-property P if there exists an Adversary A
modeled as a probabilistic algorithm which runs within time ¢ and which
succeeds with probability larger than € in breaking property P.

The (¢, €, n)-existentially unforgeable under adaptive chosen-message at-
tack signature scheme is defined as following;:

Definition 1.6. (A (¢, €, n)-existentially unforgeable under adaptive chosen-
message attack signature scheme) [44] A signature scheme is (¢, €, n)-existentially
unforgeable under adaptive chosen-message attack, if for all pairs of algo-
rithms JF7;F> running in time at most t:

PriVer(Fy(T); PK) =1|(SK; PK) < Gen(1%); T « flsig(SK;')(lk)] <e

JF1 requests no more than n signatures from Sig and the message output
by Fs is different from the messages signed by Sig. The probability is
taken over the coin tosses of Gen, Sig, F1 and Fo. Here Fy(T) outputs a
message/signature.

14



The previous definition can be used to define the notion of a (¢,€) one-
time signature scheme:

Definition 1.7. (A (¢, €) one-time signature scheme) Let Sign = (Gen, Sig, Ver)
be a signature scheme. We say that Sign is a (¢, €) one-time signature scheme

or ots scheme for short, if Sign is (¢,¢,1) existentially unforgeable under
adaptive chosen message attack.

1.1 Types of attacks on digital Signatures

Here we propose a review of the different kinds of attacks on Digital Signa-
tures (see [47]). As the security of these signatures is one of the main topics
of this work, it would be interesting to see a classification of the possible
attacks on a digital signature scheme. There are two main types of attacks:
key-only and message attacks:

1. Key-Only Attacks: here the attacker knows only the signer’s public
keys.

2. Message Attacks: the attacker is able to examine some signatures
corresponding to either known or chosen messages before his attempt
to break the system.

We further classify the message attacks in the following categories:

1. Known Message Attack: The attacker is given access to a set of
signatures for pre-defined messages: mq,mo,...m,. The messages are
known to the enemy but are not chosen by him.

2. Generic Chosen Message Attack: Here the attacker is allowed to
obtain valid signatures for a set of messages of his choice: m1, mo, ...my,
before he tries to break the signature scheme. These messages are cho-
sen by the attacker but they are fixed and independent of the public
key of the user. This attack is non-adaptive: the entire set of messages
is constructed before any signature was seen.

3. Directed Chosen Message Attack: Attack similar to the Generic
Chosen Message Attack with the exception that the set of messages
mai,ma,...My can be created after seeing the signer’s public key but be-
fore any messages have been created. This attack is still non-adaptive.

4. Adaptive Chosen Message Attack: Here the attacker is allowed to
use the signer as an “oracle”: not only can he request from the signer
to sign messages based on the user’s public key, but he can also request
signatures of messages which depend on previously seen signatures.

15



The previous attacks are listed in order of increasing severity which
means that the enemy’s most serious attack is the Adaptive Chosen Mes-
sage Attack. In this work we will consider only this type of attack and
we will prove the security of the Micciancio-Lyubashevsky-Merkle signature
scheme against this attack.

Moreover in [47] Shafi Goldwasser proposed a classification of the degree
of success of a given attack:

1.2 Different kinds to measure the success of the attacker

We consider the following types of success of the attack:

e Existential Forgery: Forge a signature for at least one message. The
enemy has no control of the message.

e Selective Forgery: Forge a signature to a particular message chosen
a priori by the enemy.

e Universal Forgery: Find an efficient signing algorithm.
e A Total Break: Computes the secret trap-door information.

The previous types of breaks are listed in order of increasing severity: the
most serious being the Total Break.

The Micciancio-Lyubashevsky hash function uses some important no-
tions such as the expansion factor and the ring constant of a polynomial.
These notions appear also in the presentation of the Micciancio-Lyubashevsky’s
theorems (see section and we will introduce them in the next subsec-
tion:

1.3 Expansion factor

Definition 1.8. (Expansion Factor) The expansion factor of a polynomial
f € Z[X] for a given integer k is:

EF(f,k) = max{{4lL |g € Z[X],deg(g) < k- (deg(f) — 1)}

Definition 1.9. (The ring constant ¢(R)) For any irreducible polynomial
of degree n, f(z), we define the ring R = Z,[z]/(f), where p is some small
prime. We can calculate then the quantity ¢(R) as:

¢(R) = min{i : Va,b € R, [[ab]|oo < inlal[ool[b]|oc}

Remark. In the problems that we will consider we are interested in polyno-
mials with small "expansion factor” and (or) small constant ¢(R).

16



The following theorems are important because they provide bounds on
the expansion factor and the ring constant for some particular types of
polynomials. We have the following bounds for the expansion factor (EF)
for 2"~ + 27724 ...+ 1 and 2™ + 1 (where n is chosen in such a way that
the respective polynomials are irreducible):

Theorem 1.10. [J] EF(z" ' + 2" 2+ ..+ 1,k) < 2k, EF (2" + 1,k) < k

Remark: The polynomial ™ +1 is irreducible whenever n is a power of 2
and 2" ! + 2724 .. 41 is irreducible for prime n, so those are good choices
for values of n.

For the ring constant ¢(R) we have similar results (again for irreducible
polynomials):

Theorem 1.11. [7] (2™ P+ 22+ .. +1) <2, ¢(2" +1) < 1

1.4 Operations for the elements of R"

We define the element a = (ay,...,a,) € R™ where Vi,a; € R. We define
the multiplication of an element in R™ with an element of R in the following
way: For a € R" and y € R we define:

a-y=(a1-y,...,am"y)

We also define the following operations in R™:

e Scalar Multiplication Fora = (ai,...,a,) € R"and b = (by,...,b,) €

R™ we define:

a.b:al.b1+...+an.bn
e Addition

a+b:(a1—|—b1,...,an+bn)

Moreover as noted in [7] the set R" is a R-module because for Va,b € R"
and z,y € R the following properties are satisfied:

e (a-z)-y=a-(z-y)
ea-(z+y)=a-z+a-y
e (a+tb) - y=a-y+b-y

Definition 1.12. (Ideal lattice). Let f € Z[X] be some monic polynomial
of degree n. We define the vector map:

Oy ZIX]/(f) = Z" i go+ -+ gna X" = (g0, 9n1)T

A lattice L is ideal if and only if L = <I>f(<IJJT1(L).X) for some f.

17



1.5 Problems in Lattices

In our work we will encounter the following lattice problems:

Definition 1.13. (Shortest Vector Problem, SV P,.). Given a lattice £(B),
find a nonzero lattice vector Bx (where x € Z™ 0) such that ||Bz|| < v||By||
for any y € Z™\0.

Definition 1.14. (Shortest Polynomial Problem, SPP,) In the Shortest
Polynomial Problem we are given an ideal I C Z"/(f) where f is a monic
polynomial of degree n, and we must find a g € I such that ¢ # 0 and

llglly < AAT().

Definition 1.15. (Incremental Shortest Polynomial Problem, IncSPP, (1, g))
In the approximate Incremental Shortest Polynomial Problem, we are given
I and a g € I such that ||g||; > yA}°(I) and are asked to return an h € [

such that ||h||; # 0 and ||h||; < @’

The second and the third problems are far less well studied than the first
one, but there are links between these problems for instance a polynomial
time reduction from f —IncSPP,(I,g) to f —SPP,(I) (see[3.2). Moreover
it is conjectured that the best algorithms for solving f — SPP,(I) are the
ones used for SV P, (i.e. for instance f — SPP,(I) is hard to approximate
for small values of 7 ).

1.6 Algorithms for finding a solution to the Shortest Vector
Problem

The security of the proposed in this work Merkle - Micciancio-Lyubashevsky
Signature Scheme is based on the difficulty to find a solution to the Short-
est Vector Problem. The problem of finding an efficient (polynomial time)
solution to SV P, for lattices in arbitrary dimension was first solved by the
celebrated lattice reduction algorithm of Lenstra, Lenstra and Lovasz [9] ,
better known as the LLL algorithm:

Theorem 1.16. (LLL) There is a polynomial time algorithm to solve SV P,
for~ = (%)nT_l, where n is the rank of the input lattice.

In [35] Claus Peter Schnorr proposed a parameterized method of reduc-

tion of a lattice known as 2k-BKZ ,(where BKZ stands for Block-Korkine-

n—1
Zolotarev) which solves SV P, for an approximation factor (4£)2t=1 within

3
time O(n3kF o) 4 nt).
There are many variants of the LLL and the BKZ algorithms. The in-
terested reader can see some of them with the corresponding approximation
factor and runtime in table [Il

18



Table 1: Complexity of the usual lattice algorithms (A table using a part

of Richard Lindner’s work [12])

Schnorr (94) [38]

3
s

Reduction Algorithm approximation factor v(n) | Time
Kannan (83) [21] 20(n-log(n)
Kumar, Sivakumar (2001) [15] 20(n-log(n)
Lenstra, Lenstra, Lovasz (82) [9)] T O(n®)

Koy, Schnorr (2002) [30]

3
|

3| ™

OO QO [0
|
,..

T — [~ [~
|

=~~~ ||| ==

Schnorr (87) [35] )2t O(nPkkto®) 4 pty
Schnorr (03) [37] kysk O ns(gk)% +nl)
Koy (04) [26] k)i O(n3k2tok) 4 p4)
Blockwise Reduction Revisited [41] 0252 feasible on average,

O@n? - log(n) - (£)7)

Table 2: On average performance of some lattice algorithms
Performance on average | approximation factor v(n) on average | Time
of reduction algorithms

LLL on average ([42])

1.08" 7 O(nd)

U

Unfortunately (or fortunately) there are no known efficient algorithms
for solving the Shortest Vector Problem in the general case. Moreover SV P,
is generally known to be NP-hard in its exact (7 = 1) or even approximate
versions for small values of =, e.g., constant v independent of the dimension.
Therefore no efficient algorithm is likely to exist to solve the problem ex-
actly in arbitrary dimension. For any fixed dimension n, SVP can be solved
exactly in polynomial time using an algorithm of Kannan [20]. However, the
dependency of the running time on the lattice dimension is O(Z”log(”)). Us-
ing randomization and the sieving algorithm of Ajtai, Kumar and Sivakumar
[15], exact SVP can be solved probabilistically in 20" time and space.

The collision-resistance of Micciancio and Lyubashevsky’s hash function
and the unforgeability of the one-time signature depend on the difficulty of
solving an SPP, (and therefore through our conjecture also SV P,) with
v = 6(71) and vy = 5(n2+5) respectively. For a polynomial approximation
factor v Kumar and Sivakumar have found in [I0] an algorithm which solves
the SV P, for an approximation factor v = n3€ in time 20("/€). There are
still no efficient algorithms for solving SV P, for a polynomial approximation
factor. It is even conjectured that solving SV P, within a polynomial factor

!The result for the time complexity of the Koy’s algorithm is not true for k < 6 and is
only an approximatively true for k > 6.
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is a hard problem, although not NP-hard (see [22]), since the fastest known
algorithms take exponential time (20(”)).

The LLL and BKZ-algorithms have been implemented in many libraries
and packages for computational algebra. Among them are:

1. MAGMA Computational Algebraic System (http://magma.maths.usyd.edu.au/magma/)
- a large, well-supported software package designed to solve computa-
tionally hard problems in algebra (probably the best one for LLL at
the moment).

2. NTL by Victor Shoup (http://shoup.net/ntl) (freely available and it
also includes implementation of Block-Korkine-Zolotarev reduction)

3. LiDiA - software package at the TU-Darmstadt (freely available at
http://www.cdc.informatik.tu-darmstadt.de/TI/LiDIA)

4. PARI - freely available software
5. Maple (http://www.maplesoft.com/) - proprietary software

6. Matematica (http://www.wolfram.com/products/mathematica/index.html)
- a proprietary software

See the figure for the actual knowledge on the difficulty of solving SV P,
for different values of the parameter:

gamma-approximate SVP

1 2*(log*(1-e) (n)) n*(112) n 2*(nloglognilogn) gamma
— — : 5 1 > Ny oot
NP-hard NP coNP cryptography P

Figure 2: The actual stand of knowledge concerning the Shortest Vector
Problem for different values of the parameter 7 (see [32])

1.7 Merkle Signature Scheme

Conventional signatures schemes such as RSA and ElGamal do not have
any restrictions on the number of signatures allowed to be made during
the lifetime of the public and private key. Merkle presented in [2] a multi-
time signature scheme which uses the Lamport-Diffie one-time signature
scheme. In this work we will use the main idea of Merkle but instead of
using Lamport-Diffie one-time signature scheme, we will use the one-time
signature scheme proposed by Micciancio and Luybachevsky in [7]. The
main idea of Merkle signature scheme is the following: First of all it assumes
that we want to make 2V signatures.
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Merkle Signature Tree For N =3 and for the signature of the message 4
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Figure 3: The Merkle Signature Scheme when used with N = 3 (and there-
fore 2V = 8 and for the message with number 4

1. Key Generation: Generate 2V key pairs of the one-time signature
scheme. After that build a binary tree whose leaves are the hash
values of the verification keys, and each parent is the hash value of the
concatenation of its left and right children. The private key consists
of the one-time key pairs taken together. The public value is the root
of the tree.

2. Signature: The signature of message number k is the one-time sig-
nature with the k™ private one-time key, followed by the one-time
verification key and N nodes from the tree which help to authenticate
the verification key against the public value.

The public key obtained by Key Generation is (N, R). The private key
consists of all the one-time key-pairs (X;,Y;). If we can compute efficiently
the verifying key Y; from the signing key X; then it will be enough to store
only the X; keys.

Moreover the user must keep a counter containing the number j of pre-
viously created signatures 0 < j < 2V. At the beginning the counter j is set
to zero.
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1.8 Micciancio-Lyubashevsky’s hash function

(General definition of the Micciancio-Lyubashevsky’s hash function
[4]) Given a ring R = Zp[z]/(f), where f € Z[z] is a monic, irreducible
polynomial of degree n and p is an integer of order roughly n?, generate
m random elements ay, ..., a,, € R, where m is a constant. The ordered
m-tuple h = (ai,...,am,) € R™ is the hash function. It will map
elements in D™, where D is a subset of R (such that D = {g €
R : ||lg||f < d} for some positive integer d), to R. For an element
b= (b1,....,bp) € D™, the hash is h(b) = > a; - b;.

Remark: The size of the key (the hash function) is O(m - n - logp) =
O(n - logn). The operation a; - b; requires time O(n - logn - loglogn) using
Fourier Transform for appropriate choice of f (see [4]) and as m is constant
the hashing requires the same order of time as a function of n.

The hash function introduced in the paper about the Micciancio-Lyubashevsky’s
hash function (see [4]) is the following:

(Particular Micciancio-Lyubashevsky’s hash function used in [4]) In
the paper [4] the authors use in particular a hash function family
H(R,D,m) composed by instances of the generalized knapsacks (see
with a polynomial f which has an expansion factor EF(f,3) = £.
The family of functions H is mapping elements as in the general case
(see from D™ to R where the cardinals of the sets are respectively
|ID™| = (2-d+1)"" and |R| = p™. If m > ézgg’_?l , then H will be a
family of functions that have collisions.

The hash function introduced in the paper about the Micciancio-Lyubashevsky’s
one-time signature (see [7]) is the following:

(Particular Micciancio-Lyubashevsky’s hash function used in the
paper for Micciancio-Lyubashevsky’s one-time signature [7]) We
define a function family H(R,m) that maps R™ to R. The functions
h € H(R, m) are indexed by elements a € R™. The input to the
function is an element z € R™, and the output is a®z (where the dot
product for two elements a = (ay, ag,...ay) and z = (21, 22, ... 2y,) is
defined as following a® z = (a1 - 21,a2 - 22, * , G - Zm)). So the
functions in H (R, m) map elements from R™ to R. To summarize,
H(R,m) ={hz :a € R™}, where h3(z) =a 0z

The hash function used for the one-time signature is in fact quite similar
to the hash function used in [4] (for the last one we know a theorem for
its collision-resistance (see [1.28)). It is mentioned in 7] (page p.6) that the
hash function used in [7] also satisfies the collision-resistant theorem [1.28]
So for both of the hash functions we know that they are collision resistant.
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1.9 Micciancio-Lyubashevsky’s one-time Signature [7]

The scheme of the Micciancio-Lyubashevsky’s one-time signature consists
of three algorithms: Key-Generation Algorithm, Signing Algorithm
and Verification Algorithm:

e Key-Generation Algorithm:
Input: 1", irreducible polynomial f € Z[z] of degree n.
Set p « (¢n)®, m « [logn], R « Zy[z]/(f)
Vi > 0, let the sets DK; and DL; be defined as:
DK; = {j € R™ such that |[§]|ec < 5-i-p'/™, DL; = {§ € R™ such
that [[Glle <5-i-n-¢-p/m
Choose uniformly random h € Hg .
Choose a positive integer j such that j is chosen with probability 277
If j > log®n then set j « [log®n].

Pick /k;jindependently and uniformly at random from DK; and DL;
respectively.

~

Signing Key: (E, ). Verification Key: (h,h(i{:\),h(lA))

e Signing Algorithm:

Input: Message z € R such that ||z||oc < 1; signing key (E, ).
Output: 5« Tz 41

e Verification Algorithm: Input: Message z; signature s; verification

~

key (h, (k). h(D))

Output: "ACCEPT”, if [[8]|oc < 10¢pY/ ™nlog®n and h(s) = h(%)z +
h(l).

"REJECT”, otherwise.

The verification algorithm will always accept the signature generated by
the signing algorithm of any message z € R, because the signing keys k,l
are contained in sets DKj,y2, and DLy, respectively and thus &0 <
5p Y ™log?n and HZAHOO < 5¢p1/j\”nlog2n/\and therefore,

1810 = Ilkz + Uloo < ¢nl[Elloo + [[l]loc < 10¢p'/™nlog®n

Also, by the homomorphic property of functions h € Hg p,,

h(E) = h(kz +1) = h(k)z + h(l).

1.10 Notations

We will always use the variable ngy as the security parameter of the hash
function from[I.§ and the variable ns for the security parameter of the one-
time signature [[.9] In the same way we will always use the index crh for
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every problem concerning the security of the hash function (used for hashing
the Merkle tree) and we will use the index ots every time we consider the
security of the one-time signature.

For instance e, = 8 - EF(f, 3)2 d-m - Nerh - 10g% Nern, and Yors = 80 - @3 -
n2. - (cbnots)ﬂogim -10g3 (nots). Sometimes when it is clear about which of
these two problems we speak we will leave out the index.

We will use the following abbreviations:

e Mss — Merkle signature scheme

e MLMSS —Micciancio-Lyubashevsky-Merkle signature scheme

e MLots — Micciancio-Lyubashevsky’s one-time signature

e LLL — Lenstra-Lenstra-Lovasz algorithm for lattice reduction
e BKZ — Block-Korkine-Zolotarev algorithm for lattice reduction

e GSA — Geometric Series Assumption (important assumption in the
case of BKZ lattice reduction algorithm RSR proposed by Schnorr in
his paper [37])

e RA —Randomness Assumption (important assumption in the case of
BKZ lattice reduction algorithm RSR proposed by Schnorr in his paper
137)

e Instead of writing "Complexity of a certain problem P” we will write
C(P) (Ex: instead of writing "Complexity of SPP,” we will write
C(SPPy))

1.11 The important results from different papers that we
will use in this work

One of the most important results that we will use is the following one from
the paper of Kumar and Sivakumar ”On polynomial approximations to the
shortest lattice vector length” [10] :

Proposition 1.17. There is a 20(%) time algorithm to approximate the

length of the shortest vector in an n-dimensional lattice within a factor of
3+e
n

In the previous paper the authors argument that even using state of
the art lattice reduction methods such as LLL and Block-Korkine-Zolotarev
we will not be able to find a more efficient algorithm than the one proposed
above for approximation factors of the order of n3+¢. LLL finds efficiently an
approximation of the shortest vector in a lattice, but this approximation is
with an exponential approximation factor. BKZ can not provide us as well
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with an efficient algorithm for finding a polynomial approximation factor
because its approximation factor is exponential in the reduction parameter
k.

Then we will consider the most performant algorithms for lattice reduc-
tion:

Theorem 1.18. (Variant of the LLL-algorithm from Koy, Schnorr (2002)
[30]) There is an algorithm which finds an approximation of SV P, with

v = ("2 in time O(n3log(n)).

Theorem 1.19. (Variant of the BKZ-algorithm (RSR) from Schnorr (2003)
[37]) There is an algorithm which finds an approximation of SV Py with

(%)i in time (’)(n?’(%)% +n4).

Remark: In the RSR algorithm the following inequalities k > 24, 3 - k +
k - loga(k) < n should be satisfied as well as two assumptions: Geometric
Series Assumption (GSA), Randomness Assumption (RA) ([37]).

Theorem 1.20. (Variant of the BKZ-algorithm (primal-dual) from Koy
(2004) [26]) There is an algorithm which finds an approxzimation of SV P,

with (%)% in time (’)(n3k%+o(k) +n?).

Remark: In the Koy’s primal-dual algorithm the assumptions Geometric
Series Assumption (GSA) should be satisfied.

Theorem 1.21. (Primal-dual RSR, k = 80 by heuristic, RA, GSA [{1])
There is an algorithm which finds an approximation of SV P, with v =
(1.025)2 in time feasible in practise.

Remark: In the Primal-dual RSR, & = 80 algorithm the assumptions
Geometric Series Assumption (GSA) and Randomness Assumption (RA)
should be satisfied (see [41]).

We will use the above 4 algorithms: among them one is of the LLL type
(the most efficient known of this type), and the others are of the BKZ type.
All of the BKZ type algorithms make the assumption GSA which is not
satisfied in most cases [12].

The crucial theorem that we will use for the estimation of the security of
the Micciancio-Lyubashevsky-Merkle signature scheme is due to Johannes
Buchmann and Richard Lindner and inspired by the dissertation of Luis
Carlos Coronado Garcia (see Proposition 1.5 p.31 [25]) :

Theorem 1.22. (MSS security) Let H be a s-bit, (ter, €cr) collision resistant
family of hash-functions parametrized by K (we will use the hash function
from [{l]), and let OTS be a (tots, €ots) one-time signature.

Then for any number N we may set:

t:=max{ty — (N +1)-tg, tors} —ta — 2N - tg
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€ := 2max{e, 2NV €ots }

and if t > 0 and € < 1 the original Merkle signature is (t,e,2V) existentially
unforgeable under adaptive chosen message attacks. Here tg is the time
taken to generate an Mss instance, tg is the the time taken for signing a
message using Mss, and tg is the time taken for hashing.

Proof A We show the theorem by the contrapositive: =~ We assume
that Pr(”successful forgery of Mss”) > € in time t and show that either
Pr(” finding collision for [4]”) > €. in time t., or Pr(” finding successful forgery for ots”) >
€ots 1N time t¢s.

To do this we assume the existence of forging algorithm F which either
takes an Merkle signature scheme public key (K,R) and lets us sign a 2V
query messages M; for 0 < i < 2V —1 to produce a valid forgery (M’, 0'/) or
takes a Merkle ots public key (K,)) and let us sign a single query message
M to produce a valid forgery for MLots (M, 7').

Using F we show the existence of an algorithm A which given a public
key Y of the underlying ots and a corresponding oracle O, will either find
a collision for [4] or a forgery for the ots [7].

Our A works as follows We start by selecting a hash parameter K uni-
formly at random. We also randomly select an index 0 < 39 < 2 — 1. Then
we generate an Mss instance, but during the generation we replace the leaf
with index iy with the hash of the public key given to us Ly, = Hg()).
The public key (IC, R) of this Mss instance is transferred to F.

We can sign all 2V query messages thet F may ask us by using the
oracle for the message with index ig. So we obtain a forgery (M’,o") from
F. Let the index of the forgery be i. We know that we provided F with the
signature (M;,o0;). We distinguish between two distinct cases and let the
probability of 15t Case be p:

1% case - (V;, PN, ..., P1) # (Y, P, ..., P{): In this case we first check
whether Y; # Y’ and Hg (Y;) = Hi (Y'), if it is the case, we have produced a
collision because we have two different leaves or sibling path with respect to
the same root R, and they both are in a hash tree at the same position i. To
actually produce the collision values, we need to hash at most N — 1 times.
For a detailed proof of this result the interested reader can see Lemma 1.4
p.30 [25].

2™ case - (Y;, Py,...,P1) = (Y',Py,..., P]): In this case we need the
additional condition that i = ig which happens with probability 2=V. If
indeed i = iy we have produced a forgery for the ots, because there has
to be a difference in the remaining part of the Mss signature. So we have
(M;y, i) # (M',7") and these are both valid signatures with respect to the
ots public key Y =Y;, which we wanted to produce a forgery for.

If p > % then the probability of producing a collision in time t.. is
pe > § > 2€cr /2 = €er. Contradiction with the assumption that h is (fcr, €cr)
hash function.
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If on the other hand p < 2, we know that the probability of producing
an ots-forgery in time t,,, is (1 — p)e/2V > ¢/2V+L,

We have shown that by assuming Pr("mssforgery”) > 2max{e., 2"
€ots } within time max{t.. —(N+1)-tg, toss } —tg—2N -ts we get Pr(” collision”) >
€cr Within time .. or Pr(”otsforgery”) > €ys within time ¢45. O

In order to estimate the security of the one-time signature scheme the
following theorems from [7] will be very useful:

Theorem 1.23. [7] If there exists a polynomial-time adversary that, after
seeing a signature s = k-z+1 of a message z, can output a valid signature of
another message 2z with probability 1/poly(n), then there exists a polynomial
time algorithm that can solve the Colg py, . (h) problem for d =10 - é-pt/m.
n - log*n.

We will use the idea of the proof of the previous result to establish and
prove an useful result that we will use later in section [2}

Theorem 1.24. If there exists an adversary that, after seeing a szgnature
S=k2+l of a message z, can output a valid signature of another message 2
, then with probability almost equal to 1, one can also solve the Cold,HRym(h)
problem for d =10-¢ - p'/™ - n - log*n.

Remark. The following proof of the theorem is almost the same as the one
given in [7]. There are only few places where changes were needed in order
to adapt the proof to the slightly changed theorem.

Proof A (Mainly the proof from [7] with slight changes) Let A be an
adversary who can break the one-time signature scheme. This means that
after seeing a signature for any message of his choice, A can then successfully
sign a different message of his choice. WeSll be assuming (as in the original
proof) that k € DK |1p42(ny—1) and le DLjjog2(n)—1], Where the sets DK and
DL are defined as in Bl

The algorithm below uses the message-forging adversary A to solve the
Colg, HR,m(h) problem for the parameters specified in the previous theorem.

Algorithm for solving Colg ry, ,, (h)

e Run the Key-Generation algorithm (butA use the given h instead of
generating a random one). We generate k and [.

Receive message z from A.

Send kz + Tto A.

. ’ . . 7
Receive message z and its signature s’ from A.

Ouput s and k2 +1.
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The total time necessary for the running of the algorithm is the time to
generate k and 1 (time bounded by 2 - m - n - Rand(80 - log?(n) - nl+%)
(where Rand(n) is the time to generate a random integer with modulus < n
under the probability P (for the probability see section [5)))) plus the time
to calculate two times the signature of a message (bounded by 4 - n?) plus
the time for running of the A’s signature forging algorithmus the time for
which we will note Sigforge(n).

So the total time necessary for the previous algorithm will be (O(n?) +
Sigforge(n)). And since the problem of forging this particular type of
Micciancio-Lyubashevsky’s signatures is considered to be a difficult non-
polynomial we can well approximate the time complexity of the algorithm
for solving Coly 1y, . (h) by Sigforge(n).

The rest of the proof is the same as for the initial theorem (see 7?7) but
we will put it here in order to make the proof complete.

We now need to show that the outputs of the above algorithm are a
collision for the function h with non-negligible probabﬂity. If A forges a
signature 5 for 2z, then |5 lloo < 10- pl/m. n log n and

hE) = h(k)z —|— h(l) = h(kz +1). Soif §' # k2 +1 , then our algorithm
outputted two distinct elements that form a collision for the function h. On
the other hand, if § = k2 —I—ZA, then we do not get a collision. To complete
the proof of the theorem, we will show that itSs extremely unlikely that an
adversary (even one with unlimited computational power) can produce g
and a 2’ such that § = kz' + . This will be done in two steps. In the
first step, we show that being able to produce such an 5 and a 2 implies
uniquely determining the signing key (k l) Then in the second step we show
that given the public key (h, h(k:) h(l)) and a signature kz + | of message
z, it is information theoretically impossible to determlne the signing key
(E lA) This means that if A is able to forge a signature § for some Inessage
2, then almost certalnly s 7é kz +1. We now show that obtaining an 5
and az such that § = k:z +1 | uniquely determines k: 1. Since we know
that 5 = =kz+land § = k2 +1, it follows that § — 5 = k(z — 2 ) Since
Hl<:||OO < 5-pY/™log?n and ||z — 2'||se < 2, multiplying k by z — 2 in the
ring Zy[x]/ < f > is the same as multiplying them in the ring Z,[z]/ < f >
because the coefficients never get big enough to get reduced modulo p. This
is because ||k(z—2)||o10-p*/™-n-log?n, but in order to get reduced modulo
p, the absolute value of the coefficients would have to be at least p/2, which
is a much larger quantity. Now, since the ring Z[z]/ < f_ > is an integral
domain and z — Z # 0, there cannot exist another key K #* % such that
K (z— z/) = k:(z —z). And so the key k is uniquely determined (and is equal

tOS 8
2—z

7), and similarly the key 1=3%—kzis also unique.

Now we move on to showing that by knowing only h, h(k) h(lA) z, and
kz+l it is information theoretically impossible to determine the signing key
(k:, l) (and thus, information theoretically impossible to come up with s s , 2
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such that 5° = Ez/+lA) The idea is to show that for every h, h(k) h(l), z, kz+l
there is an exponentlal number of signing keys (k T ), other than (k l) that
satisfy h(k‘) h(k‘ ), h(l) = h(l ), and kz+l=kz +? And in addition,
the total probability that one of these other keys was chosen in the key-
generation step (conditioned on h, h(k:) h(l) 2, k2 + l) is almost one.

We point out that we are not proving witness-indistinguishability. ItSs
actually quite possible that for every other key (k:,,?), the probability that
it was the key that was used to sign the message is exponentially smaller
than the probability that (k,1) was the key. What we will be showing is that
the sum of probabilities of all other possible keys combined being the secret
key is exponentially larger than the probability that (k,[) was the key.

Lemma 1.25. (For the proof please see [7]) Let (h, K, L) be the verification
key of the signature scheme and /s\/i\s the signature of some message z. Then
for any signing key (k,lA) such thatk € DK o521, | € DK 150251, h(k) =
K, h(lA) =L, ands= kz +T, the probability that this was the actual signing
key generated by the key-generation algorithm is negligibly small.

O

An importnat corollary of this theorem is the following one:

Corollary 1.26. Complexity for forging a MLots =~ Complexity for solving
the Colg,fy, ,, (h) problem for d =10 - ¢ pt™ - log?n.

Theorem 1.27. [7] Let f be an irreducible polynomial in Z[x] of degree n and
define integers p = (¢n)3 and m = [logn]. If there exists a polynomial-time
algorithm that solves Colgyy, ,, (h) for R = Zp[x]/(f) and d = 10¢p/ ™nlogn,
then there exists a polynomial-time algorithm that approximates A\i(L) to
within a factor of 5(¢5n2) for every lattice L corresponding to an ideal in

the ring Z[z]/(f).

The previous two theorems when combined together prove that an at-
tacker who can forge the one-time signature will be able to solve a SPP, for
some small value of -y, which is supposed difficult (see [4]).

Very Important Remark: If we combine only the first of these two theo-
rems with the main theorem about the MLMSS security (see we obtain
that the security of the MLMSS is based solely on the difficulty to find col-
lisions for the Micciancio-Lyubashevsky’s hash function.

This result will be of extreme importance in estimating the security of
MLMSS because instead of estimating separately the security of Micciancio-
Lyubashevsky’s one time signature and the collision-resistance of the Micciancio-
Lyubashevsky’s hash function and combining this with the MLMSS security
theorem (see , what we will need in reality will be only estimating the
security (collision-resistance) of the Micciancio-Lyubashevsky’s hash func-
tion!
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For the estimation of the security of collision resistance of the Micciancio-
Lyubashevsky’s hash the following theorem from [4] and more particularly
its proof will be useful:

Theorem 1.28. Let H be a hash function family as above with m > li‘g’g?g.’g)

and p > 2-EF(f,3)-d-m-n'Slogn. Then, fory =8 -EF(f,3)*-d-m-n-log?n,
there is a polynomial time reduction from f—SPPy(I) for any I to Coly(h)
where h is chosen uniformly at random from H.

We will enter in the details of the proof of this theorem in the section

1.12 Some approximations based on the results from the
previous section

On the basis of the result from Kumar and Sivakumar [1.17] (see previous sec-
tion) we could make a useful conjecture about the security of the Micciancio-
Lyubashevsky-Merkle signature scheme. The conjecture we will be that no
one can find a generic solution to SV P, with v = n? in time less than 20"
(we took € = 1 in the above proposition and we obtained thus a 20(n) time
algorithm for approximating the shortest vector in an n-dimensional lattice
within a factor of n#).

As the approximation factor that we need for the Micciancio-Lyubashevsky
hash function is v = 8 - EF(£,3)%-d - m - n - log(n)? = O(n) - EF(f, 3)* < nt
we could reasonably suppose that we will need at least 20(") time to find
an approximate of the shortest vector in the corresponding lattice problem.
The same conclusion is true as well for the Micciancio-Lyubashevsky’s one-

3
time signature where the approximation factor v = 80 - ¢3 - n? - (¢n) TesnT .
logs(n) < n*. So finding an approximate shortest vector in the lattice
problems for both Micciancio-Lyubashevsky’s hash function and Micciancio-

Lyubashevsky’s one-time signature will take time at least 2°(%),

Proposition 1.29. There is no algorithm which runs in time less than
20(") and which could find a collision for the Micciancio-Lyubashevsky hash
function or forge the Micciancio-Lyubashevsky one time signature.

Due to the fact that this result does not provide information about the
hidden factor in the big O notation, we will choose a value for the practical
evaluations (e.g. 1). This is certainly an ambitious assumption but which
we will not use in establishing the general form of the security of the MLMss
(see ) and which we will use only in some of the practical results about the
security of the scheme.

2 The main result of this thesis

The main result of this thesis is the following one which quantifies the
security of MLMSS as a function of the difficulty to find, given an ideal
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I C Z"/(f) where f is a monic polynomial of degree n, a polynomial g € T
such that g # 0 and ||g||; < n*A{°(I) (here A{°(I) denotes the shortest
polynomial for the infinity norm in the lattice £(I)). This problem is called
the shortest polynomial problem SPP, with approximation factor v (above
v =n?) and is supposedly as difficult as the SV P,4 (in general SV P,) (see
).

More precisely I quantify the security of the MLMSS as a function of the
complexity of an f — SPP, problem. Please come to the thesis presentation
for more details on this choice. I hope I will be able to put a draft of the
presentation also online.

So in plain words the following important theorem states that if the
problem of finding of the shortest polynomial within approximation factor
of n* in lattices £(I) (see above) is a difficult one, then the problem of
forging the MLMss will also be a difficult problem:

Theorem 2.1 (Security of MLMss). Let nen, Nots, N be the parameters of an
MLMss. Then for some irreducible polynomial f of degree n = max{ncn, Nots } »
we may consider the corresponding f — SPP,a-problem and set
Ner 2
t = max{ g ((C(f = SPPa )/ (Flebl )2 - (N +1) tyr, g ((
2

C(f = SPFy,) / G5 *) ta = 2¥ - ts

¢ = 2max{((C(f~SPP, ) /(25 Yeenl ) =12 aN.((C(f~SPP,, )

y(”crh) 1
Nots 2 —

and if t > 0 and € < 1, then MLMss with these parameters is (t,¢,2V)
existentially unforgeable under adaptive chosen message attacks.

Here y(n) = ([(n/5) — loga(n*)]) (we have the following inequalities for
y(n): 2 < y(n) < n/5 )

Moreover tg is the time taken to generate an MLMss instance, tg is the
the time taken for signing a message using MLMss, and tg is the time taken
for hashing.

Proof A The proof of the MLMss security will take several steps which
we describe below:

1. First we will use the result from Theorem to base the security
of MLMss Security on the difficulty to find a collision for the hash
functions presented in the section [1.§

2. Second we will prove that finding a collision for the hash functions has
a comparable complexity to the f — IncSPP,s+ - problem (described

previously: see [1.15]).

3. Third we will use the reduction from (Lemma[3.2): f—IncSPP,1— >
SPP,
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So lets start with the proof and let H(R, D, m) (for its definition see
section be a (ter,€er) (see definition [L.4])) collision resistant family of
Miccianccio-Lyubashevsky’s hash-functions (as introduced in section and
used in [4]), and let MLots be a Micciancio-Lyubashevsky one-time signature
(tots, €ots) One-time signature (as introduced in and used in [7]).

Then for any number N (i.e. for any height of the Micciancio-Lyubashevsky-
Merkle tree) with a direct application of theorem which was already
proved in section 1, we obtain that the Micciancio-Lyubashevsky-Merkle
signature is (,¢,2V) existentially unforgeable under adaptive chosen mes-
sage attacks, where ¢ and € given respectively by the expressions:

t:=max{te — (N +1) -ty tors} —tg — 2N - tg
€ := 2max{eq, 2V - €ors )

should satisfy the inequalities ¢ > 0 and ¢ < 1. For the definition of the
terms tg, tg and ty please read the statement of this theorem (they are
explained there).

Now in the next step we will use the theorem ([7]) to establish a
relationship between the time complexity of forging a MLots and the time
complexity of finding a collision for the MLots hash function. The theo-
rem and its corollary state that the time complexity for finding
an efficient algorithm for forging the Micciancio-Lyubashevsky signature is
approximately the same as the time complexity for finding a collision for the
hash function presented in section (1) .

So the following result should be satisfied:

C(MLots) ~ C(MLots hash function) (1)

Now we have an implicit relationship between the security of MLMss
and the security of both hash functions presented in section [I.8]

We will now establish a relationship between the security of the hash
functions from section [1.8|and the difficulty of a problem called f—IncSPP,
which was already presented in[I.15] To accomplish this goal we will use the
corollary which will be proved in section [3| The result is the following:

(Expression of the time complexity of f — IncSPP, 1 (see
The time complexity of f — IncSPP, is given by:
loga(n) - O(n?) 4+ C(Col(n))

,where n is the security parameter (it can as well be ng.p or nys (see
and C(Col(n)) is the time necessary to find a collision for the corresponding
Micciancio-Lyubashevsky’s hash function (see section. (For more details
on the result please read
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If we take into account in this expression also that the problem of finding
collisions should be a difficult one (and certainly not a polynomial one with
exponent equal only to 3) we obtain a useful approximation of the previous
result:

C(f —IncSPP,) =~ C(Col(n))

In this expression it will be interesting to write the difficulty for finding
a collision as a function of the time complexity of the f—IncSPP,-problem:

C(Col(n)) = C(f — IncSPPy)
So taking into account the previous approximation we obtain:
C(ML hash function), C(MLots hash function) ~ C(f — IncSPP,) (2)

In the next step we will use the following result (please see the proof in
which gives us a relationship between the complexities of f —SPP, and
f — IncSPP, problems:

Polynomial time reduction from f — SPP, to f — IncSPP,

Lemma 2.2. (For the proof please see There is a polynomial time
reduction from f — SPP, to f — IncSPP,
and for the complexity of f — SPP,,) we have:

C(f — SPPyy,)) ~n?-log(n) + [0.2075185 - (n — 1) — loga(n?)]-
C(f — IncSPP, )

Remark. Please note that the approximation logs(y(n)) =~ loga(n?) that we
used for the expressions of v (n.-,) and y(nes) is too simplified for practical
use. We use it here only in order to make the main result more readable.

Using the previous inequality and writing the complexity of f—IncSPP, )
as a function of complexity of f — SPP,,) we obtain that if the inequality
[0.2075185 - (n — 1) — loga(n*)] > 0 is satisfied then:

C(f —IncSPP,) ~
(C(f — SPP,1) —n3-log(n))/([0.2075185 - (n — 1) — loga(n*)])

We can simplify again a bit the expression taking into account that the
(f — SPP,s)-problem is a difficult problem (and certainly not a polyno-
mial one with exponent equal to 3). So as a result we obtain the following
simplified expression:

C(f — IncSPP,) ~ C(f — SPP,4)/(]0.2075185 - (n — 1) — loga(n*)]) (3)
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So we will now use some of the previous inequalities and more precisely
inequalities (1), (2) and (3) and combine them to obtain the following slightly
simplified inequalities:

C(MLots) ~ C(f — SPPy)/([(nots/5) — loga(ngys)1) (4)
and
C(ML hash function) ~ C(f — SPPy )/ ([(nen/5) — loga(nl ;)7) (5)
Taking into account that the denominator is the same in both of the

expressions we can introduce y(n) = ([(n/5) — loga(n?)]) to simplify the
previous expressions:

C(MLots), C(ML hash function) ~ C(f — SPP,) / y(n) (6)
where the inequality is true both for n equal n..; and n equal nys.
Taking into account that the inequality ([(n/5) — loga(n?)]) > 2 is sat-

isfied, we can determine the following bounds for y(n):

2<y(n) <

o3

If instead of finding ([(n/5) — loga(n*)]) collisions of the hash function ,
we find only ([(n/5) — loga(n*)]) — 1 collisions (i.e. if we equivalently solve
only ([(n/5) — loga(n*)]) — 1 times the f — IneSPP,-problem) we will find
certainly a solution to the SPP,,-problem but not necessary to the SPP,-
problem. The probability that by solving the SP P,.-problem, we have also
solved the SPP,-problem (if we suppose that the coordinates of the vector
solution to the SPP,, are uniformly distributed in the interval [0,2 - ~] and
taking into account that we have n coordinates) is approximately 2%

So using the notation (¢, €), we have obtain that:

The problem f — SPPy is (C(f — SPPs,), 5 )-secure.

Now using the fact that for solving the f—SP P, we have to find y(n)—1

collisions, while for solving the f — SPP, we have to find y(n) collisions we

have the following relations between the complexities of f — SPP,, and
f—SPPy:

C(f = SPPy) /[ (y(n) =1) = C(f = SPP,) [ y(n)

So writing the the previous result in terms of the complexity of the
f — SPP,-problem we obtain that:

The problem f — SPP, is (WS4 ¢(f — SPP,), Jh)-secure.
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Now taking into account that for solving f — SPP, are necessary to find
y(n) collisions for the hash function and supposing that each of the collisions
is independant of the others we obtain that:

Finding a collision is (ygg( C(f—SPP,), 1”) )-secure.
2v(n

The last statement can be reformulated taking into account that the
complexity of forging MLots, and the problem of forging the ML hash func-

tion are equivalent in complexity to finding a collision for the corresponding

hash function. Moreover we have that y(n) < £ and therefore 1< 2%

5
2y(n)
So taking these remarks into consideration we obtain:

the problem of forging MLots, and the problem of forging the ML hash

function are (y;() C(f — SPP,), & )-secure.

720

The last result that we will use is a small lemma which enables us to
convert a problem which is (¢, €)-secure into a (', € )-secure one. For the
proof of the result please see theorem [6.2] The remark after [6.2] enables us
to convert in particular a (, €)-secure problem into a ((% )2, (é)_l/z)—secure
one for large values of the ratio (6) and this will be particularly interesting
here. Using this result and the previous result (see above) we obtain that
the problems (teh, €crn) and (tots, €ots) can be written respectively as:

Nerh 2
(terns €crn) = (1dg5" ((C(f — SPPy)/(rertl))1/2,

((C(f — SPP,) /(20 Ymert)” y)=1/2)

Y(Mern)

and

Y(Nots 2
(tots: €ots) = ( rgs- ((C(F — SPPy)/(retsl )12,
Nots 2
((C(f = SPP,) /(20 Hretsl))=1/2)
Remark: For the term the origin of the term ﬁ%- please see the next
section on the approximations.
Lastly we use the previous expressions to obtain the main result:
nern)?
t = max{igs - (C(f = SPPy) / (et )2 (N 4 1) - tar, s ((
C(f = SPPy) [ (flesl)) 2}t — 2N -t
Nerh)? \\—
e =2 max{(( C(f — SPPy) / (25 Mokl ))=1/2 oN . ((C(f — SPPy)

y(ncrh)_
Tots )2 _
[ @ oy
O
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2.1 The approximations used in the proof of the main the-
orem

We have used the following approximations:

1. An important assumption:

We supposed that someone who has solved the f —SP P,-problem has a
probability equal to 2% to have solved by the solution to f —SPP,,-problem
as well the f — SPP,-problem.

2. In the expression:

C(f — IncSPP,) = loga(n) - O(n?) + Col(n) (*)

where the hidden factor in the O(n3) is inferior to 1 (see [3) we have
made the approximation:

C(f — IncSPP,) ~ C(Col(n))

% on the time complexity of f —

Doing this we made an error
IncSPP,.

We take into account that y(n) - (loga(n) - O(n3) + C(Col(n))) = C(f —
SPP,) and that y(n) < £. We obtain that y(n)-loga(n)-O(n?) < logg(n)-”?.
For typical values for the parameter n we have n =~ 4000 and in this case
loga(n)- %4 ~ 249 and therefore the error caused by the above approximation
is bounded by 249 /280 ~ 273! taking into account that the problem f—S PP,
should have time complexity at least 250,

So by making the approximation (*) for n ~ 4000 we made an error
bounded by 2730,

3. In the expression:

C(f — SPPy,)) =n®-log(n) + [0.2075185 - (n — 1) — loga(n*)]-
C(f - I?’LCSPP,Y(n))

we neglected the term n3 - log(n) and we wrote:
C(f — SPPy,)) = [0.2075185 - (n — 1) — loga(n*)]- C(f — IncSPPy ) (*%)

3.
Making this approximation we made an error equal to Jﬁsl;%%. For

n ~ 4000 and taking into account that the time complexity of the f —SPP,-

problem is at least 250 we obtain that the error made is bounded by 239 /280 ~
274,

So by making the approximation (**) for n ~ 4000 we made an error
bounded by 2740,
4. In the expression:

C(f — IncSPPy) = C(f — SPP,4)/([0.2075185 - (n — 1) — loga(n*)])
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we approximated 0.2075185 - (n — 1) by £ (**¥) .

. : 0.2075185-(n—1)—0.2-
Doing this we made an error equal to 0(5_ - ) “ on the value

of the denominator. So for n = 4000 this error is 0.035 which is inferior to
0.05. If a precision of 0.035 is of importance we should use the expression
0.2075185 - (n — 1) instead of £. In the main theorem we did this approxi-
mation only in order to make the main theorem more readable.

So by making the approximation (***) for n ~ 4000 we made an error
bounded by 0.035.

5. We used an approximation in the last step when we converted a
problem which was (¢, %)—secure into a (t%,f% : %)—secure We use for the
conversion the following theorem that we prove later:

Theorem 2.3. If a problem is (t,1 —€) secure for some € > 0, then for any

1>6>0 we can set k = “ol;fl(f)aﬂ and the same problem is (t/k,d) secure.

1

To apply the theorem we choose € = % and ) =t 2- 2% We obtain that

koA [~0.0458/ — 77 - k] = [1.465 - 3] ~ 1.465 - ¢ 3.
In the previous expressions we have used the Taylor developpement:

log(l —x) =—30° L for |z < 1
and we made the approximation:
log(1 — z) = —x (FFFF)
so that we neglected all the terms in 22 and more. To estimate what error

have caused this approximation we can simply calculate the error caused by
.132 X

the predominant term of the rest which is 7~ = 7. Taking into account
2
that t = C(f = SPP,) / (8e5h0), @ = +71/2 and C(f — SPP,) > 2% we

obtain again for n = 4000 that = < 273% and therefore the error causd by
the approximation is inferior to 2736,

So by making the approximation (****) for n ~ 4000 we made an error
bounded by 2736,

2.2 What we will see in the next sections

In the following sections we will establish some of the results that we used
in this section. We will also a sometimes useful estimation for the diffi-
culty of obtaining collisions, we will then discuss consecutively the secu-
rity of the Micciancio-Lyubashevsky’s hash function and the Micciancio-
Lyubashevsky’s one time signature against LLL-based Schnorr-BKZ-
based Koy’s primal-dual-based and primal-dual RSR-based
attacks. We will also see that each one of the previous attacks will demand
bigger values for the security parameters than the previous ones until we end
up with the attacks based on the primal-dual RSR algorithm the security of
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which will determine the minimal requirements for the security parameters
(please see . We will also see that the attacks based on the LLL algo-
rithm (or using it in some of their steps) are in practice more dangerous than
their worst case theoretical formulation may suggest (see [.2). Finally in
the last section we will provide some theoretical and practical results about
the security of MLMSS against various attacks.

3 A useful inequality estimation for the difficulty
of finding a collision for the Micciancio-Lyubashevsky’s
hash

The algorithm for solving f — IncSP P, with probabilty > 0.01 proposed in
[] (in the work of Peikert and Rosen "Efficient Collision-Resistant Hashing
from Worst-Case Assumptions on Cyclic Lattices” Lemma 2.10 is proven
that this probabilty is almost equal to 1) consists of the following steps:

(1) Fori=1tom

(2) Generate a uniformly random coset of I/(g) and let v; be a poly-
nomial in that coset. (This step have a time complexity of O(n?) (please
see the Appendix Lemma A.1.))

(3) Generate y; € R™ such that y; has distribution p,/s™ and consider
y; as a polynomial in R[z]. (This step have a time complexity of O(n) (please
see the Appendix Lemma A.2.))

(4) Let w; be the unique polynomial in R[z] of degree less than n with
coefficients in the range [0, p) such that p- (v; +yi) = ¢g-w; in R™/(pg).(This
step have a time complexity of % + O(n? - log(n) - loglog(n)) (please see
the Appendix Lemma A.3.))

(5) a; = [w;] mod p (where [w;] means round each coefficient of w; to
the nearest integer). (This step have a time complexity of O(n) (please see
the Appendix Lemma A.4.))

(6) call oracle C(ay, ..., an,), and using its output, find polynomials z1, ..., 2,
such that [|z||; = 2d and )" z;a; = 0 in the ring Z,[x]/(f). (This step has
an unknown time complexity due to the fact that we do not know the time
for finding a collision for the hash function. The goal of this section is to
provide an estimation of the above complexity)

(7) output h = (Z(W —y;)z;) mod f. ( For this output we have
that first of all h € I (Lemma 5.4. [4]) and that with a probability negligibly
different from 1 ||h||; < % (see Peikert and Rosen "Efficient Collision-
Resistant Hashing from Worst-Case Assumptions on Cyclic Lattices” Lemma
2.10)).

The total time complexity of the f — IncSPP, will be therefore:

m - (O(n2) + O(n) + 22 + O(n? - log(n) - loglog(n)) + O(n)) + C(Col(n))
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;where C(Col(n)) is the time necessary to find a collision for the hash
function.

So we obtain directly the following corollary (where we take into account
that m = loga(n) (see [],[7])) :

Corollary 3.1. (Ezpression of the time complexity of f — IncSPP,) The
time complexity of f — IncSPP, is given by:

loga(n) - O(n?®) + C(Col(n))

,where nis the security parameter (it can be as well neyp as nos (see
and C(Col(n)) is the time necessary to find a collision for the corresponding
Micciancio-Lyubashevsky’s hash function (see section @

Remark: In the above expression for the time complexity there are some
approximations using the big O notation. We will see later that all the
terms in O(n3) (or less) can be neglected for the calculus of the security of
the MLMSS and so the predominant term in the above expression will be
C(Col(n)).

The following lemma from [4] will be quite useful in this section. In [4]
it was provided without proof. Here we give a proof because it provides us
with information about the number of reduction steps necessary for solving
the f —SPP, problem, given that we could solve the f —IncSPP, problem.

Lemma 3.2. There is a polynomial time reduction from f — SPP, to f —
IncSPP,
and for the complexity of f — SPP,,) we have:

C(f — SPPyy,)) = n? - log(n) + [0.2075185 - (n — 1) — loga(n*)]-
C(f - InCSPP,y(n))

Proof A First we can suppose without limitations that v > 1 (in fact

in our problem v, = 8 - EF(f, 3)2 cd-m - Negn - 107N > 1, and Yors =
3

80¢3 ’ ngts ’ ((anots) [tognots | - logg(nots) > 1. )

First of all we use the Strong-Segment LLL algorithm from Koy and

n—1

Schnorr to find in time O(n? - log(n)) a (%)T approximation of the
[ — SPP, problem i.e. to find a vector g € I (for I an ideal of Z[z]/(f)) so

that g # 0 and
llglls < (3)"5 A (1) = 202078185 (n= 1)\, (T),

Lets now suppose that we know an algorithm .4 which can solve f—IncSPP,.
We start by applying this algorithm on ¢ to find g; € I so that

g1l < Uelr
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then we apply the A on g¢; to find go € I so that ||gaf|f < Hgg\lf and so

on. After at most [0.2075185 - (n — 1) — loga (8EF(£,3)* - d - m - n - log(n)?)]
calls on our algorithm A4 we would have found g/ which will be a solution
for f — SPP, problem:

o'l < vAi(D)

To sum up the time needed to find a solution for f — SPP, with v, =
8EF(f,3)?-d-m-n-log(n)? is:

C(f — SPP,,)) = n®-log(n) + [0.2075185 - (n — 1) — logz(8EF (£, 3)* - d -
m-n-log(n)®)]-(m-(n?+n+ % +n?-log(n) - loglog(n) +n) +C(Col(n)))

(see above for the origin of the term m - (n? + n + % +n? - log(n) -
loglog(n) +n) + C(Col(n)))

If we simplify the previous expression taking into account the values for
the parameters suggested in [4], [7] and if we make the additional assumption
that Yern, Yots = n* we obtain the following simplified expression for the
complexity of the f — SPP,,)-problem valable for both n.., and ns that
we will only use in the main theorem [2| but not in the practical calculus due
to its simplified form:

C(f — SPPw(n)) =~
n3 - log(n) + [0.2075185 - (n — 1) — loga(n*)] - (loga(n) - O(n3) + C(Col(n)))

We can write the previous result also in the form:

C(f — SPPy,)) = n®-log(n) + [0.2075185 - (n — 1) — loga(n*)]-
C(f — ITLCSPP,Y(TL))

Again we will use this result only in the main result [2] but not for practical
calculus due to its simplified form.

O
Remark. The term 0.2075185 is an approximation of the term % . 1092(%
the LLL-reduction [L.1§] (we have - loga(3) ~ 0.2075185)

Remark. C(f —SPP, ) = n®-log(n)+[0.2075185- (n—1) —logs (SEF (£, 3)*-
d-m-n-log(n)®)]-(m-(n?>+n+ % +n?-log(n)-loglog(n) +n)+C(Col(n)))

is the time complexity for solving f — SPP, for v = 8EF(f, 3)2 -d-m-n-
log(n)? (i.e. for the value of v used for hashing the Merkle tree) when we

start the reduction with the application of the Schnorr proposition for LLL
algorithm.

) in

There are two more important remarks here:

Remark. 1. The complexity for solving the f — SPP,-problem relative to
the Micciancio-Lyubashevsky one-time signature will be (again using the
Schnorr proposition for LLL algorithm :
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C(f — SPPyy)) = n® - log(n) + [0.2075185 - (n — 1) — log2(80¢° - nZ -
3
(¢ots) et - log] (nots)) ] - (m - (2n +n? - (14 log(n) - loglog(n)) + 25°) +
C(Col(n))).
Remark. 2. We can use a BKZ-type algorithm instead of the Schnorr LLL-
algorithm for the initial reduction. We have considered in the Prelimi-

naries three BKZ-algorithms (the most efficient ones) see and an
algorithm using a combination of these two see [1.21

If we use Koy’s primale-dual algorithm (see [1.20)) we will obtain the fol-
lowing time complexity of the f — SPP,-problem:

C(f = SPP, () = O(mk3°®) 4 0) + [2 - logy() — loga(7)] - (m - (n® +
n+ 22 +n? - log(n) - loglog(n) + n) + C(Col(n)))

If we use Schnorr’s RSR algorithm (see [1.19)) we will obtain the following
time complexity of the f — SPP,-problem:

C(f = SPPyy) = OmP(5) 1 +nh) + [2 - loga(E) — loga(7)] - (m - (n® +n +
% +n? - log(n) - loglog(n) + n) + C(Col(n)))

If we use the primal-dual RSR [I.2I] we will obtain the following time com-
plexity of the f — SPP,-problem:

k
C(f— SPPW(n)) = (9(n2 -loga(n) - (1%)1) + [% -10g2(1.025) — loga(7y)] - (m -
(n?+n+ % +n? - log(n) - loglog(n) + n) + C(Col(n)))
For the rest we will consider that the initial reduction is done using

the [I.1§] algorithm, but no matter what algorithm we use the following
proposition should be satisfied:

Proposition 3.3. If after the initial application of the lattice reduction al-
gorithm, the approzimation factor that we obtain is superior to the approz-
imation factor v of the problem f — SPP,, we should not be able to find a
solution to f — SPP, with v 5 n* for sufficient large n in time less than
O(2™) (Kumar and Sivakumar (see Preliminaries))[1.17 so from the inequal-
ity which s always true:

T(n) > C(f — SPP,) with v = O(n*)

where T(n) is the actual difficulty of the underlying problems in the
Micciancio-Lyubashevsky’s one-time signature and hash function, follows
that:

T(n) > 2"

taking into account[1.17 with the expression of T(n) dependent on the al-
gorithm that we use for the initial reduction (see above for some possibilities
for the algorithm).
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This proposition will be especially useful for estimating the security against
attacks using only LLL-reductions (such as [1.18)). See the corresponding

paragraphs:
We will see later in paragraphs that when considering
the security against RSR-reductions the important and limiting element is

no more the inequality T'(n) > 2™ but the value of the parameter k& which is
limited by the inequality:

k- (3+1loga(k)) <n (see [12])

See the corresponding paragraphs for more details.

4 Security of Micciancio-Lyubashevsky’s hash func-
tion

4.1 Security of the Micciancio-Lyubashevsky’s hash function
when the attacker use a LLL type reduction algorithm

118

There is a lot of flexibility in the signature scheme because we can choose
the parameters for the hash function used for hashing the leaves of the
Merkle Signature Tree almost independently from the parameters used for
the one-time signature scheme at the end nodes. In particular that is the
main reason why we use the index ,:s to denote the security parameter of
the MLots and why use different index .., for the security parameter in this
section.

For the estimation of the security of the collision-resistance of the hash
function we use the result from the previous section:

T(nen) > C(f — SPP,) with v = O(n?)
which we rewrite using the hypothesis from in the form:
T (Repn) > 2o
We could write therefore the inequality:

n3 - log(n) + [0.2075185 - (n — 1) — loga(8 - EF(f,3)* - d - m - n - log(n)?)] -
(m-(n?>+n+ % +n2-log(n) - loglog(n) +n) + C(Col(n))) > 2"

We should choose n sufficiently large so that
3 loga(3) - (n —1) > loga(y) ()

(otherwise we will be able to solve f — SPP, even without finding a single
collision of the hash function). It is necessary that the inequality (*) should
be satisfied in order to consider at all the issue of security. Unfortunately
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Table 3: Security (collision-resistance) of the hash function used for the
Signature Tree against LLL-reduction attacks using[1.18

n d|m]|p f(X) € | Hashlength | ~ LLL security
128 | 717 221.50 X128 1 31 2752 224.4 2127
137 [ 88 [ 2206 | X136 L X 4+1 |6 3160 226.92 | 9136
256 | 8 | 8 | 22359 | X*0 41 3 | 6040 27617 [ %51

it is not sufficient: as we will see later in in practice and on average
the LLL algorithm yields shorter than expected vectors and therefore we
will need therefore a bigger value for the parameter n. For more details on
the analysis on average and on the choice of values for n in this case see [4.2
.2l

The inequality (*) is true for values of n superior to 120 (for polynomials
of the form X™ + 1) and for values of n superior to 130 (for polynomials
of the form X™... + X + 1). So in any case we could take only values of n
superior to 120. And therefore in the case where

0.2075185 - (n — 1) > loga(7)

we obtain an inequality for the time to find a collision of the hash function:

2" —n3log(n) o C(2n® 2
C(COZ(TL)) > ([0.2075185-(n—1)—log2 (8-EF (f,3)2-d-m-n-log(n)?)]) m ( 3 RO

n? -log(n) - loglog(n) + 2 - n)

The choice of n = 128 and for the polynomial X'2® 4 1 is interesting
because we obtain relatively small length of the hash function and sufficient
security if the LLL algorithm always yields a vector (almost) equal to the
theoretical bound given by theorem [1.16]

Unfortunately in practice and on average the choice of X'?® + 1 and
n = 128 is insecure and we need to choose n > 500 (see [£.2).

Here are the necessary formulas for the previous calculus (see for instance
p9 H): d = [loga(n)] , m = [loga(n)], p = [2-€-d-m-nl - log(n)],
hashlength = logap™, v = 8 - 632 ~d-m-n-log*>(n) = 8 € n-logt(n),

. n_ 3
Security = (]—0.2075185(n—1)—7092?8~ZEOI€‘((?,)3)2.d.m.n-log(n)2)]) —m- (3 +n®+n?
log(n) - loglog(n) + 2 - n).

4.2 Security of the Micciancio-Lyubashevsky’s hash function
taking into account the results from LLL on the average
[42]

It is widely known fact that on the average Lenstra-Lenstra-Lovasz algorithm
performs much better that the theoretical bound. See for instance Odlyzko’s
article [51] p.14 where the author states that the LLL algorithm on average is
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Table 4: LLL on average performance and the minimal values of the security
parameter n to ensure some security for the Micciancio-Lyubashevsky’s hash
function

Negn |d |m | p f(X) € | Hashlength | ~

512 [ 9 [ 9 | 2259 ] X512 41 3 | 13102 22785
557 |10 [ 10 [ 22710 | X®%6 4+ X +1 | 6 | 15094 230.31
563 | 10 [ 10 | 2271 [ X°02 4+ X 4+1 |6 | 15274 230.33

much better than expected and even for small dimensions the LLL algorithm
finds the shortest non-zero vector in a lattice.

In [42] Phong Nguyen and Damien Stehlé proposed a modelization of the
average behaviour of the LLL algorithm, changing the constant % from the
initial formulation of LLL by 1.08. In the following calculus we use the
formulation from Nguyen and Stehlé:

n—1

(1.08) 2 >8-¢€%-n-log*(n)
which is equivalent to:
0.0555 - (n — 1) > log2(8 - €2 - n - log*(n))
Solving this inequality for n gives us:
n>500ife=3
and
n > 550 if e =6

In table 4] are given some possible values for the parameter n¢y and the
corresponding polynomials:

Remark. We didn’t give explicit values of the security of the LLL on average,
because this result is about an on average performance of an algorithm and
not about a theoretical performance. Moreover as we will see in the next
paragraphs [.3] [£.4] the values of n in the interval 600 > n > 500 does not
provide enough security against attacks using the RSR-reduction [1.19|or the
primal-dual RSR reduction [I.21]

Table [ has the goal to illustrate an interesting aspect of the LLL algo-
rithm: the vectors obtained by the application of this algorithm are much
shorter than suggested by the theoretical bound. Consequently the param-
eter n¢n that we have chosen in the previous paragraph so that

% : ZOQQ(%) . (ncrh - 1) % lOgQ(’Y)
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(paragraph table |3) should be in practice on average much larger. So
as we already remarked in the choice of X!28 + 1 (negn, = 128) (see
table |3)) is not secure enough in practice and we should choose a polynomial
with larger degree such as: X°12 + 1 (nen = 512). See table |4| for more
polynomials.

Remark. The study of LLL on the average is not only important for the pure
LLL-reductions, but it is also important for the BKZ-reductions
because the BKZ-reductions use the LLL-reduction in their algorithm
(see [42], [41]).

4.3 Security of the Micciancio-Lyubashevsky’s hash function
(used for hashing the Merkle tree) when the attacker
use the Schnorr’s RSR algorithm (a BKZ lattice
reduction algorithm)

For the estimation of the security of the collision-resistance of the hash
function we suppose again that:

T(ncrh) > C(f — SPP@(n4)) = T(ncrh) > 9QNerh
which is equivalent in this case to:

O(n(§)% +n%) + [ 5 - loga(§) — Loga(1)] - (m - (n? + 1+ % 4 n? - log(n) -
loglog(n) +n) + C(Col(n))) > 2"

First of all we Ehould choose n and k so that the time for the RSR-
reduction O(n3(£) 4 n*) is feasible. That means we should impose:

O(n()* +n') 5204

where r > 0 is a positive number, which we will use to estimate the security
of the hash function.
In particular we should have:

n?’(%)% < 280+

We will first suppose r = 0 and prove that the hash function will be
secure against attacks with today’s computer power. Then in a more detailed
analysis we will suppose > 0 and find the exact expression for the security
of the hash function.

4.3.1 1% case: r = 0

If » = 0 we obtain immediately the inequality:
kyE
n(g)1 < 2%
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Asn > 128 = 27 (otherwise we would be able to solve the f — SPP,-
problem with the Schnorr’s variation of the LLIL-algorithm considered in the

previous section ) we obtain:
k
(5)1 5 2%

l.e.

k<70

On the other hand we should have k > 24 so the parameter k satisfies

70>k>24
‘We should have:
2 1oga(£) > loga(7)
l.e.

L 10ga(5) > Liogs(8 - € -1 log*(n)

(172 FLOG2(x/E)
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Figure 4: The plot of the function 5 - loga (%)

The function f(z) = 5- - loga(%) has a first derivative equal to:

@) = =5k - 1005(8) + soimrs - & = et - (1 — (%))
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ff(x)=0=x=6-e
So there is an extremum (maximum) of the function f(x) for
r=06-e~16.31

The function f(x) is decreasing in the interval [16.31, 00] and therefore
decreasing also in the interval [24, 70].

The minimal value of f(x) in this interval is therefore f(70) = 0.0253165.
We should find a constant ¢ so that 0.0253165 is superior to g(n) = 2loga(8-
€2-n-log*(n)) for all n > ¢. Such a constant is for instance ¢ = 1200 because
g(n) is a decreasing function and 0.0253165 > ¢(1200), (so Vn > 1200,
0.0253165 > g(n)). For these values of n the approximation factor obtained
by RSR algorithm will be superior to the approximation factor v in SPP,
and in order to find a solution to SPP, with v < 5(n4) we will not have other
choice than apply the general algorithm proposed by Kumar and Sivakumar
(see Preliminaries [1.17)).

Remark about the values of k: If we make a more detailed analysis of
the inequality n3(%)§ S 280 and take into account that the values of n that
we will consider will be > 1200 we will obtain that the inequality that k will
satisfy in this case will be 60 > k > 24.For the rest of the subsubsection we
will consider that 60 > k.

So we have the inequality:

O (£)T +n%) + [4 - loga(£) — loga()] - (m - (n +n + 22 + n? - log(n) -
loglog(n) +n) +C(Col(n))) > 2"

and

> 2
C(Col(n)) 2 (T2 loga(E)—loga(1)1)

so the security of the hash function is:

080 2"
Security = min{2%, ( %-logz(%)*logz(’Yﬂ)}

271
The values for %.1092(2)—1092(7)1

1213, n = 2024 (and the polynomials in the following table) are 21199 21211 92044
So we will have in all these cases:

that we obtain respectively forn = 1201, n =

Security > 280

i.e. Micciancio-Lyubashevsky’s hash function for n > 1200 will be secure
against today’s computer power.

Here are the necessary formulas for the previous calculus (see for instance
p.9 @) d = [logs(n)] , m = [logs(n)], p = [2-€-d-m-nl - log(n)],
hashlength = loga(p™), v =8-€2-d-m-n-log*(n) = 8- €*-n-log*(n).
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Table 5: Security (collision-resistance) of the hash function against attacks
with today’s computer’s power, used for the Signature Tree for different
values of the security parameter n against RSR-attacks

n d |m|p f(X) € | Hashlength | ~ Security

1201 | 11 [ 11 | 22929 [ X200 1 4 X +1 | 6 | 35070 23203 [ security > 280
1213 [ 11 [ 11 [ 2223 [ X212 4L X +1 6 | 35456 23205 | security > 289
2048 [ 11 [ 11 | 22788 | Xx2048 ] 3 | 57098 23101 [ gecurity > 280

4.3.2 2mdegse s r > ()

We have the equality:

and n > 1024 so we obtain:

and therefore:
r==%. logg(%) — 50

So k is an implicit function of r.

Moreover we have for the security of the SPP,-problem:

Security = min{280+"

2”

(35 log2(§)—logz(v(n)]) !

For a fized value of n we can mazimize the security if we maximize the

minimum of the two quantities.
This can happen when:

280+r _ 2"

So taking into account that at the limit (%)E = 2047 we obtain:

r="%log (%) - 50

80+%.1oga(E)=50 __ on
2 11092\

( %.1092(2)—1092(7(71))])

= ([i.logz(g)—logz(’y(n)ﬂ)

230-{-%1092(%) —_ 2"

([ 3% -log2(%)—loga(v(n))])

n =30+ -loga(§) + log([ 35 - loga(§) — loga(~(n))1)

We can neglect every term in loglog(n) (for n =~ 1200, loglog(n) < 4) so

we obtain:
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n ~ 30+ % : logg(%) + log(n) — log(2k)

Moreover in the case of the RSR reduction (see [37] )the following inequality
should be satisfied by the parameter k:

k- (34 loga(k)) <n

As the values of n that we consider are n > 1200 and as n =~ 30 +
k. logg(%) + log(n) — log(2k), the predominant term on the right-hand side
will be % : logg(%) it turns out n ~ % . logg(%) but for these values of k the
inequality k - (3 4 loga(k)) < n is not satisfied.

So what will limit the value of k will not be the equation:

980+r _ 2"
(35 loga(§)—log2(v(n))])

but rather the inequality k - (3 + log2(k)) < n.
For these values of k we will have:

on

80+7r
2 < T o (B) o))

and
Security of the hash function = 280+7
where 1 is such that:
r="%logy() - 50

and where k - (3 + loga(k)) =n
If we denote the g(z) = - (34 logz2(x)) we have:

k=g '(n)

Security of the hash function = 930+ Loga ()
and if we replace k by g~ (n) we obtain:

, . ) )
Security of the hash function = 980+ loga (*—5))

We can now calculate the exact security for the polynomials from the case
r=0:
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Figure 5: The plot of the function g(z) = x - (3 4 loga(x)). In abscissa are
the values of k, and in ordinate are the respective values of n. For n = 1201,
k = 121; for n = 1213, k = 122 and for n = 2048 we have k = 194.

Table 6: Exact Security (collision-resistance) of the hash function used for
the Signature Tree for different values of the security parameter n against

RSR-attacks

n d |m|p f(X) € | Hashlength | ~ Security =
1201 | 11 | 11 | 22920 | X200 L 4 X +1 | 6 | 35070 232.03 | 9161
1213 | 11 | 11 | 22923 | X212 4 X 4+ 1 6 | 35456 232.05 | 9163
2048 | 11 | 11 | 22788 | Xx2048 11 3 | 57098 23101 1 9273

4.4 Security of the Micciancio-Lyubashevsky’s hash function

(used for hashing the Merkle tree) when the attacker

uses the primal-dual RSR algorithm (a BKZ lattice

reduction algorithm)

We should have the inequality:

(1.025)2 > Yern

and therefore
(1.025)2

which is equivalent to:

> 8-¢2-n-log(n)

0.01781 - n > loga(8 - €2 - n - logt(n))
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Table 7: Exact Security (collision-resistance) of the hash function used for
the Signature Tree for different values of the security parameter n against
primal-dual RSR -attacks for & = 80

n d |[m|p f(X) € | Hashlength | ~ Security =
1847 [ 11 [ 11 [ 2392 [ X846 1 L X +1 | 6 | 55816 232.78 | > 9240
1861 | 11 | 11 [ 23024 [ X 1860 4+ X 11 6 | 56277 232.80 [ > 9243
2048 | 11 | 11 | 22788 | x2048 11 3 | 57098 231,01 | > 9268

which is satisfied for:

n > 1720 (in the case € = 3)
and for

n > 1840 (in the case e = 6)

In the same way as in the paragraph (case r > 0) we obtain that
the security of the hash function is:

C(f—SPP,) }
" ([ 55 log2(§)—log2(v(n))])
and if we suppose that the complexity of the SPP, with v 5 n* is 2" (see

we obtain:

L o804 on
Security = min{ 25, o G

In the same way as in (case r > 0) we obtain that for n > 1700:

80+r 2
2 < ([ £ -loga(£)—loga(v(n))])

Security = min{280+"

and therefore:
Security of the hash function = 280+7
where 1 is such that:
n? - logs(n) - ()7 = 25047
and taking n > 1720 we obtain for r:
r= % . logg(%) — 55

where k - (3 + loga(k)) = n (We suppose here that the inequality k - (3 +
loga(k)) < n is true in the case of primal-dual RSR, in the same way as it
was true in the case of RSR)
If we denote the g(z) = - (34 logz2(x)) we have:
k=g""(n)

and therefore the security of the hash function is:

. : ) )
Security of the hash function = 925+ log2 (1)

Respectively for n = 1847, 1861 and 2048 we obtain security of 2201, 2204,
2226'
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4.5 Conclusion of this section

In paragraph [{.1) we found the minimum values of the security parameter
(nern > 128) which could make the hash function secure against LLL-type
attacks.

Unfortunately in practice and on average the LLL algorithm performs
much better than the theoretical bound suggests and we need much bigger
values for the security parameter (ney, > 512) in order to ensure the security
on average against LLL attacks. See[].4 and [{2].

In paragraph[{.3 we used a quite efficient algorithm called RSR proposed
by Claus Peter Schnorr[1.19 which makes the polynomials of degree inferior
to 1200 insecure under the RA and GSA assumptions. So nen > 1200
is a necessary (but not sufficient) condition for security of the Micciancio-
Lyubashevsky’s hash function.

In paragraph we used the algorithm from [1.21] which in feasible time
and on average produce a very good (but still an exponential) approzimation
of the shortest vector. In this paragraph we obtain that in order to consider
security against an attack using this algorithm we should impose ney, > 1840.

For estimating the security of the hash function and giving some concrete
values we made the following assumption:

C(f — SPP, with v = O(n*)) ~ 2" (%)

which is supposedly true for sufficiently large values of n.

In the cases where we have parameterized reduction (for example RSR-
reduction, primal-dual-reduction ...) we have the following general expres-
ston of the security:

Security against primal-dual RSR reduction attack

S N ) __eser)
" [gv-loga(£)—loga(v(n))]

Security = min{

Security against RSR reduction attack

2(30+g*1<n> loga (£ C(f-SPPy) )

Security = min{ " (T 2 loga (5)—loga (v(m)])

with g(n) =n - (3 + loga(n)).
which only the assumption (*) simplifies to:

Simplified security against primal-dual RSR reduction attack

-1 -1
. g~ (n). g~ (n)
Security = 220+ 1 leg2 ()
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Table 8: A resume of section [4]

Algorithm neh > | Hashlength > | Security
LLL|[1.18 128 | 2750 2!
LLL (average) [4.2 512 13100 -
RSR[1.19| 1200 | 35050 2161
Primal-dual RSR[1.21] | 1840 | 55800 2240

The reduction algorithms and the corresponding minimal values of the
security parameters and the hash length are given in the following table:

The security of the Micciancio-Lyubashevsky’s hash should be the security
of hash function against the most powerful of the lattice reductions i.e. 2210
for X846 1 11 against the primal-dual RSR . Unfortunately this
algorithm makes some assumptions such as RA and GSA, and more impor-
tantly has a quite significant time complexity which makes that sometimes
the reduction is not feasible in practice. That is why the results about some
other algorithms (see table@) could be also of interest.

5 Security of the Micciancio-Lyuabshevsky’s one-
time signature

The security of the Micciancio-Lyubashevsky’s one-Time Signature [7] is
based on the difficulty of finding a collision for the underlying hash function
(see Theorem [1.23 (Preliminaries)) which in turn is based on the difficulty
of finding a solution to the f — SPP, problem for some small value of the
approximation factor v (see Theorem (Preliminaries)). As we have
already considered similar problem in the previous section we can use many
of the formulas that we already obtained, only we should take into account
that the approzimation factor v is no more equal to 8-€*-d-m-n-log*(n),
but instead equal to 80 - ¢ - n?(¢n)>/ 110921 1ogd (n).

5.1 Security of Micciancio-Lyubashevsky’s one-Time Signa-
ture [7] when the attacker use a LLL type reduction al-

gorithm [1.18]

We should again suppose that the approximation factor obtained after the
application of the improved LLL algorithm is larger than the approzimation
factor v that we want to obtain:

1 loga(3) - (n — 1) > loga(7)

Using the expression of v as a function of n and giving different values for n
we obtain that the previous inequality is true for n > 205. We will consider
therefore only values of n superior to 205 in this subsection.
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Table 9: LLL security of the one-time signature for different values of the
security parameter n. One should pay attention to the fact that when choose
a polynomial of the form X" !... + X + 1 n should be prime and when we
choose polynomials of the form X™ 4 1 n should be a power of 2

d

n m | p f(X) ¢ | Hashlength | ~ LLL security
211 [ 222 [8 [ 22010 | X204 4 X +1[2 | 5520 21278 [ 211
223 [ 22195 [ 8 | 22040 | X222 4 4 X 41 ]2 | 5887 21304 1 9221
256 220.32 8 224.00 X256 +1 1 6144 240.32 2251

We can then calculate the security using the formula from the previous
subsection:

2" —n3log(n) . C(2n3
C(Col(n)) > [0.2075185-(n—1)—loga (80-¢3 n2 (¢n)3/ 1199200 T 1ogE (n))] log(n) - (%~ +

n? +n?-log(n) - loglog(n) + 2 - n)

For different different choices of the polynomial function we obtain the
following table:

The choice of n = 211 and of the polynomial X*'04...+ X +1 is interesting
because we obtain relatively small length of the hash function and sufficient
security if the LLL algorithm always yields a vector (almost) equal to the
theoretical bound given by theorem [1.16. Unfortunately in practice and on
average the choice of X?194+ ...+ X +1 and n = 211 is insecure and we need
to choose n > 790 (see[5.9).

Here are some of the formulas that we used for the calculus: d = 10¢p'/™nlog? (n),
m = [loga(n)], p = (¢n)3, hashlength = logp™, v = 80-¢>-n2(¢n)3/ [leg2(n)] log3(n),

2" —n3log(n)
(10.2075185:(n—1)—log2 (80-¢3-n2 (¢n)3/ [teg2("M110g5 (n))])
n? +n?-log(n) - loglog(n) 4+ 2 - n).

Security = —log(n) - (% +

5.2 Security of the Micciancio-Lyubashevsky’s one-time sig-
nature when we take into account the results from LLL
on the average [42]

It is widely known fact that on the average Lenstra-Lenstra-Lovasz algorithm
performs much better that the theoretical bound. See for instance Odlyzko’s
article [51)] p.14 where the author states that the LLL algorithm on average is
much better than expected and even for small dimensions the LLL algorithm
finds the shortest non-zero vector in a lattice.

As in pamgmph we change the constant % with 1.08:

(1.08)117_1 > 80 - ¢ - n?(¢n)?/11092(M110g5 (n)
which is equivalent to:

0.0555 - (n — 1) > loga(80 - ¢ - n2(¢n)3/ 1109211065 (n))
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Table 10: LLL on average security of the one-time signature for different
values of the security parameter n

n d m | p f(X) e | Hashlength | ~

907 [ 2299 [ 1023247 | X996 L 4+ X 4+1]2] 29450 218.70
911 | 22400 [ 10 | 23249 | X910 4+ X +1 2 | 29598 218.72
1024 | 22297 | 10 | 29 X1024 19 1 | 30720 245.93

Solving this inequality for n gives us:
n>790 if p =1
and

n >890 if € = 2

Remark. We didn’t give explicit values of the security of the LLL on average,
because as we will see in the next paragraphs the values of n in the
interval 1100 > n > 900 does not provide security against attacks using the
RSR-reduction or the primal-dual RSR reduction [L.21]

Remark. Table[L0]|illustrates an interesting aspect of the LLL algorithm: the
vectors obtained by the application of this algorithm are much shorter than
suggested by the theoretical bound. Consequently the parameter ng that
we have chosen in the previous paragraph so that

2 10g2(2) - (nem — 1) Z loga(7)

(paragraph table @ should be in practice on average much larger. So as
we already remarked in the choice of n = 211 and X219+ ...+ X +1 (see
table @ is not secure enough in practice and we should choose a polynomial
with larger degree such as: X% 4 ... + X + 1 (ngy = 907). See table [10| for
more polynomials.

Remark. The study of LLL on the average is not only important for the pure
LLL-reductions, but it is also for BKZ-reductions [1.19], [1.20], [1.21] because
the BKZ-reductions use the LLL-reduction in their algorithm (see [41], [42]).

5.3 Security of Micciancio-Lyubashevsky’s one-Time Signa-
ture [7] when the attacker use the algorithm RSR Schnorr
(a BKZ lattice reduction algorithm)

We suppose again as in paragraph that:
n3 . (%)% < 280+

where r > 0 is a positive number.

Remark: The reason for this assumption is that the RSR algorithm should
be able to finish its execution for the chosen values of n and k.

We consider the same cases as in the paragraph[f.5: r =0 and r > 0:
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5.3.1 1% case: r =0

If r = 0 we obtain:

k
4

nt- (5)

As n > 210 (see paragraph and using the previous inequality we have
that:

5 2%

(5)1 527
i.e.
k < 66
As on the other hand we have that k > 24 we obtain:
66 >k > 24
As in paragraph [{.3 we should have:

2 1oga(£) > loga(7)

(otherwise we will only need only need one application of the RSR-algorithm
which will solve our problem)

We define as in pamgmph the function f(x) = %-logz(%) which has a
maximum in x = 6-e = 16.31 and which is decreasing in the interval [24, 66].
The minimal value of f(x) in this interval will be therefore f(66) = 0.02621.

We should find a constant ¢ such that 0.02621 is superior to g(n) =
L10g5(80 - ¢ - n2(¢n)3/11092(M110g3 (n)) for ¥n > c. Such a constant is for
instance ¢ = 1950 because g(n) is a decreasing function and 0.02621 >
9(1950). For these values of n the approximation factor obtained by RSR
algorithm will be superior to the approzimation factor v in f — SPP, and
in order to find a solution to SPP, with v < O(n*) we will not have other
choice than apply the general algorithm proposed by Kumar and Sivakumar
(see Preliminaries).

Remark about the values of k: If we make a more detailed analysis of
the inequality ° - (%)E S 280 and take into account that the values of n that
we will consider will be > 1950 we will obtain that the inequality that k will
satisfy in this case will be 48 > k > 24.For the rest of the subsection we will
consider that 48 > k.

So we have the inequality:

O(n(5) T +n*)+ ([ loga(5) —logs(7)])- (- (n® +n+ 2 +n2log(n)
loglog(n) + n) + C(Col(n))) > 2"

and

> 2
C(COl(n)) ~ ([%.1092(%)—l092(7).|)
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so the security of the hash function is:

o s 1980 2n
Security = mind 2%, (e o m
For n > 1950 we have —; 2 > 280 and so we obtain:
a5 loga(g)—log2 (7)1
Security > 280

i.e. Micciancio-Lyubashevsky’s hash function for n > 1200 will be secure
against today’s computer power.

5.3.2 2" case: r >0

We have the equality:

e

n3(%) 980+r
and also using n > 1950 we obtain:
k
(%)Z — 948+r
and therefore:

r==%. logg(%) —48

So k is an implicit function of r.
Moreover we have for the security of the SPP,-problem:

o i £0804T 2n
Security = min{2, (o ) —ogm ) |
For a fized value of n we can mazimize the security if we maximize the
minimum of the two quantities.
This can happen when:

280+r — 2n
([ 35 log2(§)—logz(v(n))1)

So taking into account that at the limit (%)% = 2847 we obtain:
r="%log (k) — 48

980+ loga(§)—48 _ =
((2%,5092(%)—1092 (y(m)1)

232+§-log2(§) _ 2n
([ 35 log2(£)—loga(v(n))1)

n =32+ % -loga(§) +log(([ 55 - loga(§) — loga(v(n))1))

We can neglect every term in loglog(n) so we obtain:
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n~ 30+ % logs(£) + log(n) — log(2k)

Moreover in the case of the RSR reduction (see [37] )the following inequality
should be satisfied by the parameter k:

k- (3+1loga(k)) <n

As the values of n that we consider are n > 1950 and as n ~ 32 + % .
logg( ) +log(n) —log(2k), the predomz'nant term on the right-hand side will
be ¥ . logg(G) it turns out n ~ logg( ) but for these values of k the
inequality k - (3 4 loga(k)) < n is not satzsﬁed.

So what will limit the value of k will not be the equation:

280+T — on
([ 35 log2(§)—loga(v(n))1)

but rather the inequality k - (3 + loga(k)) < n.
For these values of k we will have:

on

('35 loga(§)—logz(v(n))])

280+r <

and therefore we will have:
Security of the hash function = 28047
where 1 is such that:

lOQQ(%) 48

and where k - (3 + logz(k)) =n
- (

If we denote the g(x) = 3+ loga(x)) we have:

k=g '(n)

Security of the hash function = 932+ 10ga ()
and if we replace k by g~1(n) we obtain:

9 (n)

(n)
Security of the hash function = 2032+ loga ()

We can now calculate the exact security for some polynomials with degree
n such that n > 1950:

Here are some of the formulas that we used for the calculus: d = 10¢p'/™nlog? (n),
m = [loga(n)], p (gbn) hashlength = logp™, v = 80-¢°-n2(¢n)3/[1e12(M1]0g3 (n),

Security = 2(32+g 1) loga(® (n>)).
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Figure 6: The plot of the function g(x) = = - (3 + loga(x)). In abscissa are
the values of k, and in ordinate are the respective values of n. For n = 1951,
k = 185; for n = 1973, k = 187 and for n = 2048 we have k = 194.

Table 11: Exact Security of the one-time signature for different values of
the security parameter n against RSR-attacks

n d m | p f(X) ¢ | Hashlength | ~ Security =
1951 | 2541 111 [ 2579 [ X190+ .+ X 4+1 | 2 | 69826 25169 | 9261
1973 | 22583 | 11 [ 28 [ X972 4 X +1 2 | 70712 20173 | 9264
2048 224.24 11 233.00 X2048 11 1 67584 248.62 2275

5.4 Security of the Micciancio-Lyubashevsky’s one-time sig-
nature when the attacker uses the primal-dual RSR al-
gorithm (a BKZ lattice reduction algorithm)

We should have the inequality:

Nots

(1.025) 2 > '.Yots

and therefore

Nots

(1.025) 3

> 80 : ¢3 ' ngts(¢nots)3/ ”ng (nOts)] lo.gg (nots)
which is equivalent to:
0.01781 - ngts > loga (80 - ¢ - ngts(gbnots)?’/”‘m("“sﬂlogg’(nots))

which is satisfied for:
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Table 12: Exact Security of the Micciancio-Lyubashevsky’s one-time sig-
nature for different values of the security parameter n against primal-dual
RSR -attacks for k = 80

n d m | p f(X) € | Hashlength | ~ Security
3001 | 22607 [ 12 | 23765 | X3000 1 4 X 4+ 1] 2] 78236 20321 [ > 9340
3011 | 226:08 [ 12 [ 23767 | Xx30I0 "4 X 41 2 | 78526 203.23 | > 9342
4096 22549 12 23600 )(MMG—FI 1 104415 25125 Z 24E

Nots > 2800 (in the case ¢ =1)
and for
Nots > 3000 (in the case ¢ = 2)
In the same way as in the paragraph (case r > 0) we obtain that
the security of the one-time signature is:
C(f—SPPy) }
" [55loga () —logz(v(n))]
and if we suppose that the complexity of the SPP, with v 5 n* is 2" (see

we obtain:

G o804 2"
Security = min{2 ’[ilogz(%)*lOgﬂV(n))]}

In the same way as in (case r >0) we obtain that for n > 3000:

80+r 2n
27 < T toga(®)—log ()T

Security = min{289+"

and therefore:
Security of the one-time signature = 280+7
where T is such that:
n? - loga(n) - (1)
and taking n > 3000 we obtain for r:
r= % -loga(15) — 53

where k - (3 + loga(k)) = n (We suppose here that the inequality k - (3 +
loga(k)) < m is true in the case of primal-dual RSR, in the same way as it
was true in the case of the RSR algorithm).
If we denote g(z) = x - (3 + loga(x)) we have:
k=g7'(n)
and therefore the security of the one-time signature is:

. . . 274_£:iiﬂllo (971("))
Security of the one-time signature = 2 1 928011

Respectively for n = 3001, 3011 and 4096 we obtain security of 2340, 2342,
2475.
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5.5 Conclusion of this section

In paragraph we found the minimum values of the security parameter
(nern > 210) which could make the Micciancio-Lyubashevsky one-time sig-
nature secure against LLL-type attacks.

Unfortunately in practice and on average the LLL algorithm performs
much better than the theoretical bound suggests and we need much bigger
values for the security parameter (ney, > 890) in order to ensure the security
on average against LLL attacks. See and [42)].

In paragraph[5.3 we used a quite efficient algorithm called RSR proposed
by Claus Peter Schnorr [1.19 which makes the polynomials of degree infe-
rior to 1950 insecure under RA and GSA assumptions. So nen > 1950
is a necessary (but not sufficient) condition for security of the Micciancio-
Lyubashevsky’s one-time signature.

In paragraph[5.] we used the algorithm from[1.21 which in almost feasible
time on average produces a very good approximation (but still an exponential
one) of the shortest vector. In this paragraph we obtain that in order to
consider securily against an attack using this algorithm we should impose
Nerh > 3000.

For estimating the security of the hash function and giving some concrete
values we made the following assumption:

C(f - SPPO(nzl)) ~ 2" (])

which is supposedly true for sufficiently large values of n .

In the cases where we have parameterized reduction (for example RSR-
reduction, primal-dual-reduction ...) we have the following general expres-
sion of the security:

Security of MLots against primal-dual RSR-reductions [1.21

1 -1
L) gy (871 C(f—SPPy)

" ([ 2% loga(£)—loga(v(n))]) }

Security = min{227+g

Security of MLots against RSR-reductions[1.19

C(/—SPPy)

. _ . 32+E-log2(ﬁ)
Security = min{2™ 4T, GG

with g(n) =n- (3 + loga(n)).
which under the assumption 1 gives:

Simplified security of MLots against primal-dual RSR-reductions|1.21

1 1
. g (n) g~ (n)
Security = 2271 leg2 ()
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Table 13: A resume of section [f]

Algorithm neh > | Hashlength > | Security
LLL|[1.18 211 5500 2708
LLL (average) [5.2 890 29500

RSR|[1.19| 1950 | 67500 2761
Primal-dual RSR [1.21] | 3000 | 78200 2340

The reduction algorithms and the corresponding minimal values of the
security parameters and the hash length are given in the following table:

The security of the Micciancio-Lyubashevsky’s hash should be the security
of hash function against the most powerful of the lattice reductions i.e. 2340
for X3090 1+ X +1 against the primal-dual RSR . Unfortunately this
algorithm makes some assumptions such as RA and GSA, and more impor-
tantly has a quite significant time complexity which makes that sometimes
the reduction is not feasible in practice. That is why the results about the
results about some other algorithms (see table could be also of interest.

The assumptions: GSA is a worst-case property. Bases that do not
satisfy GSA are easier to reduce[{1] p.10. 2k-BKZ and primal-dual reduc-
tions perform much better under GSA heuristic than proven in worst case
without heuristics see [{1|] p.3. The algorithm primal dual RSR is highly par-
allel and with polynomial time on average but not proven polynomial time

1)

6 EU-CMA2 Security of MSS (EU-CMA2 = exis-
tentially unforgeable under adaptive chosen mes-
sage attack)

We will propose in this section one general expression of the MLMSS security
against primal-dual RSR attacks and simplified expressions for the MLMSS
security which make the following assumption:

Assumption 1
C(f — SPPO(n4)) ~ 2"

6.1 Security estimation without assumptions of the Merkle
Signature Scheme against an attacker who uses the primal-
dual RSR reduction algorithm

From the theorem[1.29 (see Preliminaries) we have:

thvss = max{tcrh - (N + 1) : tHytots} —tg — 2N tg
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_ N
€EMss = 2 max{ecrha 20 6ots}

and we should impose tyrss > 0 and eprss < 1. For the following we will
always use the variable nen when we speak about the security parameter of
the hash function that we use for hashing the signature tree, and we will
always use the variable nots when we consider the security parameter of the
one-time signature scheme.

For the collision-resistance of the hash function we use the expression[4.5]
from paragraph [4.5 we have:

971<ncrh) gil(ncrh) C(f—=SPP.
C(MLhash) = min{2%+— 7= loga(F—=85) | . ( - h'Ycrh)
( 2~I§T '1092( Cg )_ZOQZ(VCTh)-D

crh

and for the security of the one-time signature scheme [5.5 from paragraph
9.9 :

: L B
C(MLots) = min{227+" otedloga (2

1§rllots)) C(f—SPPy,,.)
[ 5eke loga (95+)—l0ga (Yots)]
Taking into account what we proved in the main theorem and the fact that

C(f —SPP,1) = y(nern)- C(ML hash function); y(nets)- C(ML one-time
signature)

(see notations of the main theorem), we obtain the following practical propo-
sition:

Proposition 6.1. (Practical proposition (without assumption 1) for esti-
mating the security of the Merkle Signature Scheme against primal-dual RSR
attacks) For 60 > N > 20, ngp > 1840, nes > 3000 the original Merkle
signature is (Lnrss, €arss, 2 ) existentially unforgeable under adaptive chosen
message attacks using primal-dual RSR reduction, where tyrss and €prss are
given by:

t = max{ke - ( C(ML hash function) -(YZetlSIN12 (N 1 1) - 1y,

y(ncrh)
ﬁ-(C(ML one-time signature) -(7?”21(;;;)51))1/2} 4o — 2N . tg
e = 2-max{( C(ML hash function) / (2° - M))_I/2 2N (e(ML

y(ncrh)_l
one-time signature) / (25 - %))_1/2}

andt >0, e < 1. Herey(n) = ([(n/5) —log2(n*)]) and where C (ML hash
function) and C (ML one-time signature) are given as above (see[{.5, [5.5).

Remark. The estimation of the MLMSS security obtained using proposi-
tion [6.1] underestimates the security of MLMSS and can be improved for
instance by varying the powers % and —% in the exposants in the previous
expressions (remember that the only conditions of are tyrmss > 0 and
emvrmss < 1). We will see in the following paragraphs that proposition

under assumption 1 |§| gives enough security (see table .
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6.2 Security estimation (under assumption 1) of the Merkle
Signature Scheme against an attacker who uses the primal-
dual RSR reduction algorithm [1.21

From the theorem[1.29 (see Preliminaries) we have:
tMss = maX{tcrh - (N + 1) : tHytots} —tg — 2N ls
EMss = 2 - max{ecrha 2N : 6ots}

and we should impose tyrss > 0 and eprss < 1.
For the collision-resistance of the hash function we use the simplified
expression [£.5 from paragraph [.5 we have:

-1 —1
9 (nern) 9 (neyn) ))
4 11

C(MLhash) = 235+ loga(

and for the security of the one-time signature scheme[5.9 from paragraph
9.9 :

-1 -1
C(MLots) = 2T+ loga(*—g=t=h)
where g(x) =z - (3 + loga(x))

Moreover for practical implementation of the Merkle Signature Scheme
we use in practice 60 > N > 20.

In order to satisfy the condition €prss < 1 we should have €. < 2 and

€ots < 241 Looking at paragraphs and. (Table @ and Table we see

that for practical values of the pammeters Nerh and Nots we have respectwely
C(MLhash) > 22%° and C(MLots)> 2310, Usmg the followmg theorem we
could convert a (2°, 25) secure problem into a (g 22,2752 we will then
have €. < 27120 and eprs < 27170 and the condition €prss = 2max{eqy, 2 oN
€ots} < 1 will be satisfied.

Theorem 6.2. (Richard Lindner, Johannes Buchmann) If a problem is

(t,1 — e) secure for some € > 0, then for any 1 > § > 0 we can set k =
log(e
log(1— 6)

| and the same problem is (t/k, ) secure.

Proof A We show the contrapositive. So assume in time t/k the probabil-
ity of solving the problem is Pr(solving) > 52;:01(1 —0)i=1-(1-0)F>
1—¢€

The last inequality is true since we picked k > (1(5)5), which completes
the proof. [

In our case € = 2%, ) 55
it to a problem which is (—,2~ 5=3)_secure. We should therefore choose § =

our problem is (2°, % )-secure and we want to convert

27573, We need to calculate k = [lol;(%(j;ﬂ and usmg the Taylor’s expansion
log(1 —§8) = —6 for § << 1 we arrive at k ~ < cmd therefore the (2%, 25)

problem is also (g5 - 23,27572)- secure.
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Table 14: Security of the Merkle Signature Scheme against a primal-dual
RSR attack for different values of the security parameters neyp (hash
function),nes (one-time signature) and N (2 number of signatures)

nen | f1(X) H-lengthy | nets | f2(X) H-lengthy | N | Mss Sec (>)
1847 | X846 4+ X +1 | 55816 3001 | X3000 4+ X 1| 78236 20 | 2289
1861 | X860 4+ X +1 | 56277 3011 | X390+ X +1 | 78526 40 | 2291
2048 | X2048 41 57098 4096 | X109 4 1 104415 60 | 2370

Analogously to the previous theorem on the (t,€)-security we will prove
a similar theorem for the non-(t, €)-security (the contrapositive to the (t,€)-

security, for the definition see[1.5):

Theorem 6.3. If a problem is not-(t, 1 — €)-secure for some € > 0, then for
any 1l >0 >0 we can set k = Llol;)a(i)5)J and the same problem is not-(t/k, d)

Secure.

Proof A We show the contrapositive. So assume in time t/k the probabil-
ity of solving the problem is Pr(solving) < Zf;ol(l —0i=1-(1-0F<
1—e¢

The last inequality is true since we picked k < logj(’&(i)a), which completes
the proof. [

Remark. In the table above we use different values for the parameters and
we estimate the security. The values in the "Mss Security” column are an
inferior limit to the security and can be improved with a wise choice of the
quantities tots, ter, €ots, €or (for instance through changing the powers % and
—1 with other powers in the main theorem).

6.3 Security estimation (under assumption 1) of the Merkle
Signature Scheme against an attacker who uses the RSR
reduction algorithm

From the theorem (see Preliminaries) we have:

tMss = maX{tcrh - (N + 1) “tH, tots} —ta — 2N “tg

N
EMss = 2 - max{ecrhv 27 6ots}

and we should impose tyrss > 0 and e€pres < 1.
For the collision-resistance of the hash function we use expression [{.5]

(paragraph [4.5)):

C(MLhash) = 230+

—1 —1
(:crh) _1092(9 ((?crh) ))

and for the unforgeability of the one-time signature scheme (paragraph
(5.3
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Table 15: Security of the Merkle Signature Scheme against a RSR (a BKZ
type of attack) for different values of the security parameters ney, (hash
function),nes (one-time signature) and N (2 number of signatures)

nen | f1(X) H-lengthy | ngs | f2(X) H-lengthy | N | Security (>)
1201 | X290 4+ X +1 | 35070 1951 | X190 4+ X +1 | 69826 20 | 2299
1213 | X212 4+ X +1 | 35456 1973 | XY72 4+ X 4+1 | 70712 40 | 2212
2048 | X201 11 57098 2048 | X208 1 67584 60 | 2313

C(MLots)= (324 £ {ats) Jogy (4 {rats)))
where g(x) = x - (3 + loga(z))

Moreover for practical implementation of the Merkle Signature Scheme
we use in practice 60 > N > 20.

In order to satisfy the condition €prss < 1 we should have €. < % and
Eots < 2%1 Looking at pamgmphs cmd (Table@ and Table we see
that for practical values of the parameters nen and nets we have respectively
C(MLhash) > 2'5' and C(MLots) > 226!, Using the following theorem we
could convert a (2%, 3) - secure problem into a (14gs :22,27573) we will then
have €, < 2780 and ey < 27130 and the condition eprss = 2max{eqp,, 2V -
€ots} < 1 will be satisfied.

We now use the theorem to convert our (2%, 2%)—5601”’6 problem to a

s

problem which is (—, 27573) _secure. We should therefore choose § = 27573,

We need to calculate k = [lolgo(’&(i)é)} and using the Taylor’s expansion log(1—
§) ~ =0 for § << 1 we arrive at k ~ } and therefore the (2°, %)—pmblem is

also (ﬁl% . 2%,2757%)— secure. The idea is the same as in the main theorem
and the error that we commit with the approzimation log(l — §) ~ —0d is

negligeable.
Remark. See remark

6.4 Security estimation (under assumption 1) of the Merkle
Signature Scheme against an attacker who uses a LLL-
type reduction algorithm

From the theorem (see Preliminaries) we have:
tarss = max{tern — (N +1) -t tors} —ta =2V - ts
€Mss = 2 - max{ecrn, 2N €ots f

and we should impose tyrss > 0 and e€prss < 1.

We have the following expressions for the collision resistance of the hash
function and the security of the one-time signature scheme:

For the collision-resistance of the hash function we use the expressions

from paragraph :
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Table 16: Security of the Merkle Signature Scheme against a LLL-type
attack for different values of the security parameters n,y, (hash function),nes
(one-time signature) and N (2" number of signatures)

Nen | £1(X) H-lengthy | negs | f2(X) H-lengthy | N | LLL Security (>)
128 | X128 11 3752 211 | X210+ 4+ X 41 | 5520 20 | 2165
137 | X0+ 4+ X +1 13160 223 | X222+ 4+ X 41| 5887 20 | 2174
256 | X0 +1 6040 256 | X6 4+1 6144 60 | 2187
2"crh —n3 . -log(Nern) 2n3
C(MLhash) = crh — 10g(nem) - (T 4

loga (§) 2 4
’— 2 '(ncrh_l)_1092(8'€ “Nern-log (ncrh)ﬂ)

nzrh(l + log(ncrh) : loglog(ncrh)) + 2ncrh)

and for the unforgeability of the one-time signature scheme the expression
from paragraph [5.1):
2Mots —TL3

ors10g(Nots
C(MLots) = —— 1109 (Tote) , -
(=525 (nots —1)—10g2 (80-¢% 13 (dnors) 3/ T1092(note)Diog] (nots)) ]

ots

+ ncz)ts(l + loy(nots) ' logl()g(nots)) + 2nots)

3
2nots

ZOQ(nots) : ( 3

Moreover for practical implementation of the Merkle Signature Scheme we
use in practice 60 > N > 20.

In order to satisfy the condition €p;ss < 1 we should have €.y < % and
Eots < 2% Looking at Tables@ and@ we obtain that for practical values
of the parameters ney and nes we have respectively C(MLhash) > 2M10 gnd

C(MLots) > 22, Using theorem we could convert a (2°,55) - secure

problem into a (#25,2_5_5) we will then have eqp < 27°° and eps <

1.465
27100 gnd the condition €prss = 2max{eqn, 2V - €ors} < 1 will be satisfied.

In our case e = 2%, our problem is (2%, %)—secure and we want to convert

it to a problem which is (—, 275=3) _secure. We should therefore choose 6 =

s

27573,

We need to calculate k = [lolgo(gl(i)a)] and using the Taylor’s expansion
log(1 —6) ~ —§ for § << 1 we arrive at k ~ § and therefore the (2°, 2%)—

problem is also (ﬁl&,)-ﬁ , 2_5_3)— secure. The idea is the same as in the main
theorem and the error that we commit with the approximation log(1—0) ~ —§

1s negligeable.
Remark. See remark [6.2]

6.5 Summary: Simplified Practical Propositions

6.5.1 A practical proposition for estimating the security of MLMSS

against attacks with primal-dual RSR lattice reduction

The proposition that we used to calculate the values in table [I4 The idea
is to transform all of the (2°, % )-problems into (g - 23,27°73)-secure

' 55
problems.
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Proposition 6.4. (Practical proposition for estimating the security of the
Merkle Signature Scheme against primal-dual RSR attacks) For 60 > N >
20, N > 1840, nots > 3000 the original Merkle signature is (tarss, €arss, 27 )
existentially unforgeable under adaptive chosen message attacks where tyygs
and €prss are given by:

1 —1 —1 -1
(25+g (Zcrh)logg(g Ylbcrh) )) (27+9 (rots),log2(g Yllots)))
_ 1 2 1
tMLMSs = maxy{ { =" 2 » T.465°
oN . tg
and,
EMLMSS —

—1 —1 -1 -1
(nern) 9 (nern) 9~ (nots) 9~ (nots)
(25+2 -loga( ) 7+ ‘loga( )
2 - max{275~ . 2 = 2N 275 — =

where g(z) = x - (3 + loga(z))

Remark. Tt is important to remember the assumptions that we made in order
to write the previous expressions which are summarized in the conclusions
In particular we made the assumption 1 (see assumption |§[) which
simplifies the expression of the security.

If assumption 1 is not satisfied we should use the general expression of
the security of the hash function and the one-time signature (see for
the case of primal-dual RSR).

6.5.2 A practical proposition for estimating the security of MLMSS
against attacks with RSR lattice reduction

The proposition that we used to calculate the values in table [15. The idea
is to transform all of the (2°,5)-problems into (=== - 22,27°72)-secure

25 1.465
problems.

Proposition 6.5. (Practical proposition for estimating the security of the
Merkle Signature Scheme against RSR attacks) For 60 > N > 20, ney >
1200, nos > 1950 the original Merkle signature is (tMss,eMss,QN) existen-
tially unforgeable under adaptive chosen message attacks where tyrss and
€EMss are given by:

-1 -1
(30+ 9 (:crh) -loga ( g9 (glcrh) D)

1 1
trrLarss = max{ yg= - 2 2 » T.465

—1 —1
(32+£I <4nots> -log2(g ((;"'ots> ))

}—2N-ts
and for the unforgeability of the one-time signature scheme:

. (EMLMSS = . )
E g (ncrh) g (ncrh) P g_ ("lots) g_ ("lots)
(3042 Loga( ) (32+ -loga ( )
2 - max{2~°" B B L — ‘

where g(x) = x - (3 + loga(x))

Remark. See the remark If the assumption 1 is not satisfied use
and [5.5]
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6.5.3 A practical proposition for estimating the security of MLMSS
against attacker who uses only LLL-type lattice reductions,
but not BKZ-type reduction

The proposition that we used to calculate the values in table[16. The idea is
to transform all of the (2%,1)-problems into (22,272 )-secure problems.

Proposition 6.6. (Practical proposition for estimating the security of the
Merkle Signature Scheme against LLL-attacks) For 60 > N > 20, ney >
110, nots > 200 the original Merkle signature is (tarss, €nrss, 2 existentially
unforgeable under adaptive chosen message attacks where tyrss and €prss are
given by:

2"crh _ngrh 'lOg(ncrh)

1
tarss = max{ - (
1.465 lo 4
|— g22(3)'(ncrh_l)_lOQQ(8'62'ncrh'log4(ncrh))-‘

2n3 1
(Fg2 + 12y, (1 + log(nem) - loglog(nerm)) + 2nem))? s 1455 -
( 2"ots —n3; log(nots) (Mots) - (%gts
3

1 4
(T2 (ot —1)—loga (80-9° 2, (mors)®/ [1092(e1e) logS (nors)) )

n2.(1+ log(nots) - loglog(nets)) + 2nots))%}

2Mcrh 7n§rh 'log(’ncrh)

eMss = 2-27° - max{(— T — log(nerh) -
[92852 (e —1) ~loga (8-¢2 nern-logh (nern)) |
on3 _1
(Zg + n2y, (14 log(nerm) - loglog(nem)) + 2nem)) "2, 2N -
Nots M3 3
270t ~nggslog(nots) — log(nots) - (2n§ts +

I
(1292850 (1 g1s—1) —l0g2 (80-6° 2, ($mots )/ T1092(nots) D log3 (nets )

ots

2 (1 + Log(nots) - 10glog(nets)) + 2nots)) "2 }

which can fortunately be simplified for the ordinary values for neyn and
Nots tNtO:

Tcrh
2

)

1
tarss = max{ 68

[N

*(ncrh_l)_lOQZ (8'62 'ncrhlog4 (ncrh))] )
Nots

1 272
1465~ logy(%
(’—y'(”Ots_l)—l092(80'¢3'n2 (¢mots)®/ rlog2(n°t5ﬂlOgg(notS)ﬂ)

ots

lo 4
(l— 922(3)

Nl

and

_Mcrh
2 "2 2N
loga(3) ) 4 1 ’
(’—T'(ncrh_l)_lOQQ(s'e “Nernlog (ncrh))-‘) 2
o n%ts }

lo 4 _1
(122285 (ngrs—1)~loga (806312, (dmors)/ 11092 0t) og] (ors))]) 2

ots

enss = 274 - max{

6.6 Conclusion of this section

Some propositions for the Merkle - Micciancio - Lyubashevsky signature
scheme are given in table with the corresponding polynomials.
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Table represents the security of some polynomials against LLL -type
attacks. The proposed polynomial are unfortunately not secure against RSR
- type of attacks.

Also some practical formulas that one can use to estimate the security of
a signature scheme for particular values of the security parameters neyn and
Nots are proposed in paragraph [0

Conclusion

The actual security of the Merkle-Micciancio-Lyubashevsky’s signature scheme
depends on the developements in the field of lattice-basis reduction algo-
rithms. Moreover it is a well known fact that the LLL and BKZ algorithms
in practice perform much better than the expected theoretical bound. Al-
though this often helps cryptanalysts to knack unexpectedly public-key cryp-
tosystems, it makes the life of designers of lattice-based cryptosystems much
more difficult because the security parameters should be in practice larger
than those calculated with the LLL and BKZ bounds.

As we see the values for the parameter of security n which ensures some
security against lattice-based attacks is too large to be of practical usage
(Nern > 2000 and ngs > 3000). We need other propositions and ideas in the

area of lattice based cryptography which will ensure the security for smaller
values of the security parameters.
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A Appendix section 1

Use appendices only when you need them. For example to show off some
code, or lengthy proof that didn’t fit in the reqular part of the thesis.

A.1 How to turn a collision resistant compression function
into a collision resistant hash function

As the function proposed by Micciancio is not exactly a hash-function but a
collision resistant compression function we need an algorithm for convert-
ing a collision resistant compression function into a collision resistant hash
function. Such an algorithm is the Merkle transformation (see for instance
[46] section 12.4 for more details).

A.2 Time complexity of the reduction used for f — IncSPP,
p.10 [4]

Lemma A.1. Step (2) p.10 [j)] "generate a uniformly random coset of I/{g)
and let v; be a polynomial in that set” takes time O(n?).

Proof A The group 1/{g) is finite, but it is exponentially large, and so
it is not completely trivial to generate a random element from it. Because
the group is so large, we need somehow use its generators to generate the
random element, and this is why lemma 2.1 [{|] is necessary. Lemma 2.1 [}
takes time O(n?) [£9] in the security parameter, thus the result. O]

Lemma A.2. Step (3) p.10 []|] "generate y; € R™ such that y; has distribu-

tion &5 and consider y; as a polynomial in R[x]” takes time O(n).

Proofn This step can not take more than n X the time necessary to gen-
erate a single element from the gaussian distribution which is some constant
time that we note tyqyss. Therefore the overall time t3 = n-tyquss s a linear
function of n. O

Lemma A.3. Step (4) p.10 [§J] "let w; be the unique polynomial in R[z] of
degree less than n with coefficients in the range [0,p) such that p- (v, +y;) =

g - w; in R™/(pg)” takes time % + O(n? - log(n) - loglog(n))

Proof A The proof of this is in the proof of lemma 5.3 [§], and the
algorithm for finding w; is essentially gaussian elimination once you have
the basis for the group (pg). The basis for the group can be gotten by doing
polynomial multiplication. As we need around n polynomial multiplications
to find the basis of the group (pg) and as every polynomial multiplication
can be done in O(n - logn - loglogn) by using the fast Fourier Transform [{]
p.2, the time for finding a basis for {pg) is O(n? - logn - loglogn) . On the
other hand the time needed for the gaussian elimination is % [50]. Thus
the overall time is % + O(n? - log(n) - loglog(n)) O
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Lemma A.4. Step (5) p.10 [§] 7 ai = [w;] mod p (where [w;] means round
each coefficient of w; to the nearest integer) ” takes time O(n).

Proof A We should do at most n calculations of the rounding function

each of which takes time t,ounqg- So the overall time needed to perform step
(5) 18 ts =1 - tround- ]
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/* Some code for the hash function and the one-time signature */

package de.flexiprovider.pgc.mimss;

import java.io.lOException;

import javax.xml.parsers.ParserConfigurationException;

import org.xml.sax.SAXException;

public class AlmostRandomGenerator {

public int generator() throws NumberFormatException, ParserConfigurationException,
SAXException, IOException {

/I we take the value for N from the .xml file

/*

int N = Integer.parselnt(ConfigParser.getProperty("ValueofN"));

values from D.Micciancio, Vadim Lyubashevsky Asymptotically Efficient Lattice-
Based Digital Signatures s = [(log_{2}(N))"2]*/

int s = (int) Math.floor(Math.pow((Math.log(N)/Math.log(2)),2));

double randnum = Math.random();
System.out.printin("s is:" +s);

System.out.printin("The random number is:" +randnum);
int[] coeff;

[* s2 =2"s */

int s2 = (int) Math.pow(2,s);

/* randnums2 is a random integer in the interval[0, 2"\s] */

int randnums2 = (int) Math.floor(randnum*s2);
System.out.printin("The scaled random number is:" +randnums2);
inti=1;

while (Math.floor(randnums2/Math.pow(2,(s-i)))> 0){

randnums?2 = (int) (randnums2 - Math.pow(2,(s-i)));
i++;

}

/* The algorithm returns a positive integer i such that i is chosen with probability 2°{-i}*/
return i;

package de.flexiprovider.pgc.mimss;

import java.io.lOException;

import java.security.KeyPairGenerator;

import java.security.NoSuchAlgorithmException;
import java.security.NoSuchProviderException;

import javax.xml.parsers.ParserConfigurationException;



import org.xml.sax.SAXException;

public class ElementofR {
/* returns an element h of R, where the set R is defined as in the article of
Micciancio and Lyubashevsky "Generalized Compact Knapsacks are Collision Resistant"
p.6 Section 5.1. */
int[] getElement() throws NumberFormatException, ParserConfigurationException,
SAXException, |IOException{
int N = Integer.parselnt(ConfigParser.getProperty("ValueofN"));

int d = (int) Math.ceil((Math.log(N)/Math.log(2)));

int[] h = new int[N+1];
for (intn=1; n<=N; n++) {

h[n] = (int) ((-d) + Math.random() * 2 * d);

return h;

}

package de.flexiprovider.pgc.mimss;
import java.io.lOException;
import javax.xml.parsers.ParserConfigurationException;

import org.xml.sax.SAXException;

public class GeneratorMLots {
/* the set DK_{i} from the article from Micciancio and Lyubashevsky "Asymptotically efficient
lattice-based digital signatures p.9 */

public int[][] generateDK(int i) throws NumberFormatException, ParserConfigurationException, SAXException,
IOException {

int N = Integer.parselnt(ConfigParser.getProperty("ValueofN"));
int p = (int) Math.pow((3*N),3);

int m = (int) Math.ceil((Math.log(N)/Math.log(2)));

intd = (int) (5**Math.pow(p,Math.pow(m, -1)));

int [][] array = new int [m+1][N+1]; // ok



ElementofR r = new ElementofR();

for (int n=1; n<=m-1; n++) {
for (intj=1;j<=N; j++)}
array[n][j] = r.getElement()[j];
}

System.out.printin("One element of array "+ array[2][1]);
System.out.printin("One element of array "+ array[1][1]);
return array;

}

public int[][] generateDL(int i) throws NumberFormatException, ParserConfigurationException,
SAXException, IOException {
* the set DL_{i} from the article from Micciancio and Lyubashevsky "Asymptotically efficient
lattice-based digital signatures p.9 */
int N = Integer.parselnt(ConfigParser.getProperty("ValueofN"));
int p = (int) Math.pow((3*N),3);
int m = (int) Math.ceil((Math.log(N)/Math.log(2)));
intd = (int) (5**N*3*Math.pow(p,Math.pow(m, -1)));

int [][] array = new int [m+1][N+1]; // ok

ElementofR r = new ElementofR();

for (int n=1; n<=m-1; n++) {
for (intj=1;j<=N; j++)}
array[n][j] = r.getElement()[j];
}

System.out.printin("One element of array "+ array[2][1]);
System.out.printin("One element of array "+ array[1][1]);
return array;

}

package de.flexiprovider.pgc.mimss;

import java.io.lOException;

import java.security.KeyPairGenerator;

import java.security.NoSuchAlgorithmException;
import java.security.NoSuchProviderException;

import javax.xml.parsers.ParserConfigurationException;

import org.xml.sax.SAXException;

public class Hashfunction {
[* implementation of tha hash function from the article of Micciancio



and Lyubashevsky "Generalized Compact Knapsacks are Collision Resistant"

*

int[][] getinstance() throws NumberFormatException, ParserConfigurationException,
SAXException, IOException{

int N = Integer.parselnt(ConfigParser.getProperty("ValueofN"));
int p = (int) Math.pow(N,2);
System.out.printin("The value of p: "+ p);

int[] polynomial = new int[N+1];
if (ConfigParser.getProperty("polynomial™).equals("X*{n}+1")){

for (int n = 1; n <= (N-1); n++) {
polynomial[n] = (int) (0);

polynomial[0] = (int) (1);
polynomial[N] = (int) (1);

for (int n = 0; n <= (N); n++) {
System.out.print(""+ polynomial[n]);

}
else if (ConfigParser.getProperty("polynomial”).equals("X{n-1}+...+1")){

for (int n = 0; n <= (N-1); n++) {
polynomial[n] = (int) (1);
}

for (int n = 0; n <= (N-1); n++) {
System.out.print(""+ polynomial[n]);

}
}
else {
System.out.print("Not correct type in the XML file");
}

int m = (int) Math.ceil((Math.log(N)/Math.log(2)));
System.out.printin("m:" + m);

int d = (int) Math.ceil((Math.log(N)/Math.log(2)));

int [][] array = new int [m+1][N+1]; // ok

ElementofR r = new ElementofR();

for (int n=1; n<=m-1; n++) {
for (intj=1;j<=N; j++)}
array[n][j] = r.getElement()[j];
}



return array;

package de.flexiprovider.pgc.mimss;
import java.util.Properties;

import javax.xml.parsers.ParserConfigurationException;
import java.io.lOException;
import org.xml.sax.SAXException;

/* A class written partly from Vangelis Karatsiolis */

public class ConfigParser
{
[** The singleton reference. */
private static ConfigParser self = null;
private static XMLConfigurationParser parser = null;
/**
* Protected constructor for singelton purpose.
*/
protected ConfigParser() {
}

/**

* Returns the singleton instance of ConfigParser.
* @return The singleton instance.

*/
public static ConfigParser instance() {
if (self ==null) {
self = new ConfigParser();
}
return self;
}
/**

* Returns the string translated in the current language.
* @param string The string to translate.
* @return The translated string.
*/
public static String getProperty(String key) throws ParserConfigurationException, SAXException,
IOException{
return instance().getParser().getAllProperties("tudcardkeyrecovery").getProperty(key);

}

public XMLConfigurationParser getParser ()Jthrows ParserConfigurationException, SAXException,
IOException{
if (parser == null) {
parser = new XMLConfigurationParser("MLMSignatureScheme.xml");
}

return parser,



MLMSignatureScheme.xml
<MLMSignatureScheme>
<nonreductiblepolynomial>

<param key="ValueofN" value="10"/>

<param key="polynomial" value="X{n-1}+...+1"/>
</nonreductiblepolynomial>

</MLMSignatureScheme>



