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Abstract

This survey provides a comparative overview of lattice-based signa-
ture schemes with respect to security and performance. Furthermore,
we explicitly show how to construct a competitive and provably se-
cure Merkle-tree signature scheme solely based on worst-case lattice
problems.
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1 Introduction

In the advent of quantum computers, today’s widespread signature schemes
— most importantly RSA and DSA — are rendered utterly insecure due to
the seminal work of Shor [33]. Digital signatures, however, have become a
“supporting pillar” of the world’s economy. Thus, endangering their security
results in a potential collapse of electronic commerce and secure internet
communication as a whole.

Due the conjectured intractability of lattice problems, like approximating
the shortest lattice vector (SVP), even in the quantum-era and because of
their computational efficiency, lattice-based signature schemes seem to be
one of the most promising replacements for current constructions.

With our work, we compare existing alternatives with respect to security
and efficiency, which leads us to proposing a Merkle-tree construction in



Scheme Security  Signature Verification- Signing-key =~ Complexity

proof size key size size assumption
GGH broken O(nlog(n)) O(n?log(n)) O(n?log(n)) (CVP)
NTRUSign broken O(nlog(n)) O(nlog(n)) O(nlog(n)) (CVP)
GMSS- yes O(n?log®(n)) O(nlog(n)) O(n?log*(n)) worst-case
SWIFFT-W ISVP,,
GMSS- yes O(nlog(n)) O(nlog(n)) O(n?log*(n)) worst-case
SWIFFT-LM ISVP,,
GPV yes (RO) O(nlog(n)) O(n%log(n)) O(n?log(n)) worst-case
SIVP,,

SIVP,, is the shortest independent vector problem in dimension n, ISVP, is the ideal
shortest vector problem in dimension n. GMSS-SWIFFT-LM denotes GMSS with Win-
ternitz” OTS and SWIFFT as the hash function. GMSS-SWIFFT-LM denotes GMSS with
SWIFFT in conjunction with LM as the OTS. “RO” denotes the random oracle model.
For detailed figures, we refer the reader to the respective section below.

Table 1: Comparison of signature and key sizes for lattice-based schemes.

conjunction with a lattice-based one-time signature scheme (OTS) and a
lattice-based hash function as the preferred choice. In our comparison, we
consider the signature scheme of Gentry, Peikert, and Vaikuntanathan (GPV)
[12], Lyubashevsky and Micciancio’s OTS (LM) [21], as well as Winternitz’
OTS (W) [23] with Lyubashevsky et al.’s hash function (SWIFFT) [22].

Note that all of the above schemes are provably secure and their security
is based on worst-case lattice problems due to a famous result by Ajtai [1],
which puts lattice-based cryptography in an almost unique position of requir-
ing exceptionally weak assumptions. Whereas the complexity assumption for
Winternitz with SWIFFT and LM (SVP in ideal lattices) is probably stronger
than that for GPV (SVP in general lattices), the latter is proven in the weaker
random oracle model. Earlier approaches, like GGH [13] and NTRUSign [14],
were fully broken despite the common belief (not proof) that one had to solve
the closest vector problem in a lattice for this to happen (cf. Section 2.3).

Applying GMSS [5], an improvement of Merkle’s generic construction
principle [23], turns both one-time signature schemes into multi-time signa-
ture schemes, allowing a comparison with GPV in Table 1. Observe that
the GMSS schemes have smaller verification keys than GPV. Considering
the signature size, we expect GMSS-SWIFFT-LM to be similar to GPV and
better than GMSS-SWIFFT-W.

Since asymptotics can be deceptive, we take a closer look at the three



Scheme Worst-case Signature Verification- Signing-key
problem size (KB) key size (KB)  size (KB)
dimension n
GMSS-SWIFFT-W 64 12.52 0.06 19.29
128 44.34 0.13 51.48
GMSS-SWIFFT-LM 64 2.79 0.06 12.79
128 5.67 0.13 25.63
GPV 64 13.18 6.12 6.12
128 33.75 33.30 33.30
RSA-1024 - 0.13 0.16 0.62
RSA-2048 - 0.25 0.29 1.19

We estimate the sizes of signatures and keys under the assumption that solving the worst-
case lattice problem in dimension n is hard. The first dimension n = 64 is chosen according
to the proposed parameters for SWIFFT, which are conjectured to provide 100 bit-security
[22]. The second dimension n = 128 should provide an outlook on future developments
and how they might affect efficiency. For the GMSS sizes we used the parameter set
{2, (20, 20), (10,5)}, the output length of the hash function SWIFFT is 513 bit for n = 64
and 1026 bit for n = 128, respectively. See Section 3 for details.

Table 2: Explicit signature and key sizes.

candidates in Table 2, where we estimate explicit signature and key sizes
based on recommendations in [22]. From this table, we infer that GMSS-
SWIFFT-LM is currently the most efficient lattice-based signature scheme.
Its verification key size is even superior to RSA. Although its signature key
is larger than that of GPV at normal security level, this situation is reversed
for higher security levels. Thus, we consider GMSS-SWIFFT-LM secure and
practical even for larger security parameters.

Organization. After recalling some basic definitions and notations, we
chronologically discuss the various lattice based signature schemes, starting
with GGH and NTRUSign in Section 2. Section 3 is devoted to hash-based
signature schemes according to Merkle and their provably secure realization
based on worst-case lattice problems. Finally, Section 4 discusses the GPV
signature scheme and its security.

1.1 Preliminaries

Throughout the paper, n denotes the security parameter.



Digital signatures. A digital signature scheme DS is a triple (Kg, Sig, Vf)
where Kg(n) outputs a private signing key sk and a public verification key
pk; Sig(sk, M) outputs a signature o on a message M from the message space
M under sk; Vf(pk, o, M) outputs 1 if o is a valid signature on M under pk
and otherwise 0.

Signature schemes are complete if for all (sk, pk) < Kg(n), all messages
M € M, and any o « Sig(sk, M), we have Vf(pk,o, M) = 1.

Security of digital signature schemes is typically proven against existential
forgery under a chosen message attack (EU-CMA), where an adversary wins
if he outputs a signature on a new message M* after accessing a signature
oracle on a polynomial number of different messages. For the described
constructions, we need the notion of strong unforgeability under a chosen
message attack (SU-CMA), where the adversary even wins if he is able to
output a new pair (M*,0*), i.e. he is not forced to output a signature on a
new message. In the random oracle model, the adversary has access to a hash
oracle H that is chosen from the family of all collision resistant hash functions
H(n). The described concept is formalized in the following experiment.

su-cma

Experiment Exp53°(n)
H«— H(n)
(sk pk) — Ke(n)
(M*,O’*) - AH(~),Sig(sk,~)(pk)
let o; be the answer returned by Sig(sk, ) on input M;, for i =1,... k.
Return 1 iff Vf(pk, M*,0*) =1 and (M*,0*) & {(M1,01), ..., (Mg, 0%)}.

The scheme DS is called (, gsig, gn, €)-strongly unforgeable if there is no ad-
versary, running in time at most ¢ while making at most g¢sj; queries to the
oracle Sig(sk, ) and at most gy queries to the hash oracle, that succeeds in
the above experiment with probability at least e.

Lattices. A lattice is a set A = {Z?Zl z;b;|x; € Z} in R™, by,... by are
linearly independent over R. The matrix B = [by,...,by| is a basis of the
lattice A and we write A = A(B). The number of vectors in the basis is the
dimension of the lattice. For each lattice there is a unique basis B for which
the following conditions hold: 1. b;; = 0 for 7 > j, i.e. B is upper triangular;
2. b; >0fori=1,...,d; 3. 0 <b;; < by for i < j. Any such basis is in
Hermite normal form. This form can be computed efficiently for any basis
and is denoted HNF(B).



Now, consider modular lattices as a special form of lattices. Given a
modulus ¢, a matrix A € Zy*™, and the equation

Av=0 (modq), (1)

then the set of all vectors v € Z;" that satisfy the above equation is a lattice.
Lattices of this form are denoted with A;(A).

Consider the ring R = Z[z]/(v(z)), where v is a monic polynomial of
degree n. A lattice A is an ideal lattice, if there exists an ideal I C R,
such that I = {ag+ --- + a,_12""' : a € A}. The ideal lattices of the ring
Zlz]/(x™ — 1) are cyclic lattices.

The main computational problem in lattices is the (approximate) shortest
vector problem (SVP), where an algorithm is given a description, a basis, of a
lattice A and is supposed to find the shortest vector v € A\ {0} with respect
to a certain ¢, norm (up to an approximation factor). More precisely, find a
vector v € A\ {0}, such that [[v|, <~ [|w]|, for all w € A\ {0} for a fixed
approximation factor v > 1. This problem with a constant approximation
factor is known to be N'P-hard for all £, norms [9, 32, 17]. For approxi-
mation factors which are exponential in the lattice dimension, the problem
is solvable in polynomial time with the famous LLL algorithm by Lenstra,
Lenstra, and Lovasz [19]. We refer the reader interested in the currently
known “approximability” and “inapproximability” results to a recent survey
[31] by Regev.

The same problem in ideal lattices is the (approximate) ideal shortest
vector problem (ISVP) [20]. This problem is not considered to be N'P-hard.
However, no known lattice basis reduction method is significantly more ef-
ficient on ideal lattices than on general ones. The latest work on reducing
ideal lattice bases was by Gama and Nguyen [10].

Another lattice problem is the (approximate) shortest independent vector
problem (SIVP) [26], where we are given a basis of the lattice A and asked to
find n linearly independent vectors sy, ...,s, € A, such that ||s;|| < yA\.(A)
for alli =1,...,n. Here A\,(A) is the radius of the smallest sphere centered
in the origin containing n linearly independent lattice vectors and v > 1 the
usual approximation factor.

In the case of modular lattices, there is also a special version of the SVP,
named short integer solution problem. We denote it with SIS(q, m, 3). There,
an algorithm is given a basis of AqL(A) and is supposed to output a non-zero
solution v € Z7 to (1). The algorithm succeeds if |v|], < 8 for a given



norm bound . Replacing the right-hand side 0 in (1) with y, yields the
inhomogeneous case of SIS, denoted with ISIS(¢q, m,3). The SIS (ISIS) is
(t,€)-hard if there is no algorithm running in time at most ¢ that solves the
SIS (ISIS) with probability at least e. The problems SIS and ISIS were, in
principle, introduced by Ajtai [1] and its hardness is analyzed in [27] and
[12]. The latter work also explicitly deals with the ¢, norm, which we will
use in our security proofs.

2 Signatures based on CVP

2.1 GGH

The first proposal for a lattice-based signature was given at CRYPTO 97
by Goldreich, Goldwasser, and Halevi [13]. Their idea was to use a lattice
for which a “bad” basis, whose vectors are long and almost parallel is public,
and a “good” basis with short and nearly orthogonal vectors is private. To
employ their scheme, messages need to be hashed into the space spanned by
the lattice, and the signature for a given hash in this space is the closest
lattice point. The scheme did not come with a formal proof of security and
was broken in its basic variant in 1999 by Nguyen [28]. In 2006 a modified
variant was broken again by Nguyen and Regev [29] (cf. Section 2.3).

We will give a formal description of the scheme. The security parameter
is n. We will describe the key generation with security improvements due to
Micciancio [24].

Key generation. The main security parameter is an integer n. Both the
public key B and private key R in the scheme are matrices in Z"*". Two
distributions for choosing the private key were suggested by Goldreich et
al. [13]

e ‘“random lattice”: Choose R uniformly at random from {—1[,... [}
for some integer [. In [13], the authors suggest using [ = 4. In [24],
Micciancio suggests [ = n.

e “almost rectangular lattice”: Choose R’ uniformly at random from
{=1,..., 1} and add a multiple of the identity matrix R = R’ +kI,,.
In [13], the authors suggest | = 4,k = [l\/n]. Micciancio notes in [24]



that this distribution discloses the rough direction of the vectors in R
to an attacker.

Micciancio showed in [24] that using the Hermite normal form B = HNF(R)
as public key is optimal for giving an attacker as little information as possible.

Choose a public threshold parameter 7 € R. Two possibilities are outlined
by Goldreich et al. [13]:

e “no signing failure”: Let 7 be the maximum ¢;-norm of the rows in R.
Choose 7 = vy/n/2.

e “low-probability signing failure”: Let ppax be the entry in R with
largest absolute value. In order to guarantee that signing failures have
probability less than €, choose 7 = ppax In(2n/e)y/n/2. In [13], the
authors suggest using € = 2739 and claim that heuristically 7 can be
halved in practice and still achieves a probability less than e for signing
failures.

Signing. Hash the message into m € Z". A signature s is computed via a
CVP approximation algorithm, e.g. Babai’s round-off algorithm?!

s=R[R 'm].

If signing failures are possible due to a small threshold parameter, we need
to check whether ||s — m|| < 7, and fail if this is not the case.

Verification. First check that the signature is a lattice vector with the
public key s € A(B) using basic linear algebra. Then check whether |jm —
s|| < 7. If both checks pass, the signature is valid.

2.2 NTRUSign

In 2003 Hoffstein et al. introduced NTRUSign as a successor to the NTRU
signature scheme (NSS) [15], which was broken in 2001 by Gentry et al. [11].
NTRUSign is a special instantiation of GGH, which allows for smaller key
and signature sizes and is more efficient. On the other hand, it employs only
lattices of a subclass of all lattices related to certain polynomial rings. NTRU-
Sign was under consideration for the IEEE-standard P1363.1 (until draft 7).

L Alternatively, one could use Babai’s nearest plane algorithm (cf. [3])
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There is no proof of security for any variant of NTRUSign, and in 2006
Nguyen and Regev presented an efficient transcript attack on NTRUSign
without perturbations [29]. The most recent description of NTRUSign is
given by Hoffstein et al. in [14]. We give a brief summary the recommended
variant:

Parameters. The main security parameter is a prime N € N. Other pa-
rameters are modulus ¢ € N, key-size d € N, norm balancing constant § € R,
acceptance threshold NV € R, and the amount of perturbations k¥ € N.

For 80-bit security, the authors of [14] recommend N = 157, d = 29,
q = 256, f = 0.38407, N' = 150.02. Their evaluation did not take the 2006
attack by Nguyen and Regev [29] into account.

Key generation. Let R = Z[z]/{z" — 1) be the ring of convolution mod-
ular polynomials. Choose uniformly at random two trinary polynomials f
and ¢ in R, such that both have d + 1 coefficients equal to 1, d coefficients
equal to —1, and the remaining coefficients equal to 0. Restart if either f or
g is not invertible. Find small polynomials F' and G, such that fG — Fg = ¢
over R (for the details we refer to [14]).

This process is repeated k41 times, so we get (k+1) tuples ( fo, 9o, Fo, Go),
<y (fx, Gy Fiy Gi). These are the secret keys. Compute h; « f; ' F; mod g
for all ¢ = 0, ..., k. The public key is h < hy.

The secret bases corresponding to the ¢th secret key is

Gy an-1 " A
e C(fl) C(gz) - aq Qg . as
aN-1 an-2 - Qo

The public basis for the lattice A(Ry) is

5= (& &9

The bit-length of the private/public key are approximately

bpri = 2(k + 1) [N1ogy(3)1, lpup = [N logy(q)] -



Signing. Let R, be R/¢R. Hash the message into (my,my) € R?. Com-
pute m < my — mih mod ¢q. The modified message (0,m) is perturbed by
successively approximating CVP in each lattice spanned by a secret basis.
For i« =0, ...,k compute

() = [ (32) | were ot = 00

The final (sg,tx) is as close to (0,m), as (sx + my,tx + mih mod q) is to
(mq, my). The signature is s < si + m;.
The bit-length of a signature is approximately I, = [V log,(q)].

Verification. Hash the message again into (my, msy) € Rg. Complete the
signature s into the tuple (s mod ¢, sh mod ¢). This corresponds to a lattice
vector in A(B). We define the following semi-norms on R and R?

N—-1 N—1 1 N—1 2
H.||R:'R—>R:Zaixiv—>2a3—ﬁ<Zai> ,
=0 1=0 =0

[+ R = R (0, o min { o t vall + 520+ walfy s o € R

Check that the distance between message and signature tuple in the (3-semi-
norm is less than A/. If it is, the signature is valid.

2.3 Attacks and countermeasures

Every message-signature pair in the GGH scheme leaks information about
the secret key used to create it. This leak was known to the creators and does
not necessarily mean that the scheme is insecure. An attacker might need
a transcript of many message-signature pairs in order to mount an attack,
or it might even be computationally infeasible to forge a signature with the
information leaked by arbitrarily many message—signature pairs.

Attack. Nguyen and Regev have shown in 2006 that neither is the case for
GGH and NTRUSign without perturbations. They proposed an efficient al-
gorithm to recover the signing key with about 400 signatures for NTRUSign
instances with lattices of dimension 502. For GGH, the amount of necessary



signatures is bigger. For example, attacking GGH with lattices of dimen-
sion 200 requires about 20,000 signatures. In dimension 400, the amount of
necessary signatures is around 160,000. We summarize the attack for two-
dimensional lattices in Figure 1).

Let m € Z™ be the message and s € A(R) the corresponding signature,
which approximates CVP by use of the secret basis R. Then

s—mec P pR)={Rx:xe[-1/2,1/2]"}.

We will refer to the set P;/»(R) as the hidden parallelepiped. We make an
experimentally justified assumption at this point that for randomly chosen m,
the difference s — m is uniformly distributed over P;5(R). The algorithmic
problem is, given enough independent samples from U(P;/2(R)), recover the
columns of =R or an approximation thereof.

Figure 1: A two—dimensional hidden parallelepiped

See Figure 1 for 200 samples distributed uniformly over a parallelepiped.
You can essentially read off the matrix R, which describes the parallelepiped,
from the graph. This intuition can be made rigorous with algorithms that
work efficiently even for high dimensions.

Countermeasures. So far, the only known countermeasure against this
attack is to use perturbations. When using k£ perturbations, the hidden par-
allelepiped Py 2(R) is replaced by the Minkowski sum of the parallelepipeds
for each secret basis Zf:o P1/2(R;). Only the lattice spanned by the kth
secret basis is public. Though this makes the problem of forging a message
harder, it might be possible to adapt the attack we have discussed here to
deal with one or more perturbations.

Using perturbations drastically increases key generation and signing time,
as well as the size of the secret key. No proof of security is known for either
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GGH or NTRUSign with perturbations. The scheme by Gentry, Peikert and
Vaikuntanathan discussed in the next section can be seen as a theoretically
justified variant of GGH and NTRUSign.

3 Signatures based on hash functions

The tree construction of Merkle [23] allows to transform any one-time signa-
ture (OTS) scheme into a signature scheme allowing more than one signature.
Merkle trees are constructed using a collision resistant hash function and a
one-time signature scheme. Thus, if there is a collision resistant hash func-
tion and an OTS scheme whose security only relies on the hardness of lattice
problems, one could create a lattice based signature scheme.

3.1 Digital signatures using Merkle trees

The Merkle signature scheme (MSS) [23] uses a binary tree for authentication
of many one-time signature keys, which makes it possible to create digital
signature schemes based on one-time signature schemes.

Merkle trees are constructed as follows: the leaves of the tree are the
one-time public keys. Every inner node y is constructed via

y = H(left child||right child), (2)

where H is a collision resistant hash function. Using this construction, the
values of all inner nodes are predetermined by the leaf values. A tree of
height h can be used to sign 2" messages. For the verification of a single
signature the so-called authentication path is required. This path consists
of the siblings of the nodes on the path from the bottom to the root of the

AUTH2 . /@
S
1

55 P

Figure 2: Authentication path of leaf ¢ = 4.

_. AutH;
N

.
1 \
\ 1
¢
-~
' \
\ I
N

p=4 AUTHg
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Merkle tree. The actual authentication node on height i is labelled AUTH;
(see Figure 2 for a demonstration). The Merkle signature scheme is a tuple

MSS = (Kg, Sig, Vf), where:

Key generation. MSS.Kg computes all one-time keys and builds the com-
plete Merkle tree to obtain its root. The MSS private signing key is the
collection of all 2" one-time signing keys. The root of the tree is published
as MSS public key.

Signing. MSS.Sig computes a signature o consisting of the index ¢ of the
tree leaf, the one-time signature, the one-time verification key, and the au-
thentication path of the current leaf: o = (¢, cors, pkors, {AUTH; },,).

Verification. In a first step, the verification algorithm MSS.Vf verifies the
one-time signature cprg with the key pkors. If it succeeds, it starts the
authentication of the one-time public key. Starting from the leaf and using
the construction rule (2), the root can be reconstructed using a leaf value and
its authentication path. MSS.Vf outputs 1 iff the reconstructed root matches
the MSS public key.

The number of messages that can be signed with MSS is restricted to 220,
as with tree heights of h > 20 the key generation needs too much time to be
applicable.

The GMSS extension. The main disadvantage of the Merkle signature
scheme is the size of the signatures. To reduce this size, an extension called
generalized Merkle signature scheme (GMSS [5]) was proposed in 2007. This
construction uses multiple Merkle trees organized in 7' layers one upon an-
other. This construction allows to lower the parameters of the underlying
one-time signature scheme to obtain faster signature generation time and
smaller signatures.

Additionally, using different layers allows to create signatures up to a
number of 2%, Using some preprocessing, it is possible to balance the com-
putation of signatures, so that the creation of each signature takes roughly
the same time. Considering the timings, GMSS is competing with famous
signature schemes like RSA, DSA, or ECDSA, whereas the signature size
must be shortened to be comparable to those schemes. For a complete de-
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scription we refer to [5]. For the key size analysis we only consider the GMSS
extension, as it is the most promising Merkle scheme for practical purposes.

Authentication path computation. One important step in the compu-
tation of Merkle signatures is the computation of authentication paths. Since
subsequent signatures share most of the path from leaf to the root, the sib-
lings on this way are mostly the same, as well. For this reason subsequent
signatures share many nodes in the authentication paths. So the challenging
problem is to compute the authentication path of successive leaves. This
operation is called authentication path computation.

There are two different approaches for calculating this authentication
path. Merkle proposed a simple method, which uses an algorithm called
Treehash. This algorithm computes every inner node y when needed, using all
leafs of the subtree with root y. Another approach was shown by Jacobsson
et al. in [16]. This algorithm uses fractals of the tree to precompute inner
nodes. It also allows a trade-off between computation time and storage.
Szydlo [35, 34] presented a variant of Merkle’s algorithm and showed that
his algorithm is asymptotically optimal. He uses O(h) computation units
and needs O(h) storage space to compute authentication paths. In [6], an
algorithm is presented by Buchmann, Dahmen, and Schneider that achieves
the same asymptotical bounds but balances the signature generation time
and lowers the total number of operations. The same paper introduces the
possibility of a time-memory trade-off to speed up the computation spending
more storage space.

In [5] the Winternitz scheme is used for the one time signatures. We will
now present the size of the keys and the signature of GMSS with Winternitz.
Let ¢ be the output bitlength of the hash function which is used, and let
ty = [C/w] + [([logy([¢/w])] + 1 + w)/w] be the number of parts of a
Winternitz signature. Now 7' is the number of tree layers, H; is the height
of the ith layer, and w; is the corresponding Winternitz parameter. Let
Mantn (1) = (3H + | H/2] — 3K — 2 + 2K) . £ bits be the storage required for
one authentication path together with the algorithm state.

The GMSS public key consists of one hash value, namely the tree root
(therefore mpubkey = ¢ bits). The private key requires

T T

Mprivkey = (3 (Mauen () +1) + > (Mauen (i) + tu,_, +2)) - € bits.

i=1 1=2

13



A GMSS signature o consists of Mggnature = ZiT:l(Hi + ty,;) - € bits. Refer to
[4] for the complete analysis of these numbers.

3.2 Lattice-based hash functions

For construction of the Merkle tree and the Winternitz OTS scheme, any
collision resistant hash function can be applied. The basis of lattice-based
hash functions is a proposal of Ajtai, who defines a lattice-based, keyed hash
function

fa {0 d—1)" —Z7 faly)=Ay modg

for parameters ¢,n,m,d > 1 and a key matrix A € Z;*™. The parameter
n determines the level of security. The function is proven to be one-way, if
m meets the condition m > nlog(q)/log(d). Otherwise the domain of fa
would be smaller than its range.

Furthermore, the function key A consists of O(n?log(n)) entries in Z,
and, to get a reasonable amount of security, the computation of fa requires
too many arithmetic operations. To avoid this disadvantage, Micciancio pro-
posed the use of cyclic lattices [25]. With this construction only O(nlog(n))
entries have to be stored for the function key and the computation time can
be shortened using the Fast Fourier Transform (FFT) to O(n). But this
function lacks collision resistance.

A collision resistant hash function based on the worst case hardness of
SVP was introduced independently by Peikert and Rosen [30] and by Mic-
ciancio and Lyubashevsky [20]. They used ideal lattices to construct a keyed
hash function. The hash computation is the same as above:

fa:{0,...,d=1}" = Z} fa(y)=Ay modq,

where A = [a; Fa; F2a; ... F" 'aj|ayFa,.. . F" lay]. .. |/ - F" ey, ]

for a;...a,/, € Z; and
0---0
F_[ hl_v]

Here the entries of v are the coefficients of the polynomial v that defines the
ideal lattice, namely v(z) = vo + viz + ... + v, 12" + 2™

Suppose v to be irreducible over Z, and for any polynomial g suppose
the norm ||g mod v||_ not to be much bigger than ||g||. (compare the full

14



version of [20]). Then using a worst case to average case reduction, similar
to the idea of Ajtai [1], it is possible to prove the following: if an adversary is
able to find a collision in the randomly chosen hash function then there exists
a polynomial time algorithm that solves the approximate shortest vector
problem in the worst case for all ideal lattices of some polynomial ring with
polynomial approximation factor [20].

SWIFFT [22], a variant of these lattice based hash functions, is even com-
peting with the SHA-2 hash family. While the computation timings are com-
parable for both families, the lattice-based hash functions, i.e. the SWIFFT
family, are even provably secure under feasible assumptions (namely the hard-
ness of approximating SVP in ideal lattices up to polynomial factors). The
output of SWIFFT is a vector in Zy, so the output length is in O (nlog(n)).

3.3 One-time signatures based on SVP-hardness

Using the Winternitz OTS scheme, it is possible to turn any collision resistant
hash function into a one-time signature scheme. This construction leads to
a first OTS scheme based on the hardness of lattice problems. The main
disadvantage of the Winternitz scheme is the signature size, which is O (¢?).

In [21], Lyubashevsky and Micciancio present a one-time signature scheme
based on the hardness of finding short vectors in ideal lattices, with signature
size O(nlog(n)). Therefore using the Lyubashevsky/Micciancio one-time
scheme and a lattice based hash function one could create a signature scheme
based on lattices. This section introduces the mentioned OTS scheme of [21].

Let R = Z,[x]/(v(x)) a ring with an irreducible polynomial v € Z[z] of
degree n. Define a ring constant

¢(1) = min{¥a,b € 1 : |labll < jnl[afo|[bllo}
(e.g. R=17Z,[z]/(z" + 1) = ¢(R) = 1, see [21]).

Key generation. Let p = (¢n)3, m = [log(n)], R as above. For the
signing key, choose (k,1) € R™ x R™ with

k|l < 559" and ||| < 5jnep"/™

with j chosen as described in [21]. The verification key is (H, H(k), H(1)),
where H is an element of a hash function family Hp,, that maps elements
from R™ to R.
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Signing. On input a message M € R with ||M||, < 1 the signing process
Sig performs the following: o « kM + 1.

Verification. Accept iff ||o||o < 10¢p"/™nlog?(n), H(o) = H(k)M + H(1).

It can be shown that this one-time signature scheme is (¢, 1, gy, €)-strongly
unforgeable under chosen message attacks (SU-CMA, where the number of
calls to the signature oracle has to be bounded by 1). If there is a successful
polynomial time adversary against strong unforgeability, this adversary can
be used to find short vectors in all lattices that correspond to the ideals in
the ring R [21].

Replacing the Winternitz scheme by the OTS scheme of Lyubashevsky
and Micciancio leads to the following key and signature sizes. The size of
the public key remains the same as before, it still consists of one hash value.
The size of a LM OTS signature is the size of s € R™ where m = [log(n)].
An element of R has size less than 3 [log(n)], so the signature has size of less
than 3n [log(n)] = O(nlog(n)). The GMSS private key requires to store a
bit amount of

T T

Mpriviey = (O (Maun (i) + 1) + Y (Maun (i) +2)) - £+ 3(T = 1)n [log(n)] ,

i=1 =2

where the first part is the storage needed for the hash tree and the second
part is the size of the required one-time signatures. For a signature one needs
to store Mgignature = ZiT:l(Hi) -4+ 3Tn [log(n)] bits.

4 Signatures based on presampling

Following the ideas of the GGH and NTRU signature schemes as well as
recent observations on Gaussians over lattices by Micciancio and Regev,
Gentry, Peikert, and Vaikuntanathan (GPV) proposed an efficient signature
scheme that is provably secure in the random oracle model [12]. It uses
Klein’s modification of the Babai nearest plane algorithm [3, 18] and two
famous results by Ajtai [1, 2] in order to build a trapdoor function with
preimage sampling that almost behaves like a trapdoor permutation. The
basis of security is the collision resistance of the proposed trapdoor function,
which in turn is based on the worst-case hardness of of finding short vectors
in general, esp. not ideal, lattices. We refer the reader to [12] and to [27] for
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further details and a comprehensive discussion of the involved lattice prob-
lems and on Gaussians in the lattice context. The practical hardness of these
lattice problems is analyzed in [7] and subsequently in [8].

4.1 Lattice-based trapdoor function

In the following, we specify a family of trapdoor functions and discuss its
realization based on [12]. They use modular lattices and a Gaussian sampling
algorithm (Algorithm A.1) based on Babai’s nearest plane algorithm [3]. We
will refer to the following construction by GPV trapdoor. The family is
described via a triple (TrapGen, SampleDom, SamplePre), where:

Trapdoor Generation. TrapGen(n) chooses a prime modulus ¢ &~ n3, the
domain dimension m = 5n log(q), the basis length bound L = m!'*¢, ¢ > 0,

and a Gaussian parameter s = Lw(/log(m)).
The algorithm sets up the range as R, = Z; and the domain D, as

D,={ecZ™:|e|, <svm}.

The public trapdoor key a describes the above public parameters and the
public matrix A € Zy*™, which is chosen randomly along with a set S of
short binary vectors as in [2]. The set

A(A)={veZ:Av=0 (modg)

describes a lattice, for which the secret trapdoor parameter ¢ describes a
basis T = [ty,...,t,,] such that for its Gram-Schmidt orthogonalization T

ti|| <L.
2

max
i=1,....m

A basis with this property can be constructed by applying [26, Lemma 7.1]
on S. Finally, the output of TrapGen is the public key a = (n,q,m, L, s, A)
and the secret key t = T.

Trapdoor evaluation. On input x, the trapdoor function f,(x) evaluates
y «— Ax mod g and returns y.

Domain Sampling (SampleDom). Sampling from D,, is performed via
Algorithm A.1 using the standard basis of Z™.
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Preimage Sampling (SamplePre). Sampling from f; ' is performed via
Algorithm A.1 using T. On input y, SamplePre(t,y) performs the following
steps:

1. Compute t € Z", such that At =y (mod ¢). This is done by linear

q Y
algebra and almost certainly yields a t ¢ D,,.

2. Use the trapdoor basis T in Algorithm A.1 to sample a vector v from
a Gaussian distribution around —t with standard deviation s, condi-
tioned with Av =0 (mod ¢), and output x =t +v € D,,.

We argue that the GPV trapdoor satisfies the following important properties.

Function generation. There is an efficient algorithm TrapGen that out-
puts (a,t) < TrapGen(n), where a fully defines the function f, and the
trapdoor t is used to sample from the inverse f,'(-), which is defined as
SamplePre(t, -). More precisely, the function generation can be performed in
polynomial time in the security parameter by applying results from [2, 12, 26].

Efficiency. The function f, : D, — R, is efficiently computable. Further-
more, the two finite sets R,, D,, are efficiently recognizable and R, is closed
under addition. Since it is a simple modular matrix-vector multiplication,
trapdoor evaluation is very efficient and the sets D,,, R, can obviously be
efficiently recognized by performing a simple norm check.

One-wayness. Computing the function f; ' : R,, — D,,, is infeasible with-
out the trapdoor ¢ under the assumption that solving ISIS(q, m, s /m) is hard
on the average.

Domain sampling with uniform output. SampleDom(n) samples from

some distribution over D,,, such that their images under f, are uniformly
distributed over R,, (cf. [12]).

Preimage sampling. Let y € R,. f;'(y) samples x « SampleDom(n)
under the condition that f,(x) = y. The entropy of x is at least w(log(n))
(cf. [12]). Explicitly, we have

[{x «— SampleDom(n) : f,(x) = y}| > 2«Uoe(m)
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Linearity. f, is linear in the sense that for all x| + x5 € D,

fo(x1+x2) = A (X1 +x2) =Ax1 + Axy = fu(x1) + fo(x2) (mod q).

Collision resistance. There is no algorithm A(n,a) that outputs a pair
(x,x') € D? such that x # x' and f,(x) = f,(x/), in time polynomial
in n with noticeable probability. This holds under the assumption that
SIS(g, m, 2 s +/m) is hard on the average. The proof is straightforward. Sim-
ply compute z < x — x" and observe that z € A;(A) and ||z|, < s/m +
s+y/m, which solves the SIS. As in the original work, we will always as-
sume that the above properties, especially the statistical distributions, hold
in a perfect sense. For efficiency reasons, the parameters n, g, m, L, s can be
shared among all signers and can be considered fixed system parameters.

4.2 GPV signature scheme
Using the above trapdoor, the GPV signature scheme is a tuple (Kg, Sig, Vf):

Key generation. GPV.Kg(n) outputs (a,t) « TrapGen(n). Furthermore,
the algorithm chooses a collision resistant full domain hash function H :
{0,1}* — Z7* from the family of all such functions.

Signing. Let M € {0,1}* be a message. GPV.Sig(t, M) checks whether M
has been signed before. If so, it outputs the same signature. Otherwise, it
outputs o < SamplePre(t,H(M)), o € D,,, and stores (M, o).

Verification. On input (M, o), GPV.Vf(a, o, M) returns 1 iff 0 € D,, and
falo) = H(M).

Observe that GPV is complete because for all honestly generated keys
(a,t) < TrapGen(n), all M € {0,1}*, and all o0 <« GPV.Sig(M), we have

fa(0) = fa(SamplePre(H(M))) = fu(f; (H(M)))

and therefore GPV.Vf(a,o, M) = 1.

Note that the signature scheme is stateful, which makes it less applicable
in some scenarios. There is, however, a stateless modification GPV' in [12]
that uses standard randomization techniques. The modified signature and
verification procedures are as follows:

H(M)  (mod g)
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Signing. GPV'.Sig(t, M) chooses r « {0,1}* k = w(log(n)), uniformly at
random and executes o < GPV.Sig(¢, M||r). The output is (r, o)

Verification. Given a signature o, GPV'.Vf(a, (r,0), M) returns 1 iff 0 €
D,, and f,(c) = H(M||r). Due to the random choice of r from a large set,
collisions occur only with negligible probability.

Like GPV, the modified GPV' is strongly-unforgeable in the random oracle
model. A security proof for GPV’ can be found in Section 4.3. It is similar to
the proof for GPV in [12]. From the given paramters for GPV, we can deduce
an approximate signature size of 22.5n log,(n) log,(15n log,(n)) bits as well
as the size of public and private keys 15n? logs(n).

4.3 Security proof

As stated before, both GPV and GPV'are provably secure under an average-
case hardness assumption on the SIS. As for GPV, we simply repeat the
precise version of the respective theorem and refer the interested reader to
[12] for the proof. In the following let Trapgen(7), Tsamplebom (1), T, (1), and
Tiist(n) be the cost functions for key generation, domain sampling, trapdoor
evaluation, and list processing w.r.t. the security parameter.

Theorem 4.1 (Strong unforgeability of GPV). Let n be the security pa-
rameter and let g(n), m(n), s(n) be as above. The GPV signature scheme is
(t, gsig, qn, €)-strongly-unforgeable if H is collision resistant and the SIS(q, m,
2s+/m) is (', €)-hard with

1
Qw(log(n))
Proof. See [12]. O

As for the stateless variant GPV', the authors of [12] sketch a security

proof. The precise theorem can be stated as follows. Observe that the proof
is not as tight as for GPV.

t/ = t+QSig 7jlist(”)—i_QH (TSampleDom (n>+Tfa (n)+ﬂ|st(n)) and 6/ = €—

Theorem 4.2 (Strong unforgeability of GPV'). Let n be the security pa-
rameter and let q(n), m(n), s(n) be as above. GPV' is (t, gsig, qn, €)-strongly
unforgeable if H is collision resistant and SIS(q, m,2 s \/m) is (t', € )-hard with

2
Isig + 1
' = t+ (asg + ) (Tsampiepom() + T, (n) + Tie(n) and ¢ = ¢ — 98

Proof. See Appendix B m
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A Randomized Babai Algorithm

Input. An m-dimensional basis B of a lattice A, a parameter s > 0, and
center vector c € R™

1. v,, <0

2. ¢, C

3. Let B be the Gram-Schmidt orthogonalized B.
4. Fori=m,...,1 do

(a) ¢ < <Ci76i> / <Ci;6i>
(b) st s/ b

(¢) Choose z; from the Gaussian distribution Dz, g o,
ile. z; € ZN|[c, — s}, c; + s] with high probability.

17 71

(d) Ci—1 < C; — 2 b;

(e) Vi1 <V — 2 V;

Output. The vector vy, such that ||v — c||, < s+/m with high probability.

Algorithm A.1: Modified Babai’s nearest plane algorithm. The algorithm
samples from a discrete Gaussian distribution over the lattice A around the
center ¢ with standard deviation s.

B Proof of Theorem 4.2

Proof. Towards contradiction, we assume that there exists a successful forger
A against strong unforgeability of GPV’ in the Exp’icpyr experiment. Using
A, we construct an algorithm B via a black-box simulation, such that B solves
the SIS(g, m, 2 s /m) with probability € in time ¢’. The following simulation

uses random oracle techniques to simulate the signature oracle.

Setup. B gets as input the public trapdoor parameter a and implicitly
the lattice A (A). The algorithm initializes a list Ly < @ of tuples
(x,r, h,o), indexed by x in order to simulate H and f, consistently. It
runs A on input a in a black-box simulation.
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Random oracle queries. On input x = M||r, r € {0,1}", B looks up =
in Ly. If it finds a tuple (x,r, h,*) then it returns h. Otherwise, B
chooses a o < SampleDom(n) and computes h < f,(c), and stores
(x,r,h,0) in Ly. It returns h. In case |z| < k, B looks up a tuple
(x,%,h,*) in Ly. If it exists, the algorithm returns h. Otherwise, B
chooses a 0 < SampleDom(n), computes h < f,(o), stores (x, 0, h, O),
and returns h.

Signature Queries. On input M € {0,1}*, algorithm B chooses r «
{0, 1}* uniformly at random and runs H(M||r), yielding a tuple (z,r, h, )
€ Ly. The simulator returns (r, o).

Output. Finally, A stops and returns a valid forgery (M*,r*, o*) with o* €
D,, and f,(c*) = h* = H(M*||r*) (mod ¢). W.l.o.g., there is a tuple
(M*||r*,r*,h*,0) € Ly with ¢ € D,,. Algorithm B outputs ¢* — ¢ as
its solution to SIS.

Analysis. Observe that B simulates the random oracle and the signature
oracle perfectly and consistently. The choice of A in the simulation of the
random oracle is uniform at random because of the uniform output distribu-
tion of f,. Note that in case A queries the random oracle with messages of
length less than &, we only need to store its hash value and not its signature
because such messages will never be signed by the signature oracle.

As for the output of B, we have to show that ¢* — ¢ # 0 holds but with
negligible probability. We have to distinguish three cases:

1. The adversary A outputs a forgery in the strong sense, i.e. he has
previously queried his signature oracle on M*. Then, we have ¢* — o #
0 by definition. Note that, due to the collision resistance of H, the
adversary A cannot find a second message for a known signature.

2. Algorithm A has not queried his signature oracle on M* and B has
never returned ¢* in any query. W.l.o.g., he has queried H on M* and
B has a triple (M*||r*,7*,h*,0) € L. By the minimum conditional
entropy w(log(n)) of o (see Section 4.1), we infer that ¢* = o with
probability at most 27<0°8(") which is negligible.

3. Algorithm A has not queried his signature oracle on M* but B has re-
turned o* as a signature on a different message. This only happens with
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negligible probability because of the random choice of r from a large
set and the fact that A only makes polynomially many queries. Thus,
B never signs the same value H(M||r) but with a negligible probability
of at most ¢, /208,

Since ¢* and o are valid signatures on m*, we have

fa(o") = H(m") = fu(0)

and therefore a non-zero vector 0* —o € Ay (A) of norm |lo* — ||, < 2s+/m.

The overhead of the reduction is dominated by the computational cost for
domain sampling and trapdoor evaluation in the simulation of the random
oracle with some additional list processing. In the worst-case, the adversary
A never queries H and Sig with the same message, which is why the overhead

is (gsig + qn) (Tsamplepom (1) + T, () + Tiist(n)). o
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