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Abstract. Multi-exponent algorithms are frequently used in crypto-
graphic protocols, for example, digital signature algorithms, some com-
mitment schemes, etc. The previously known efficient algorithms use spe-
cial exponent recording algorithms like wINAF or the joint sparse form.
Those algorithms can only be applied starting at the least significant bit.
Therefore, they require additional memory for the recoded exponent, and
they are not suitable for the implementation on memory constraint de-
vices. In this paper, we propose two multi-exponent algorithms which
can be applied starting at the most significant bit. The first algorithm
performs a special joint sliding window conversion over a mutual oppo-
site form of singed binary strings. We need to scan only k + 1 joint bits
for generating the efficient chains with k& bases. The second algorithm
uses an existing exponent recording algorithm for single exponentiation,
namely wMOF that which be applied starting at most significant bit.
This proposed algorithm scans only w bits for each exponent. Therefore,
the proposed schemes can achieve on-the-fly multi-exponent scalar mul-
tiplication for elliptic curve cryptosystems. We also explicetly calculate
the joint non-zero density for the first sheme and show that for several
numbers of exponents it is optimal among all joint signed forms using
digits {—1,0,1}, e.g., 1/2 for k = 2 and 23/39 for k = 3. The average
density of multiplications for the second proposed algorithm equals to
k/(w + 1). Based on these formula we compare the cost for the multi
exponentiation including the pre-computation.

Keywords: elliptic curve cryptosystem, multi-exponent, joint sparse
form, left-to-right, mutual opposite form

1 Introduction

Nowadays cryptography is often implemented on smartcards. There is large num-
ber of applications for this devices, e.g. authentication and digital signatures.



The problem with smartcards is that they have high constraints on memory and
computational power. The elliptic curve cryptosystem (ECC) [Kob87,Mil86] is
an efficient cryptosystem, which can attain high security with very short key
length. Therefore, ECC is suitable for implementation on memory-constraint
devices.

The most fundamental operation used for the ECC is a multi exponentiation,
which computes
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for given integers d; and g; € G with j = 1...k, where G is a group. The research
goal from practical requirement is to efficiently compute the multi exponentiation
by minimizing both memory usage and computational costs (See, for example,
[Ava02,Gor98,Mol101]).

Typically a multi-exponent algorithm consists of the following three stages:
(1) The exponent recording stage, (2) the pre-computation stage and (3) the
evaluation stage. Currently used methods for the exponent recording stage are
the width-w non adjacent form (wNAF) [S0l00,BSS99,MOC97] and the joint
sparse form (JSF) [Pro03,S0l01]. For the pre-computation and the evaluation
stage common used methods are the Interleave Method [M6101] and the Shamir
Method [Gor98]. In the exponent recording stage, the exponents are rewritten
to speed up the evaluation stage. This is achieved by decreasing the number of
non-zero entries in the exponents. The actual exponentiation is computed in the
remaining two stages.

The strategies described above have the following problem. wNAF and JSF
can only be applied starting at the least significant bit (right-to-left) while the
methods for the evaluation stage parse the exponents starting at the most sig-
nificant bit (left-to-right). The disadvantage of using both directions is that
the exponent recording has to be finished before the exponentiation can begin.
Therefore all recorded exponents have to be stored in extra memory. There are
methods to perform the evaluation stage from right-to-left but those methods
are much slower than their left-to-right counterparts [CMO98]. Therefore those
strategies are not suitable for smartcards.

A possible solution to this problem is an exponent recording algorithm which
can be applied from left-to-right. The benefit of such an algorithm is, that the
exponent recording stage becomes dispensable because the recording of the ex-
ponents can be performed on-the-fly in the evaluation stage.

For recording one exponent at a time there already exists a left-to-right
analouge to wNAF. It is called the width-w mutual opposite form (wMOF)
[OSSTO04]. It can be generated by applying a width-w sliding window method
on a mutual opposite form (MOF) [OSST04] of an integer. Currently wMOF is
used only for single exponentiation and there is no left-to-right analoge to JSF.

1.1 Contribution of this Paper

In this paper we propose two new algorithms for multi exponentiation with an
arbitrary number of exponents. Both algorithms are applied solely from left-to-



right, therefore they require no exponent recording stage and the conversion is
performed during the evaluation stage.

The first algorithm is an exponent recording algorithm which simultaneously
records all exponents from left-to-right. This is achieved by applying a joint
conversion on the MOF representations of the exponents. The main idea is that
after scanning at most k - (k + 1) digits simultaneously, we can always create
a zero column. In most cases it is sufficient to scan less bits to create a zero
column. In the second algorithm we show how wMOF can be used with the
Interleave Method to perform a multi exponentiation. We need to scan only w
bits for each exponent at a time and then use a special conversion to get the
wMOF representation of the w bits.

We precisely estimate the efficiency of the proposed schemes. For the first
algorithm, we develop an explicit formula to calculate the average density of
multiplications needed for multi exponentiation. The probability that a zero
column can be created in a certain step is caculated. The computational costs
for the second algorithm are gathered from the properties of wMOF and the
Interleave Method.

We will also compare the new methods with the previously known methods.
It will turn out that the computational costs equate, but the required memory
can be dramatically reduced. A comparison for arbitrary k£ can be found in table
2.

This paper is organized as follows: In section 2 we give an overview of multi
exponentiation. We will explain the three stages of an multi-exponent algorithm
in detail and review currently known methods, e.g. the Interleave Method, the
Shamir Method, wNAF, wMOF and JSF. In section 3 the new left-to-right
algorithms for computing multi exponentiations are described and their com-
putational costs are estimated. Then we compare them with the right-to-left
methods. In section 4 conclusion remark is stated.

2 Overview of multi exponentiation

In this section, we review some efficient multi-exponent algorithms.
At first we introduce some frequently used terms. A binary representation of

an n-bit integer d is a vector (d[n — 1],...,d[0]) such that
n—1
d="Y dli] -2
=0

where d[i] € D,i = 0,...,n — 1. D is called the digit set. For the standard
binary representation we have D = {0,1}. If D also contains negative elements,
we call (d[n —1],...,d[0]) a signed binary representation of the integer d. d is
called an n-bit integer, if 2"~1 < d < 2" — 1. Note that we can represent any
n-bit integer with (n + m)-bits by setting (d[n +m — 1],...,d[n]) = (0,...,0).
The Hamming weight of a signed binary representation is its number of non
zero entries. The non zero density (nzd) of a signed binary representation is its



Hamming weight divided by its bitlength. If we consider more than one signed
binary representation simultaneously, i.e. dealing with more than one exponent,
it is useful to examin non zero columns rather than non zero entries. The number
of non zero columns is given by the joint Hamming weight. According to this we
define the joint non zero density (joint nzd) as the quotient of the joint Hamming
weight and the maximum bitlength of the exponents. All exponents with lesser
bitlength are padded with zeroes on the left side.

Let K = GF(p) be a finite field, where p > 3 is a prime. Let E be an
elliptic curve over K. Since the elliptic curve is an additive group, multiplication
becomes addition and exponentiation becomes multiplication. Hence, when using
elliptic curves, a multi exponentiation becomes a multi scalar multiplication. In
this paper we consider only algorithms which are suitable for elliptic curves,
nevertheless we write them in a multiplicative fashion because in our opinion this
enhances the readability. The elliptic curve E has an Abelian group structure
with identity element O called the point of infinity. A point P € F is represented
as P = (z,y). The inverse of point P = (z,y) is equal to —P = (x, —y), hence it
can be computed virtually free. Because of this, it is advisable to use a signed
binary representation of the exponents [MO90]. The elliptic curve additions P+Q
and 2P are denoted by ECADD and ECDBL, respectively, where P,Q € E.

2.1 Multi Exponent Algorithms

Window-based algorithms are well-established methods for efficiently computing
multi exponentiations. The exponents d; are usually passed to the algorithm in
their binary representation. In this section we describe the three stages of an
multi-exponent algorithm and explain some common used variants.

Ezxponent Recording Stage The purpose of the exponent recording stage is to
decrease the (joint) Hamming weight of the exponents. In order to do this a
exponent recording algorithm is applied either to each exponent seperately (to
decrease the Hamming weight) or to all exponents simultaneously (to decrease
the joint Hamming weight). In section 2.2 we will shortly describe the properties
of the following three exponent recording algorithms: The width-w non-adjacent
form (wNAF), the width-w mutual opposite form (wMOF) and the joint sparse
form (JSF).

For the pre-computation and the evaluation stage there are two common
methods. The Interleave Method [M6101] and the Shamir Method [Gor98]. We
will compare both stages of these methods seperately.

Pre-Computation Stage In the pre-computation stage the Interleave and the
Shamir Method computes

k
g5, Ve € D\{0},j=1,....k, []g5 Ve D*\{0,...,0}
j=1

respectively. Since we limit our considerations to elliptic curves the elemente g;
can be computed from ¢ on-the-fly in the evaluation stage and doesn’t have to



be precomputed. Note that the points g} are trivially given as input and also
don’t have to be precomputed. The number of precomputed points is

DI -1 D" —1
ke k, 5 k
for the Interleave, Shamir Method respectively. The precomputed points are

stored in a table to be accessed later.

FEvaluation Stage In the evaluation stage the k exponents dy, ..., d; are parsed
bitwise, starting at the most significant bit (left-to-right). At first an accumulator
X is initialized with the neutral group element. Let d;[¢] denote the i-th bit of
exponent j. The following two algorithms describe the evaluation stage of both
methods.

Interleave Method __ Shamir Method
1. fori=n—1to0do 1. fori=n—-1to0do
1.1, X — X2 1.1, X — X2
1.2. for j =1 to k do 1.2. if (di[7], ..., dg[d]) # (0,...,0)
i i k d;[i]
1.2.1. if d;[i] # 0 121 X — X -[[¥_, g7

1. X ‘*X’gjjm

Note that g;l" and Hle g}ig are not actually computed, but obtained by a
lookup in the table prepared in the pre-computation stage. Now we will analyse
the average density of the operation used in both methods. We distinguish be-
tween squarings and multiplications. The average density of squarings is 1 for
both methods, since a squaring is always performed. For the Shamir Method
a multiplication is performed every time a non-zero column is found. Therfore
the average density of multiplications is the joint nzd of the exponents. For the
Interleave Method a multiplication is performed for every single non zero entry
in the exponents. Therefore the average density of multiplications is k times the
nzd of the exponents.

From the computational costs we read that the Shamir Method should be
used with an exponent redording algorithm which minimizes the joint nzd, while
the Interleave Method should be used with an exponent redording algorithm
which minimizes the nzd of each exponent seperately.

2.2 Known exponent recording algorithms

In this section we describe the properties of three common used exponent record-
ing algorithms.

wNAF and wMOF First we review the definition of wNAF as stated in [Sol00].

Definition 1 (wINAF). A sequence of signed digits is called wNAF if the fol-
lowing three properties hold:

1. The most significant non-zero bit is positive.



2. Among any w consecutive digits, at most one is non-zero.
3. Each non-zero digit is odd and less than 21 in absolute value.

An algorithm for the generation of wNAF was proposed by Solinas [Sol00].
The algorithm parses the integer starting at the least significant bit, i.e. right-
to-left. wNAF uses the digit set D,, = {0,%1,...,4£2%~! — 1}. The average
non-zero-density of wNAF is asymptotically 1/(w + 1) for n — oo.

We now explain the mutual oposite form (MOF) as stated in [OSST04], which
is the canonical form of signed binary representation.

Definition 2 (MOF). The n-bit mutual opposite form (MOF) is an n-bit
signed binary string that satisfies the following properties:

1. The signs of adjacent non-zero bits (without considering zero bits) are oppo-
site.

2. The most non-zero bit and the least non-zero bit are 1 and 1, respectively,
unless all bits are zero.

The MOF representation p of a given integer d can be computed by y = 2d©
d, where & denotes the bitwise subtraction. This operation generates no carry
over, therefore the conversion can be performed from left-to-right. MOF uses the
digit set D = {0, 41} The MOF representation of an integer is unique determined
and its non-zero-density is 1/2. Next we describe the natural extension to MOF
which is called wMOF as stated in [OSST04].

Definition 3 (wMOF). A sequence of signed digits is called wMOF if the fol-
lowing three properties hold:

1. The most significant non-zero bit is positive.
2. All but the least significant non-zero digit x are adjoint by w-1 zeros as
follows:
— in case of 271 < |z| < 2% for an integer 2 < k < w — 1 the pattern
equals 0...0x0...0,
N~ Y~
k w—k—1
— in case of |x| = 1 either the pattern equals x0...0 and the next lower
——
w—1
- digit h ite st th tt Is 0x0...0
non-zero digit has opposite sign from x or the pattern equals Ox
w—2
and the next lower non-zero digit has the same sign as x.
If x is the least significant non-zero digit, it is possible that the number of

right-hand adjacent zeros is smaller than stated above. In addition it is not
possible that the last non-zero digit is a 1 following any non-zero digit.
3. Each non-zero digit is odd and less than 2~ in absolute value.

wMOF can be constructed by applying width-w sliding window method on
MOF [OSST04]. The window method is applied starting at the most significant
bit, i.e. left-to-right. wMOF uses the digit set D,, = {0,41,...,4£2*~1 — 1} and
its nzd is asymptotically 1/(w + 1) for n — oc.

Obviously, when applied on multiple exponents, MOF, wMOF and wNAF
minimizes the nzd of each exponent seperately. Therefore, when performing a
multi exponentiation one should use the Interleave Method.



Joint Sparse Form We shortly describe JSF for k n-bit signed binary strings
as defined in [Pro03]. Let d;[i] denote the i-th bit of string j, j = 0,...,k —1
and d.[i] the i-th column of all strings, ¢ =0,...,n — 1.

Definition 4 (JSF). k n-bit signed binary strings d;, j =0,...,k—1 are called
a JSF if the following three properties hold:

1. For each non zero column d.[i] there exists an j € {0,...,k — 1} such that
— d;[i] #0 and
— either i = 0, or there exists an integer | < i such that
d;li—1] = d;[i—2] = ... = d;[l] = 0 and eitherl =0 ord.[l] is a

zero column
2. No two consectuive bits in a row are 11 or 11
3. If there exists an j € {0,...,k — 1} and integers i,l with | < i such that
dj[i—F 1] 7é djm and dj[l] = d][Z — 1] = ... = djm 75 0 then d[Z + 1]
1s a zero column

JSF uses the digit set D = {0,+1}. The joint nzd can be calculated using
the formula 1 — 1/¢, where

and ¢; = 3/2. JSF is a exponent recording algorithm which minimizes the joint
nzd of the exponents. Hence, one should use the Shamir Method when performing
an multi exponentiation.

2.3 Left-to-Right vs. Right-to-Left

The Shamir and the Interleave Method are so called left-to-right binary methods,
because they start the exponentiation at the most significant bit. There are also
methods which start the exponentiation at the least significant bit, those are
called right-to-left binary methods. In this section we explain why the left-to-
right methods are preferable for the ECC. At first we describe the left-to-right
and the right-to-left binary methods in their fundamental versions, namely for
one n-bit scalar which is given in its binary representation, i.e. D = {0, 1} holds.
Further we assume that d,,_; = 1 holds.

Binary Method, I-t-r Binary Method, r-t-I
input: P € E, scalar d input: P € E, scalar d
output: scalar multiplication dP output: scalar multiplication dP
1. QP 1. Q1 — P,Q2—0O
2. fori=n—2to0do 2. fori=0ton—1do
2.1. Q@ — ECDBL(Q) 2.1. ifdi] =1
2.2 ifd[i] =1 2.1.1. Q2 — ECADD(Q2, Q1)
2.2.1. Q@ — ECADD(Q, P) 2.2. @1 «— ECDBL(Q1)
3. return @Q 3. return Q2

Though in general both methods provide the same efficiency, the left-to-right
method is preferable due to the following reasons:



— The left-to-right method can be adjusted for representations using a larger
digit sets D, like wNAF or wMOF, in a more efficient way than the right-
to-left method.

— The ECADD step in the left-to-right method has the fixed input tP, t €
D\ {0}. Therefore it is possible to speed up these steps if tP is expressed in
affine coordinates for each t € D\ {0}, since some operations are negligible in
this case. The improvement for a 160-bit scalar multiplication is about 15%
with NAF over right-to-left scheme in the Jacobian coordinates [CMO98].

— The right-to-left method needs an auxiliary register for storing 2¢P.

Since we use a left-to-right binary method, it is desirable to perform the ex-
ponent recording also from left-to-right, because in that case we don’t have to
record the exponents prior to the exponentiation. They are rather recorded dur-
ing the evaluation stage on-the-fly. This will save us the memory for the recorded
exponents which is important on memory constraint devices like smartcardes.
From the algorithms stated in section 2.2, only MOF and wMOF can be gener-
ated from left-to-right. wNAF and JSF need an exponent recording stage and
extra memory. While wMOF represents the left-to-right analogue of wNAF there
is currently no algorithm to generate JSF from left-to-right.

3 Proposed Shemes

In this section we will describe the two new algorithms for multi exponentiation.
In section 3.1 we present a new left-to-right exponent recording algorithm for
an arbitrary number of MOF strings. It will turn out that concerning the joint
nzd it is the left-to-right analogue of JSF. In section 3.2 we show how wMOF
can be used in conjunction with the Interleave Method to perform a multi expo-
nentiation. In section 3.3 we compare both new methods and the methods from
section 2.

3.1 New left-to-right exponent recoding algorithm

At first we state some properties which are important for the algorithm. Then
we explicitly write down the algorithm and at last we show how the joint nzd
can be calculated.

Properties and Algorithm In order to design the new recoding algorithm,
we construct two lemmas on the property of MOF.

Notation: We define a function eval(-) from a signed binary representation
to an integer as eval(s) = Z;:Ol s[i] - 2¢ for a signed binary representation s =
(s[n —1],s[n—2],...,s[0]). For a MOF u, we define Z(u) as

Z (1) = {z| there exists ¢ such that §[z] = 0 and eval(d) = eval(u)}.

Ezample 1. p = 101. Then, Z(101) = {2,1}. In fact, we have d; = 011 and
dy = 101.



Regarding Z(u), we have the following lemmas:

Lemma 1. Assume that an n-bit MOF p is not 0. Then Z(p) = {0,...,n —
1} \ {f}, where f is the index of the least non-zero digit.

Lemma 2. For any k (k+ 1)-bit MOF p;,
A Z(p15) £0.

In other words, there exists an index z such that, for any j, there exists a signed
binary representation 6; with d;[z] = 0 and eval(d;) = eval(u,).

Let pu..l] = (pjlul, pwilu—1],. .., p;[l+1], p;[{]). The new recoding algorithm
for general k terms is as follows:

Left-to-Right Recording for General Terms
input: k n-digit MOF strings: p1, ..., tk
output: Conversion 61,...,0; of p1,..., pur with minimal Joint-Hamming-Weight
1. For u =n — 1 downto 0 do
1.1. Forb=1to k+1do
1.1.1. Let l+—u—-0b+1
1.1.2. Compute Z «— N¥_; Z(p;[u..l])
11.3. I Z 40
1. z—max{z:2 € Z},
2. 0j[u..l] «— convert(pjfu.l],z),Vj=1,...,k
3. u—u—>b+1

4. break for-loop
2. return 61, 02, ..., Ok

The algorithm parses the MOF strings, and converts them in windows of
length 1 to k + 1. Because of Lemma 2, the iteration at Step 1.1 terminates
when b becomes k + 1.

The convert routine is based on the observation that z0...0zZ = Oz...zx,
where z is non-zero and £ = —x holds. It works as follows:

Conversion routine
input: (u — [+ 1)-digit MOF string: 1 and the digit to convert z
output: Conversion ¢ of u where 6[z] =0
1. if pfz] #0
1.1, j—2z-1
1.2. while p[j] =0
121, je—j—1

1.3. 8[z] <0

1.4. 0]z —1],...,0[7] < plz],- .., n[Z]

1.5. O[u],...,0[z+ 1] «— plul],...,ulz + 1]

1.6. 6[j —1],...,0[) < puly —1],..., u[l]
2. else

21. 6 —p

3. return 6

Note that in Step 1.2. such a digit always exists since z # f. From the MOF
attributes we also know that u[z] = —u[j] holds.The conversion z0...0Z —
Ox ...zx, is applied only on the substring u[z..j] (step, 1.3., 1.4.), the remaining
bits stay the same (step 1.5., 1.6.).



Average Joint Non-Zero Density Next, we estimate the average joint non-
zero density of the proposed algorithm. In order to do this, we first define the
number Cp.

Cyp is the number of string combinations converted at the b-th iteration
of Step 1.1 of Left-to-Right Recording for General Terms.

Cy is a proportion of some convertible strings. At the b-th iteration we exam-
ine b bits of each of the k integers. Therefore, there is a total number of 2*°
combinations of strings which have to considered for conversion. Cj is then the
proportion of these strings which can be converted, i.e 2¥* — C} is the number of
strings which cannot be converted. Using above (Y, the average joint non-zero
density is as follows:

Proposition 1. The average joint non-zero density of Left-to-Right Recording
for General Terms with k terms is:

k+1 c
Z Qk% ) b
b=1

Next, we estimate Cjp. If a string combination can be converted in iteration
b it clearly cannot be converted in iteration b — 1. Therefore at first, we have
to calculate the number of string combinations which cannot be converted in
iteration b — 1. From Lemma 1 we know that a string combination cannot be
converted, if for each of the b — 1 columns, at least one of the k strings has its
first non zero bit in this column. A fnz combination is a matrix F € {0, 1}£*0=1,
where (f;;) = 1 if and only if the first non zero bit of string ¢ is in column j.

Lemma 3. There are (bfl) fnz combinations for given k and b such that the
corresponding string combinations cannot be converted.

Now that we know how many fnz combinations there are, we have to classify

them. Let D € N(bfl)Xb_l, where (d;;) is the number of first non zero bits in
column j for fnz combination ¢. D can be generatred using the following method:

Generation of D
1. 11
2. forji=1tok—(b—1)+1do
21. forjo=1tok—(b—1)+1-(j1—1) do

b2
2.1.1. for jp_i1=1tok—(b—1)4+1—- > (51 —1) do
=1
L. Di e (J1,525 -5 Jo—1)
2. 1+—1+1
3. return D

10



Since Lemma 3 only gives us the number of fnz combinations with respect
to row permutations, we need the number of possible row permutations for each
fnz combination. We also need the number of string combinations which corre-
spond to a given fnz combination, i.e. all string combinations with the same fnz
combination. Then we have the number of all string combinations which cannot
be converted in iteration b — 1. Next we want to know which of them can be
converted in the next, b-th iteration. Since the algorithm scans one more column
each iteration we need the number of columns, which can be appended to a cer-

tain fnz combination such that a joint zero column can be created in iteration
b.

Lemma 4.

where P; is the number of row permutations, M; the number of strings corre-
sponding and N; the number of columns which can be appended to fnz combina-
tion 1.

k

1) and D = (d;;) as above, we have the following:

Lemma 5. Forizl,...,(

i) P = (dI;) (k;in) (k*(dﬂ;;:;jldi,b—2>)

b—1
i) M; = [] 2V~
=1

Jj=

c=1 1<1< . je<b—1

b—1
w) Ni=1+4+ > <(_1)c1 Z Qk(dijﬁ...mijc))

3.2 Interleave using wMOF

This section is organized as the previous one. At first we state some properties
ant the explicit algorithm. Then we estimate the computational costs.

Properties and Algorithm The goal of the Interleave with wMOF Method is
to perform the exponent recording on-the-fly during the evaluation stage, rather
than in a seperate step. This is possible since wMOF can be gerated from left-
to-right. So obviously we don’t need an exponent recording stage.

The precomputation stage is the same as in section 2, namely the points

g5 Ve e {£3,... £2¥7  —1},j=1,...,k

are computed. For the elliptic curve case the negative exponents are of course
omitted.

The evaluation stage is modified such that the conversion to wMOF is applied
on-the-fly. Let << denote a right shift. The evaluation stage is then

11



Interleave Method with wMOF
input: Bases g1,...,gr and n bit exponents di,...,di in their binary representation
k
output: ] gjj
j=1
L dyn] = O, dy (=1, dy[—w] — 0. 0,V =1,k
2. X «—1
3. for:=n to 0 do
3.1 X « X?
3.2. for j =1 to k do
3.2.1. if §; = 0 and d;[i] # d;[i — 1]
3.2.1.1 §; « convert(d;[i — 1] — d;[i],d;[t — 2] — d;[i — 1],...,d;[i —w] —
d;li —w+1])
3.2.2. if §;[w—1] #0
3221 X — X g/
3.2.3. 6, << 1
4. return X

—_

In step 1.2.1.1. the conversion to wMOF is applied to the current w + 1 bits
of exponent d; and the result is stored in the w-bit temporary variable §;. This
variable is used in w succeding steps of the exponentiation. In step 1.2.3. §;
is shifted to the right by one, therefore we always have to consider the most
significant bit of §; for the exponentiation. After w steps §; = 0 clearly holds
and a new conversion is applied. The usage of the second constraint in step 1.2.1.
is the following: If §; = 0 and d;[¢] = d;[i — 1] holds, the converted wMOF string
will have a zero entry at the most significant bit. Therefore no exponentiation is
performed whatsoever and we can save us the conversion. The conversion from
MOF to wMOF is the following

Conversion routine from MOF to wMOF
input: w-digit MOF string p
output: w digit wMOF representation § of p
1. ¢+<0
2. while ufi] =0
2.1. 8[i] — 0
2.2. 14 - zl—i— 1
3. 600 — 3 pfi] 2077
4. while iJg w
41. 1+—1i+1
4.2. 0[i] — 0
5. return §

Note that this algorithm is only used to convert w bits at a time. Therefore
it doesn’t matter that it is performed in a right-to-left fashion.

Computational costs The computational costs of the Interleave with wMOF
method are fairly easy to compute. From section 2.1 and 2.2 it immeaditely
follows that the average density of squarings and multiplications needed is 1 and
k/(w + 1) respectively.
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3.3 Comparison

In this section at first we compare the Shamir and the Interleave Method in
conjunction with the adequate exponent recording algorithm according to section
2.1. We compare the number of precomputed points and the average density of
multiplications. In tables 1 and 2 we compare those numbers for different values
of k. Here newLTR denotes the algorithm of section 3.1.

Method ff precomputed points average density of multiplications
k=2
Shamir + JSF 2 1/2
Shamir + newLTR 2 1/2
Interleave + 2NAF 0 2/3
Interleave + 2MOF 0 2/3
Interleave + 3NAF 2 1/2
Interleave + 3MOF 2 1/2
k=3
Shamir + JSF 10 23/39
Shamir + newLTR 10 23/39
Interleave + 2NAF 0 1
Interleave + 2MOF 0 1
Interleave + 3NAF 3 3/4
Interleave + 3MOF 3 3/4

Table 1. Comparison for k =2 and k = 3

Method f precomputed points average density of multiplications
Shamir + JSF (3F—1)/2—k 1—1/ck
Shamir 4+ newL. TR (3" -1)/2—k 1 — 1/nzdy
Interleave + wNAF k2972 —k k/(w+1)
Interleave + wMOF E-2v7% —k k/(w+1)

Table 2. Comparison for arbitrary k

The notation ¢, and nzdy appearing in table 2 can be found in the definition
of JSF in section 2.2 and in proposition 1 of section 3.1, respectively.

According to these tables, the Shamir and the Interleave Methods are a
tradeoff between the number of precomputed points and the average density of
multiplications. For the Shamir Method the number of precomuted points raises
exponentially, while the average density of multiplications stays small. For the
Interleave Method the number of precomputed points is comparatively small,
but the number of multiplications is large. In other words the two methods are
a tradeoff between memory usage for the precomputed points and time for the
multi exponentiation.
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One can also see that there is no efficiency disadvantage in using left-to-right
exponent recording algorithms. In fact the number of precomputed points and
the average density of multiplications equals the right-to-left case. But there is
one great benefit when using left-to-right exponent recording. For the conversion,
the memory usage is k- (k+ 1) bits for the algorithm of section 3.1 and k- w bits
for the algorithm of section 3.2. This is a great improvement since an exponent
recording stage requires k - n bits of memory, where n is the bitlength of the
exponents.

In the case of arbitrary k, the equivalence of the formulas for the joint nzd of
JSF and the proposed algorithm of section 3.1 is not obvious. Hence we included
some more examples for the joint nzd of the proposed algorithm in table 3. Those
values were calculated according to proposition 1

k nzdy ~ nzd
2 1/2 0.5000
3 23/39 0.5897
4 115/179 0.6424
5 4279/6327 0.6763
6 152821/218357 0.6998
7 21292819/29681427 0.7173
8 729686995/998122451 0.7310
9 395575908331/533014861803 0.7421
10 212669883207319/283038627384983 0.7513

Table 3. Some values for nzdy

According to this table, the joint nzd of the proposed recoding algorithm
equals Proos’ method of section 2.2. Proos proved in [Pro03] that this joint
nzd is minimal among all joint signed binary representations using digit set
D ={0,+1}.

4 Conclusion

We proposed a novel left-to-right exponent recording algorithm for multi expo-
nentiation with k£ bases. The proposed algorithm scans only k + 1 consecutive
joint bits at most, and it is suitable for the implementation on memory-constraint
devices. We precisely estimated the average density of the joint non-zero bits for
general k bases, e.g., 1/2 for k = 2 and 23/39 for k = 3. These density is minimal
among all representations using digit set {—1,0, 1}. Further we showed explicitly
how the existing techniques wMOF and the Interleave Method can be used to
perform multi exponentiation scanning only w bits for each exponent. The av-
erage density of multiplications for this method equals k/(w + 1). Moreover, the
proposed schemes can be used for on-the-fly scalar multiplications. Therefore no
exponent recording stage is required anymore and the memory usage is reduced
dramatically. This is desireable for the implementation on smartcards. A typical
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application of the proposed scheme is the verification algorithm of the digital
signature standard (DSA) using elliptic curves.
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A Several Proofs

Lemma 1 Assume that an n-bit MOF p is not 0. Then Z(u) = {0,...,n —
1} \ {f}, where f is the index of the least non-zero digit.

Proof. For an index i, there are three cases: (1)u[i] = 0, (2)p[i] is non-zero but
it’s not the least non-zero digit, and (3)p[i] is the least non-zero digit.

The case (1) is trivial. For the case (2), we can utilize the conversion z0...0Z —
Ox...xx for obtaining such a ¢, where x = p[i]. For the case (3), eval(p) is divisible
by 2¢ but not divisible by 2!, This means that such a § does not exist. O
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Lemma 2 For any k (k + 1)-bit MOF p,;,
Oy Z(j15) £ 0.

In other words, there exists an index z such that, for any j, there exists a signed
binary representation 6; with §;(z] = 0 and eval(d;) = eval(f;).

Proof. Because of Lemma 1, there are only k possibillities to place the least
non-zero-digit for k& MOFs. Thus there always exists such an index since the
bit-lenght of the MOF's is k + 1. a0

Proposition 1 The average joint non-zero density of Left-to-Right Recording for
General Terms with k terms is:

1
k+1 ’
> g b

b=1

Proof. Recall that the nzd is the joint Hamming weight divided by the total
number of bits, i.e. columns. Since a conversion creates one joint zero column
independent of the iteration, there are (b — 1) non zero columns in the strings
converted in step b. Therefore Cy, - (b— 1) is the joint Hamming weight and Cj, - b
is the number of columns of the string combinations which can be converted in
iteration b. From Lemma 2 we know that for k stings, we have to scan at most
(k+1) columns to create a joint zero column. This leads to a total number of
2F(+1) string combinations. Then

nzd, =1 —

C, - 2k(k+1-b)

P = T okkT)
is the percentage of all these strings which are converted in iteration b. The
numbers py, - (b — 1) and py, - b reflect the contribution of iteration b to the total

joint Hamming weight and the total number of columns respectively. Therefore
the total joint Hamming weight and the total number of columns are given as

k+1 k+1

Yo-(b=1), > p-b
b=1 b=1

respectively. Using the formula for the nzd we get

k+1 k+1
Yoo (b—1) > Do
nzdy, = =2 =1-2=
k ket 1 [
> pp-b >pp-b
b=1 b=1

Since py is the percentage of all 28(*+1) string combinations which are converted
in iteration b it is obvious that E’btll pp, = 1 holds. We can then simplify the
formula to

1 1 1

k+1 T ktl
Cy, -2k (k+1-b) C
E:pb'b E: b2k(k+1) b E:Qk%'b
b=1 b=1 b=1
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Lemma 3 There are (bfl) fnz combinations for given k and b such that the

corresponding string combinations cannot be converted.

Proof. For each fnz combination, we can represent it as

.
r=[%].

where Ej_; is the identity matrix of size b — 1, and T is an arbitrary binary
matrix of (k+1—10) x (b— 1) in which each row has at most one non-zero entry.
Thus, for each row of T there are b possibilities. We identify two fnz combinations
if they are equal under a suitable permutation of rows. Hence the total number
of fnz combinations is equal to the repeated combinations of (k 4+ 1 — b) out of

b. That is,
(k+1-0b)+b—-1\ k B k
E+1-0 C\k+1-b) \b-1

Lemma 4
(u51)
Cy=Y_ Pi-M;-N;
i=1

where P; is the number of row permutations, M; the number of strings corre-
sponding and N; the number of columns which can be appended to fnz combina-
tion 1.

Proof. Assume we obtained the numbers P;, M; and N; for a given fnz combina-
tion ¢. For a row permutation o; of the fnz combination 7, the number of strings
corresponding to ¢;, namely M, obviously equals M;. The same holds for N;,
the number of columns which can be appended. If a column ¢ can be appended
to fnz combination i, o, can also be appended to ;. Therefore NN; is the same
for all permutations. a

k

b71) and D = (d;;) as above, we have the following:

Lemma5Fori:1,...,(

i) Pr= () (F50) o (g )

b—1
i) My = ] 20—V
=1

b—1
i) Ny=1+ Y ((1)61 D Qk(dij1+»--+dijc)>

=1 1<j1<.0 je<b—1

17



Proof.

i)

ii)

iii)

At first we calculate the number of possible row permutations for the first
column, namely ( dljl). For the second column there are only k — d;; rows
left for applying a row permutation, namely all rows where the first non
zero bit is not in column 1. Generaly speaking for a certain column J an
row permutation can only be applied on the rows I = {i : d;j; = 0,j =
1,...,J =1} c {1,...,k}, which are exactly k — (d;1 + ... + d; j—1). Since
we consider the (b — 1)-th step the last column to process is the (b — 1)-th.
If a certain string s has its first non zero bit on position j we have

e{0,+1},1=1,....5—1
sll] €{x1} I=7
=0 ,J=j+1,....,b—1

Therefore the number of strings which have their first non zero bit in column
j is 2771, For fnz combination i there are d;; strings which have their first
non zero bit in column j which leads to 20=1) 4 strings for column j. Since
we are interested in the number of strings for all colunms j = 1,...,k we

get the formula
b—1
H 9(i—=1)-di;
j=1

For each column j of fnz combination ¢ there is a certain number of columns
which can be appened in order to create a joint zero column at column
j. Those are exactly the columns which are non zero in the rows where
column j is non zero, i.e. a string has its first non zero bit in column j. By
appending such a column the first non zero bit of this string moves to the
appended column and column j can be converted. For each column j the
number of columns which can be appended is 2¢=%4 namely d;; rows have
to be non zero, the remaining k£ — d;; can be either zero or non zero. The
above formula counts the columns which can be appended for each column
j =1,...,b— 1, but each of the columns only once. This is achieved by
successively subtracting the columns which were added to often and adding
the columns which were subtracted to often.

Note that in ii) and iii) the non zero entries must be chosen according to the MOF
attributes, i.e. the signs of adjacent non zero bits are opposite. Therefore each
entry is uniquely determined and there is always only one possibillity, namely
—lorl. a
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