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Abstract

SFLASH was chosen as one of the final selection of the
NESSIE project in 2003. It is one of the most efficient
digital signature scheme and is suitable for implementa-
tion on memory-constrained devices such as smartcards.
Side channel attacks (SCA) are a serious threat to memory-
constrained devices. If the implementation on them is care-
less, we are able to break the secret key. In this paper, we
experimentally analyze the effectiveness of a side channel
attack on SFLASH. There are two different secret keys for
SFLASH, namely the proper secret key (s, ¢) and the ran-
dom seed A used for the hash function SHA-1. Whereas
many papers discussed the security of (s, t), little is known
about that of A. Steinwandt et al. proposed a theoreti-
cal DPA on finding A by observing the XOR operations.
We propose another DPA on A using the addition opera-
tion modulo 232, and present an experimental result of the
DPA. After obtaining the secret key A, the underlying prob-
lem of SFLASH can be reduced to the C* problem broken
by Patarin. From our simulation, about 1408 pairs of mes-
sages and signatures are needed to break SFLASH. Conse-
quently, we have to carefully implement SHA-1 in order to
resist SCA on SFLASH.!

Keywords: Asymmetric Signature, SFLASH, Side Chan-
nel Attacks, SHA-1, C*, C*~—, Hidden Monomial Problem

1very recently, Courtois et a. have proposed a new version of
SFLASH, caled SFLASHv3 [3]. However, the attacks described in this
paper are applicable to the new version.

1. Introduction

In order to achieve higher security, the secret key is usu-
ally stored on smartcards. However, side channel attacks
(SCA) enable to break the secret key on them, if their im-
plementation is careless. We have to carefully treat with
SCA. SFLASH is an efficient digital signature scheme suit-
able for the implementation on smartcards. Akkar et al.
reported that its signature generation requires only about
60 ms on an Infineon SLE 66 [1]. The NESSIE project
chose SFLASH in the final selection of cryptographic algo-
rithms [4].

The security of SFLASH is based on the C*~~ problem,
which is a modification of the C* problem (some public
quadratic equations are hidden) [2, 15]. Patarin proposed an
attack able to break the C'* problem by means of linear al-
gebra techniques [14]. The signature function of SFLASH
is a map (Fy7)%" — (Fy7)3” which uses the secret keys
(A, s,t) and comprises (1)computing the hash value of a
message with the secret key A (Note that the first 27 el-
ements of F,- depend only on the message), (2)generat-
ing the signature of the message with the other secret keys
(s, t). In order to forge a signature, we need to compute step
(2) without the knowledge of the secret keys (s, t), namely
we have to solve the C*~~ problem. On the contrary, step
(1) deals only with the secret key A and is therefore inde-
pendent from the C*~~ problem. If the secret key A is bro-
ken, then step (2) is not secure, in other words, the C*~—
problem is reduced to the C* problem. The security of A is
strongly depending on the structure of SHA-1. Steinwandt
et al. [16] described a side channel attack on SHA-1 in
SFLASH. Klima-Rosa [7] also described a side channel at-
tack on SHA-1 in the RSAES-OAEP [17], and their attacks



are applicable to the SHA-1 portion of SFLASH. These at-
tacks allow to recover the secret key A by analyzing XOR
operations of SHA-1.

In this paper, we demonstrate the first experimental re-
sults about a complete attack on SFLASH relying on side
channel information leakage of the secret key A. We ob-
serve the side channel information arisen from the addition
modulo 232 related to A in SHA-1. About 200,000 sam-
ples from the signing oracle enable us to break the secret
key A. Note that this number of oracle calls strongly de-
pends on the computational environment, therefore it would
not be unrealistic to foresee an attack requiring less ora-
cle calls. Then, we implemented Patarin’s algebraic attack
on C* using the previous work of Patarin [14] and Koblitz
[8], and we constructed a dummy signature function with-
out the knowledge of the secret keys (s, ¢). From our sim-
ulation, about 1408 pairs of messages and their signatures
can generate the dummy signature function within a few
hours. This algebraic attack can be achieved without ask-
ing the signing oracle — we can perform it totally off-line,
only using the public key. If the C* problem is obtained,
under realistic conditions, Patarin’s attack makes it possible
to forge a signature within a relatively short time. There-
fore, once an attacker successfully breaks the secret key A,
SFLASH is no longer secure. The protection of A against
side channel attacks is a critical security issue for SFLASH:
the implementers of SFLASH have to carefully consider the
implementation of SHA-1.

2. Hidden M onomial Cryptosystems

Hidden monomial cryptosystems were first introduced
by Imai and Matsumoto in [11]. In [14], Patarin broke the
Imai-Matsumoto cryptosystem; soon after that, he proposed
enhanced versions which, he assumed, were able to resist
his cryptanalysis, but most of them were broken, too. How-
ever, one of the variants of the Imai-Matsumoto cryptosys-
tem remains: SFLASH.

In this section, we describe a simplified version of the
cryptosystem introduced by Imai and Matsumoto, then
show how Patarin’s cryptanalysis can break it. Finally, the
variants of the Imai-Matsumoto cryptosystem are shortly
surveyed.

2.1. Imai-Matsumoto Cryptosystem

In [11], Matsumoto and Imai presented a fast signature
scheme based on the following property: two secret affine
transformations are “blinded” by a non-linear monomial
map. Since the affine transformations “hide” the mono-
mial map, a general denomination for such cryptosystems
is “hidden monomial”.

In the case of the Imai-Matsumoto cryptosystem (IM),
the two secret affine applications are s : K™ — K™ and
v: K" — K" where K = F, and ¢ is a power of two.
Let £ be an extension of degree n of the finite field K;
then, given a basis 8 = (0o,...,8,—1) Of L, a n-tuple
xz = (zo,...,xn—1) € K™ can be expressed as X =
Sl wiBi € L. Let (z = (zg,...,20-1) € K")
X = Z?:_Ol x;3; € L be the transformation map from K"
to £ and ¢! its inverse. The “blinding” monomial map of
IMis F: Ae £+ A" € £, where h = ¢° + 1. The ex-
ponent A further satisfies ged (h, g™ — 1) = 1: in this case,
F'is a bijection and its inverse is F~1 : A — A" where
h' = h~! mod ¢™ — 1. Because A — A7 is a linear map
of £,F:A— A . Aisa quadratic map of L.

Given a message vy = (yo,.--,yn—1) € K", the signa-
ture is computed as follows:

r=s5top loF lopot! (y) = [G*]_l (y) @

Then, the signature y = (yo, ..., yn—1) € K™ is valid if

top toFogpos(r)=G"(z)=y (2)
G* is a quadratic map as F'is. Therefore, G* can be written
as: G* (zo, ...y Tn-1) = (Yo, .-, Yn—1), Where
ye = Pr(xo,...,xn 1)
= Z PkijTiTj + Z Okii + Tk (3)
0<i<j<n 0<i<n

The public verification function consist of the n quadratic
equations Py.

2.2. Patarin’s Cryptanalysis of C*

_The straight-forward attack against IM is to find a map
[G*]~1 : K™ — K™, which satisfies

GG '(YV) =Y (@)

If the attacker knows all of the n quadratic equations P; ,
that is, full dimensional G*(X), then the problem to find
[G*]~1 is known as the C* problem [11]. The straight-
forward attack against the C* problem is to solve the
quadratic system consisting of the n public equations P;.
However, Patarin’s cryptanalysis [14] demonstrated that
breaking C* is not equivalent to solving a quadratic sys-
tem over K™. His attack is classified into chosen message
attacks: the attacker gathers enough pairs of messages and
signatures by computing the verification function G*(X).
From B = F(A) = A?’+1 e obtain the equation

A . B=4A.BY (5)
by raising both sides of the first equation to the power ¢? —1
and multiplying them with A - B. That is, equation (5) is



linear in both A and B. As a result, each pair of message
and signature has an equation of the form

Z Vi k1% Ykt Z (65125 + €juy;) +m =0, (6)

0<j,k<n 0<j<n

where ;. 051, €1, m are elements of K, and
(zoy---yZn-1), (Yo,--.,Yn—1) respectively denote the in-
put and the output of the function G*(X). These equa-
tions are linear in both sets of variables (zo,...,z,_1)
and (yo,.-.,Yn—1). An input-output pair provides a lin-
ear equation of the coefficients of ~; .1, 8,1, €;,; and ;. If
a sufficient number of input-output pairs are gathered, the
attacker can recover at most n linear independent equations
of the form (6) [14, 8]. From these equations, the attacker
is able to construct a dummy signature function [G*] .
Patarin’s cryptanalysis is particularly efficient: breaking the
C* problem becomes roughly equivalent to finding the ker-
nel of an? x (n + 1) matrix in K.

2.3. Variants of IM

In [14], Patarin broke IM with an attack involving lin-
ear algebra. Then, several variants which were assumed to
be resistant against Patarin’s cryptanalysis were proposed:
among other Little Dragon and Big Dragon [15]. However,
they were all broken, except FLASH [2] and its even faster
variant SFLASH [12].

3. SFLASH

In this section we review SFLASH [12]. We describe
the specifications required for our attack and the currently
known attacks are shortly surveyed. For detailed descrip-
tion of SFLASH, see [12].

3.1. Specification of SFLASH

SFLASH is a variant of Imai-Matsumoto cryptosystem
[11], which was the first of hidden monomial cryptosys-
tems. SFLASH particularly uses the following finite fields:
K=Fo[X]/(X"+X+1)and £ = K[X]/(X3 + X2+
X1+ X2 4+ 1). In order to embed a message to the fi-
nite fields we utilize the following maps: 7 : {0,1}7 — K
and ¢ : K37 — L, where we define m(b) = b X% + ... +
biX+by (mod X"+ X+1)and p(w) = wse X0 +.. .+
wiX+wy (mod X374+ X124 X104 X241), respectively.
SFLASH uses a permutation function ' : £ — L defined
by F(A) = A28"+1 Since X — X and X +— Xx128"
are linear in £, F'is a quadratic map of £. In addition to
K, L, F, the hash function SHA-1 [13] is a system parame-
ter.

SFLASH has three secret parameters: an 80-bit secret
string A, and two affine secret bijections (s,t): K*7 —

K37, The public key G of SFLASH is constructed as fol-
lows: G isamap of K37 — K26 which is the restriction of
the map G* onto K25, where G* is the map of K37 — K37
defined by G*(X) = top o Fopos(X). Because F is a
quadratic map, G* is a quadratic map of K37, too, and can
be written as follows: G*(zo,...,23) = (Yo,---,Ys36),
where

Y = Z

0<i<j<37

Ph,i,jTiTj + Z okiti + 1 (7)
0<i<37

That is G(X) = [G*(X)]o—1s1, Where [z]._.4 means the
(d — ¢+ 1)-bit string consisting of the bits from the c¢-th bit
to the d-th bit of «. In other words, G consists of 26 out of
the 37 quadratic equations (7).

In the following we describe the signing and verification al-
gorithms of SFLASH; Figure 1 illustrates these algorithms
with flow charts.

Signature Generation: The signature generation func-
tion SFLASH_Signature computes a signature S for a
given message M using the secret keys (A, s, t) as follows:

SFLASH_Signature

Input: A message M, secret parameters (A, s, t)

Output: The signature S

M1 —SHA-1(M), Mz —SHA-1(M7)

.V — [M1]o—159]|[M2]o—21

. W «— [SHA-1(V||A)]o—76

Y — (n([V]o—6), m([V]Ir—13), - .., m([V]175—181))
- R — (n([W]o—e), 7((W]r—13), ..., m([W]70-76))
X —stop loFlopot ! (Y||R)

LS — (X)) Jr 1 (X6)

. return(S)

ONODOUAWNP

Note that z||y denotes the concatenation of two strings x, y.
SFLASH_Signature first computes the hash values (Y'||R)
using A and then the signature [G*]~(Y||R) using (s, ),
where [G*]7! = s lop to F~logpot™!. The map G* is
regarded as a trapdoor one-way function in SFLASH. Note
that the first hash value Y does not depend on the secret key
A, but the second hash value R does. The 11 elements of
K for input to [G*]~! are not public, so that the security is
based on the C*~~ problem [15]. The C*~~ problem will
be discussed in the next section.

Signature Verification: For a given message M and its
signature .S, we can verify the validity of the signature as
follows:

SFLASH _Verification

Input: A message M, asignature S, apublic parameter G
Output: “valid” or “invalid”

1. M, —SHA-1(M), My —SHA-1(M;)

2.V «— [M1]o—159]|[M2]o—21

Y — (n([V]o—e), n([V]r—13), ..., m([V]i75-181))
4. Xo «— 7([Slo—6), -, X36 < m([S]252—258)

5 Y «— G(Xo,...,X36)

6. 1f Y = Y’ then return “valid”, otherwise “invalid’.




The verification function of SFLASH does not require the
secret information A, and only the first 26 elements of K
are compared for checking the validity of a signature.

Figure 1. SFLASH signature generation and
verification

SFLASH signature

SFLASH verification

3.2. Known Attacks on SFLASH

SFLASH uses the public key G instead of G*. This
means that » out of the 37 equations P;(i = 0,1,...,36)
that belong to G* are hidden. Patarin et al. discussed that
the problem to find [G*]~! for given P;(i = 0,1,...,n—7)
is hard if # K™ is large enough [15]. This modified C* prob-
lem with larger #K" is called C*~— problem according
to [15]. The choice r = 11 of SFLASH is secure due to
(27)7‘ — 277_

Geiselmann et al. discussed the security of (s, ¢), which
is the affine part of the secret key [5]. Denote by s =
(Sp,Sc) and t = (T, T¢) the linear transformation ma-
trix and the constant vector of the affine bijection maps
s,t: K37 — K37, respectively. They showed that the con-
stant vectors S¢, T € K37 do not really randomize the
map G.

Gilbert and Minier presented an attack on the original
version of SFLASH (we refer to it as SFLASHv1) [6].
The secret keys (s,t) of SFLASHv1 were chosen not in
K3 — K37 but Fgsr — Fas7. From this choice of (s, ),
the hidden quadratic equations P;(i = 26,...,36) can be

represented as

Pi(ao, .

E az‘,j,kﬂfjl‘k*'i Bij s

0<j<k<37 0<j<37
(8)

where o 1, 8i; € Fo. This representation induces a
tiny SFLASH problem which is defined over F instead
of K. This tiny SFLASH problem is not infeasible any-
more. The attacker can recover the hidden polynomials
P;(i = 26,...,36). In other words, he/she can transform
the C*~~ problem into the C* problem. Patarin’s crypt-
analysis is now applicable to SFLASHv1. They showed that
the complexity of finding these equations is reduced to less
than 238, The revised version of SFLASH (i.e. SFLASHv2)
chooses (s, t) in the extension field K = Far.

-,3336)2

3.3. Reducing C*~~ to C* using A

In the following, we assume that the secret key A is
known. Under this condition, we describe how SFLASH is
vulnerable to Patarin’s cryptanalysis [14], which enables us
to efficiently construct a dummy signature generation func-
tion.

Recall that SFLASH_Signature generates a signature S
for a given message M using the secret key A and the pub-
licly known hash function SHA-1. The algebraic part re-
lated to the C*~~ problem is the function

§ = s~lop 0P Lopot ™! (Y||R) = [G*]"(Y|R), (9)

where Y € K26 is depending only on the message M but
R € K'is additionally on A. Note that we know both Y’
and R from secret key A. Therefore, the attacker is able to
obtain full input Y'||R € K37 and output S € K37,

Next, a signature is a random element of K37, because
[G*]~! is a bijection function. Let (zo4k,...,T36.%) be
randomly chosen signatures. We can compute the image
of these signatures by the map G* using the public ver-
ification function G and A. We denote these images by
(Yo.ks - - -, Ys6,). Therefore the attacker can have pairs of
whole input and output to [G*]~1, and the C* problem is
obtained.

Thus, we have proved the following claim:

Claim 1 Under the assumption that the secret key A is
known, the security of SFLASH is reduced from C*~~ to
c*.

4. Side Channd Attacks

In this section we review side channel attacks.
Side channel attacks (SCA) allow to access the additional
information linked to the operations using the secret key,
e.g., timings [9], power consumptions [10], etc. The attack



aims at guessing the secret key (or some related informa-
tion). If the attacker is allowed to observe side channel in-
formation only a few times, it is called simple power anal-
ysis (SPA). If the attacker can analyze several side channel
information using a statistical tool, it is called differential
power analysis (DPA). The standard DPA utilizes the corre-
lation function that can distinguish whether a specific bit is
related to the observed calculation. In particular, XOR op-
eration between the secret key and temporary data are often
utilized as a target.

Akkar et al. proposed an efficient implementation of
SFLASH, which is suitable for smartcards [1]. Implemen-
tation of cryptographic algorithms on memory-constrained
environments is generally vulnerable to side channel attacks
[9, 10]. In order to resist side channel attacks, they show
how to randomize the secret key (s, ¢) based on the homo-
morphic property of the function 1,

On the other hand, Steinwandt et al. presented a theoretical
DPA on the secret key A by analyzing the operations of the
hash function SHA-1 [16]. Klima-Rosa also proposed an-
other side channel attack against SHA-1 [7] in the RSAES-
OAEP [17]. These attacks utilize XOR for detecting the se-
cret. We stress that these attacks are only theoretical works
and are not confirmed experimentally. In fact, assumptions
of these attacks are controversial. We discuss these side
channel attacks against SHA-1 in the following.

4.1. Side Channel Attacks against SHA-1

First we briefly review the hash function SHA-1. For
detailed description of SHA-1, see [13]. The algorithm of
SHA-1 is as follows:

SHA-1
Input: A message M
Output: The hashed value SHA-1(M)
1. (padding) M” = Mo[[M1]]...][Mn
2. (initidlization) Hy <« ho, Hy < h1, Ha < ha,
H3 < h3, Hy < hy
3. A— Hy,B+— H,,C «+— Ho,D +— H3,E «— Hy
4. The 512-hit word M; isdivided into
sixteen 32-bit words Wy, . .., Wis;
M; = Wol|[Whl|... |[[Wis
5. for t = 16 to 79 do the following:
51 Wi — (Wi 3@ Wi g ®Wi_14 & Wi_16) K 1
6. for t = 0 to 79 do the following:
6.1. TEMPL « (A < 5) + f+(B, C, D) 4+ E mod 232
6.2. TEMP2 < TEMP1+W; mod 232
6.3. TEMP3 «— TEMP2+K; mod 232
64.F—D,D—C,C+— B<«k30,B«<— A, A— TEMP3
7. Hy «— Hg + A mod 232, H; — H; + B mod 232,
Hs « Hs + C mod 232, H3 «— H3 + D mod 232,
Hy «— Hy + E mod 232
8. return(Ho, H1, H2, H3, Hy)

SHA-1 wuses initial values hq,...,hs, constants
Ko,..., K79, and logical functions fi,..., fr9,
which are defined as follows: (initial  values)

ho = (67452301)]{, hl = (efcdab89)H, hg =

(98badcfe) s, hy = (103254765, ha = (c3d2el1£0)y
(Constants) K: = (5a827999)y fort = 0,...,19,
K; = (6ed9ebal) gy for t = 20,...,39,
K; = (8f1lbbedc)y fort = 40,...,59, K; =
(cab2c¢1d6) g fort = 60, ...,79.

The functions f;(x,y, ) are the following logical func-
tions

fi(z,y,2) = (xAy) V (ZAZ) (t=0,...,19)

fi(z,y,2) = 2@y D2 (t = 20, ,39)
fi(z,y,2) = (xAy) V (xAz)V (yAz) (t=40,...,59)
fi(z,y,2) = @y @2 (t—60 ., 79).

The message M is padded at Step 1. First, M is divided
into 512-bit words My, ..., M,_1, and the remainder
M,,. The remainder M, is appended to 10...0 and the
bit-length of the message M in order to be a 512-bit word.
The padded message M’ is M’ = My||M]|...||M,,. Step 4
to 7 is performed for each 512-bit word ;.

Side Channel Attacks on A: At Step 3 of
SFLASH_Signature, the message M = (V||A) is
inputted to SHA-1. Since the bit-length of the message
is 262, the padded message M’ consists of one 512-bit
word My, namely M’ = M,. At Step 4 of SHA-1, the
512-bit word M, is divided into sixteen 32-bit words
Wo, ..., Wis. Therefore, the secret key A corresponds
to [W5]22_,31||W6||W7||[W8]0_,5. The attacker’s task
is to determine above W; using side channel informa-
tion. Note that the other words Wy, ..., Wy, [Ws]o—21,
[Wsl6—31, Wo, ..., Wi are known to the attacker, since
the value of V' and the bit-length of the message (V||A)
are known. However he/she cannot control these values,
since V' is an output of SHA-1, and to compute the inverse
value of SHA-1 is infeasible.

At Steps 5.1 and 6.2, SHA-1 uses the target W,. Thus
we consider side channel attacks against the following op-
erations in order to detect W;:

@ Wy — (Wi_s@ Wi s @Wi_14@Wi_1s) K
latStep 5.1
(b) TEMP2 — TEMP1+W, mod 22 at Step 6.2

Known Attacks against (a): In respect of case (a), two at-
tacks are known; the attack of Steinwandt et al. [16] and
that of Klima-Rosa [7]. These attacks utilize XOR opera-
tion for revealing the secret. Steinwandt et al. [16] showed
that a DPA is applicable to this operation theoretically, and
concluded that the secret key A is completely revealed. The
attack assumes that the result of XOR among three words
and the target bit is randomly distributed. This seems to
be true, however, in this situation many words are equal to
0x00000000 and XOR is performed not simultaneously



but one after another in the operation of (a). This might be-
come a cause of failure of the attack. Note that this might
reduce the noise of the power consumption, however, we
need to confirm the effectiveness of the attack through the
experiment, and Steinwandt et al. [16] did not experiment.

On the other hand, Klima-Rosa [7] proposed another side
channel attack against SHA-1 portion in the RSAES-OAEP
scheme [17]. The attack is straight-forwardly applicable to
SHA-1 in SFLASH. The attacker utilizes Hamming weight
of W, for detecting unknown word W;. This attack is also
discussed theoretically. The attack assumes that the attacker
can detect the Hamming weight of intermediate data using
a single observation. However, this assumption is not real-
istic, since the power consumption is noisy in general, and
the difference of power consumptions with different Ham-
ming weight is below the signal-to-noise (S/N) ratio. In or-
der to distinguish the difference, we often use the averaging
technique, which reduces the noise and improves the S/N
ratio. However, Klima-Rosa [7] did not discuss the averag-
ing technique. Even if the averaging technique is applied to
their attack, the same data is necessary to input into SHA-1.
This is a particular drawback of this attack.

Not to mention, these are possible ways to detect the se-
cret key A, but we stress that these methods were discussed
theoretically and were not confirmed experimentally. In the
next section, we propose a side channel attack against the
operation (b), which is both theoretical and experimental
works.

5. Proposed Attacks

In this section we propose a new attack against SFLASH.
The proposed attack tries to construct a signature generation
function by the help of side channel information.

5.1. Main Idea and Attack Model

We describe the main idea of the proposed attacks.

The proposed attacks consist of a side channel attack
on the secret parameter A and an algebraic attack on the
signature function SFLASH_Signature. The goal of the
proposed attack is to generate a new signature function
which produces a valid signature for any given message.
The proposed attack is a chosen message attack. At first
the attacker gathers a lot of pairs (A/;,.S;) along with
the power consumption P; (side channel information)
of SFLASH_Signature. The attacker then proceeds as
follows:

Side Channel Attack on A: He/She tries to recover the
secret key A by analyzing the power consumption P;. We
examine the related operation to A for SHA-1, and point
out the possible operations that are vulnerable to SCA. In

section 5.2, we will discuss the possibility of detecting A
using a side channel attack.

Algebraic Attack on Signature Function: In section
3.3 we discussed that the knowledge of A reduces the secu-
rity of SFLASH to the C* problem for finding the signature
function [G*]~1. Thus, Patarin’s attack is able to construct
a dummy signature function. We discuss the complete im-
plementation of Patarin’s attack and estimate the required
number of signatures in section 5.3.

5.2. Side Channel Attacks on A

Proposed Attack against (b): We consider the case (b).
Unfortunately, no known attacks against arithmetic oper-
ation exist at present. Note that countermeasures using
arithmetic mask were proposed. On one hand, logical op-
eration such as XOR is computed bit-wise, and the target
bit depends only on some specific bit in it. Thus, to con-
struct an attack against logical operation is simple. On
the other hand, an arithmetic operation is calculated using
carry/borrow, and the target bit depends on several bits in it.
Thus, to construct an attack against arithmetic operation is
complicated.

We propose an attack against arithmetic addition of
(b). Assume that the attacker knows Wy, W1, ..., W;_1,
[Wi]j+1—31, and his/her target is now the j-th bit of [W].
At Step 6.1 of the ¢-th iteration, TEMPL1 is computed. Un-
der the assumption, TEMP1 is computable for the attacker,
since TEMP1 is computed using known values only. At
Step 6.2, TEMP1-+W; mod 232 is computed, and the result
is stored at TEMP2.

The j-th bit of TEMP2 depends on [TEMP1],_,3; and
[W:]—31, and is independent from [TEMP1]y_,;_; and
[Wilo—j—1. The attacker temporarily put the j-th bit of
[W;] to be 0, and computes the j-th bit of TEMP2 for sev-
eral inputs (V||A). Note that he/she can compute the j-
th bit of TEMP2, since he/she knows [TEMP1],_,5; and
[Wi]j+1—31, but he/she does not know whether his/her
guess is correct or not. Thus, he/she needs to confirm
whether the guess is correct or not, using side channel in-
formation.

He/she classifies the inputs (V||A) into two categories;
the j-th bit of TEMP2 is 0 or 1. Then he/she observes the
power consumption for each input, and calculates the aver-
age power consumption for each category. The difference of
these averages provides the information whether attacker’s
guess is correct or not. If the guess is correct, the differ-
ence involves clear spikes. On the contrary, if the guess is
incorrect, the difference tends to vanish or involves small
spikes. Note that small spikes appear if the attacker cor-
rectly guesses some lower bits of W;. This is because the
lower bits of TEMP2 are determined by those of W, and



TEMP1, since TEMP2 = TEMP1+W,; mod 2! holds for
Il = 1,...,32. Thus the attacker’s task is to distinguish
the size of spikes.

Once the j-th bit of W, has been revealed, the attacker
tries to reveal the next bit in the same way. He/she repeats
this process, and reveals the secret key A. Note that he/she
does not need to re-observe the power consumption, once
he/she has gathered a sufficient number of power consump-
tion samples for detecting the bit of W,, because the sam-
ples can be re-used. Thus his/her task for the next bit is to
classify the samples into two categories based on the bit,
and to calculate the average of each category.

We should note that the attacker may attempt to re-
veal several bits of W, simultaneously, instead of single
bit. Concretely speaking, when he/she attempts to reveal
consecutive a bits of W, simultaneously, he/she classifies
the inputs into two categories according to the Hamming
weight of TEMP2 for each candidate of ;. Then for each
candidate, he/she computes the difference of average power
consumption for two categories. After that, he/she selects
the sample with the biggest peak. The sample indicates the
secret a bits of ;. Note that the sample with the second
biggest peak corresponds to the candidate of 1/, which is
close to the correct W, under the Hamming distance. The
use of such samples convinces the attacker of the correct-
ness of his/her guess.

5.3. Implementation of Patarin’s Attack

In the following, we describe an implementation of
Patarin’s algebraic attack [14], and we estimate the num-
ber of signature/message pairs required for it.  Let
(xok,--.,x36,%) be randomly chosen signatures, and de-
note by (yo,x, - - - » Y36, their respective images, computed
with the public equations (7). These pairs are the whole
input and output to [G*]~1, and Patarin’s cryptanalysis is
applicable.

Patarins’s attack consists of two parts, namely the con-
structions of the equations (6) and an exhaustive search.
The equations (6) are computed only once for a given
SFLASH instance, and they give us candidates of forged
signatures for any given message. Then an exhaustive
search determines the proper signature, which corresponds
to the inputted message.

Generation of the equations (6): At first the attacker
tries to find the coefficients v, x i, 9,1, €51, m Of the equa-
tions (6). These coefficients can be found by solving a lin-
ear system. There are at most 37 independent equations (6)
[8]. In order to generate theses 37 equations, the attacker
deals with a 1407 x 1444 matrix in K, which consists of
four submatrixes constructed with the gathered input-output

pairs (xo,k, - - -, 36,k)- (Yo,k» - - - >Y36,k):

e The first 1407 x 1407 submatrix is square; its coeffi-
cients are the cross-products z; 1Y,k

e The dimensions of the second and the third subma-
trixes are 1407 x 37; their lines consist of the indi-
vidual coefficients x; ;. for the second and y; ;. for the
third submatrix.

e The last submatrix is the 1407-column-vector
(1,...,1).

The lines of the matrix have to be independent, so that its
rank is exactly 1407 and the dimension of its kernel 37: in
this case, the coefficients ~; .1, d;.1, €;,; and »; of the 37
equations (6) are vectors of the kernel of this matrix.

We explain how to efficiently construct the matrix and its
kernel in the following. We denote by line(k) the line con-
structed with the k-th input-output pair (xo k, ..., Z36k)-
(Yo,k,---,Ys6,k): first the 1407 cross-products z; xy; k.
then the 37 «x; &, the 37 y;; and finally 1. The matrix
is recursively constructed by augmenting it with new lines
which are not a linear combination of the other lines of the
matrix. This can be achieved with the following algorithm:

Generation of the matrix
Input: (l‘o_’k, ey 1’36,k), (yo_’k, A
Output: An upper matrix M
1. M — line(0)
2. while M do not have 1407 lines do the following:
21. M — M
2.2. augment M’ with line(k), k — k + 1
2.3. make M’ upper (Gauss reduction on the last line)
2.4. if there is a non-zero field on the last line then
2.4.1. if the diagonal of the last line is zero then
swap columns so that the diagonal becomes non-zero
242. M «— M’
3. return(M)

72!36.,1@)

At the end of the procedure, the matrix has 1444 columns
and 1407 lines, the coefficients are non-zeros on the diago-
nal and only zeros are to be found under the diagonal.

Next, we describe the computation of the kernel of the
matrix. Given the matrix described above, the simplest
method to compute its kernel is to carry on the gauss reduc-
tion and eliminate the unknowns on the right of the diagonal
to obtain such a matrix:

1 O e O UO,O e u0’36
0

: " 0

0 -+ 0 1] u1406,0 U1406,36

Then a basis of the kernel can be computed with the follow-
ing 37 vectors:

b; = _uO,ia-"7_U1406,i507"'7071705"'70

i times



wherei =0, ..., 36.

The columns of the matrix were possibly swapped as de-
scribed in the matrix generation procedure, thus swapping
the fields of these vectors in the inverse order provides a ba-
sis of the kernel. Finally, the fields of these vectors are the
coefficients v, x,1, 05,1, €;,1, mi of the 37 equations (6).

Exhaustive search: We explain how to generate a signa-
ture for a given message (o, - - -, Js¢) Using an exhaustive
search. If the attacker substitutes the message to the equa-
tions (6), he/she gets a linear system of 37 equations and 37
unknowns (zo, . . ., 36).

Z Z Yk Ui + 050 | 25+ Z €k 1Y tm =0

0<j<37 \0<k<37 0<k<37
(10)

wherel =0, ..., 36. .
This system is equivalent to the equation A2 . B =

J— 11 J—
A-B® from section 3.2, when B is fixed. The solutions
of this equation are:
e A=0
o Ay = B2 )7 which corresponds to the valid
signature.

e if A is another solution, then A and Ag differ from a
factor which is a (128! — 1)-root of unity in £. Re-
ciprocally, if Ag is multiplied with a (128! — 1)-root
of unity, we get another solution of the equation [8].

There are 128 (128! — 1)-roots of unity in £. Therefore,
the system (10) has also 128 solutions, which build an affine
space of dimension 1, and the attacker has to search for a
valid signature among them. Conceptually, finding these
solutions is similar to finding the equations (6), except that
the dimension of the system is 37 instead of 1444: one has
to find a particular solution X, of the system and a basis
X of the kernel of the matrix associated to the system. The
solutions of the system are X = X + AX;, where \ €
K and |K| = 128. This means that there are only 128
candidates. The valid signature besides verifies G*(X) =
Y,where Y = (Jo,---,Tsg)-

Experimental Results: We have implemented the al-
gebraic attack described above. Our practical simulation
confirms that 1410 message-signature pairs already allow
to build the equations (6) with a high probability, and 1408
pairs are needed on average. These results show that once A
is known, the recommended parameters of SFLASH make
this cryptosytem particularly weak to Patarin’s attack. Our
implementation proves that the threat is not only theoretical
but also practical, since the running time of Patarin’s attack
makes it feasible for an attacker to forge a signature in a
relatively short time.

5.4. Dependence on the Signing Oracle

On the one hand, once an attacker knows both of A and
the public parameters of a SFLASH instance, the algebraic
attack is able to forge a signature without any oracle calls,
as we explained in section 5.3. Therefore, the attacker is
able to construct the dummy signature function totally off-
line — he/she does not have to access the signing oracle.
On the other hand, the side channel attack in section 5.2
needs to observe the operation using the secret key A —
SCA has to access the signing oracle. The success of SCA
strongly depends on the architecture of the computational
environment of the devices.

5.5. Experimental Results for Detecting A

In this section we describe the experimental result for the
proposed side channel attack for detecting A.

We implemented SFLASH _Signature with SHA-1 on
an IC chip, and attempted to reveal A using the pro-
posed side channel attack. We observed 200,000 sam-
ples? of power consumption while the device performed
SFLASH_Signature. The experiments assumed the fol-
lowings: The attacker aims to reveal the secret word W that
corresponds to a portion of A, and has already detected the
lower sixteen bits of 1/ using the proposed attack. His/Her
target is now the next four bits of Wj.

First the attacker assumes that the target four bits are
0000, and classifies the inputs. That is, if an input has a
Hamming weight of lower 20(= 16 + 4) bits of TEMP2
which is larger than or equal to 13, it belongs to the class
Cy3. If an input has a Hamming weight of lower 20 bits of
TEMP2 which is smaller than or equal to 7, it belongs to
the class C7.2 Then the attacker respectively computes the
average power consumptions PC,3 and PC; of Cy3 and Cy
using the observed 200,000 samples. Then he/she computes
the difference DIyogg = PC13 — PCr. In the same way,
the attacker computes D Iypo1, DIoo1o0, - - - DI1111- In fact,
every DI shows peaks, and DI;111 has the largest peak.
The uppermost curve of Fig. 2 shows D111, in which two
peaks are clearly visible.

In order to show that DI;11; has the largest peak, we
computed the differences DIggoo — DIi111, DIggor —
DIi111, ...,and DI110—DIi111. Flg 2 shows these differ-
ence curves. The lowest curve indicates DIggoo — DI1111,
the second lowest curve indicates DIygo1 — DI1111, and
so on. Each curve has depressions, which shows that

2In order to show the clear difference in Fig.2, we observed the 200,000
samples. The use of fewer samples is enough to distinguish the difference.
However, this fact may show both the effectiveness and ineffectiveness of
the proposed attack in some practical situation.

30f course, (C14,Cg) for example is also acceptable. In our experi-
ment, the use of (C13,C7) provided the clearest result. Thisis the reason
why we use these classes in this paper.



Figure 2. The experimental result on the pro-
posed side channel attack
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D144, has the largest peak. In addition, DI7119 — DIq111,
D01 — DIii1, DIioin — DI, and Dlginn — DI
have the shallowest depressions. This implies that 1110,
1101, 1011, and 0111 are almost correct, that is, the differ-
ence from the correct four bits is just one bit. Thus, the four
bits of W are certainly 1111. In fact, this is the case.

The remaining bits of W were detected in the same way.
The attacker can detect other secret words W, using the ob-
served samples. Therefore, the proposed side channel attack
against A certainly works.

6. Conclusion

We showed a total experimental result about a side
channel attack on SFLASH. The critical point of break-
ing SFLASH is the treatment of the secret key A. We
demonstrated that if the implementation of SHA-1 is naive
or careless, the attacker can recover A. The knowledge of
A reduces the security of the SFLASH to the C* problem,
which was broken by Patarin. From our simulation, about
1408 pairs of messages and their signatures can generate a
dummy signature function in a few hours. Patarin’s attack
can be totally performed off-line, without asking the signing
oracle. In order to resist the proposed attack, the developers
of SFLASH should carefully implement SHA-1 related to
A.
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