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Abstract. Fail-stop signature (FSS) schemes are important primitives because in a fail-stop
signature scheme the signer is protected against unlimited powerful adversaries as follows:
Even if an adversary breaks the scheme’s underlying computational hard problem and hence
forges a signature, then with overwhelming probability the signer is able to prove that a
forgery has occurred (i.e. that the underlying hard problem has been broken). Although
there is a practical F'SS scheme based on the Discrete Logarithm problem, no provable secure
FSS scheme is known that is based on the pure factorization problem (i.e. the assumption
that integer factoring for arbitrary integers is hard). To be more concrete, the most popular
factorization based F'SS scheme relies on the assumption that factoring a special kind of
Blum integers is intractable. All other FSS schemes related to integer factoring are based
on even stronger assumptions or insecure. In this paper, we first cryptanalyze one of those
schemes and show how to construct forged signatures that don’t enable the signer to prove
forgery. Then we repair the scheme at the expense of a reduced message space. Finally, we
develop a new provable secure scheme based on the difficulty of factoring integers of the
shape p%q for primes p, g.

Keywords: Fail-stop Signature schemes, Provable Security, Cryptanalysis of Fail-stop Sig-
nature schemes, Bundling Homomorphisms

1 Introduction

Digital signatures were introduced to replace handwritten signatures in the electronic world. The
security of traditional signature schemes relies on a computational assumption. Provided that this
assumption holds, no one but the owner of a secret key should be able to produce signatures that
can be verified using the corresponding public key. But an adversary who breaks this assumption
is able to sign any message of his choice such that the signatures pass the verification test, and
the signer Alice has no chance to convince the recipient Bob (or a judge) that a forged signature
has not been created by herself. To overcome this problem, fail-stop signature (FSS) schemes were
invented. In a F'SS scheme, the signer is protected against computationally unbounded adversaries
in the following sense: If the signer sees a forged signature (i.e. a signature passing the verification
test but not created by herself),then with overwhelming probability the signer is able to prove
that the underlying computational assumption has been broken and the protocol is stopped (hence



the name fail-stop signature). Of course, a signer Alice who breaks the underlying problem herself
may exploit this mechanism to produce signatures which she later proves to be forgeries, i.e. she
can sign messages and disavow the signatures later. Therefore, the security of the recipients of
fail-stop signatures against a cheating signer is still based on computational assumptions, whereas
the signer is unconditionally secure '. As a consequence, FSS schemes are particularly suitable in
asymmetric constellations, where the recipient (e.g. a bank) is assumed to be much more powerful
than the signer (e.g. a single customer).

1.1 Previous Work

In this paper, we focus on FSS schemes where the underlying problem is related to the integer
factorization problem. Unfortunately, while there is an efficient FSS scheme based on the discrete
logarithm problem [vHP93], the situation regarding factorization based FSS schemes is less satis-
fying. In 1991, the first factorization based FSS scheme has been published [BPW91] (see [PP97]
for a revised version). This scheme — called the quadratic residue scheme in the following — is based
on the intractability of factoring integers n = pq for primes p,q with p = ¢ = 3 mod 4 (i.e. Blum
integers) and p # g mod 8 (see Appendix A for a review of this FSS scheme). Until today, it is
unknown if factoring integers of this special form is as hard as factoring arbitrary RSA-moduli. In
addition, this scheme is quite complicated and the structure is not a “natural” one (the construction
is defined in a way that the proofs work, but it looks cumbersome at the first sight). Nevertheless,
the quadratic residue scheme is the only previously known provable secure FSS scheme that is
based on the factorization assumption only. All other factorization related FSS schemes are based
on stronger assumptions or insecure. The first of these is [SSNP99], it is based on the factorization
assumption but unfortunately turned out to be not provable secure (see [SSNO03]).

The second scheme [SSNGS00] — referred to as the order scheme in the following — is based on
the so-called strong factorization assumption, which states that is is hard to factor n = pq even if
an element g € (Z/PZ)* (with P prime and n|P — 1) of multiplicative order p is known. We will
show that it is insecure.

The most recent one is [SSN03], which is in fact an analogon of the discrete logarithm scheme
[vVHP93]. The basis of the scheme from [vHP93] is formed by two primes p,q with ¢|p — 1, and
its security is based on the subgroup discrete logarithm problem related to the field (Z/pZ)*
and the subgroup (of the multiplicative group) generated by ¢. In [SSNO03], the only difference is
that the field (Z/pZ)* is replaced by (Z/nZ)*, where n is an RSA modulus. Consequently, this
scheme is based on the subgroup discrete logarithm problem, too, and not on factoring as stated. In
particular, there is no reduction that breaking this scheme enables to factor n. The only connection
to factoring is that the knowledge of the factors of n may weaken the schemes security, but this is
of course not the meaning of “factorization based”. Therefore we exclude the scheme [SSNO3] from
subsequent considerations.

! Note that this situation is dual to ordinary signature schemes, where the recipients are unconditionally
secure and the signer’s security relies on a computational assumption.



1.2 Owur contributions

In this paper, first we cryptanalyze the order scheme [SSNGS00] and show that it is not secure for
the signer. Then we show how to repair the scheme at the expense of a smaller message space. But
our major aim is the development of a new factorization-based F'SS scheme. The proposed scheme
is the first scheme based on the intractability of factoring integers of p?q type. Moduli of this special
have become more and more important during the last years [FOM91,FKM™ ,0OU98 Tak98,Tak04].
The basis of our quite simple construction is a group homomorphism with the property that the
problem of collision-finding is reduced to the factoring problem, which may be of interest on its
own. Thus our new scheme provides a good alternative to the quadratic residue scheme. We will
show a complete security proof for the new scheme.

2 Preliminaries

2.1 Notations

Let n be a positive integer. We write Z/nZ for the ring of residue classes modulo n, and (Z/nZ)*
for its multiplicative group. For z € (Z/nZ)*, the term ord,(x) denotes the multiplicative order
of x modulo n.

As usual, a probability Pr(k) is called negligible if Pr(k) decreases faster than the inverse of any
polynomial in k, i.e. VeIk.(k > k. = Pr(k) < k. ). In contrast, a probability Pr(k) is called
overwhelming, if 1 — Pr(k) is negligible.

Finally, |n|s denotes the bit-length of n.

2.2 Definitions

In this section, we briefly review the basic definitions related to FSS schemes. For a comprehen-
sive treatment (including formal details that are omitted in this paper for better readability) see
[PP97,PW90,vHP93]. As ordinary signature schemes, FSS schemes consist of algorithms for key-
generation, signing and signature testing. A signature passing the signature test is called acceptable
signature in the following. Furthermore, to achieve the above mentioned extended security for the
signer, there is an algorithm for proving that a forgery has been occurred and an algorithm for
verifying forgery proofs. In addition to the usual correctness requirements — e.g. that each correctly
generated signature passes the verification test — a secure FSS scheme has to fulfill two different
security properties:

— If an adversary creates an acceptable signature, then with overwhelming probability the signer
is able to present a valid proof of forgery. This property is referred to as security for the signer
and it is not based on a computational assumption.

— A computationally bounded signer should not be able to create signatures that she later can
prove to be forgeries. This property is referred to as security for the recipients and it relies on
the scheme’s underlying hard problem.



In this paper, we call a signature that can be proven to be a forgery a provable forgery. The two
security requirements have to be understood as independent and hence there are two different secu-
rity parameters o (related to the signer’s security) and k (related to the recipient’s security). The
success probability for an unbounded adversary to create non-provable forgeries is upper-bounded
by 277, whereas the success probability for a cheating signer is a negligible function in k. Note
that besides the possibility of proving forgeries, a signature scheme where forging signatures is easy
does not make sense. Fortunately, it can be proven [PP97] that the above security requirements
already imply that FSS schemes meet the strongest notion of security related to traditional sig-
nature schemes: existential unforgeability under adaptive chosen message attacks. This proof can
be sketched as follows: Assume that A is a successful attacker. Then Alice runs A, responds all
signature queries using her secret key, and finally .4 returns a new acceptable message/signature
pair. The security for the signer implies that Alice can construct a proof of forgery for this pair.
Hence Alice is able to publish this signature and to disavow it later, contradicting the security for
the recipients.

Another consequence of the signer’s ability of disavowing forged signatures is that the key gen-
eration becomes slightly more complex than in ordinary signature schemes. In ordinary signature
schemes, the key generation usually is a two-party protocol between the signer and a center. In
FSS schemes, a good key must guarantee both, the signer’s and the recipient’s security. There-
fore it is necessary that the recipient (or a third party trusted by the recipient) is involved in
the key generating process. For simplicity, we only speak of a center in the following, capturing
the cases that the center is a trusted third party, a recipient or a risk-bearer like an insurance
that suffers damages if the recipient accepts invalid signatures. It is also possible to extend this
model to multiple recipients (see [PP97]). Hence in general the key generation is again a two party
protocol between the signer and a center. To simplify the situation if there are several signers, we
only consider F'SS schemes with pre-key. In this case, first the center generates a pre-key on his
own and publishes it. Then each signer carries out a two-party protocol with the center to verify
that the pre-key is “good” and finally, each signer creates her key-pair consisting of public/private
key individually and publishes the public key. In the basic variant, FSS schemes with pre-key are
one-time signature schemes, i.e. for each message to be signed, the signer has to generate a fresh
key-pair. However, it is possible to extend this variant to sign multiple messages [vHP93,BP97].

Thus, a FSS scheme with pre-key is composed of the following components:

KeyGen is a triple (PreKeyGen, PreKeyVerify, MainKeyGen) consisting of
— a probabilistic polynomial time algorithm PreKeyGen, that is executed by the center and

creates a pre-key prek with the security parameters o, k as inputs,

— a two-party protocol PreKeyVerify that is carried out between the center and each signer
to convince the signer that prek indeed fulfills the properties necessary for the signer’s
security. The probability that a signer accepts a bad pre-key must be smaller than 277,
and

— a polynomial time algorithm MainKeyGen that is executed by the signer to create a pair
(sk,pk) of secret and public key on the input prek.

Sign is a polynomial time algorithm that creates signatures using the secret key sk.
Test is a polynomial time algorithm that can be executed by anyone knowing the public key pk
for testing if a signature is acceptable.



Prove is a polynomial time algorithm that on input (sk,m, s), where s is an acceptable signature
on m, outputs “not a forgery” or a bit-string proof. The output “not a forgery” indicates that
it is impossible to construct a proof of forgery. The probability that an adversary knowing
prek, pk and one acceptable signature/message pair (s*,m*) is able to create an acceptable
signature/message pair (s,m) with s # s*,m # m* and Prove(sk, (m,s)) = “not a forgery”
must be smaller than 277.

Verify is a polynomial time algorithm that on input (prek,m,s,proof), where s is an ac-
ceptable signature on m, outputs “accept” or “reject”. The output “accept” indicates that
s is regarded as a forged signature and that the scheme should be stopped. The probabil-
ity that an adversary knowing prek,pk and one acceptable signature/message pair (s*,m*)
is able to create an acceptable signature/message pair (s,m) with s # s*,m # m* and
Verify(prek, (m, s), Prove(sk, (m, s))) = “reject” must be smaller than 2. The probability
that a polynomially bounded signer knowing prek is able to construct a key-pair sk, pk, an
acceptable signature/message pair (s, m) and a string proof with Verify(prek, (m, s), proof)
= “accept” must be negligible in k.

Note that there are general methods of verifying a pre-key that work independent from partic-
ular FSS schemes [PW90]. Therefore, a description of the protocol PreKeyVerify may be omitted
when specifying a concrete FSS scheme.

3 A General Construction using Bundling Homomorphisms

In this section, we review a method of constructing FSS schemes with pre-key from any family
of bundling homomorphisms. Bundling homomorphisms can be understood as a special kind of
collision-resistant hash functions.

Definition 1 (Bundling homomorphism). Let (G,+,0) and (H,x,1) be two Abelian groups
and 7,k natural numbers. The function h : G — H is called a (7,k)-bundling homomorphism iff
the following three properties are fulfilled:

1. h s a group homomorphism.

2. Fach y € imy,(G) C H has at least 27 pre-images. 27 is called the bundling degree of h.

3. It is hard (measured in k) to find collisions, i.e. for each polynomial time probabilistic algorithm
A the probability that A on input G, H and h outputs x,y € G with h(x) = h(y) is a negligible
function in k.

Loosely speaking, a family of bundling homomorphisms is a collection of “computational
friendly” bundling homomorphisms that is indexed by a key.

Definition 2 (Family of Bundling Homomorphisms). A family of bundling homomorphisms
is a quadruple B = (g,h,G, H) where g — the key generator — is a polynomial time algorithm and
for each pair of natural numbers (1,k) holds the following: g on the input (7,k) outputs a key K
that determines Abelian groups (Gi,+,0) € G, (Hk,*,1) € H. The restriction hx of h to Gk s
a (7, k)-bundling homomorphism on Hy . Furthermore, there must be polynomial time algorithms

for



— computing the group operations in Gk and Hg,
— testing membership in Gx and Hg, and
— selecting elements of G uniformly at random.

For better readability, we omit the subscript K whenever it is clear from the context. It was
first pointed out by Pedersen and Pfitzmann [PP97] that families of bundling homomorphisms can
be used to construct provable secure FSS schemes with pre-key as follows:

General construction using bundling homomorphisms

Let B be a family of bundling homomorphisms with key generating function g and let o, k be two
F'SS security parameters. Then the components of a FSS scheme that is provable secure according
to o and k are given as follows:

KeyGen: Define 7 according to o (details are given later). Then run g on 7, k to obtain a (7, k)-
bundling homomorphism h : G — H. The groups G, H and h will serve as the pre-key.
For pre-key verification, the signer has to be convinced that h is a group homomorphism with
bundling degree 27 (e.g. using a zero-knowledge proof?®).
Finally, the signer chooses two elements ski, sko uniformly at random from G and computes
pk; = h(sk;),i = 1,2. This determines the secret key sk = (ski,sks) and the public key
pk = (pk1, pk).

Sign: The message space M is a suitable subset of Z. To sign a message m € M, the signer
computes

sign(sk,m) := ski + mska,

where msks has to be understood as applying m times the group operation in G on sks.

Test: An element s € G is an acceptable signature on m € M iff h(s) = pky * pk3* holds, where
pk3* has to be understood as applying m times the group operation in H on pks.

Prove: Assume that s* is an acceptable signature on m that the signer wants to prove to be a
forgery. To do so, the signer computes her own signature s = sk; +msky on m. If s = s* holds,
then the proof of forgery fails, otherwise (s, s*) is the proof of forgery.

Verify: A pair (z,2') € G x G forms a valid proof of forgery iff  # 2’ and h(x) = h(2’) hold.

“ Note that there is no need to prove the collision-resistance of h, because the signer’s security does not
depend on this property.

Note that because of the homomorphic properties of h, each correctly generated signature passes
the signature test. Following the above construction, the security for the recipients is reduced on
the problem of finding collisions of the bundling homomorphism.

Next, we try to explain the idea behind this construction. Assume that a signer Alice and a
center follow the general construction. The crucial point is that because of property 2, Definition
1, there are at least 227 possible secret keys sk’ = (skf, sky) matching Alice’s public key pk (in the
sense that h(sk}) = pk;,i = 1,2). Each of these keys produces acceptable signatures. Therefore,
an adversary A with unbounded computational power may be able to invert A and to find secret
keys matching Alice’s public key, but A does not know which of the 227 possibilities is in fact



Alice’s secret key. However, the knowledge of a signature/message pair (s, m) correctly generated
by Alice provides A with some extra information. In particular, as the equation sky = s — msks
must hold in G, the number of possible secret keys reduces to 27. Alice is able to present a valid
proof of forgery if the forged signature on a message m* differs from her own signature on m*.
Consequently, to measure A’s probability of generating an unprovable forgery, we must analyze
the number of pairwise different signatures on m* that can be produced using these 27 possible
secret keys. As some easy implications show (see [PP97]), this number is upper-bounded by the
magnitude of the set

T:={deG|h(d) =1A(m—m")d=0} (1)

In order to upperbound A’s success probability, we have to consider the worst case, i.e. we
must find the maximum number taken over all possible messages m* # m. Hence we obtain the
following set

- —1Amd= 2
O;glnz/xé(M{d € G|h(d) Am'd=0} (2)

Indeed, we have the following theorem (see [PP97] for a proof):

Theorem 1 (Security of the general construction). Let o,k be security parameters and let B
be a family of bundling homomorphisms. Let F be a FSS scheme following the general construction
above. Then we have

a) F is k-secure for the recipients.
b) If the bundling degree 27 is chosen such that Tya. /27 < 277, then F is o-secure for the signer.

Consequently, the general construction offers a convenient tool for designing FSS schemes.
Actually, to describe a FSS scheme based on the general construction, it is sufficient to specify a
family of bundling homomorphisms and to determine the bundling degree and the number T}, /27.
In particular, the underlying hard problem of the scheme equals the problem of collision-finding
in the family of bundling homomorphisms. The above construction is the basis of all previously
known provable secure FSS schemes [PP97,SSNGS00,SSN03].

4 Cryptanalysis of the Order Scheme

In this section, we focus on the FSS scheme from [SSNGS00] — referred to as the order scheme in
this paper — and show that it is not secure for the signer. The reason for this is that the general
construction was not applied carefully enough. A similar problem occurred in [SSNP99], that was
already shown to be not provable secure in [SSNO03], but for a different reason. Hence the aim of
this section is to warn the interested reader not to make the same mistake.



4.1 Review of the Order scheme

The order scheme is an instance of the general constructions. We describe the key generating
function g that is used in the order scheme to determine the bundling homomorphism: On the input
(7, k), g chooses two primes ¢, p with |p| = |¢| ~ k/2, a prime P such that n = pq divides P —1 and
an element o € (Z/PZ)* of multiplicative order p. Consider the Abelian groups G = (Z/nZ, +,0)
and H = ((Z/PZ)*,*,1). The bundling homomorphism h is defined as

h:Z/nZ — (Z)PZ)*

z — o mod P

It is shown in [SSNGS00] that this defines a family of bundling homomorphisms with bundling
degree 2%/2 under the so-called Strong Factorization Assumption:

Given n as a product of two nearly equal-sized primes p and ¢, P = nt + 1 (where ¢t € N and
P is also prime) and a (where ordp(a) = p), it is hard to find a non-trivial of n.

Note that this assumption is in fact stronger than the factoring assumption, because there is no
proof that knowledge of o does not weaken the hardness of factoring. In particular, this assumption
is broken if it is possible to find the order of elements o € (Z/PZ)* with the additional informations
that this order is prime and that it is a factor of the 2-factor number n. Indeed, this assumption
is considered as “quite unnatural” by Victor Shoup [Sho99].

The definitions of sign, test, proof, and verify follow the general construction. The message
space M equals {0,1,...,n —1}.

4.2 How to break the Order Scheme

In [SSNGSO00] there is a proof that the order scheme is secure for the signer by showing that #7 = 1.
However, in order to evaluate the signer’s security, we have to take into account T, instead of
#T, i.e. we have to find the maximum size of T taken over all messages an adversary could try
to forge. Therefore the security proof from [SSNGSO00] is not sound. Indeed, consider the following
attack on the signer’s security: Assume that Alice’s secret key equals (ski, sk2) € Z/nZ x Z/nZ.
The corresponding public key (pk1, pks) € (Z/PZ)* x (Z/PZ)* is defined as

pk1 = a*** mod P, pko = "2 mod P. (3)
Let (s,m) be a signature/message pair that Alice has created using her secret keys (skq, skz), i.e
s = sk1 + msko mod n.

We construct a computationally unbounded adversary A who is able to compute unprovable forged
signatures. Remember that an acceptable signature s* on a message m* # m is unprovable if s*
equals Alice’s own signature on m*. Let m* € M, m* # m be any message with glm — m*, i.e.

m* = m + gz for a suitable integer . (4)



First, A solves the discrete logarithm problem (3) in (Z/PZ)* and obtains sk}, € Z/nZ such that
pko = a**2 mod P holds. This is feasible because A has unlimited computational power. As the
multiplicative order of « equals p, we have

sky = sky mod p. (5)

In the same manner and with help of the Chinese Remainder Theorem, A constructs skj € Z/nZ
with
ski = sk; mod p (6)

and
ski = s — msk), mod gq. (7)

The key-pair (skj, skb) can be used to construct signatures that Alice cannot prove to be forgeries:
Lemma 1. Define s* = sk + m*sk}, mod n. Then s* is an unprovable forgery on m*.
Proof. First note that (5),(6) and (7) imply

s = sky + msky = ski + mskj mod n. (8)
We show that s* equals Alice’s signature on m* (namely ski + m*sks mod n):

s* = ski +m*sk) @ skl +msk) + quskl ) sk1 + msky + quskl

® sk1 + msko + qxsks @ sk1 + m*ske mod n

Thus Alice’s signature on m* equals the forged signature and Alice can’t construct a valid proof
of forgery. O

Consequently, we have the following theorem:

Theorem 2. The order scheme is not secure for the signer.

4.3 How to repair the Order Scheme

A possible countermeasure is to reduce the message space M to {0,1,...,¢— 1}. In this case, the
security proof provided in [SSNGS00] becomes sound. Unfortunately, this reduction deprives the
order scheme of its merits, namely that it has been the most efficient scheme with respect to the
ratio of message length to signature length.

5 A New Factorization-based Scheme

In this section, we introduce a new factorization-based FSS scheme and provide a complete security
proof. We claim that the proposed construction is more simple and elemental than the artificial
construction defining the quadratic residue scheme. For the purpose of enabling the reader to form
his own opinion, we review the quadratic residue scheme in Appendix A.



5.1 Some Ideas that don’t work

As shown in Section 3, the main thing to do is finding a family of bundling homomorphisms. As we
are interested in factorization-based FSSs, we have to search for a bundling homomorphism with
the property that finding collisions enables to factor. The most obvious homomorphism in that
context is squaring modulo n, because it is well-known that knowledge of z,y € (Z/nZ)* with
22 = y2 mod n leads to nontrivial factors of n, provided z # +y mod n holds. Trivial collisions
(i.e. x = —y mod n) can be eliminated by defining G not as (Z/nZ)* but as (Z/nZ)* modulo the
subgroup generated by —1. But unfortunately, the bundling degree in this case is only 2, therefore
by far too small. Nevertheless, the quadratic residue scheme from [PP97] is based on the principle
factoring with congruent squares. The bundling degree is enlarged by clever exploiting the concept
of claw-free permutation pairs [GMRS8].

A further idea (used by the order scheme) is to find a multiplicative group that contains elements
of multiplicative order p and to define the homomorphism on input z € (Z/nZ)* as raising such
an element to the power z. The bundling degree for this construction is n/p = ¢. But the problem
with this attempt is that in general one gets stronger assumptions than the pure factorization
assumption, because knowledge of an element of order p may reduce the hardness of factoring.
As a demonstrative example, consider the group (Z/n?Z)*. This group is of order ¢(n?) = ny(n)
and contains elements of order p, say g,. But designing a FSS scheme based on the bundling
homomorphism z — g; mod n? is actually a quite poor idea, because each element of order p in
(Z/n?Z)* reveals q, the second secret factor?. Thus this scheme would be completely insecure.
Similar considerations hold if we choose G' = (Z/nZ)*, where n is of the shape p?q for primes p
and ¢. There are elements of order p in (Z/nZ)*, but the knowledge of such an element enables
the signer to factor n. But in this case, we can make a virtue of necessity: If we define the bundling
homomorphism as exponentiation with n, then a collision leads to an element of order p, and hence
to the factorization of n. This is the basis of our proposed scheme.

5.2 The Proposed Scheme

Our proposed scheme is an instance of the general construction. For the sake of completeness, we
give the full description of our proposed scheme in the one recipients model. For the extensions to
multiple recipients see [PP97].

KeyGen: On the input o,k the center chooses two equally sized primes p,q of approximate
bit-length 7 := max(o, k/3). The Abelian groups according to n = p?q are given as
G=H=((Z/nZ)*,x*,1).
The bundling homomorphism h is defined by
h:(Z/nZ)* — (Z/nZ)*

z — z" modn

2 Tt is easy to show that gp must be of the shape 1 + kgn for a suitable 0 < k < p.

10



The groups G, H and the homomorphism h will serve as the pre-key.

For pre-key verification, it is sufficient to assure the signer that n possesses a squared factor of
approximate bit-length o (e.g. using a zero-knowledge proof).

Finally, the signer chooses two elements sk1, ske € (Z/nZ)* uniformly at random and computes
pk; = sk mod n,i = 1,2. This determines the secret key sk = (ski, skz2) and the public key

pk = (pk1,pk2).
Sign: The message space is defined as M = {0,1,...,p — 1}. To sign a message m € M, the
signer computes
sign(sk,m) := skq * ski* mod n.

Test: An element s € (Z/nZ)* is an acceptable signature on m € M iff s™ = pky * pkJ* mod n
holds.

Prove: Assume that s* is an acceptable signature on m that the signer wants to prove to be a
forgery. To do so, the signer computes her own signature s = skj * sky* mod n on m. If s = s*
holds, then the proof of forgery fails, otherwise (s, s*) is the proof of forgery.

Verify: A pair (z,2') € (Z/nZ)* x (Z/nZ)* forms a valid proof of forgery iff x # ' and
2™ = 2™ mod n hold.

The underlying assumption is the p?q Factorization Assumption:
Given n = p%q where p and q are equally sized primes, it is hard to factor n.

In Appendix B, we discuss the hardness of the p?q factorization problem.

To prove that g indeed generates a family of bundling homomorphisms, we need the following
lemma:

Lemma 2. Let p,q be primes and n = p?q. Define the set S as

S:={z € (Z/nZ)* |z =1+ kpq for an integer k,0 < k < p}.
Then S consists of exactly the elements of multiplicative order p in (Z/nZ)*.
Proof. Let x be an element of multiplicative order p in (Z/nZ)*. Then we have

2P =1mod n = (2 =1 mod p A 2 =1 mod q)
= (x = 1mod p Az =1mod g).

Hence pg|x — 1 must hold, and we conclude x € S.
On the other hand, it is obvious that for all z € S we have 2P = 1 mod n Az # 1, thus the assertion
follows. 0

We have the following theorem:

Theorem 3 (Factoring bundling homomorphisms). Under the p*>q Factorization Assump-
tion, the construction above is a family of bundling homomorphisms with bundling degree 27 .

11



Proof. 1t is obvious that h is a homomorphism. To analyze the bundling degree, we determine the
kernel ker(h). Note that as p is the only non-trivial common factor of n and p(n) =n(p—1)(¢—1),
we must have

2" =1modn <= z=1Vord,(z)=p 9)

Hence the kernel of h consists of 1 and exactly the elements of multiplicative order p in (Z/nZ)*,
i.e the elements of S as defined in Lemma 2. Consequently, we have # ker(h) = p, which equals
the bundling degree because h is a homomorphism.

It remains to show that h is collision resistant under the p?q Factorization Assumption. Assume
that A is a polynomial time algorithm that determines x,y € (Z/nZ)* with z # y and h(z) = h(y).
In particular, we have 2™ = y" mod n, leading to (zy~!)" = 1 mod n. As z # y mod n holds, from
eq. (9) we conclude ord, (zy~!) = p, and thus Lemma 2 tells us ged((xy~! mod n) — 1,n) = pq,
which completely reveals the factorization of n. O

Theorem 3 implies the first part of the security proof for the new scheme:

Corollary 1 Under the p*q Factorization Assumption, the proposed scheme as defined above is
secure for the recipients.

To complete the security proof, we show the following theorem:
Theorem 4. The proposed scheme as defined above is secure for the signer.
Proof. According to Theorem 1, we have to determine the number

Trmaz := max {d € G|h(d)=1Am'd=0}
0#m’eM

and show that Tp,q./27 < 277 is fulfilled. Putting in the parameters of the proposed scheme, we
obtain )
Tonaz = max {d € (Z/nZ)* |d" =1modnAd™ =1modn}=1.
o<m’<p

Hence we conclude Tppq. /27 < 277, because 7 was chosen as the maximum of o and k. O

Note that unfortunately it is not possible to construct an analogue FSS scheme for general
n. Though in (Z/n2Z)* there are elements of order p and knowledge of these elements reveals
the factorization of n, a collision of the homomorphism z — z™ mod n? not necessary leads to an
element of order p. The problem is that (Z/n2Z)* contains elements of order n, too, and a collision
leading to an element of order n is useless for factoring.

Table 1 provides a detailed comparison of the quadratic residue scheme and the proposed one.

Due to the interaction of the different parameters, a general evaluation is difficult. As a rough
guideline, in case of k > o, the proposed scheme outperforms the quadratic residue scheme in most
points, whereas in case of k < ¢ the quadratic residue scheme is more advantageous. But in both
cases, the differences are not large.

Concluding we remark that the new scheme is conceptually easier and more natural than the
quadratic residue scheme. As it requires roughly the same amount of computing and storage, it
provides a good alternative to the quadratic residue scheme (based on a different factorization
assumption).
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Quadratic Residue Scheme Proposed Scheme
Signer’s security o o
Recipient’s security k k
Message length p p = max(c, k/3)
Sig. length c+p+k 3p = max(30, k)
Length of pk 2k 6p = max(60, 2k)
Length of sk 20+ p+k) 6p = max(60, 2k)
Sign (# Mod. Mult.) p p
Test (# Mod. Mult.) <2p+o0 < 4p = max(4o0,4k/3)
Underlying problem » :Fgciogli?ég)i(;f; q_mpgd 8 Factorization of n = p%g

Table 1. Comparison of Several Parameters

6 Conclusion and Further Work

In this paper, we revisited some FSS schemes based on factorization related assumptions. First we
cryptanalyzed a scheme based on a rather strong assumption and showed how to repair it. Then
we introduced a new FSS scheme based on a well established factorization assumption (i.e. the
hardness of factoring p?q type integers) and provided a complete security proof for it. The new
bundling homomorphism construction is more elemental and artless than the previous factoring
bundling homomorphism from the quadratic residue scheme [PP97] and it promises to be of interest
on its own. The new scheme’s efficiency compares to the quadratic residue scheme, that is based
on the hardness of factoring a special kind of Blum integers. Unfortunately, the efficiency of both
schemes is not optimal (i.e. compared to discrete logarithm based schemes), although they are
practical. Therefore important further work in this field is the development of a FSS scheme that
is either: based on a fairly weak factorization assumption and as efficient as the discrete logarithm
scheme.
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A Review of the Quadratic Residue Scheme

In this section, we give a short account of the previous factorization based FSS scheme from [PP97].
The foundation of this scheme is the concept of claw-free permutations, that was introduced by
Goldwasser, Micali and Rivest in 1988 [GMRSS]. As the quadratic residue scheme is an instance
of the general construction from Section 3, we only give the description of the family of bundling
homomorphisms used.

Let o, k be the security parameters related to the signer’s and the recipient’s security, respectively.
Define the bundling degree 7 := o + p, where M := {0,1,...,2” — 1} is the message space. On
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the input o, 7, the key generating function g chooses two primes p,q with p = ¢ = 3 mod 4 and
p # ¢ mod 8, such that n := pg has bit-length k. Let QR(n) be the group of quadratic residues
modulo n, i.e. QR(n) := {x € (Z/nZ)* |Jy : y*> = x mod n}. Then the Abelian groups G and H
are defined as follows:

G:=(Z/2°Z x (xQR(n))/{1,—1},0,(0,1)), H := ((xQR(n))/{1,—1},%,1),
where the group operation o on G is given as
(a,x) o (b,y) := ((a+bmod 27, zydletV+27),

Each element of H is a coset {x, —z}, which is identified with its smaller member (i.e. with z, if
0 <z <(n-—1)/2, and with —z, otherwise).
Finally, the bundling homomorphism A is defined by:

h:Z)2L x (£QR(n)/{1, -1} — (£QR(n))/{1,~1)

(a,x) — £(4%z%") mod n,

where again the notation +z in the image indicates that the coset {z, —x} is identified with its
smaller member.

It can be shown that the above construction is a family of bundling homomorphisms under the
assumption that factoring Blum integers n = pg with p # ¢ mod 8 is infeasible [PP97,BPWO1].
Note that in contrast to our proposed scheme, the above construction is quite artificial, namely
the cumbersome group operation o in G is only chosen in order to provide A with homomorphic
properties. Concerning the groups G and H, there are two reasons for considering the factor
group modulo {1, —1} instead of QR(n). On one hand, this choice anticipates the trivial collisions
22 = (—2)? mod n, and on the other hand, it makes testing membership in H (and hence in G)
efficient?.

B The Hardness of the p%2q Factoring Problem

Recently, the use p?q type moduli (or more general p¥q) attracted much attention in cryptography.
For example, the modulus p?q is used in the famous EPOC cryptosystem [FKM*,0U98] and in the
signature scheme ESIGN [FOM91], whereas moduli p*q can be utilized to enhance the decryption
speed in RSA-type encryption schemes [Tak98,Tak04]. Numerous researchers tried to exploit the
special form of those integers to find faster factorization methods [AM94,PO96,BDHG99]. But
unless the exponent k in p¥q is not too large, the most efficient methods for factoring n = p¥q
are still Lenstra’s elliptic curve method (ECM) [Len87], its improvements [PO96], and the number
field sieve (NF'S) [LL93]. More precisely, if the size of the smallest prime factor of n exceeds some
bound (about 200 bits), the NFS is the method of choice. Consequently, if n is sufficiently large (i.e.
1024 bits), the special form n = p?q causes no problem, because in contrast to ECM the runtime
of the NFS depends only on the size of n, not on the size of its smallest prime factor. Concluding,
although it is not known if factoring n = p?q is more tractable than factoring n = pq or not, the

p%q Factorization Assumption is well-investigated and therefore can be regarded as fairly weak.
3 A number 0 < & < (n — 1)/2 belongs to H iff the Jacobi symbol () equals 1.

z
n
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