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Abstract
This paper gives an overview of the state of art in cryptography

based on quadratic orders. It discusses the intractable problems in
class groups and the infrastructure of quadratic orders, approaches to
the solution to these problems, and the crypto-systems employing them
as underlying problems.

1 Introduction

Public key cryptography is one of the main techniques for making the inter-
net secure. Most public key crypto-systems are based on intractable compu-
tational problems in number theory such as factoring integers. However, no
such problem is known that is provably intractable. Therefore, it is necessary
to keep searching for new public key primitives whose security is unrelated
to the security of the known schemes.

One source for computationally hard problems is algebraic number the-
ory. In 1988 Buchmann and Williams [18] presented a variant of the Diffie-
Hellman key exchange protocol in class groups of imaginary quadratic or-
ders. Since then many public key crypto-systems have been suggested whose
security is based on difficult problems in quadratic number fields.

In this paper, we give an overview of the state of the art of quadratic
field crypto-systems. It is organized as follows: In section 2 we very briefly
introduce the structures used in quadratic field cryptography: ideals and
ideal classes. In section 3 we turn to imaginary quadratic cryptography.
First we outline the computational problems, then we list approaches for
their solution, finally we show how these problems have been used to devise
cryptographic protocols. Section 4 is structured as the preceding section,
but deals with real quadratic cryptography. We conclude with an overview
over open problems in the area.

For other survey papers, see [20] and [13].

2 Class groups

For background on number theory see e.g. [9]. Let ∆ be an integer that is
not a square in Z and assume that ∆ ≡ 0, 1 mod 4. By O = O(∆) denote
the quadratic order of discriminant ∆.
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Every fractional O-ideal I has a representation

I = q

(
aZ+

b +
√

∆
2

Z

)

where q is a positive rational number, a is a positive integer, and b is an
integer. The numbers q and a are uniquely determined. The integer b is
unique modulo 2a. If q = 1, we will write I = (a, b). The norm of I is q2a.

The fractional O-ideals form a multiplicative Abelian group I = I(∆).
The set P = P(∆) of principal O-ideals is a subgroup of I. The quotient
group Cl = Cl(∆) = I/P is finite. Its cardinality is the class number
h = h(∆) of O. The ideal class of an ideal I = (a, b) is written as [I] = [a, b].

3 Imaginary quadratic cryptography

Let ∆ < 0. Then O is an imaginary quadratic order.

3.1 Computational problems

Group operation The group operations in the class group Cl can be
implemented efficiently. The elements of the class group are represented by
their uniquely determined reduced representative (a, b) where −a < b ≤ a
and 0 < a <

√
∆|/3. The product of two O-ideal classes can be computed

in time O((log ∆|)2) (see [5]) or even (log ∆|)1+o(1) (see [48]). Practical
improvements are the algorithms NUCOMP and NUDUPL (see [49], and
[39]). The inverse of an ideal class [a, b] is [a,−b]. The reduced representative
of [a,−b] is (a,−b) if b 6= a and (a, b) otherwise. So inversion of O-ideal
classes is possible in time O(log |∆|).

We also explain how to choose random elements from the class group.
Under the assumption of the extended Riemann hypothesis, the class group
Cl is generated by the classes of all invertible prime ideals of norm smaller
than 12(log |∆|)2 (see [2]). A random element in Cl can be computed by
determining a power product of the elements of that generating system where
the exponents are randomly chosen from {1, . . . , |∆|}.

Next, we explain the intractable computational problems in imaginary
quadratic class groups that can be used as the security basis of cryptographic
protocols. These problems are intractable for all but possibly a very small
fraction (smaller than 2−24) of all discriminants ∆ > 2675 (see [32]).

Root problem Given a positive integer e > 2 and a random eth power
g in Cl, find an eth root of g. Solving the root problem for e = 2 is equivalent
to factoring the discriminant ∆ (see [10] with erratum in [11]).

Group order problem No efficient algorithm is known for computing
the class number h of O. In fact, computing the class number of an imag-
inary quadratic order is at least as hard as factoring the discriminant ∆.
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Hence, imaginary quadratic class groups cannot be used to implement those
cryptographic algorithms based on the discrete logarithm problem that re-
quire the knowledge of the group order.

Diffie-Hellman problem The Diffie-Hellman problem is the following.
Given a random g ∈ Cl and random a, b in {0, . . . , 2t} where t is a positive
integer, t ≥ 160. Given g, ga and gb, find gab.

Discrete logarithm problem No efficient discrete logarithm algorithm
for imaginary quadratic class groups is known. We give a more precise
description of the discrete logarithm problem in imaginary quadratic class
groups (IQ-DL). Choose a random element g in Cl(∆). Choose a random
element k in {0, . . . , 2t} where t is a positive integer, t ≥ 160. Set h = gk.
Given g and h, find m ∈ Z with h = gm.

Hidden kernel problem The hidden kernel problem is the basis of the
NICE crypto-system (see [46]). Assume that ∆ is a fundamental discrimi-
nant and let p be an odd prime. The extension map

e : Cl(p2∆) → Cl(∆), [I] 7→ [IO(∆)]

is a surjective homomorphism. The kernel ker(e) of that map is a cyclic
group with p− (

∆
p

)
elements.

We explain the hidden kernel problem. Let [a, b] be an O(p2∆)-ideal class
with a <

√
|∆|/2. Let [P ] be a generator of ker(e). Given the generator

[P ], a random element in the coset [a, b] ker(e), and the discriminant p2∆,
the task is to find (a, b). The use of a generator [P ] as input in the hidden
kernel problem is explained by the fact that random elements in ker(e) have
to be generated using public information.

If the fundamental discriminant ∆ is known, then the hidden kernel
problem can be easily solved. This can be seen as follows. If [A,B] is in
[a, b] ker(e) then (a, b) = (A,B)O(∆) ∩ O(p2∆).

3.2 Solving the computational problems

The most efficient class number algorithm is the index calculus algorithm IQ-
MPQS by Jacobson [36]. IQ-MPQS also solves the discrete logarithm prob-
lem in the class group Cl. Its running time is conjectured to be L∆[1/2,

√
9/8+

o(1)] where

L∆[u, v] = exp(v((log |∆|)u(log log |∆|)1−u)).

The most efficient algorithm for solving the root problem in Cl has the
complexity L∆[1/2, 1] which is slightly smaller than the complexity of the
computation of the class number since the linear algebra stage can be per-
formed (mod e).

Jacobson [37] reports running times of less than an hour for the compu-
tation of the structure of class groups of random 40 digit discriminants, and
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running (CPU) times of less than 10 days for special 80 digit discriminants
on a 296 MHz SUN UltraSPARC-II platform. The running time of his al-
gorithms can be improved using the optimized linear algebra techniques of
[26].

Vollmer ([52] with corrigendum in [53]) has presented an IQ-DL algo-
rithm that assuming the extended Riemann hypothesis has running time
bounded by L∆[1/2,

√
9/8 + o(1)]. For a proof of this bound see [54]. An

extension of this algorithm that also computes the class number and class
group structure is shown to have the same complexity.

The improvement of these results in comparison to those of the first sub-
exponential algorithm that computes the class group of a maximal imaginary
quadratic order by Hafner and McCurley [28] lie in the generation of relations
with few non-zero entries, the termination of the algorithm before a full
relation lattice is computed, and faster linear algebra routines on the basis
of the work of Mulders and Storjohann [44].

The difficulty of the hidden kernel problem is based on that of the fac-
toring problem. If the discriminant p2∆ can be factored, the hidden kernel
problem for p2∆, [P ] can be solved in polynomial time. The converse is not
known. Because the generator [P ] is published, the knowledge of [P ] might
be used in factoring p2∆.

3.3 Cryptographic algorithms

The intractable problems described in the previous section can be used as
the security basis for several cryptographic algorithms.

Since the Diffie-Hellman problem in Cl is intractable, the Diffie Hellman
key exchange protocol ([21]) and the Diffie Hellman integrated encryption
scheme DHIES ([3]), a simple extension of the ElGamal encryption scheme
([23]), can be implemented in Cl yielding variants called IQ-DH and IQ-IES,
see [31]. In order to avoid the embedding of plain texts into ideal classes,
encryption can be effected by xoring the plain text with the Diffie-Hellman
key.

Some DL-based signature schemes such as the ElGamal signature scheme
and the DSA (see [22]) cannot be implemented in imaginary quadratic
class groups since they require the knowledge of the group order. How-
ever, the DSA variant described in [32], called IQ-DSA, does not require the
knowledge of the group order. Hence, it can be implemented in imaginary
quadratic class groups. The disadvantage of IQ-DSA compared to DSA is
that its requires larger exponents and produces larger signatures. Another
DSA variant called RDSA was suggested in [6]. A version of RDSA that
uses exponents that are as small as DSA exponents was broken in [25].

Since the root problem in imaginary quadratic class groups is intractable,
the Guillou-Quisquater signature scheme [27] can be implemented in those
groups. This variant of the Guillou-Quisquater scheme is referred to as
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IQ-GQ.
In [31] Hamdy reports about experimental results concerning IQ-DSA

and IQ-GQ. For example, for a 671-bit discriminant which guarantees a
security comparable to 1024-Bit RSA generating a signature with IQ-GQ
takes 139.06 ms and verifying a signature takes 93.74 ms on a 500MHz
SunBlade 100. Hamdy offers a C-library with improved performance [30].

In the random oracle model, the security of IQ-DSA can be reduced to
the difficulty of the IQ discrete logarithm problem. Also, in the random
oracle model IQ-GQ can be reduced to the IQ root problem (see [32] and
[31]). The security proofs of IQ-DH, and IQ-IES carry directly over from
the known proofs for e.g. elliptic curve Diffie Hellman key exchange, EC-DH,
and the analysis of IES in [1].

The NICE encryption scheme is based on the hidden kernel problem. It
is a refinement of ElGamal-type crypto-system proposed by Hühnlein et al.
[35]. We sketch the NICE crypto-system. The public key is a pair (p2∆, P )
where ∆ is a fundamental discriminant, p is a prime, and P an O(p∆)-
ideal whose class [P ] is a generator of ker(e). Here, e is the extension map
introduced in the previous section. The secret key is p.

To encrypt a message, that message is embedded into an O(p2∆)-ideal
class (a, b) with a <

√
∆|/2. That ideal class is multiplied by a random

power of [P ]. The resulting ideal class is the cipher text C. The cipher text
C = [A,B] is decrypted by computing (a, b) = (A, B)O(∆) ∩ O(p2∆). The
decryption algorithm requires only quadratic bit complexity O((log(p2∆))2).
If p2∆ is a 1024-bit discriminant then decryption takes about 2 ms on
a Celeron 500 MHz using LiDIA and under 1 second on a Siemens SLE
66CX80S at 5 MHz [33].

Jaulmues et al. presented a chosen cipher text attack against the NICE
primitive [40]. A semantically secure variant of NICE in the random oracle
model was then proposed in [16]. The hidden kernel problem has been
used for several cryptographic applications, namely digital signatures [34],
undeniable signatures [4], distributed RSA key generation [8], and ID-based
cryptography [8].

Meyer [42] has shown how to transfer the Fiat-Shamir signature pro-
tocol to Cl(∆). Since it is possible to extract quadratic roots in Cl(∆) in
polynomial time once a factorization of the discriminant is known—this was
already noted by Gauss, see [10]—the discriminant has to be chosen as large
as an RSA key at the same security level, rendering IQ-FS inefficient.

4 Real quadratic cryptography

Let ∆ > 0. Then O is a real quadratic order.
The real quadratic case differs from the imaginary one by three effects:

Class groups of real quadratic fields are usually small. Real quadratic fields
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have non-trivial units. Ideal reduction in real quadratic orders is not unique.
Indeed, there is not one reduced form in each class, but a cycle of forms which
is traversed by successive reduction. Typically, the number of reduced ideals
in an ideal class is approximately

√
∆.

Thus there is no efficient algorithm for deciding equality of O-ideal
classes. Therefore, DL-based cryptographic protocols cannot be directly
implemented in real quadratic class groups. The question whether there
is an analogue of the NICE crypto-system in real quadratic orders has not
been discussed.

4.1 Computational problems

Group operation An element of the class group is represented by a
reduced representative (a, b). It satisfies |a|, |b| < √

∆. As in the imaginary
quadratic case, the product of two O-ideal classes can be computed in time
O((log ∆)2) or even (log ∆)1+o(1), see again [5] and [48]. Again, one can
apply variants of the NUCOMP, and NUDUPL algorithms for practical im-
provements (see [51] and [39]). The inverse of an ideal class [a, b] is [a,−b].
So inversion of O-ideal classes is possible in time O(log ∆).

The problem of deciding equality of real quadratic ideal classes is very
similar to a discrete logarithm problem. We explain this similarity and we
show how to implement cryptographic protocols based on that problem.

Let [I] and [J ] be two O-ideal classes with reduced representatives I and
J . Those ideal classes are equal if there exists α in the field F of fractions
of O such that

J = αI.

If such an α exists, then the coset αO∗ is uniquely determined where O∗ is
the unit group of O. This implies that ln |α| is uniquely determined modulo
the regulator R = R(O) ofO. Now consider the set P of all reduced principal
O-ideals. For each I ∈ P we can write

I = αO

with α ∈ F . Then ln |α| is called a distance of I (from O). It can be
considered as a kind of discrete logarithm of I. To explain the analogy, we
let G be a cyclic group of order n with generator g written additively. Then
for u, v ∈ Z we have u · g = v · g if and only if u ≡ v mod n. Likewise, for
α, β ∈ F ∗ we have αO = βO if and only if ln |α| ≡ ln |β| mod R. Hence, R
plays the role of the group order and P plays the role of the group. Next,
consider the set of distances D = {ln |α| ∈ R : α ∈ F ∗, and αO is reduced}.
We have already seen that this set has additive period R. Also, this set
is discrete on the real line. To be more precise, any interval of length ln 2
contains at most two elements of D and any interval of length (ln∆)/2
contains at least one element of D.
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So it is justified to view the elements in D as discrete logarithms. We
describe the algorithmic situation.

In the group G, raising elements to powers is efficiently possible if the
group operations can be efficiently implemented. This means that if a ∈ Z,
it is possible to compute h = a · g in polynomial time. Note that a is a
discrete logarithm of h. So we can determine elements of prescribed discrete
logarithm in polynomial time. Also, given h and an integer k but not a
it is possible to compute in polynomial time a group element with discrete
logarithm ka. That group element is k · h.

In P the following are possible. Let a ∈ Z. It is possible to determine
in polynomial time an I ∈ P with distance close to a. More precisely, an
I can be found such that there is a generator α of I for which ln |α| is an
element of D which is the closest or the second closest element of D to a.
Also, given I with distance close to a, an approximation to δ(a) = ln |α| − a
and an integer k but not α, an ideal J ∈ P with distance close to ka can be
found in polynomial time. We call J a kth power of I in P .

If I ∈ P and an approximation of error < 1 to a distance of I is given,
then it is possible in polynomial time to find α ∈ F ∗ in compact represen-
tation (see [17]) with I = αO. This process is also very efficient in practice:
Maurer [41] has computed the compact representation of the fundamental
unit of an order with 63-digit discriminant given a regulator approxima-
tion in less than 0.35 seconds on a 296MHz SUN UltraSparc-II. Given the
compact representation of a generator, the distance of I can be computed
efficiently to arbitrary precision.

Next, we explain the intractable computational problems in the infras-
tructure of real quadratic orders that can be used as the security basis of
cryptographic protocols.

Root problem We can consider the following generalized root problem.
Let I be a random element in P , let e be a positive integer, e ≥ 2. Find all
J ∈ P such that the e-th power of J in the sense explained previously is I.

Regulator problem We have seen that the regulator R plays the role
of a group order. The regulator problem is the following. Given ∆. Find
an integer R′ with |R′ − R| < 1. From R′ an approximation of R with any
given precision can be computed in polynomial time.

Diffie-Hellman problem The real quadratic Diffie-Hellman problem is
the following. Given random a, b in {0, . . . , 2t} where t is a positive integer,
t ≥ 160. Let I ∈ P have distance close to a and let J ∈ P have distance
close to b. Given I and J find K ∈ P with distance close to ab.

Principal ideal problem We describe the analogue of the discrete log-
arithm problem in P . Given a random element I in P , find an approximation
d ∈ Q to a distance δ of I such that |d− δ| < 1.

Discrete logarithm problem A generalization of the principal ideal
problem is the general discrete logarithm problem. This problem is the
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following. Let I be a reduced O-ideal. Let k be a random element in
{1, . . . , 2t} with t ≥ 160. Let J be a reduced O-ideal in [I]k. Given I, J .
Find m ∈ Z, and a ∈ Q such that there is α ∈ F with J = αIm, and
|a− ln |α|| < 1.

4.2 Solving the computational problems

The most efficient algorithm for solving the root problem in P requires the
computation of the regulator. The most efficient regulator algorithm is the
index calculus algorithm MPQS by Jacobson [37]. MPQS also solves the
discrete logarithm problem in the class group Cl.

It is reported in [38] that using Jacobson’s MPQS, the regulator of an
order with 101-digit discriminant was computed in 3.8 years of CPU time
on 550 MHz Pentium III machines.

Vollmer ([52],[53]) has presented probabilistic algorithms for all but the
first of the listed problems which—assuming an extended Riemann hypothesis—
have running time L∆[1/2,

√
9/8]. For a proof of this bound for a Monte

Carlo regulator algorithm, see [53], otherwise see [54]. A solution of the root
problem can be obtained by a simple extension of his results.

4.3 Cryptographic algorithms

Since the intractable problems described in the previous section are very
similar to the problems in the imaginary quadratic case, the cryptographic
algorithms that can be implemented in real quadratic orders are very sim-
ilar to the imaginary quadratic cryptography schemes. However, since ap-
proximations to logarithms of real numbers are used in the real quadratic
case, real quadratic cryptography schemes are less efficient than imaginary
quadratic cryptography algorithms. Nevertheless, it is very interesting that
cryptography in the set P is possible despite the fact that P is not a group.

The first cryptographic algorithm in real quadratic fields was the real
quadratic Diffie-Hellman scheme [19] (see also [12] and [47]). It is slightly
more complicated than the Diffie-Hellman key exchange algorithm in a
group. The parties select secret integers a and b. They calculate ideals
A and B in P with distance close to a and b, respectively. The common
key is an ideal K with distance close to ab. However, there is a possible
ambiguity in the computation of K. So an extra communication step may
be necessary to remove that ambiguity. A DH key exchange in an order
with 768-bit discriminant can be performed in 2 seconds CPU time on an
800 MHz Pentium III machine [39].

Real-quadratic ElGamal encryption can also be implemented based on
real quadratic Diffie-Hellman key exchange. Moreover, there is a variant of
the Fiat-Shamir signature protocol [24], called PIP-FS, which relies on the
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intractability of the Principal Ideal Problem (see above), and was proposed
and analyzed in [14].

Choosing the discriminant of the underlying order for PIP-FS at the same
order of magnitude as is secure for crypto-systems in imaginary quadratic
class groups at a security level corresponding to 1024-bit RSA, PIP-FS can
be executed in about 3 seconds CPU time on a 300 MHz Pentium II. Key
generation takes less than a minute.

5 Open Problems

This overview shows that much has been done in quadratic field cryptogra-
phy. However, there are still many open problems.

Imaginary quadratic field cryptography is ready for practical use. Of-
fered are a Java implementation [45], and a C-library for IQ-cryptography
[30]. It would be nice to see IQ-cryptography being used in real applications.

Real quadratic field cryptography is still too inefficient to be used in
practice. Security of RQ schemes hinges on the right choice of the underlying
order. To increase security, the authors of [38] suggest the use of orders
with discriminants of a particular form, since in these orders the application
of the currently fastest algorithm for the computation of the regulator is
considerably slower than in the average case. The record computations also
given in the paper give valuable data points for estimates of lower bounds
on the size of cryptographically secure discriminants. In general, however,
a comprehensive analysis and, on its basis, a recommendation for the right
choice of parameters in RQ cryptography is still outstanding.

There are generalizations of quadratic field cryptography to arbitrary
number fields. First ideas are described in [15], [43] and [7]. A very in-
teresting aspect of general number field cryptography is the fact that no
attack is known that is sub-exponential in the field degree. This is due to
the fact that breaking crypto-systems in number fields of degree n requires
the computation of short vectors in n-dimensional lattices.

One possible set-up of number field cryptography is to use number fields
with small regulators and large discriminants. They have large class groups
and deciding equality in such class groups is easy. Therefore, the IQ-crypto-
algorithms can be implemented in such fields. However, when the field
degree is large, arithmetic in the class group is very inefficient. There is a
big need for optimization.

Also, the right choice of parameters is an open problem. In particular, it
is an interesting question how to generate infinite families of number fields
of very large degree with small regulators. It is in principle also possible to
use number fields with small class numbers and large regulators. Very little
is known about such applications.

Finally, it is an open question to what extent general number field cryp-
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tography is resistant to quantum computer attacks. Discrete logarithms in
the imaginary quadratic class group can be computed in polynomial time
using standard techniques since there is a unique representation for each
group element, see [50]. Hallgren has sketched in [29] a polynomial time
quantum algorithm for the computation of the regulator of a real quadratic
order and the solution of the principal ideal problem (PIP) in it. Extensions
to higher degree fields and their behavior at increasing degree remain to be
studied.

Number field cryptography continues to be an interesting research sub-
ject.
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[31] , Über die Sicherheit und Effizienz kryptografischer Verfahren
mit Klassengruppen imaginär-quadratischer Zahlkörper, Ph.D. thesis,
Technische Universität Darmstadt, Fachbereich Informatik, Darm-
stadt, Germany, 2002, http://www.informatik.tu-darmstadt.de/ftp/pub/
TI/reports/hamdy.diss.pdf.
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