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Abstract. We construct and analyze Feistel and SPN ciphers that have
a sound design strategy against linear and differential attacks but for
which the encryption process can be described by very simple polyno-
mial equations. For a block and key size of 128 bits, we present ciphers
for which practical Grobner basis attacks can recover the full cipher key
requiring only a minimal number of plaintext/ciphertext pairs. We show
how Grébner bases for a subset of these ciphers can be constructed with
neglegible computational effort. This reduces the key—recovery problem
to a Grobner basis conversion problem. By bounding the running time
of a Grobner basis conversion algorithm, FGLM, we demonstrate the
existence of block ciphers resistant against differential and linear crypt-
analysis but vulnerable against Grébner basis attacks.

1 Introduction

Since the publication of Courtois’ and Pieprzyk’s XSL method [9] and Murphy
and Robshaw’s embedding of the AES [21], a considerable interest in algebraic
attacks on block ciphers has been provoked. While linearization based attacks on
stream ciphers have been shown to be very successful, the claimed attacks on the
AES and Serpent have thus far been highly controversial, if not outright refuted
[5]. Grobner bases however are a proven tool for solving polynomial systems. Cid,
Murphy and Robshaw [6] recently did a first step of investigating the viability
of an algebraic attack using Groébner bases on scaled-down versions of the AES.

The goal of this paper is to show that non-trivial iterated block ciphers with
a reasonable block and key length — in our case 128 bits — can be constructed
that are resistant against linear and differential cryptanalysis but which can be
broken by computing an appropriate Grobner basis.

The paper is organized as follows. In Section 2 we present two families of
ciphers, FLURRY, a Feistel network and CURRY, a SPN construction, together
with suitable parameters. We explain how to obtain polynomial equations de-
scribing the key recovery problem. Section 3 then introduces the methodology
to obtain estimates on the complexity of attacks using linear and differential
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cryptanalysis. Section 4 details how Grobner bases can be used break the ci-
phers and gives experimental results for selected examples. Finally we show how
the key recovery problem for a subset of these ciphers is related to the problem
of Grobner basis conversion.

1.1 Notation

We define the notation that we will be used throughout the rest of this paper.
All operations of the block ciphers described in this paper are carried out over
a finite field F' := GF(2") with n € {8,16,32,64}. We fix 0 to be a generating
element of F' over GF(2), i.e. F':= GF(2)(0).
The internal state of our cipher consists of multiple elements of F. To re-
fer to individual elements of the state after the execution of a complete round
transformation we use the following conventions:

— For Feistel ciphers, the internal state is represented by a vector. We use
variables zge) to denote elements of the internal state of the cipher after the

eth application of the round function and variables k:ge) to denote elements
of the expanded key used in round e.
— For SPN ciphers, the internal state is represented by a square matrix. We

denote the internal state variables after the eth application of the round
function by zgej) and the expanded key variables by kl(ej)

We define the state of round 0 to be the initial state and call the variables
of the initial state plaintext variables. Correspondingly the variables referring to
the state after the execution of the last round are called ciphertext variables.
The set of state variables of a cipher is denoted by X, the set of expanded key
variables by K. All polynomials considered are then elements of the polynomial
ring R = F[X UK].

A power product of variables of (X U K) shall be called a term, whilst the
product of a term and a coefficient ¢ € F shall be called a monomial.

2 Description of the Cipher Families

In this section we give blueprints for Feistel and SPN ciphers that allow for
simple algebraic representations. For these we select parameters sets offering a
high resistance against differential and linear cryptanalysis and describe how to
construct systems of polynomial equations for them.

2.1 The Feistel Case: FLURRY

We construct the family FLURRY (n, m, 7, f, D) of Feistel ciphers. The parameters
used are:

— m € N: the plaintext space, the ciphertext space and the cipher key space
are F2m,



— 7 € N: the number of rounds

— f:F — F: anon-linear mapping giving the S-Box of the round function

— D =(d,;;) € F"™*"™: a matrix describing the linear diffusion mapping of the
round function.

Weset R=(r1,...,rm) € F™, L=(l1,...,ln) € F™ and K = (k1,...,kn) €
F™. The round function p : F™ x F™ x F™ — F™ x F™ of a FLURRY cipher
is then defined as:

p(L,R,K)=(R,G(R,K)+ L)

with G : F™™ x F™ — F™ being the parallel application of m S-Boxes followed
by a linear transform:

flry+ k1)

f(?“Q—l-kz)
G(Tl,...,’l"m,kl,...,km):DX .

F(rm + En)

A plaintext (Lo, Ro) is encrypted into a ciphertext (L., R,) by iterating the
round function p over r rounds:

(Lis Ri) = p(Li—1, Ri—1, K1) 1=1,2,...,r—1
(Lra Rr) = p(erh erlv Krfl) + (Kra KT+1)

After the last round transformation, an additional key addition is performed on
both halves of the state. Analogously, using the inverse round function p~!

p~Y(L.R,K) = (G(L,K) + R, L)
we can decrypt a ciphertext with the following sequence of steps:

(LT717 erl) = p_l(Lr + Kra R'r + Kr+17Kr71)
(LiflvRifl) :p_l(Li,RhKi,l) Z':T—].,T—27...,].

The number of F-components of a cipher key, plaintext or ciphertext is denoted
by t = 2m.

The key schedule The key schedule is affine over F. We write the cipher
key as a tuple of vectors (Ko, K7) € F™ x F™. Let the round keys for the
first two rounds be Ky, K7 and recursively compute subsequent round keys for
2 <i<r+1 as follows:

Ki=D-K' +Ki s+

where D is the same matrix used in the round function of the cipher and the v;
are round constants:

v = ((0+1),0+1)F . (04 1)Hmh



2.2 The SPN Case: CURRY

In this section we construct a family CURRY(n, m,r, f, D) of ciphers similar to
SQUARE [11]. We explain the parameters used:

m € N: the plaintext space, the ciphertext space and the cipher key space
are Fmxm,

r € N: the number of rounds

— f: F — F: a bijective non-linear mapping giving the S-Box of the round
function
— D =(d;;) € F™*™: an invertible matrix used for diffusion

The round function p : F™*™ x Fm>m — X of 3 CURRY cipher is defined
as:

p(S,K)=D-G(S+ K)"
with G : F™*™ — F™>Xm heing the parallel application of m? S-Boxes:
G((sij)) = (f(si;))

A plaintext Sy is encrypted into a ciphertext S, by iterating the round function
p exactly r times followed by an additional key addition after the last round:

Si:p(Si,l,Ki,l) i:1,2,...,7“—1
Sr = P(Sr—l, Krfl) + K,

Analogously, using the inverse round function p~!

p HS,K)=G (D' 9T)+ K
we can decrypt a ciphertext with the following sequence of steps:

Sr—l - p_l(Sr + KrvKr—l)
Si,lzp_l(Si7Ki) i:T—l,T—2,...,1
Just as for FLURRY, let the number of F-components of a key, plaintext or

ciphertext be denoted by ¢, this time ¢ = m?.

The key schedule For CURRY the first round key is equivalent to the cipher key
Ko € F™*™_ Just as for FLURRY the key schedule is affine over F. Subsequent
round keys K;,i > 1 are recursively computed as follows:

K,=D K, 1+ M,

where D is the same matrix used in the round function and M; = ((a;;)) with
aj; = 07*U=Dm+ The matrices M; are round constants.



2.3 Selected Parameters

We will now specify suitable parameters for the S-Box function and the linear
transformation. These will be used to more thoroughly investigate instances of
our cipher constructions throughout this paper. The number of rounds shall be
left unspecified for now.

The S-Box functions The only non-linear components of FLURRY and CURRY
are the S-Boxes. In order to achieve good resistance against differential and linear
cryptanalysis even for low number of rounds these must be chosen very carefully.
Two important characteristics of a S-Box are its differential uniformity and its
nonlinearity. These are defined as follows:

Definition 1. Let f : F — F be a mapping and
d=max#{x € F : f(x+a)= f(x)+0b}.
e
Then f is called differentially 6-uniform.

In the following definition we use the bijective map

I
-

n

F—GF2)",a= (a;if") — (ag, ..., an—1)

K2

to identify F' with GF(2)™. For a = (ag,...,an-1), b= (bo,...,bp_1) we set

n—1
(a,b) = Z a;b;
i=0
Definition 2. The nonlinearity of a function f : F — F is defined as

b0
For monomial functions as well as the multiplicative inverse over finite fields
of characteristic two the §-uniformity and the nonlinearity have been well studied
in the literature [22,2,13]. We want to keep the degree of our S-Box functions
low in order to make Grobner basis attacks feasible. Table 1 shows the S-Box
functions that we have picked.
We call f3, f5 and f7 monomial S-Boxes and f_1 the inversion S-boz.

I
=)

Lemma 1. 1. f3 is a 2-uniform mapping

2. f—1 and f5 are 4-uniform mappings.

8. fr has d-uniformity of 6 or less.

Proof. Obviously for all a,b € F with a # 0 the equation 27 + (x +a)” = b has
at most 6 roots. For claims 1 and 2, see [22].

Lemma 2. 1. The nonlinearity of f_i is 2"~2 — 2% .
2. For a polynomial function f : F — F of degree d the following holds true:
N(f) =20t = [454]23

Proof. For claim 1, see [13], for claim 2 see [4].



Table 1. S-Box mappings over GF(2") with n € {8,16, 32,64}

function mapping bijective over GF(2")|d-uniformity N(f)
—T
e {s et e N
B z— 1o 2 >l _ 9%
fs z— a° no 4 >9on1 _93 1
fr Tz’ yes <6 >on 1 _3.23

The linear transformations We use matrices of Maximum Distance Separable
codes — MDS matrices for short — for the matrix D in the linear layer and the key
schedule. We chose these types of linear transformations since they have optimal
diffusion properties. This strategy is widely used in modern block cipher design;
all ciphers following the wide-trail design use diffusion optimal matrices. The
matrix Dy below actually is the matrix used in the MixColumns step of Rijndael,
D5 is equivalent to a Pseudo-Hadamard Transform over F'.

0 6+1 1 1

_ (91 e e+1 1
D2(11) Di=1 1 1 9 011
6+1 1 1 6

Rijmen and Daemen introduced the notion of the branch number of a linear
transformation to measure the quality of the diffusion provided. For a F-vector
X = (21,...,2,) we define w(X) to be the hamming weight of X, i.e. the count
of all non-zero coordinates of this vector. The following definition is according
to [12]:

Definition 3. Let M € F™*™ be a matriz describing a be a linear map. The
differential branch number By(M) of M is then defined as

Ba(M) = XHEIIITH (w(X) +w(MX))
X#0

while the linear branch number By(M) is defined as By(M) = By(M™).

For a symmetric matrix such as Ds, the linear and the differential branch
number clearly coincide. For the circulant matrix D, the linear and differential
branch number coincide as well [12]. Thus in our case it suffices to speak of the
branch number B(M) of a matrix M. For MDS matrices the branch number is
maximal [12], i.e. B(M) = m + 1 with m being the size of the matrix M. For
block ciphers with m = 1 we use the identity matrix of size one, I, trivially
resulting in B(I;) = 2.

2.4 Polynomial Representation of the Ciphers

In the following we will detail how to obtain a system of polynomial equations
that describes the transformation of a plaintext into a ciphertext block round



by round using intermediate state variables. Please note that our description
is slightly simplified. For the sake of legibility we have omitted the round key
addition after the final round; for our experiments the final key addition has of
course been retained.

— FLURRY
For Feistel ciphers the left half of the state in round e is identical to the right
half of the state in round e — 1, giving rise to the following mr trivial linear
equations:
(e) (e=1) _
z; iy, =0

Each monomial S-Box of the cipher induces a polynomial equation of degree
deg(f). Thus we get a total of mr non-linear equations of form:

i+l 1)+Zdz 7 (2l + k) =0

with 1 <e <r, 1 <7 <m. When using the inversion S-Box the polynomial
n mnr

system is correct only with probability (2 > 1) . The equations in this case

are of a different form:

m

(xge_l) + zg;)ﬂ) H ( 7(713 k(e 1)> + Zdj ! H ( ,,elﬂl) + k(e 1)) 0

=1 i=
z;ﬁl

The linear equations for the key schedule of FLURRY can be written as:

K+ K 40+ 1) 3 djkie ) =0
=1

with2<e<r 1<j<m.
— CURRY
No trivial linear equations hold between intermediate state variables.

Denote by x the variable in row %, column j of the state in round e,

analogously for kEZ )j). Then for all rounds e > 0 the following equations hold

with 1 <4,7 < m:

(6)+Zdzz ( (1) 4 ple- 1)) 0

Again for f_; the non-linear equations look different:

() (e=1) (e=1) (e=1) (e=1)\ _
oy (:c;u +RGY) ZdzH(x;u +E) =0

u=1 u=1
uF#l



Using the above equations, the polynomial system also does not hold with

probability one but with probability (2 _1)
The linear equations for the key schedule can be expressed as follows:

E© 4 (9)e+(i—1)m+j + Zd“kl(zfl) -0

i,J
=1
with 1 <e<r 1<4,5<m.

Additionally, for each variable v € (X UK) the relation v2" 4+ v = 0 holds. These
relations are called field equations; they will not be included in our polynomial
system however.

3 Resistance against Classical Attacks

In this section we determine the strength of our cipher constructions against dif-
ferential and linear cryptanalysis. Differential cryptanalysis is a chosen-ciphertext
attack due to Biham and Shamir and was the first successful attack on the DES
[3]. This type of attack exploits biases in the first order derivative of the cipher.
For carefully chosen plaintexts with specific differences a cryptanalyst makes
assumption about their propagation through the cipher and predicts output dif-
ferences in ciphertext pairs. If these predictions are correct with sufficiently high
probability they allow an attacker to determine round key bits.

Linear cryptanalysis is a known plaintext attack that was devised by Matsui
[20] to attack the DES. For this attack to succeed, the cryptanalyst has to
construct a probable key-independent linear approximation for individual output
bits of the cipher. By counting the number of time this linear approximation
agrees with the actual output of the cipher she can establish which value for the
key bit is more likely.

The notion of practical security of block ciphers against differential and linear
cryptanalysis was introduced by Knudsen [19]. The exact definition of this no-
tion is postponed to the end of Section 3.2. We will derive the number of rounds
that will make our cipher practically secure against differential and linear crypt-
analysis.

Note that our objective was not to evaluate the strength of our ciphers against
all known attacks. Our ciphers may very well be vulnerable against one or several
advanced attacks even if they resist standard linear and differential cryptanalysis.
Indeed, as an example we argue that the choices we have made for the S-Boxes
are very weak against interpolation attacks.

3.1 Estimating the Resistance against Differential and Linear
Cryptanalysis

A fundamental parameter that influences the complexity of differential and linear
attacks is the minimum number of active S-Boxes N over consecutive rounds of
the cipher. Kanda [18] gives useful results on both SPN ciphers and Feistel
ciphers with a SP round function; from these we derive the following lemmas:



Lemma 3. The minimum number of active S-boxes in 4, 6, 8 consecutive rounds
of a Feistel cipher with SP round function is lower bounded by B(D), B(D) + 2
and 2B(D) + 1 respectively. For an SPN cipher the minimum number of active
S-Bozxes for 2r consecutive rounds is lower bounded by rB(D).

In the following X denotes a uniformly distributed random variable in GF'(2)"
and p : GF(2)" — GF(2)™ a function for which we wish to compute the linear
and differential probability.

Definition 4. The linear probability for a pair (a,b) € GF(2)™ x GF(2)™ with
a # 0 is defined as

LP(a,b) = (2 Prx {{a, X) = (b, p(X))} - 1)*

In the above definition, a is called input mask and b is called output mask of a
round. A vector of masks A = (a1,...,ar41) with a; # 0 for all 1 < ¢ < ris
called linear characteristic of a cipher.

Definition 5. The differential probability for a pair (Azx,Ay) € GF(2)" x
GF(2)" with Az # 0 is defined as

DP(Az, Ay) = Prx {p(X) + p(X + Az) = Ay}

The value Az is called input difference of a round, while Ay is called output
difference. A vector of differences A = (ay,...,a,41) witha; #O0forall1 <4 <r
is called differential characteristic of a cipher.

Definition 6. Let 2, be the set of all linear characteristics and 2p the set of
all differential characteristics of a cipher C'. The mazimum linear characteristic
probability (MLCP) of C is

T

= max HLP ai,a;
Aco, | 1 ( (X z+1)
1=

MLCP(C)
Analogously the mazimum differential characteristic probability (MDCP) of C is

MDCP(C) = max [[DP(ai,air)
i=1

3.2 Differential and Linear Cryptanalysis of FLURRY and CURRY

In this section we show how to compute upper bounds of MLCP and the MDCP
of ciphers of the FLURRY and CURRY family. From these bounds we can deduce
the number of rounds required to make an instance practically secure against
differential and linear cryptanalysis.

The maximum differential probability of a function f : FF — F' can be calcu-
lated from § as p(f) = LF where J is according to Definition 1. The maximum
linear probability of a mapping f : F' — F can be computed as

o) = (1~ 240)°




where N (f) is defined as in Section 2.3. For SPN ciphers and Feistel ciphers
with a SP round function the MDCP is bounded by p(f)" while the MLCP is
bounded by ¢(f)" [18], where N is the miminum number of active S-Boxes.

According to Knudsen [19], a block cipher with dependent round keys is
practically secure against differential and linear cryptanalysis if the MLCP and
the MDCP is too low for an attack to work under the assumption of independent
round keys. Note however that for both r-round Feistel and r-round SPN ciphers,
we need to consider the MLCP and MDCP of r» — 2 rounds because of attacks
that guess bits of the first and the last round key, so-called 2R attacks.

3.3 Interpolation Attacks

Jakobsen and Knudsen presented interpolation attacks in [16] as a counterpoint
to the growing trend of using algebraic S-Boxes such as those proposed by Nyberg
[22]. In fact, interpolation attacks can be seen as the first algebraic attacks on
block ciphers. The underlying intuition of this attack is that the relationship
between plaintext and ciphertext can be expressed as a tuple of polynomial
expressions. If the degree of these polynomials is low enough, the coefficients of
the polynomials can be interpolated from a number of plaintext/ciphertext pairs.
A key—dependent equivalent of the encryption or the decryption algorithm has
then been determined. In [16] upper bounds on the number of required pairs for
known-plaintext interpolation attacks for selected examples are given. In general
this number increases exponentially with the degree of the polynomial function
describing the S-Box, the number of rounds and the number of elements in the
internal state, while for the attacks we present in the next section it remains a
constant quantity.

Courtois later improved on the work of Jakobsen and Knudsen and intro-
duced an attack called General Linear Cryptanalysis [8]. In the same paper he
also gives several examples of insecure ciphers based on inversion based S-Boxes
that resist differential and linear cryptanalysis. His approach and his goals are
quite different from ours however.

FLURRY and CURRY quite naturally are susceptible to interpolation attacks
— their clean structure and the monomial S-boxes make them textbook examples.
As a matter of fact, the cipher PURE presented in the original article is identical
to the 64-bit cipher FLURRY(32,1,r, f3, 1) sans key scheduling.

4 Attacks Using Grobner Bases

Grobner bases are standard bases of polynomial ideals that can be used for
solving systems of polynomial equations. What Gaussian elimination does for
systems of linear equations, Grobner basis algorithms try to emulate for poly-
nomial systems. Unfortunately the computational complexity of Grébner basis
algorithms for nonlinear systems is no longer polynomial. In this paper we re-
strict ourselves to known-plaintext Grébner Basis attacks that recover a secret
key of a block cipher from a minimum number of plaintext /ciphertext pairs faster



than a sequential exhaustive search of the key space — by computing Grobner
Bases.

We will briefly introduce the concepts necessary to explain our results. For
a more thorough introduction to Grébner bases we refer the reader to [1] and
[10]. In the following we adopt the conventions of [1].

Definition 7 (Term order). A term order < is a linear order on the set of
terms T (R) such that

1. 1 <t for all termst € T(R)
2. for all terms s,t1,ta € T(R) whenever ty < to then sty < sty

If a term order has been fixed, we define HT(f) to be the greatest term
occuring in the polynomial f € R according to this order; this term is called the
head term. Correspondingly HM(f) is the head monomial, i.e. the head term of
f multiplied with the matching coefficient.

We will now introduce two useful and widely used term orders. To accomplish
this we first need to define some technicalities: For a term ¢ = v{'v5? - 0% €
T (R) we define the exponent vector of t to be €(t) = (e1,ea,...,e;) € NE. The

total degree of the term ¢ then is deg(t) = Zle €.

Ezample 1 (Lexicographic term order). For terms s,t we define s <y, t iff there
exists an ¢ with 1 <4 < k such that the first ¢ — 1 components of ¢(s) and €(t)
are equal but the ith component of ¢(s) is smaller than the ith component of

e(t).

Ezample 2 (Degree reverse lexicographic term order). For terms s,t we define
s <prr t iff either deg(s) < deg(t) or if deg(s) = deg(t) and s <jeq t.

Definition 8 (Syzygy polynomial). The syzygy polynomial of two polynomi-
als f, g is defined as

_ lem(HM(f), HM(g))
HM(g)

_ lem(HM(f), HM(g))
)

spol(f,g) = HM(f f g

For a set of polynomials G C R we can define the reduction of a polynomial f € R
to a remainder r which we will denote by f —¢ 7. The result of this operation
may not be uniquely defined unless G is a Grébner basis. In the following we
will only be interested in polynomial divisions that leave no remainder.

Definition 9 (Reduction to zero). A polynomial f € R reduces to zero
modulo a set G = {g1,...,9xr} C R, if there exists a vector of polynomials
(mq,...,my) such that f — E?Zl m;g; = 0 with HT(m;g;) < HT(f) for all
1<i<Ek.

Definition 10 (Grébner basis). Let J be an ideal of R. A finite set of poly-
nomials G C J is a Grobner basis of J if f —¢ 0 holds for every f € 7.



Let P be a set of multivariate polynomial equations p; = 0. For the ideal J
generated by the set P = {p;} computing the Grobuner basis relative to an
appropriate term order, e.g the lexicographical term order enables us to solve
the system P.

Computing a Grobner basis relative to a total-degree order however usually
is faster than computing a lexicographical Grobner basis of the same ideal. This
was the reason for the development of algorithms that change the term order
of a Grobner basis. The two most prominent are the FGLM algorithm [15] and
the Grobner Walk [7]. While the FGLM algorithm as originally described only
works for zero-dimensional ideals, i.e. when the number of solutions of P in the
closure of F' is finite, the Grobner Walk does not have this restriction.

4.1 Key Recovery Using Grobner Bases

Estimating the time and space complexity of Grobner basis algorithms is no
easy feat. For polynomial systems induced by block ciphers, no theoretical works
estimating the performance of Grébner basis algorithms are currently known. We
therefore carried out experiments to study the resistance of our ciphers against
Grobner Basis attacks. Results of these experiments are presented and analysed
in section 4.2.

The Grobner basis attack we have successfully used on instances of FLURRY
and CURRY to determine the secret key from a small number of plaintext/cipher-
text pairs entailed the following steps:

1. Set up a polynomial system P = {p; = 0} for the cipher in question with
p; € R as described in Section 2.4. The system P consists of both cipher and
key schedule equations.

2. Request a plaintext/ciphertext pair ((Py,...F),(Cy,...,C:)). This gives
rise to the following additional system of linear equations G = {g; = 0}:

e+ P =0 2 +C1 =0

.Z'ISO)—FPt:O acgr)—i—Ct:O

Let J be the ideal generated by the set of polynomials £ = (U,{pi}) U
(U;{gi})- We call this ideal the key recovery ideal.

3. Compute a degree-reverse lexicographic Grobner basis Gpgrp of J. For ci-
phers using a multiplicative inverse as S-Box function, the system may be
inconsistent, resulting in Gpry = 1.

4. If Gprr =1 go to Step 2, otherwise proceed.

5. Use a Grobner basis conversion algorithm to obtain a lexicographical Grébner
basis G, from Gppgr. The variable ordering should be such that the key
variables of the first round are the least elements.

6. Compute the variety Z of J using the Groébner basis Gje,.



7. Request another plaintext/ciphertext pair (P’,C").
8. Try all elements k € Z as key candidates to encrypt P’. If k does not encrypt
P’ to C’, remove k from Z, otherwise retain.
9. If Z contains more than one element, go to step 7.
10. Terminate

Considerable complexity is hidden in step 6. To compute the variety of an
ideal using a lexicographical Grobner basis, we need to successively eliminate
variables by computing zeroes of univariate polynomials and back-substituting
results. The complexity of this depends on the number of solutions of the polyno-
mial system (zeroes of the ideal) and the complexity of the algorithm for finding
roots of univariate polynomials. The best algorithm for factoring polynomials is
due to Kaltofen and Shoup [17] and has a complexity of O(d*-81%n) field opera-
tions, where d is the degree of the polynomial. This degree if bounded by 2™ — 1.
The number zeroes is equivalent to the number of distinct keys encrypting the
plaintext to a ciphertext. In general we can expect this number to be small.

4.2 Experimental Results

We have performed experiments to analyze the resistance of FLURRY and CURRY
using the computer algebra system MAGMA [23], version 2.11-8, on an AMD
Athlon 64 3200+ equipped with 1024 Megabytes of RAM running Linux. MAGMA
implements Faugére’s F4 algorithm [14] and is widely considered the best pub-
licly available tool for computing Grobner bases. We have chosen n and m such
that the ciphers evaluated are 128-bit block ciphers.

Table 2 lists a number of instantiations of FLURRY and CURRY ciphers for
which we were able to successfully recover the secret key; the 6, 8 and 10 round
FLURRY ciphers are resistant to linear and differential cryptanalysis. We see that
ciphers with inversion-based S-boxes are easier to break than ciphers which use a
monomial S-box, even if the monomial is of very low degree. Furthermore we were
unable to determine an a priori indicator for selecting the most efficient Grobner
basis conversion algorithm — in some cases FGLM was faster, in other cases the
Grobner walk; the same holds for the memory consumption. As mentioned in
Section 2.4 we did not add the field equations to our polynomial systems.

4.3 Grobner Bases without Polynomial Reductions

Sometimes one can determine whether a set of polynomials forms a Grobner
basis without computing normal forms. In the following let be G C R be a finite
set of polynomials with 0 # G.

Proposition 1 (First Buchberger criterion). Suppose that we have f,g € G
such that
lem(HT(f), HT(g)) = HT(f) - HT ()

i.e the head terms of f and g are pairwise prime. Then spol(f,g) —¢ 0.



Table 2. Experimental results obtained with MAGMA

cipher conversion| CPU time| memory used
FLURRY(64,1,4, f—1,11) Walk 0.011 s| 3.48 MBytes
FLURRY(64,1,4, f_1,1) | FGLM 0.011 s| 3.48 MBytes
FLURRY(64, 1,4, f3,11) Walk 0.04 s| 3.48 MBytes
FLURRY(64, 1,4, f3,11) FGLM 0.029 s| 3.58 MBytes
FLURRY(64, 1,4, f5,11) Walk 1.28 s| 3.97 MBytes
FLURRY(64, 1,4, f5,11) FGLM 2.3 s| 6.36 MBytes
FLURRY (64, 1,4, f7, 1) Walk 13.61 s| 6.22 MBytes
FLURRY (64, 1,4, f7, I1) FGLM 82.62 s| 33.4 MBytes
FLURRY(64,1,6, f—1,11) Walk 0.15s| 3.58 MBytes
FLURRY(64,1,6, f-1,11) | FGLM 0.059 s| 3.58 MBytes
FLURRY(64, 1,6, f3,11) Walk 59.91 s| 10.63 MBytes
FLURRY (64, 1,6, fs, 1) FGLM 145.08 5{193.24 MBytes
FLURRY (64, 1,8, f-1,11) Walk 3.43s| 4.51 MBytes
FLURRY(64,1,8, f_1,11) | FGLM 1.46 s| 4.46 MBytes
FLURRY(64,1,10, f_1,11)| Walk 115.44 s| 14.74 MBytes
FLURRY(64, 1,10, f_1,1)| FGLM 60.61 s| 12.39 MBytes
FLURRY(64,1,12, f_1,11)| Walk 4194.28 s| 99.97 MBytes
FLURRY(64,1,12, f_1,11)| FGLM 2064 $(142.90 MBytes
FLURRY(32,2,4, f_1,D2)| Walk 216.53 s| 25.58 MBytes
FLURRY(32,2,4, f_1,D:)| FGLM 65.78 s| 41.62 MBytes
FLURRY(16,4,2, f-1,D4)| Walk 264 s| 37.13 MBytes
FLURRY(16,4,2, f_1, Ds)| FGLM 26.119 s| 18.56 MBytes
CURRY(32,2,3, f-1, D2) Walk |1750.87 sec|138.77 MBytes
CURRY(32,2,3, f-1,D2) | FGLM |3676.26 sec|107.54 MBytes

Proposition 1 is the first Buchberger criterion. Together with the following theo-
rem given in [10], we can decide whether a sequence of polynomials is a Grobner

basis from looking at the head terms alone.

Theorem 1. The set G is a Grobner basis iff spol(f,g) —¢ 0 for all f,g € G

with f # g.

When using polynomial S-boxes, this enables us to compute a degree-reverse
lexicographic Grobner bases of the key-recovery ideals of FLURRY and CURRY
without performing polynomial reductions; the head terms of all polynomials
of J are univariate. For each polynomial of round e, either a power of a state
variable of the preceeding round or a power of a key variable of the current round

occur as head term. Some head terms however occur more than once.

By using an appropriate variable order we can force the set of head terms of
each round to be disjunct from the set of head terms of all other rounds:

— CURRY

For better legibility, we identify z; ;

(e)

with Tettim-+j and kEz)

with ket+im+j .



We then fix the following variable order:

To <...<Tpo1 < T <...< Tt(r+1)—1 <ky<...< kt(r+1)—1 < T <. < Tpp—1

plaintext variables ciphertext variables key variables internal state

variables

— FLURRY

Again we decrease the number of indexes: we identify 2

g

with Zeey; and
k:ge) with ke¢y;. We then fix the following variable order:

To < ... < Tt < Tr < ... < T(t+1)r—1 < Ti(r—1)4m < ... < Tgr—1 <

plaintext variables ciphertext variables state variables of the right

half of the second last round

k/‘O <...< km—l < km(r—l) <... < kmr—l <

key variables of key variables of round r

the first round

km < ... < km(r—l)—l <kmr<...< k‘m(,n_;,_g)_l <z <...< Tt(r—1)+m—1

remaining key variables remaining state variables

To make the following linear transformation easier to describe we use a vec-
torial representation for FLURRY and a matrix representation for CURRY. The
entries in the vector and matrix of each round are the left-hand side polynomials
of the nonlinear cipher equations.

We can multiply the vectors respectively matrices of all rounds by D~! to
obtain pairwise prime head terms within each and across rounds. For CURRY
this is sufficient. For FLURRY we also need to adjust the key schedule equations.
The nonlinear polynomials of the first and the last round have powers of key
variables as head terms. These key variables are of the first and the last round
respectively. For the first round this poses no problem. However for the last
round the key schedule polynomials that produce the last round key have the
same head terms. Thus we rewrite the key schedule equations. We express all
round keys except for the last round key as a linear combination of the first two
round keys. Then we write the second round key as a linear combination of the
first and the last round key. This results in all head terms being pairwise prime.
In order for this to work for FLURRY, the order of the matrix used in the key
schedule needs to be greater than the number of rounds.

We have shown how to make the head terms of all polynomials pairwise
prime. Hence by Theorem 1, we have obtained a Grébner basis. This strategy
however does not work FLURRY and CURRY instances with inversion S-Boxes,
as the head terms in these cases are never univariate.

4.4 Complexity Of Grobner Basis Conversions Using FGLM

The complexity of the FGLM algorithm hinges on two parameters of the input G:
the number of variables of the polynomial ring R and the vector space dimension



of the residue class ring R/J, where J is the ideal generated by the Grobner basis
G C R. The following theorem [1] shows how this invariant of an ideal can be
computed.

Theorem 2. Let G be a Gréobner basis of the ideal 3. Then
dim(R/J)=#{t € T(R): HT(f) tt for all f € G}

Corollary 1. Let G = {g1,...,9x} be a Grébner basis for the ideal
J C Flxy,...,x3) with head terms %, . .. ,IZ"’. Then dim(R/J) = Hle d;.

Corollary 2. Let J be an ideal of an instantiation of either a FLURRY or a
CURRY cipher as described in Section 2.4 and f a polynomial function. Then
the following holds:

1. dim(R/3) = deg(f)™" for FLURRY (n,m,r, f, D).
2. dim(R/3J) = deg(f)™" for CURRY (n,m,r, f, D).

We restate Theorem 5.1 of [15].

Theorem 3. Let K be a finite field and R = Klx1,...,zk]. Furthermore G1 C
R is the Grdebner basis relative to a term order <1 of an ideal J, and d =
dim(R/J). We can then convert Gy into a Grobner basis Go relative to a term
order <o in O(kd?) field operations.

We conjecture the constant factor in the above estimate to be approximately
one cipher operation. For the space complexity of the algorithm, no bound is
given in the original paper. We note that the dominant memory requirement of
the FGLM algorithm is a d X kd matrix over F. Thus the memory usage of the
algorithm is upper bounded by [(kd?n)/8] + o(1) bytes.

This allows us to estimate the maximum resistance of FLURRY and CURRY
ciphers with polynomial S-Boxes against Grobner basis attacks (see Table 3).
Note that for the CURRY cipher we need to use a bijective S-Box in the round
function; the lowest degree S-Box function that is bijective is fr.

5 Conclusions

We have demonstrated that Grobner basis algorithms can be used to successfully
mount key-recovery attacks on algebraically simple block ciphers with a large
block and key size; even when these ciphers are practically secure against differ-
ential and linear cryptanalysis. Key recovery can be accomplished with a mini-
mal number of known plaintext /ciphertext pairs. Degree-reverse lexicographical
Grébner bases for our ciphers can be calculated by hand. These however do
not give the solution to the polynomial system directly. Our contribution shows
that the problem of recovering a key for these block ciphers can be reduced to a
Grobner basis conversion. By giving a formula for the vector space dimension of
the polynomial ring modulo the key recovery ideal for all inversion-free ciphers



Table 3. Upper bounds on the complexity of breaking 128-bit FLURRY and CURRY
ciphers with FGLM

cipher n | dim(R/I) |# of operations|memory required (bytes)
FLURRY(32,2,4, f3, D2)|[ 8 [ 3% ~ 21258 o277 2304
FLURRY(32,2,4, fs, D2)|| 8 | 5% ~ 2'8:58 0(2%%7) 2422
FLURRY(32,2,4, fr, D2)|| 8 | 78 ~ 22246 0274 2499
FLURRY(32,2,6, f3, D2)||12]3'% ~ 2!9:02|  O(2%0°%) 2432
FLURRY (32,2, 6, f5, D2)||12]|5'% ~ 227-86|  O(2%72) 2013
FLURRY (32,2, 6, f7, D2)||12|7'% & 233:99|  O(2'047) 2730
FLURRY(32,2,8, f3, D2)||16]3'¢ a2 225:35|  O(2800) 2567
FLURRY(32,2,8, f5, D2)||16]5'¢ =~ 257-15|  O(2'15-%) 2803
FLURRY(32,2,8, fr, D2)||16]|7'¢ ~ 2*4:92|  O(2'3%%8) 2958
FLURRY(16,4,4, f3, D2)||16]3'¢ a2 225:35|  O(2800) 2587
FLURRY(16,4, 4, fs, D2)||16]5'¢ ~ 257-15|  O(2'15-%) 2793
FLURRY(16,4,4, f7, D2)||16]|7'¢ ~ 2*492|  O(2!38-%8) 2948
CURRY(32, 2,3, fr, D2) |[12[7"% = 2335 O(217%F) 2730

considered we were able to estimate the complexity of a Grobner basis conversion
using the FGLM algorithm.
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A A DRL Grobner basis for FLURRY (32, 2,4, f3, D>)

The following sequence of polynomials G is a degree-reverse lexicographic Grobner
basis for a FLURRY (32, 2,4, f3, D) for the following variable ordering:
To <1 < X2 < X3 < X166 < T17 <T1g < T19 < T1a < x15 < ko < k1 < ke < kr < ks <
ks < kg < ks <ks <kyg<kio<kin<xa<uws<axs<a7<ax3<T9<T1o<T11<
T12 < Z13
G={
plaintext:
$0+031 +629+927+024+922+021 +919+913+911 +98+97+96+04+1
21+ 03 4+ 030 4 929 1022 4 921 4 915 4 914 g1l 4 910 4 97 4 95 4 95 4 93 40
x2+926+025+924+921+919+018+916+914+98+07+06+€4+9+1
$3+027+026+924+021+017+915+913+911+99+06+94+9
ciphertext:
$16+031+929+921+€19+918+616+915+914+012+94+1
m17+924+921+020+918+016+913+010+99+98+06+95+93+0+1
T1s + 02 025 £ 070 1 0% 1019 1013 1010 499 405 107 405+ 05 + 67
$19+029+927+926+920+913+610+98+95+92
round 1:
T4 + T2
Ts5 + X3
kS 4 k2xo + kozk + 25 + Cixr + Crze + Crzy + Chzo
k% + k‘fw:s + k1x§ + x% + Cox7 + Cize + Cox1 + Cizo
round 2:
T8 + Te
T9 + X7
T3 + x2ko + wek3 + k3 + Cix11 + Cizio + Crzs + Craa
o3 + 22ks + x7k3 + k3 + Cax11 + Ciz10 + Cozs + Cr2a
round 3:
T12 + T10
T13 + x11
x50 + 2ok + x10k] + ki + Crxg + Crzs + Cikg + Ciks + Ciz1s + Ciz1a
23y + a2 ks + 211kE + k2 + Coxg + Cras + Cokg + Ciks + Coxis + Cia1a
round 4:
T14 + T16
Ti5 + T17
k& + kdz1a + kezly + 234 + Ciz13 + C1212 + Crki1 + Cikio + Cizie + Cizis
k2 + k215 + krals + a5 + Coxaz + Crxiz + Cokin + Cikio + Cox1g + Cra1s
key expansion:
ki1 + 6%k7 + (6% + 6 + 1)k1 + Oko + 6* + 67
k1o + 0%ke 4 Oky + ko + 6> + 6
ko + (0% + 0)kr + (6 + 1)k + 0%k1 + (0 + Vko + 0% +6° +6° + 1
ks + (6 + k7 + (6 + 1)ke + (0 + 1)k1 + ko + 6° + 6°
ks + (02 + 04 Vky 4+ 0ke + 0%ky + (0 + ko +0°+06*+ 0%+ 0
ks + 0kr + ke + (0 + 1)k1 + ko + 6° + 0* +6° + 1
ks + 6%k + (0 + 1)ke + (6> + 6 + 1)k1 + 0ko + 6° +6° + 6* + 6
ko + (0 + 1)k7 + ke + 0k1 + ko +0° + 0> + 0 + 1
}

with C7 = (0 + 1)_1 and Cy =1+ (0 + 1)_1



