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Abstract. We propose a new construction for Merkle authentication
trees which does not require collision resistant hash functions; in con-
trast with previous constructions that attempted to avoid the depen-
dency on collision resistance, our technique enjoys provable security as-
suming the well-understood notion of second-preimage resistance. The
resulting signature scheme is existentially unforgeable when the underly-
ing hash function is second-preimage resistant, yields shorter signatures,
and is aledted neither by birthday attacks nor by the recent progresses
in collision-finding algorithms.

Keywords: Merkle signatures, provable security, second-preimage resis-
tance.

1 Introduction

In 1979, Ralph Merkle proposed a digital signature scheme constructed out of
cryptographic hash functions only [7]. The interest of this scheme is that, unlike
most public-key cryptosystems, its security does not rely on number-theoretic
problems. Even if a particular hash function appears insecure, the scheme can be
easily repaired by using a dilerknt hash function. Finally, the current research
suggests that the Merkle signature scheme (MSS) will be only marginally a [edted
if large quantum computers are built, something that is not true for popular
public-key cryptosystems such as RSA and ECC.

The security of the original construction of the MSS relies on a collision re-
sistant hash function for the hash tree and a preimage resistant function for the
one-time signature stage [3]. Regarding security, this construction has two draw-
backs. First, recent attacks on the collision resistance of popular hash functions
such as MD5 [15] and SHAL [14] show that collision resistance is a goal which
is hard to achieve. Second, the security level of Merkle signatures is determined
by the collision resistance property of the hash function and therefore aledted
by birthday attacks.



In [8], the authors argue, without proof, that the security level of the MSS
should be determined by the second-preimage resistance property of the hash
function. Although no attack based on a collision finder is known for the MSS,
its security proof does not exclude the existence of such attacks. In addition,
Rohatgi proposes using target-collision resistant hash functions for achieving
goals that are similar to ours [11]. Unfortunately, practical hash functions were
not designed with target-collision resistance in mind, and keyed hash functions
such as HMAC lose all of their security properties when their key is revealed,
and as such, cannot be regarded as target-collision resistant. Although we agree
with [8] that second-preimage resistance should be at the heart of the security
of the MSS, we emphasize that until now, no satisfactory solution is known, at
least from a provable security perspective.

In this paper, we propose a new construction for Merkle authentication trees
and show that the resulting signature scheme is secure against adaptive chosen
message attacks, assuming a second-preimage resistant hash function and a se-
cure one-time signature scheme. Our construction is inspired by the XOR tree
proposed by Bellare and Rogaway for building universal one-way hash functions
out of universal one-way compression functions [1]. However, we use the XOR
tree for a totally di [erknt purpose, hamely establishing the unforgeability of the
Merkle signature scheme, and we relax the assumption on the compression func-
tion to second-preimage resistance. Even for hash functions with short output
size, our scheme provably yields a high security level; compared to the original
MSS, not only security is improved, but the size of signatures is reduced as well.

The paper is organized as follows: in Section 2 we review security notions
for hash functions and signature schemes. In Section 3 we introduce the new
construction and its security proof. In Section 4 we estimate the security level
of the new scheme. In Section 5 we consider the problem of signing arbitrarily
long messages. In Section 6 we present practical considerations. In Section 7 we
state our conclusion.

2 Hash Functions and Signature Schemes

. Ll 1 .
Hash Functions. We call Hkx = Hy : {0,1}~ {0,1}" - family of hash
functions, parameterized by a key k € K, that map bit strings of arbitrary length
to bit strings of length n. There exist various security notions for hash functions,
see [10] for an overview. In this paper we focus on the three most popular ones,
namely preimage resistance, second-preimage resistance and collision resistance.
In the following, X €gr X means that x is chosen uniformly at random.

Preimage resistance. For any key k egr K and y eg Hk({0,1}") it is compu-
tationally infeasible to compute x € {0, 1} “8uch that Hy(x) =y.

Second-preimage resistance. For any key k eg K and x €g {0,1}" it is
computationally infeasible to compute x“¢ {0,1}%buch that x“# x and
Hik () = Hk(x5.

Collision resistance. For any key k eg K it is computationally infeasible to
compute x,x"€ {0, 1} Such that x"# x and Hy(x) = Hy(X5.



We call a family Hy of hash functions (tow, lelv) preimage resistant (respectively
(tspr, [sdr) second-preimage resistant or (tcr, Le}) collision resistant), if for any
adversary A that runs in time at most tow (resp. tsor Or ter), the probability of
finding a preimage (resp. second-preimage or collision) is smaller than g}, (resp.
lsdr Or [ef).

Using generic (brute-force) attacks to compute preimages or second-preimages,
one requires tow = tspr = 2"—K evaluations of the hash function, to find a preim-
age or second preimage with probability [g), = [r = 1/2%. Due to the birthday
paradox, one requires te, = 2"/2 evaluations of the hash function to find a col-
lision with probability [} = 1/2.

Signatures Schemes. A signature scheme Sign is defined as the triple (Gen,
Sig, Ver). Gen is the key pair generation algorithm that on input a security
parameter 1" produces a pair (sk, pk), where sk is the private key or signature
key and pk is the public key or verification key, (sk, pk) <— Gen(1"). Sig is the
signature generation algorithm that on input a message M and private key sk
produces a signature a(M) <« Sig(M, sk). Ver is the verification algorithm that
on input (M, (M), pk) checks whether the signature is valid, i.e. it outputs true
if and only if the signature is valid and false otherwise [4]. In the following, let
teen: tsig, tver be the time algorithms Gen, Sig, Ver require for key generation,
signing and verification, respectively.

Let Sign = (Gen, Sig, VVer) be a signature scheme. We call Sign a (t, [Q)
signature scheme or (t, L) existentially unforgeable under an adaptive chosen
message attack (CMA-secure), if for any forger ForS'9«()(pk), that has access to
a signing oracle Sigs(-) and that runs in time at most t, the success probability
in forging a signature is at most [Jwhere ForS'%()(pk) can query the signing
oracle at most Q times [4].

3 Merkle Signatures using Second-Preimage Resistance

In this section we describe our construction for the Merkle authentication tree,
from now on called SPR-Merkle tree, and prove that the CMA-security of the
resulting signature scheme (SPR-MSS) can be reduced to the second-preimage
resistance of the used hash function and the CMA-security gf-ghe chosen one-
time siﬁture scheme (OTS). In the following, let Hx = Hy : {0,1}?" —
{0, 1}, be a family of (tspr, Lsdr) second-preimage resistant hash functions.

Our construction di[erk to the original construction proposed by Merkle in
the following way: before applying the hash function to the concatenation of
two child nodes to compute their parent, both child nodes are XORed with
a randomly chosen mask. Also, a leaf of the SPR-Merkle tree is not the hash
value of the concatenation of the bit strings in the OTS verification key, but
the bit strings themselves. The SPR-Merkle tree is constructed starting directly
from these bit strings. For that reason, it is su [cieht that the hash functions
Hk € Hk accept only bit strings of length at most 2n as input. In this section



we restrict the length of the message to be signed to n bits. The problem of
signing arbitrarily long messages is considered in Section 5.
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Fig. 1. XOR construction for the SPR-Merkle tree

Key Pair Generation. The key pair generation of our scheme works as follows.
First choose h > 1, to determine the number of signatures that can be generated
with this key pair, i.e. 2" many. Next compute 2" OTS key pairs (Xj,Yj), for
j=0,...,2"—1. We assume that each signature key and verification key consists
of 2! bit strings each of length n. Then choose a key for the hash function k eg K
and masks v;[0], vi[1] €r {0, 1}" uniformly at random fori =0, ...,h+I—1. The
2h . 2! n-bit strings from the verification keys form the leaves of the SPR-Merkle
tree, which in total yields a tree of height h + 1. The nodes are denoted by yi[j],
where i = 0,...,h + | denotes the height of the node in the tree (the root has
height 0 and the leaves have height h +1) and j = 0,...,2' — 1 denotes the
position of the node on that height, counting from left to right. The inner nodes
are computed as

_ e o0
yilll = Hk Vi« @ Vi[0] | Yi+1[2] + 1] @ vi[l]

fori=h+1-1,...,0and j =0,...,2'—1, see Figure 1. The SPR-MSS private
key consists of the 2" OTS signature keys Xj and the SPR-MSS public key
consists of

1. the key for the hash function k,
2. the XOR masks vp[0], Vo[1], - - -, Vh+1—1[0], Vh+1—1[1], and



3. the root of the Merkle tree yo[0].

Remark 1. In case the number of bit strings L in the verification key of the
chosen OTS is not a power of 2, the resulting SPR-Merkle tree has height h +
[log, L]. The SPR-Merkle tree is constructed such that the subtrees below the
2" nodes yn[j] are unbalanced trees of height [log, L].

Signature Generation. For s € {6;... , 2" — 11, the sth signature of message
M = (mo, . mn_l)z is O'S(M) = 5, GOTS(M), Ys, As , Where

s is the index of the signature,

ooT1s(M) is the one-time signature of M, generated with Xg,

Ys is the sth verification key, and

— As = (an,...,a1) is the authentication path for Ys, where a; is the sibling
of the node at height i on the path from y[s] to the root y[0], i.e.

yi[s/2h=1 —1],if s/2"" =1 mod 2
yi[s/2"=1 +1],if s/2"" T =0mod 2’

aj = fori=1,...,h.

th t t , authentication
path to roo

- — —- -

Ynh—1[0]

(Yoo 1[s2'—1'ix ) JU— (yh+. d(s+1)2' 1 —1] )
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Fig. 2. Notations of the SPR-MSS

Verification. The verification consists of two steps. First the verifier verifies the
one-time signature of message M using the supplied verification key Ys. Then
he verifies the authenticity of Ys as follows: first he uses the 2' bit strings in Ys
to compute the inner node yu[s] as

yilil = Hk Yi+1[2j] © vi[0] || yi+1[2j + 1] @ vi[1]



fori=h+1—-1,....,hand j =s2""" ... (s+1)2""1 — 1. Then he uses the
authentication path Ags and recomputes the path from yy[s] to the root yp[0] as

C 1l | 5 _
CH] aiv1@Vvi[0] || pisr @ Vvi[l] if s/2071*1 =1 mod 2

pi = Cd .
LY pies @ vil0] || @iss @ Vi[l] if s/2771+1 = 0 mod 2
for i = h—1,...,0 and py = yn[s]. The signature is valid if ppo equals the

signers public root y[0] and the verification of coTs(M) was successful. Figure
2 illustrates how the authentication path can be utilized in order to recompute
the root yg[0].

3.1 Security of the SPR-MSS.

We now reduce the CMA-security of the SPR-MSS to the second-preimage re-
sistance of Hk and the CMA-security of the used OTS. We do so by showing
in Algorithm 1 how a forger ForS'9«()(pk) for the SPR-MSS can be used to
construct an adversary AdvsproTs that either finds a second-preimage for a
random element of Hk or breaks the CMA-security for a certain instance of the
underlying OTS. In Algorithm 1, we use the convention that when algorithms
called by AdVSPR,OTS fail, so does AdVSPR,OTS-

Note that since the first-preimage x is chosen uniformly at random, so are
the masks v4[0], va[l]. As a consequence, the adversary AdvsproTts Creates an
environment identical to the signature forging game played by the forger. We
will now compute the success probability of Advspr oTs.

Case 1 (Y, AL) B (Ys,As). The fact that the verification key Y can be
authenticated against the root y,[0] implies a collision of Hy, see Appendix C.
This collision can either occur during the computation of the inner node y,[s] or
during the computation of the path from yp[s] to the root yg[0]. The adversary
Advspr oTs IS successful in finding a second-preimage of x if the node ya[b]
is computed as ya[b] = Hk (XY with x # x~ Since the position of node y,[b]
was chosen at random, the probability that the collision occurs precisely at this
position is at least 1/(2"*' — 1). In total, the success probability of Advspr oTs
is at least [Z(2"*' — 1), where s the success probability of the forger.

) ] a0 |
Case 2 (Y, AL) = (Ys, As). Inthiscase oors(MY, MY # 0o1s(Ms), Ms
holds which implies that ForS'9«()(pk) generated an existential forgery for one
instance of the underlying OTS. The probability that ForS'%)(pk) breaks
CMA-security of the supplied instance (s = c) is at least 1/2". In total, the
success probability of Advspr oTs iS at least [Zp", where [is the success proba-
bility of the forger.

Note that since both cases are complementary, one occurs with probability
at least 1/2. This leads to the following theorem:



Algorithm 1: AdvsproTs

Input: Hash function key k [gIK, tree height h = 1, first-preimage x [0, 1}?",
OTS instance with verification key Y and signing oracle Sigx (-)

Output: Second-preimage xZ D, 1}*" with x"2 x and Hk(x) = H (x5, or existen-
tial forgery for the supplied instance of the OTS, or failure

Choose ¢ [gX0,...,2" — 1} uniformly at random.

Generate OTS ke@airs X, Yj),j=0,..., oh — 1,jBc an_d set f@l“ Y.
Choose (a,b) [g1 (i,j):i (f0,...,h+1—1}j C{O,...,2"' —1} .
Choose random masks v;[0], vi[l] [rK0,1}",i=0,...,h+1—1,iEa.
Construct the Merkle tree up to height a + 1.

Choose v4[0],va[l] [0, 1}" such that

oA~ wWh R

[ - [
X = Ya+1[20] V0] Tlya+a[2b+ 1] V1] .

Note that ya[b] = Hk(X).
7. Use va[0], va[l] to complete the key pair generation.
Run ForSi9«O (pk).
9. When For®i9«()(pk) asks its qth oracle query with message Mq:
(a) if g = c then obtain the one-time signature of Mq using the signing oracle
Sigx (-) provided as input: 0o1s(Mq) « Sigx (Mg).
(b) else compute ooTs(Mq) using the qth OTS pignature key Xq. [
(c) Respond to forger with signature gq(Mq) = 0, 00T1s(Mg), Yq,Aq -
10. When For®'9«® (pk) outputs signatuge o5(M") for M ':.’ED
(a) Verify the signature c5{M% = s, 0ors(MY, YO AL
(b) if (Yo/AS) B (Ys, As):
i. if ya[b] is computed during the verification as ya[b] = Hk (x5 and x"& x
holds then return x™as second-preimage of x.
ii. else return failure.
(c) else (in that case (YSAD = (Ys, As)):
i. if s =cthen return (coTs(MY, MY as forgery for the supplied instance
of the OTS.
ii. else return failure.

®

Theorem 1 (Security of SPR-MSS). If Hk = :Hlk :{0,1}?" — {0,1}" ?EK]
is a family of (tspr, [sgr) second-preimage resistant hash functions with [y <
1/(2h*1*1 _2) and the used OTS is a (tots, [ots, 1) signature scheme with [} <
1/2h*1, then the SPR-MSS is a (t, [2") signature scheme with

E{z-max%lh“—l)-@ 2" Gk =
I~ |:| I:I r S

t= min tspr, tOtS - 2h : tSIg - tVer - tGen.

4 Comparison

Security Level. We compute the security level of the SPR-MSS and compare it
with the original MSS that relies on collision resistance (CR-MSS). As OTS we



use the Lamport-Di [e_dne-time signature scheme (LD-OTS) [6]. The following
theorem establishes the security of the LD-OTS (details of the reduction can be
found in Appendix A).

[ I
Theorem 2 (Security of LD-OTS). If Fix = Fx: {0,1}" — {0,1}" |
is a family of (tow, [elv) one-way functions with [g}, < 1/4n, then the LD-OTS
is a (t, (1) signature scheme with

LX4n - Lol
U= tow — tsig — tgen
By combining Theorems 1 and 2, we get

X2.-m I%2|h+|og2 2n 1) . @ 2h+|og2 an | @v
== ) Ia_x—l I:I . rs
t=min tspr,tow — 2" - tsig — tver — tgen-

(€

Note that we can replace tors by tow rather than tow — tsig — tgen Since the
time the OTS requires for signing and key generation are already included in
Theorem 1.

The security level is computed as the quotient t/LFor the values tow, tspr, ol
and [gdr we consider the generic attacks of Section 2 and set

Lol = 1/2h+I092 an+1 tow = on—h—log, 4n—1
@r = 1/(2h+|092 2n+1 _ 2) tspr = 2n_|092(2h+|0gz -2 )

which yields [3= 1 in Equation (1). The times for signing, verifying, and key
generation are stated in terms of evaluations of Fy and Hy. We set tsig = (h+1)-n
(n to compute the LD-OTS signature and h - n as the average cost for the
authentication path computation using Szydlo’s algorithm [13]), tyer = 3n+h—1
(n to verify the LD-OTS signature, 2n — 1 to compute the inner node yx[s], and
h to compute the path to the root), and tge, = 2n*10922n+1 _ 1 (2" . 2n to
compute the LD-OTS verification keys and 2"*+1°922" _ 1 to compute the root.
By substituting these values, we get

t/F 2n—h—|og2 an—1 2h+|ogz(h+1)n o 2logz(3n+h—1) o 2h+|0g2 2n+1 + 1.

The values for tsig, tver and tgen aledt the security level only for large h. Oth-
erwise the security level can be estimated as 2n—h—log2n—4,

A similar result can be obtained for the security of the CR-MSS with the
following theorem (details of the reduction can be found in Appendix B).

Theorem 3 (Security of CR-MSS). If Gk = %Ik :{0,1}?" — {0,1}" ?EK]

is a family of (t¢r, [e}) collision resistant hash functions with [} < 1/2 and the

underlying OTS is a (tors, loks, 1) signature scheme with [gks < 1/2"*+1, then the
CR-MSS is a (t, [2") signature scheme with

[X 2 max o 2h -

+ |a:| Le}, D';*l:s

t=min ter,tors — 2n. tsig — tver — leen



By combining Theorems 2 and 3, we get

[X 2 - max % oh+logz 4n . [

R i Rt e ®)

t=min ter,tow —2 'tSig — tver — tgen.

We now set [} = 1/2 and te, = 2™/2 (see Section 2) and use the values for

[y, tow from Equation (2) which yields [3= 1 in Equation (3). We further set
tsig = (h+1)-n, tyer =N+ 1+hand tgen =2" - 2n +2"*1 — 1 and get

t/E 2n/2 _ 2h+|ogz(h+l)n _ 2logz(n+1+h) _ 2h+log2 2n 2h+l +1.

Again, the values for tsig, tver and tgen aledt the security level only for large h.
Otherwise, the security level can be estimated as 2"/271,

Remark 2. It is possible to choose diLerknt trade-o [sTor the values in Equation
(2). This however would not a [edt the resulting security level but only the upper
bound for h. We chose these values because they correspond to the extreme case
= 1 in Equation (1), where Theorems 1 and 3 still hold.

Table 1 shows the security level of SPR-MSS and CR-MSS for di [erkent values
of n. It also shows the upper bounds for h such that the security level of SPR-
MSS and CR-MSS can be estimated as 2"~h~1092n=4 gnd 2n/2=1 respectively.

Table 1. Security level of SPR-MSS and CR-MSS using the LD-OTS

Output length n 128 160 224 256

Security level of SPR-MSS 2118—h  148.67—h 5212.18—h 3244—h
Maximal height of treeh h=<52 h=<67 h=98 h<=114

Security level of CR-MSS 253 27° 2111 2127
Maximal height of treeh  h<=50 h=65 h=9 h<=112

Table 1 shows that the security level is increased drastically when using
the SPR-MSS. As a consequence, the SPR-MSS not only has weaker security
assumptions, but hash functions with much smaller output size su [ceko obtain
the same security level as the CR-MSS. Nowadays, a security level of at least 28°
is required. When using n = 128, the SPR-MSS achieves a security level greater
than 280 for h < 38. To obtain a similar security level with CR-MSS, one must
use n = 224.

Sizes. The CR-MSS public key consists of the root of the Merkle tree and the
key for the hash function. Assuming this key has bit length n, the size of an
CR-MSS public key is 2 - n bits. The SPR-MSS public key must also contain
the 2(h + 1) XOR masks, each of bit length n. Therefore, in total the size of an



SPR-MSS public key is 2(h + | + 1) - n bits. In case of the LD-OTS we have
I = [log, 2n]. Using the same hash function, the signature size is the same for the
CR-MSS and the SPR-MSS. When using the LD-OTS, the one-time signature
of the message consists of n bit strings of length n. The verification key also
consists of n bit strings of length n, since half of the verification key can be
computed from the signature. The authentication path consists of h bit strings
of length n. In total, the size of a signature is (2n + h) - n bits. Table 2 compares
the signature and public key size of the SPR-MSS and the CR-MSS when using
h = 20.

Table 2. Sizes of SPR-MSS and CR-MSS using the LD-OTS

Public key size  Signature size Security level
SPR-MSS (n = 128) 7,424 bits 35,328 bits 2%
CR-MSS (n = 160) 320 bits 54,400 bits 27°
CR-MSS (n = 224) 448 bits 104, 832 bits 2111

Table 2 shows that in addition to its superior security, the SPR-MSS also
provides smaller signatures than the CR-MSS, at the expense of larger public
keys. In fact, in many cases the signer’s public key, embedded in a certificate, is
part of the signature; for that reason the sum of the sizes of the public key and
the signature is often relevant. However, even in this case, the SPR-MSS is still
superior to the CR-MSS.

5 Signing Arbitrarily Long Data

In Section 3 we restricted the length of the message to be signed to n bits. We now
give some suggestions for signing arbitrarily long messages. The most straight-
forward way is to use a collision resistant hash function anyway. Although this
solution requires stronger security assumptions, the SPR-MSS would still provide
smaller signatures.

A better approach is to use target collision resistant (TCR) hash functions [9,
1]. Recall that in the TCR game, the adversary must first commit to a message
M, then receives the key K, and wins if he can output another message M Ssuch
that Hx(M) = Hk(MY. The security notion TCR is stronger than second-
preimage resistance, but weaker than collision resistance [1¢}51n the TCR-has
and-sign paradigm, the signature of a message M is the pair o(K||Hk(M)), K,
i.e. the key K must be signed as well. In [1], Bellare and Rogaway show how a
TCR hash function can be constructed from a TCR compression function using
the XOR tree we used in SPR-MSS. In this case, the length of the hash key
depends on the message length. If M has bit length n - b, the bit length of the
key K is 2n - [log, b]. In [12] Shoup proposed a linear construction for TCR



hash functions that reduce the bit length of the key to n - [log, b]. However,
even with Shoup’s hash function, the key size still depends (logarithmically) on
the message length, and can be relatively large. In order to solve the problem of
long keys, Bellare and Rogaway suggested iterating TCR hash functions [1]. For
example, the TCR hash function can be iterated with three dilerknt keys K,
K, and K3 as depicted in Figure 3; in this case, although the three keys must
be transmitted with the signature, only K3 must be signed. Since each round
reduces the size of the input to the next hash function, assuming a message
with b blocks, after three iterations, the size of the final key K3 will have about
log, (log, (log,(b))) blocks of n bits. With a 128-bit hash function, if K3 is allowed
to have at most 3 blocks, then messages up to 2% blocks (or 27* bits) can be
signed.

M Ci C> Cs
P H > H: > Hs Sig
Y r' 2 r’ Y
Kl Kz K3 o

signature= Kj, K2, K3, 0 with o = Sig(K3s||Ca)

Fig. 3. Iterating TCR hash functions

Unfortunately, even when TCR hash functions are iterated, the signature
size is somewhat large: if Kz has three blocks, the input to the signature scheme
has 4n bits, and the signature size is about 4n? bits. In [5] Halevi and Krawczyk
introduce yet another security notion, which they call enhanced target collision
resistance (eTCR). Unlike the TCR game, the adversary commits to a message
M, receives the key K, and wins if he finds another key and another message
such that Hx (M) = Hk (M Y. When using e TCR hash functions, it is no longer
necessary to sign the key. Furthermore, Halevi and Krawczyk proved that an
eTCR hash function can be instantiated by a real-world hash function, where
the blocks of the input message are randomized with a single key, and the key
is appended to the message [5]. Their proof assumes that the underlying com-
pression function has second-preimage resistance-like properties, which they call
eSPR (evaluated second-preimage resistance). Using an eTCR hash function and
assuming eSPR for the underlying compression function, our scheme yields sig-
natures of only about n? bits.

6 Practical considerations

Using a Real-World Hash Function. Most of our proofs are based on a
second-preimage resistant family of hash functions. Although there is no ex-
plicit family for SHA1 or MD5, one can regard the initial chaining value as a



key [10], or consider the hash functions themselves to be the key, through the
random choices made by their designers [1]. However, in that case, the key is
known by adversaries before starting the experiment, and not randomly chosen
in the experiment; the corresponding security notion is called always second-
preimage resistant by Rogaway and Shrimpton [10]. Our theorems apply to any
second-preimage-resistant hash function, including always second-preimage re-
sistant hash functions.

Using a Pseudo-Random Number Generator. In the description of our
signature scheme, we assumed that the 2" one-time signature secret keys Xj are
completely stored by the signer. In practice, if the number of signatures 2" is
large, this is of course completely out of question. Instead of randomly generating
the OTS secret keys X, one can take them as output of a pseudo-random number
generator with a unique seed, which totally eliminates the issue of storage. The
resulting scheme can be proven to be secure with the additional assumption that
the output of the PRNG is indistinguishable from a truly random number [3].

Shorter One-Time Signatures. The main drawback of Merkle signatures
is their long signature size. In fact, the one-time signature scheme is mostly
responsible for these lengthy signatures, because one-time signatures typically
have a number of blocks proportional to the number of bits to sign. Improving on
the original idea of Lamport, Merkle proposed using one block for each message
bit, where a checksum is appended to the message [7]. In addition, Winternitz
suggested processing message bits by blocks of w consecutive bits, at the expense
of some more hash computations [7]. ComQﬂLng fhese ideas, the number of bit
strings for one instance of the OTS is | = n</w + [[log,(n/w)] /w], the size
of one-time signatures | x n and the number of hash evaluations for signing (and
verifying) is on average 2%~ x | [2]. Although there are other techniques for
constructing one-time signature schemes out of hash functions, and especially
using graphs instead of trees, practical implementations of one-time signatures
using the improvements from Merkle and Winternitz often outperform graph-
base one-time signatures [2].

7 Conclusion

We proposed SPR-MSS, a variant of the Merkle signature scheme with much
weaker security assumptions than the original construction. More precisely, our
scheme is existentially unforgeable under adaptive chosen message attacks, as-
suming second-preimage and preimage resistant hash functions. Compared to
the original Merkle signature which relies on a collision-resistant hash function,
SPR-MSS provides a higher security level even when the underlying hash func-
tion has a smaller output size. For instance, when using a 128-bit hash function
such as MD5, which is still secure in view of second-preimage resistance, SPR-
MSS o [erk a security level better than 28° for trees of height up to 38.
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A Security of the Lamport-Di [e_®@ne-Time Signature
Scheme

This Section describes the Lamport-Di [e ohe-time signature scheme (LD-OTS)
[fhand states a securityrgduction to the used one-way function. Let Fx =

Fi 0 {0,1}" — {0,1}" | 4, be a family of one-way functions. The one-time
signature key of the LD-OTS consists of the 2n n-bit strings x;[0], xi[1] €r
{0,1}",i=0,...,n -1 and a key for the one-way fungtipnk er K. The verifi—
cation key Y consists of the 2n n-bit strings v;i[0],yi[1l] = Fk(Xi[0]), Fk(Xi[1])
for i = 0,...,n—1 and the key k. The signature of an n-bit message M =
(mo, ..., Mp—1)2 is given as g; = Xj[m;],i =0,...,n—1, i.e. the bit strings from
the signature key are chosen according to the bits of the message; x;[0] if m; =0
and x;[1] if mj = 1. To verify a signature one has to check if F(gi) = yi[mi]
holds for all i = 0,...,n — 1. The time required by the LD-OTS for key genera-
tion, signing and verifying in terms of evaluations of Fy are tgen = 2N, tsig = N
and tyer = N, respectively. We disregard the time required to randomly choose
the signature key and assume the signer does not store the verification key.

Algorithm 2 shows how a forger ForS'9<(y ) for the LD-OTS can be used

to construct an inverter for an random element of Fk. In other words, the
security of the LD-OTS is reduced to the preimage resistance of Fi.

Algorithm 2: Advpre

Input: k [rK and y [CFk{0,1}")
Output: x such that y = Fx(x) or failure

Generate LD-OTS key pair (X,Y).

Choose a [rK1,...,n} and b [gXO, 1}.

Replace ya(b) with y in the LD-OTS verification key Y .

Run ForSioxOy),

When ForS9xO(y) asks its only oracle query with M = (mo, ..., Mn—1)2:
(@) if ma = (1 —b) then sign M and respond to ForS9x®),

(b) else return failure.

6. When ForS9x0) gutputs signature for message M== (m§’ ..., m5-,)2:

(a) if mg=bh then return o, as preimage of y.

(b) else return failure.

arwOdE

The adversary Advpre is successful in finding a preimage of y if and only if
ForS'9x0(y) queries an M with m, = (1 — b) (Line 5a) and returns a valid
signature for MPwith m}’ = b (Line 6a). The probability for my = (1 —b) is
1/2. Since MPmust be dierknt from the queried message M, there exists at
least one index ¢ such that m’= 1 — m.. Advpy is successful if a = ¢, which
happens with probability at least 1/2n. This result is summarized in Theorem
2 in Section 4.



B Security of the Original Merkle Signature Scheme

This section states a security reduction for the original Merkle signature scheme
to the collision resistance of the used compression function and the CMA-security
of the underlying OTS. The reduction is similar to what was shown in Section 3.1;
the main dilerence being-fhat we are satisfied ifpwe find a collision anywhere
in the tree. Let Gx = Gk : {0,1}*" — {0,1}" | ., be a family of collision
resistant hash functions. Algorithm 3 shows how a forger ForS'9<()(pk) for the
MSS can be used to construct a collision finder for a random element of Gk .

Algorithm 3: Advcrots

Input: Key for the hash function k [g K, height of the tree h = 1, an instance of the
underlying OTS consisting of a verification key Y and the corresponding signing oracle
Sigx (*)
Output: Collision of G, existential forgery for the supplied instance of the OTS, or
failure

Choose ¢ [gX0,...,2" — 1} uniformly at random.

Generate OTS key pairs (Xj,Yj),j =0,...,2" —1,jEcandset Yo « Y.

Complete the key pair generation.

Run ForS9«O (pk).

When ForS9O(pk) asks its qth oracle query with message My:

(a) if g = c then obtain the one-time signature of Mq using the signing oracle
Sigx (+) provided as input: doTs(Mg) « Sigx (Mg).

(b) else compute ooTs(Mq) using the qth QFS signature key Xg—

(c) Generate the MSS signature gq(Mq) = 0, 00T1s(Mq), Yq,Aq and respond to

agrLOdE

the forger. O i
6. When ForS9«((pk) outputs signature c5{M5 = s, sors(MY, YS AL for MY

(a) verify the signature c5{M Y.
(b) if (YZAD E (Ys, As) then return a collision of G.
() else (if (Y AD = (Ys, As)):

i. if s =c then return (cots(MY, MY as forgery for the supplied instance

of the OTS.
ii. else return failure.

To compute the success probability of Advcg ots We have to distinguish two
cases.

Case 1 (YHAD # (Ys,As): The fact that the verification key Y -can be au-
thenticated against the root yp[0] implies a collision of Gy, see Appendix
C. The success probability of finding a collision is at least [1the success
probability of the forger. ] 0O O

Case 2 (YHALD = (Ys,Aq): In this case dors(MY, MY # 0o1s(Ms), Ms
holds which implies that ForS'9()(pk) generated an existential forgery for



one instance of the underlying OTS. The probability that ForS'9%®) (pk)
breaks CMA-security of the supplied instance (s = c) is at least 1/2". In
total, the success probability of Advspr oTs IS at least 72", where s the
success probability of the forger.

Note that since both cases are complementary, one occurs with probability at
least 1/2. This result is summarized in Theorem 3 in Section 4.

C (Y, A) & (Ys, As) Implies a Collision

Case 1 ASD;t Ag: Let h > 8 > 0 be the index where the authentication paths
are dilerent, i.e. aj'# as. Further let (py)...,p5), (P, ..., Po) be the paths
from node yn[s] to the root yg[0] constructed using the authentication paths
AL As, respectively. We certainly know that pg’= po holds. If p§l, = ps—1,
then (a5’|| p5), (as || ps) is a collision for Hy. Otherwise, there exists an index
8 >y >0 such that py’# py and pyL; = py—1. Then, (a/[| py). (ay || py) is
a collision for Hy. Note, that the order in which a; and p; are concatenated
depends on the index s in the signature.

Case 2 Y'# Ys: Lets-2' <& < (s+1)-2' be the index where the bit strings in
the verification keys are di[erent, i.e. y5'# ys. If yL[s] = yn[s], there exists an
index h+1 >y > h such that y;IB] # yy[B] and y,[|B/2]] = yy—1[[B/2]],
with B = 8/2"*1=Y. Then a collision for Hy is given as

1
Oy 1B [l yyIB + 1D, (vy [B] | yy[B +1]) ,if B =0 mod 2
Oy[B =11 yyIBD. (yy[B — 11 | yy[BD) ., if B = 1 mod 2.

Otherwise, that is if y5[s] # yn[s], similar arguments as in Case 1 can be
used to find a collision.



